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ABSTRACT
Technology continues to evolve quickly and is dramatically changing the
behaviors of online users. Social networking sites, while offering users interactive
online spaces to socialize with their friends and family, are also a breeding ground
for various undesirable online behaviors, such as cyberbullying. Cyberbullying on
social networking sites (SNS bullying) has emerged as a societal challenge in
recent years. The prevalence and adverse consequences of SNS bullying have
been extensively reported in the mass media and drawn increasing attention from
government agencies, parents, and the academic community. The research on
SNS bullying is broad, and little effort has been devoted to consolidating its
findings. Furthermore, scant attention has been paid to understanding the role
technological factors play in the development of SNS bullying.
Accordingly, this dissertation proposes two main research objectives to advance
the scientific understanding of SNS bullying. It seeks to (1) summarize the
research status of SNS bullying and (2) examine the role of technological factors
in SNS bullying among perpetrators and aggressive bystanders. Three essays are
included. In Essay 1, I summarize the current knowledge on SNS bullying through
a literature review and analysis. Drawing on the general aggression model, I
propose a classification framework to classify the factors affecting SNS bullying.
The literature review and analysis outline the patterns of research on SNS bullying
and identify future research directions. In Essay 2, I examine the effects of
technological factors on SNS bullying perpetration. Drawing on crime opportunity
theory and affordance theory, I propose a research model to examine the drivers
of SNS bullying perpetration and test how SNS affordances influence the
ii

evaluation of SNS environments for perpetration using an online survey. The
results suggest that SNS affordances are salient enablers that afford SNS bullying
perpetration. In Essay 3, I examine the effects of technological factors on
bystanders’ aggressive responses to SNS bullying. Drawing on moral
disengagement theory, I develop a research model to investigate the effects of
beliefs about SNS use and moral disengagement mechanisms on bystanders’
aggressive responses to SNS bullying using a focus group discussion and a
scenario-based survey. The results suggest that moral disengagement mechanisms
are significant social cognitive processes bystanders use to rationalize their
aggressive responses toward victims.
This dissertation offers important implications for research and practice.
Theoretically, it contributes to the information systems (IS) literature by
examining an emerging societal challenge associated with the undesirable use of
information technology. It also adds to the growing body of research on SNS
bullying by integrating knowledge from multiple disciplines, and demonstrates
that technological factors play a substantial role in affecting the development of
SNS bullying. Practically, this dissertation offers practitioners a rich and finegrained understanding of the cause and development of SNS bullying. It also
provides valuable information about the effects of the technological factors that
lead to SNS bullying perpetration and bystanders’ aggressive responses. Overall,
this dissertation derives important insights into the prevention and intervention of
SNS bullying.
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CHAPTER 1 : INTRODUCTION
1.1 Research Background
Social networking sites (SNSs) are popular online spaces where individuals spend
significant amounts of time searching for and browsing through information,
playing mini-games, connecting with friends and family, and communicating and
exchanging information (Boyd & Ellison, 2007). Recent statistics have shown that
social networking remains one of the most popular online activities—about 68.3%
of Internet users have social networking profiles (Statista, 2016). At present, there
are approximately 1.87 billion monthly active users on Facebook (Statista, 2017).
Given our growing dependence on SNSs in daily activities, SNS developers are
eager to maintain healthy online spaces in which users are willing to stay and
continue to use, as more studies are finding that SNSs have become breeding
grounds for online aggressive behaviors such as cyberbullying (Kowalski,
Giumetti, Schroeder, & Lattanner, 2014; Räsänen et al., 2016; Whittaker &
Kowalski, 2015).
Cyberbullying on social networking sites (SNS bullying) is “any behavior
performed through social networking sites by individuals or groups that
repeatedly communicates hostile or aggressive messages intended to inflict harm
or discomfort on others” (Tokunaga, 2010, p. 278). Allison and Bussey (2016)
suggested that SNS bullying involves three roles: perpetrator, victim, and
bystander. Perpetrator refers to a person who intentionally hurts a target in the
SNS. Victim refers to a person who perceives repeated hurtful and power
imbalanced interactions with the perpetrator in the SNS. A bystander is a person
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who witnesses the SNS bullying incident and has the option to take a position to
influence the development of the subsequent interactions.
1.2 Research Motivation
Although SNS bullying is a relatively recent phenomenon, its prevalence has been
extensively documented in the press and news reports. For instance, Ditch the
Label (2013) conducted a survey with more than 10,000 SNS users and found that
7 out of 10 had been victims of SNS bullying. A perpetrator who decides to
engage in SNS bullying can create and spread hurtful and humiliating content
about the target on the platform, whereas aggressive bystanders who decide to join
in on the bullying can affirm the perpetrator’s attacks by giving the post a “like,”
inviting a wider audience to witness the abuse by sharing the post, and reinforcing
the bully by leaving harsh comments. These actions can have irrecoverable effects
on the victim, making SNSs dangerous places for social interactions. Individuals
who fall victim to SNS bullying suffer from low self-esteem, poor academic
performance, avoidance of social activities, or even suicide attempts (Ditch the
Label, 2013). A 15-year-old Canadian girl hanged herself after posting an appeal
to YouTube, a harrowing video that described how she had been victimized by
cyberbullies (Noronha, 2012). Recently, an 18-year-old girl shot herself dead in
front of her family after being relentlessly bullied for her weight on Facebook
(Hassan, 2016). The severity of SNS bullying has drawn attention from scholars,
educators, parents, and governments. For instance, U.S. lawmakers recently filed a
bill to protect children from cyberbullying (Ortegon, 2016). U.K. Prime Minister
Theresa May also urged social networking giants Facebook and Twitter to take
more proactive actions to combat SNS bullying (Davidson, 2016). Childline, a
2

children’s helpline, warned that the past five years had seen an 88% increase in
the number of children they had counseled for cyberbullying (Clarke-Billings,
2016). Research into this emerging societal challenge is timely and relevant.
1.3 Research Status
The research on SNS bullying has proliferated across disciplines in recent years,
such as psychology (e.g., Alhabash et al., 2013; Pabian, De Backer, &
Vandebosch,

2015),

education

(e.g.,

Whittaker

&

Kowalski,

2015),

communication (e.g., Rachoene & Oyedemi, 2015), and criminology (e.g.,
Marcum, Higgins, Freiburger, & Ricketts, 2014). Most of the research has
attempted to unfold the prevalence, nature, and characteristics of SNS bullying
(Bellmore, Calvin, Xu, & Zhu, 2015). Some studies have focused on investigating
the risk factors related to perpetration (e.g., Kokkinos, Baltzidis, & Xynogala,
2016), victimization (e.g., Dredge, Gleeson, & de la Piedad Garcia, 2014), and
bystander behaviors (e.g., Carter, 2013). Nevertheless, the scope of published
studies on SNS bullying is broad. Little work has been done to evaluate the status
of the research. Consequently, knowledge of SNS bullying remains fragmented
and unsystematic.
According to the participant role approach (Salmivalli, 1999), two groups of
people induce and aggravate a bullying episode: the perpetrator and aggressive
bystanders. On SNSs, a perpetrator can harass a target by creating a humiliating
post, whereas aggressive bystanders can reinforce the bullying by sharing the post
to a wider audience. Eventually, the SNS bullying incident is exposed to not only
the networked friends of both the perpetrator and victim, but also their “friends-offriends” or even strangers on SNSs. Understanding the act of SNS bullying
3

perpetration and bystanders’ aggressive responses is important, given their
significance in initiating and sustaining SNS bullying. Specifically, the
technological factors embedded in social networking platforms have the potential
to encourage SNS bullying perpetration and make SNS bullying go viral in an
uncontrollable manner, inflicting substantial harm on the victim (Bastiaensens et
al., 2014).
Nevertheless, a review of the literature on SNS bullying suggests that scant
attention has been paid to exploring how technological factors influence the
development of the SNS bullying among the perpetrator and aggressive
bystanders. As Benbasat and Zmud (2003) noted, it is important for researchers to
consider the role of technological factors to fully understand its direct and indirect,
intended and unintended impacts on a technology-related phenomenon. Therefore,
the paucity of research on the effects of technological factors on SNS bullying
perpetration and bystanders’ aggressive responses has resulted in an incomplete
understanding of SNS bullying, thereby undermining the possibility of developing
new intervention and prevention programs that combat SNS bullying.
1.4 Research Objectives
As described in the previous section, a systematic literature review and analysis
are valuable to summarize the findings of studies and prescribe future research
directions. A consideration of the role of technological factors is also essential and
necessary to yield a comprehensive understanding of SNS bullying. Accordingly,
this dissertation proposes two main research objectives to enrich the growing body
of research on SNS bullying: it seeks to (1) summarize the research status of SNS
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bullying and (2) examine the role of technological factors in SNS bullying among
perpetrators and aggressive bystanders.
1.5 Research Scope
SNS bullying is a form of negative online behavior that falls into the domain of
undesirable use of information technology. The traditional view of IS research
emphasizes the positive outcomes associated with information technology uses.
The use of SNSs is recognized to bring numerous desirable outcomes, such as
enhanced self-disclosure (Cheung, Lee, & Chan, 2015; Hollenbaugh & Everett,
2013), intimate relationship building and maintenance (Billedo, Kerkhof, &
Finkenauer, 2015; Fox & Anderegg, 2014; Kim & Roselyn Lee, 2011), and
facilitated content creation and sharing (Chen, Lu, Chau, & Gupta, 2014; Ellison,
Steinfield, & Lampe, 2007). Recently, IS researchers have begun to reveal some
adverse outcomes related to the undesirable use of SNSs. These studies have
mostly examined how the misuse of SNSs induces self-harming consequences,
such as envy (Krasnova, Widjaja, Buxmann, Wenninger, & Benbasat, 2015) and
problematic use (Turel & Qahri-Saremi, 2016). Nevertheless, little attention has
been paid to the undesirable use of SNSs that inflicts harm on others. This
dissertation, therefore, aims to expand the scope of current IS research by
investigating SNS bullying, an emerging societal challenge related to the
undesirable use of SNSs that inflicts harm on others.
1.6 Outline of the Dissertation
As noted in the previous sections, a dearth of attention has been paid to
consolidating knowledge in the SNS bullying research, and the effects of
technological factors remain relatively overlooked. Specifically, little is known
5

about how users’ aggressive behaviors, including SNS bullying perpetration and
bystanders’ aggressive responses, are potentially manifested by the technological
factors embedded in the social networking platform. Accordingly, this dissertation
includes three essays to enrich the theoretical understanding of this emerging ISrelated phenomenon: SNS bullying.
In Essay 1, I conduct a literature review and analysis to summarize the current
knowledge on SNS bullying and explore the role of technological factors in SNS
bullying. Specifically, following a systematic literature search and identification
procedure, I review the current research status of SNS bullying. Furthermore,
drawing on the general aggression model (Anderson & Bushman, 2002), I propose
a classification framework that organizes the factors affecting SNS bullying. In
sum, Essay 1 outlines the research patterns, identifies research gaps, and proposes
future directions for SNS bullying research (see Chapter 2).
In Essay 2, I propose and test a research model that explains SNS bullying
perpetration. Specifically, drawing on crime opportunity theory (Felson & Clarke,
1998) and affordance theory (Markus & Silver, 2008), I examine the drivers of
SNS bullying perpetration and tests the SNS affordances that influence the
evaluation of SNS environments for SNS bullying perpetration. The research
model is tested using an online survey with SNS users who had bullying
perpetration experiences on SNSs. In sum, the findings of Essay 2 explain why
perpetrators engage in SNS bullying perpetration and how SNS affordances
enable SNS bullying (see Chapter 3).
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In Essay 3, I develop and test a research model that explains bystanders’
aggressive responses to SNS bullying. Building on the literature, I identify and
test a set of behavioral beliefs about SNS use that lead to bystanders’ aggressive
responses to SNS bullying using focus groups. Drawing on moral disengagement
theory (Bandura, 1990), I examine the social cognitive processes that bystanders
adopt to rationalize their harmful actions against victims. The research model is
empirically tested using a scenario-based survey with active SNS users. In sum,
the findings of Essay 3 show that the behavioral beliefs about SNS use and moral
disengagement mechanisms predict bystanders’ aggressive responses to SNS
bullying (see Chapter 4).
1.7 Expected Contributions
This dissertation is expected to contribute to the growing body of research on SNS
bullying and provide important implications for practice.
On the theoretical side, this dissertation is a response to the call for more research
on the emerging societal challenges related to undesirable technology use
(Fichman, Gopal, Gupta, & Ransbotham, 2015; Majchrzak, Markus, & Wareham,
2013; Tarafdar, Gupta, & Turel, 2013). This dissertation is expected to contribute
to the IS literature and add knowledge to the research on SNS bullying in two
ways. First, it summarizes the research status of SNS bullying. In Essay 1, I
conduct a review and analysis of the SNS bullying research, exploring the factors
that affect SNS bullying and the role of technological factors. The findings are
expected to outline the patterns of research on SNS bullying and identify future
research opportunities. Second, this dissertation examines the role of
technological factors in SNS bullying that lead to SNS bullying perpetration and
7

bystanders’ aggressive responses to SNS bullying. In Essay 2, I propose a research
model to examine the drivers of SNS bullying perpetration and test how SNS
affordances influence the evaluation of SNS environments for perpetration using
an online survey. The results are expected to identify the SNS affordance that
enables SNS bullying perpetration. In Essay 3, I develop a research model to
investigate the factors that lead to bystanders’ aggressive responses. The result is
expected to delineate the influences of behavioral beliefs about SNS use and the
moral disengagement mechanisms bystanders adopt to justify their aggressive
responses against victims.
On the practical side, SNS bullying is an emerging societal challenge seriously
affecting individuals’ physical and psychological well-being, and the findings of
this dissertation should be helpful to government agencies, educators, and SNS
developers. In particular, the results of this dissertation are expected to offer
practitioners a comprehensive overview of the factors related to SNS bullying
(Essay 1); provide valuable information to SNS developers and government
agencies regarding the enabling role of certain SNS features that that afford SNS
bullying perpetration (Essay 2); and offer educators insights into the development
of educational programs that moderate the moral disengagement mechanisms
bystanders use to justify their aggressive responses to SNS bullying (Essay 3).
Overall, this dissertation is expected to stimulate the development of preventive
measures and the design of intervention programs that combat SNS bullying.

8

CHAPTER 2 : THE STATE OF RESEARCH ON CYBERBULLYING ON
SOCIAL NETWORKING SITES: A LITERATURE REVIEW AND
ANALYSIS (ESSAY 1)
2.1 Introduction
The proliferation of information technology, especially social networking sites
(SNSs), has made the online space the most popular and preferred hub for online
social interactions. Every day, users spend a significant amount of time socializing
with friends online, searching and browsing information on SNSs. Although SNSs
bring unprecedented benefits to everyday life, they also provide a breeding ground
for various undesirable online behaviors, including cyberbullying.
Identified as a major societal challenge, the prevalence of SNS bullying was
informed by a large-scale survey conducted by Ditch the Label (2013), which
found that 7 out of 10 SNS users in the U.K. had been victims of SNS bullying.
Similarly, Cyberbullying Research Center (2016) conducted a nationwide survey
among 5,700 adolescents in the U.S. and found that 33.8% of the respondents had
been cyberbullied, whereas 11.5% of the respondents had cyberbullied others.
SNS bullying induces serious psychosocial and physical harm to the bully, the
victim, and even those who witness the activity. Like victims of playground
bullying, those who experience SNS bullying suffer substantial negative outcomes,
such as loneliness, depression, and anxiety, with the most disastrous outcomes
being physical harm and suicide (Gordon, 2016). Recently, an 18-year-old girl
shot herself dead in front of her family after being relentlessly bullied for her
weight on Facebook (Hassan, 2016). The high prevalence rate coupled with the
dangerous consequences underscore the serious nature of SNS bullying.
9

Realizing the prevalence and severity of SNS bullying, scholarly attention has
been increasingly directed toward the subject. The majority of SNS bullying
studies have been descriptive and exploratory in nature, attempting to unfold the
prevalence, nature, and characteristics of SNS bullying (Bellmore et al., 2015).
Some studies have focused on investigating the extent to which findings from
traditional bullying and cyberbullying are generalizable to the SNS bullying
context, with a focus on the risk factors related to perpetration (Kokkinos et al.,
2016), victimization (Dredge et al., 2014), and bystander behaviors (Carter, 2013).
Generally speaking, the scope of published studies on SNS bullying to date has
been broad and findings often inconclusive. Little work has been done to
summarize the knowledge on SNS bullying and prescribe future research
directions.
To address these research gaps, a systematic literature review and analysis is
conducted to identify the patterns that have emerged from SNS bullying research.
Specifically, this study aims to identify the research trends, research foci,
theoretical foundations, research methods and research samples and contexts
among existing research on SNS bullying. Furthermore, building on the general
aggression model (GAM) (Anderson & Bushman, 2002), a classification
framework is developed to organize the factors affecting SNS bullying. GAM is a
parsimonious model integrating domain-specific theories that have been used to
explain aggression (Allen & Anderson, 2017; Anderson & Bushman, 2002).
Therefore, it offers a multidimensional classification scheme for researchers to
study the factors that intensify or inhibit SNS bullying in multiple aspects
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(DeWall, Anderson, & Bushman, 2011). This study proposes two main research
questions.
1.

What is the status of SNS bullying research?

2.

What are the factors affecting SNS bullying?

Answers to the questions above are needed in research on SNS bullying. Given
the increasing scholarly concern about the causes and development of SNS
bullying, researchers should be aware of the status of the current literature. Using
the classification framework, we discuss the different factors affecting SNS
bullying and the psychological mechanisms that alter its development. In addition,
through the literature review and analysis, we identify the major research gaps that
have emerged and point to promising directions for future research. By
distinguishing what we already know and do not yet know, future research should
be able to focus on aspects that lead to new discoveries and refine our scientific
understanding of SNS bullying.
2.2 Definition and Conceptualization
2.2.1 Cyberbullying
Cyberbullying is an umbrella term that represents a broad range of terminologies
used to describe bullying in cyberspace, such as electronic bullying (Raskauskas
& Stoltz, 2007), Internet bullying (Williams & Guerra, 2007), Internet harassment
(Ybarra & Mitchell, 2004), and cyberbullying (Vandebosch, Van Cleemput, &
Cleemput, 2009).
Most studies of cyberbullying have derived their definitions from the traditional
bullying literature. For example, Patchin and Hinduja (2006, p. 152) defined
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cyberbullying “as willful and repeated harm inflicted through the medium of
electronic text”. Willard (2007, p. 1) defined it as “sending or posting harmful or
cruel text or images using the Internet or other digital communication devices”.
Slonje and Smith (2008, p. 147) defined it as “aggression that occurs through
modern technological devices and specifically mobile phones or the Internet”.
Tokunaga (2010) conducted a comprehensive review of the literature and
suggested that the context of cyberbullying required a refinement of the original
definition. The literature suggests that perpetrators rely heavily on bystanders to
achieve goals through the act of bullying, such as achieving a high status, exerting
control and dominance, and gaining prestige within the social group (Sijtsema,
Veenstra, Lindenberg, & Salmivalli, 2009). Therefore, there is a need to extend
the definition of cyberbullying from a traditional dyadic perspective (bully-victim)
to a triadic perspective (bully-victim-bystander). Tokunaga (2010, p. 278) defined
cyberbullying as “any behavior performed through electronic or digital media by
individuals or groups that repeatedly communicates hostile or aggressive
messages intended to inflict harm or discomfort on others”.
2.2.2 SNS Bullying
Building on the literature, this study defines SNS bullying as a new form of
cyberbullying that involves the use of SNSs by individuals or groups that
repeatedly communicate hostile or aggressive messages intended to inflict harm or
discomfort on others. SNS bullying involves three parties (Allison & Bussey,
2016), including the perpetrator, victim, and bystander (Bastiaensens et al., 2014).
A perpetrator is a person who intentionally and repeatedly inflicts harm or
discomfort on a target in the SNS environment. A victim is a person who receives
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hurtful, power-imbalanced, and repeating messages and interactions on SNSs. A
bystander is a person who witnesses an SNS bullying incident and has the option
to decide to either (1) defend the victim, (2) ignore the incident, or (3) join in on
the bullying (DeSmet et al., 2014).
There is no exhaustive list of SNS bullying behaviors. Research has suggested
different types of cyberbullying behaviors. For instance, Willard (2004) proposed
seven types of cyberbullying: flaming, harassment, cyberstalking, denigration,
masquerade, outing, and exclusion. Kowalski, Limber, and Agatston (2008)
modified the categorization into six types, including harassment, denigration,
outing and trickery, exclusion, impersonation, and cyberstalking. A review of the
SNS bullying literature identified five major types of bullying behaviors
commonly found on social networking platforms (Gahagan, Vaterlaus, & Frost,
2016; Kokkinos et al., 2016; Kwan & Skoric, 2013; Pabian et al., 2015), including
harassment, denigration, outing and trickery, exclusion, and impersonation (see
Table 2-1).

Table 2-1 Five Common SNS Bullying Behaviors
Behavior

Definition

Harassment

Sending threatening, harassing, humiliating, insulting and teasing
messages, images or videos

Denigration

Spreading rumors or gossips

Outing and

Disseminating private information/messages or post images/videos

Trickery

without permission

Exclusion

Deliberately ignoring or excluding someone from an online activity

Impersonation

Pretending to be someone to send or post messages in someone's name
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2.2.3 Characteristics of SNS Bullying
As a kind of aggressive behavior grouped under the umbrella terms “bullying” and
“cyberbullying,” SNS bullying shares three definitional criteria: intentionality,
repetition, and power imbalance (Olweus, 1993; Thomas, Connor, & Scott, 2014).
2.2.3.1 Intentionality
The intention to harm one person is the center of all bullying acts (Menesini et al.,
2003) and is one of the most important attributes of SNS bullying (Dooley,
Pyżalsk, & Cross, 2009). In defining a situation as SNS bullying, one must
consider that the perpetrator has the intent to inflict harm on a victim (Vandebosch
& Van Cleemput, 2008). The intentionality could be interpreted from either the
perpetrator’s (i.e., “wants to hurt”) or victim’s (i.e., “felt hurt”) perspective (Smith
& Steffgen, 2013).
2.2.3.2 Repetition
The presence of repeated bullying acts refers to systematic behavior aimed at
harming the victim (Menesini, Nocentini, & Camodeca, 2013). In cyberbullying,
the concept of repetition varies between the direct and indirect forms (Langos,
2012). Direct cyberbullying occurs when the perpetrator sends hostile
communications directly at the victim (such as through the use of email and
mobile SMS). Repetition in direct cyberbullying is obvious, as a perpetrator
instills fear in the victim via repeated acts (Slonje & Smith, 2008). Indirect
cyberbullying

occurs

when

the

perpetrator

disseminates

the

hateful

communications in public online spaces (such as forums and chat rooms). The
repetition indirectly occurs by virtue of the arena where the message is being
distributed on the social networking platform (Menesini et al., 2013). Hence, SNS
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bullying can be recognized as a form of indirect cyberbullying. Although the act
of SNS bullying may be conducted by the perpetrator once, the redistribution of
disturbing content and ongoing humiliation in the SNS environment mean that the
bullying act can recur often for the victim (von Marées & Petermann, 2012).
2.2.3.3 Power Imbalance
An imbalance of power occurs when someone who is more powerful perpetrates a
bullying act on a victim with less power (Vaillancourt et al., 2008). The imbalance
of power causes the victim to perceive a sense of powerlessness and makes it
difficult for the victim to defend himself or herself (Olweus, 1993; Smith & Brain,
2000). A power imbalance can be conceptualized in two different ways in the
context of cyberbullying: (1) the high power possessed by the perpetrator and (2)
the lack of power of the victim (Smith & Steffgen, 2013). On the one hand,
similar to traditional bullying, perpetrators of SNS bullying may possess higher
power in the forms of social, relational, and psychological advantage (Pyżalski,
2012). Furthermore, power in SNS bullying can be interpreted as the possession of
more advanced technological skills (Rachoene & Oyedemi, 2015), such as
creating fake SNS accounts and modifying pictures to create humiliating contents.
On the other hand, the unknown identity of the perpetrator, the permanence of
cyberbullying materials in the social networking platforms, and the 24/7 nature of
interaction also induce a sense of powerlessness on the victim of SNS bullying
(Dredge, Gleeson, & de la Piedad Garcia, 2014). Victims experience anxiety and
stress because they cannot avoid the abuse or cope with the situation (Cowie &
Myers, 2014).
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Although there has been agreement that the criteria above broadly apply to
cyberbullying, significant and novel elements are unique to SNS bullying. These
include anonymity, accessibility, and publicity (Cassidy, Faucher, & Jackson,
2013; Dredge et al., 2014; Kokkinos et al., 2016).
2.2.3.4 Anonymity
One of the unique aspects of SNS bullying is its anonymous nature (Lee et al.,
2017). Anonymity has two dimensions: discursive and visual (Scott, 1999).
Discursive anonymity describes the concealment of the perpetrator’s identity on
the SNS. With the use of false personal information, perpetrators can intentionally
hide their true identity and remain unidentified behind a fake SNS account. The
concealment of personal identity allows perpetrators to distance themselves from
the accountability of their acts and to aggress against the victims (Bowler, Knobel,
& Mattern, 2015). Visual anonymity refers to the physical visual representation of
the perpetrators that is not to be seen by others. The lack of physical presence in
the social networking environment induces a state of disinhibition (Schacter,
Greenberg, & Juvonen, 2016) that encourages the perpetrators to say and do
things they would otherwise have no courage to say and do in the offline context
(Suler, 2004). For example, perpetrators who engage in SNS bullying do not have
to worry about whether their physical stature is greater than that of the target.
Visual anonymity also limits the transmission of social cues; there is no way for
the perpetrators to observe the effects of their acts on the target (Runions, 2013),
which inhibits their empathy activation (Barlinska, Szuster, & Winiewski, 2015).
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2.2.3.5 Accessibility
The ubiquitous accessibility of the victim is a distinctive feature that differs SNS
bullying from other forms of bullying (Cassidy et al., 2013). In traditional
bullying, the victim may be temporally safe if he/she stays at home, as bullying
occurs most frequently at school during the school day (Nansel et al., 2001).
Nevertheless, in SNS bullying, the victim has no way to escape from being
threatened or humiliated. The bullying is no longer confined to the school setting,
nor is it restricted to the typical daily routines of interaction (Cassidy et al., 2013).
The unconstrained and boundless connectivity of SNSs allows the victimization to
happen 24/7 regardless of the physical location (Bastiaensens et al., 2015). The
victim can be harassed at any time of the day or night and in any place through the
social networking platform (Rachoene & Oyedemi, 2015).
2.2.3.6 Publicity
SNS bullying also possesses a greater audience potential due to the nature of the
venues through which it occurs (Dredge et al., 2014). In traditional bullying, the
incident may be limited only to the students of the class; however, in SNS
bullying, the harassing messages may be disseminated to an infinite number of
audiences and other possible social networking channels (McFarland & Ployhart,
2015). Such a redistribution of the cyberbullying message revitalizes the notion of
repetition in traditional bullying, which takes a different form in the SNS
environment. The abuse no longer needs to be repeated by the perpetrator who
creates the bullying messages. Instead, other aggressive bystanders take a
proactive role to continue the bullying through their viewing, sharing, and liking
of the bullying content (Brody & Vangelisti, 2015).
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2.3 Literature Search and Identification
A systematic literature search was conducted in March 2017 to summarize the
current knowledge of SNS bullying. A two-stage literature search approach was
adopted to search and identify articles that were relevant to SNS bullying
(Tranfield, Denyer, & Smart, 2003). Figure 2-1 presents the literature search and
identification procedures.

Figure 2-1 The Literature Search and Identification Procedures

In the first stage, a search of the main databases (e.g., ABI/INFORM Complete,
ERIC, ProQuest, PsycINFOwas carried ou t.Given the wide variety of terms used
to describe SNS bullying behaviors,multiple keywords were used as the sele ction
criteria for the document text. These keywords included “cyberbullying,” “online
bullying,” “electronic bullying,” “internet bullying,” “social networking site
bullying,” “social network,” “social media,” “Facebook,” and so forth. Overall,
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105 studies were found. After that, a manual search of the basket of eight journals
in the information systems (IS) discipline was conducted. The abstracts of these
eight journals were read manually to ensure that no critical SNS bullying studies
in the IS discipline were missed. No additional study surfaced in this stage. Taken
together, the systematic literature search identified 105 scholarly studies for
subsequent analysis.
In the second stage, inclusion and exclusion criteria were applied to the initial set
of studies to ensure they were relevant and merited further analysis. Specifically,
only studies with the following criteria were included: (1) those that were
academic and peer-reviewed in nature and (2) those whose investigation focused
on SNS bullying. Studies with the following criterion were excluded: those that
used the same dataset and published similar research findings in multiple journal
outlets or conference proceedings. From this, 44 SNS bullying studies were
identified. A backward-forward search (Webster & Watson, 2002) of the
identified studies was conducted to ensure that no relevant prior studies or studies
citing the identified studies were missed. No additional study was identified.
2.4 Literature Review and Analysis
The following questions were asked to guide the analysis of the identified studies.
These questions were found to be effective, allowing researchers to synthesize the
research patterns and findings in the previous research (e.g., Alavi & Carlson,
1992; Hoehle, Scornavacca, & Huff, 2012; Ngai & Gunasekaran, 2007; Standing,
Standing, & Love, 2010).
1. What was the research trend?
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2. What were the research foci?
3. What were the major theories or theoretical foundations?
4. What were the research methods?
5. What were the research contexts and samples?
6. What were the factors affecting SNS bullying?
Table 2-2 presents the summary of the identified articles on SNS bullying. Each of
these questions is addressed in the subsequent sections.
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Table 2-2 Summary of the Identified Articles on SNS Bullying
Study

Journal

Objective

Abell and

Computers in

To investigate how machiavellianism and

Brewer (2014)

Human Behavior

self-promotion, dishonest self-promotion,

Theoretical

Research

foundation

method

NIL

Survey

Sample (Size)

Research
context

Men (n = 54)

UK

Women (n = 189)

self-monitoring, and relational aggression
are interrelated on Facebook and the
gender effects
Akbulut, Sahin,

Educational

To examine cyberbullying victimization

and Eristi

Technology &

among Turkish in the context of online

(2010)

Society

social utility members and the possible

NIL

Survey

Online social utility

Turkey

member (n = 1470)

precursors of victimization
Alhabash et al.

Cyberpsychology,

To investigate the effects of emotional tone

(2013)

behavior, and

and virality on the evaluation of anti-

social networking

cyberbullying messages

Anderson,

Cyberpsychology,

To test how social support for the victim,

Bresnahan, and

Behavior, and

via dissenting comments, may affect

Musatics

Social Networking

bystanders’ behaviors

(2014)
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Signaling theory

Experiment

Students (n = 365)

The U.S.

Bystander effect

Experiment

Students (n = 181)

The U.S.

Barlinska et al.

Cyberpsychology,

To study the effect of cognitive empathy

(2015)

Behavior, and

activation on limiting cyberbystander pro-

Social Networking

bullying behavior can have long-term

NIL

Experiment

Pupils (n = 442)

Poland

Belgium

effects
Bastiaensens et

Computers in

To investigate the effects of contextual

Social influence

Experiment

Students from

al. (2014)

Human Behavior

factors on bystanders’ willingness to

theory

Survey

secondary education

support the victim or join in harassment on

Social identity

Facebook

theory

Bastiaensens et

Behaviour &

To examine the affordances of

Affordance

al. (2015)

Information

communication modalities in guiding

theory

Technology

bystanders’ willingness to help towards

(n = 453)

Experiment

Students from

Belgium

secondary education
(n = 453)

harassment on social media
Bellmore et al.

Computers in

To understand SNS bullying through social

(2015)

Human Behavior

media data using five "W" questions

NIL

Machine

All public mentions

learning

of bullying on
Twitter collected
from Twitter API,
(n = 9764583)
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The U.S.

Bowler et al.

Journal of the

To generate a conceptual framework to

(2015)

Association for

Visual

High-school

understand and guide the design for social

narrative

students (n = 4)

Information

networking intervention features that

inquiry

Undergraduate

Science and

combat undesirable online behaviors using

Technology

a values-oriented approach

Brody and

Communication

To investigate the factors that affect the

Vangelisti

Monographs

propensity of a bystander to intervene a

students (n = 265,

cyberbullying incidents, including

Study 1)

anonymity of the bystander, number of

Undergraduate

bystanders, and closeness between the

students (n = 379,

bystander and the victim.

Study 2)

(2015)

Calvin,

Journal of School

To understand the topics of cyberbullying

Bellmore, Xu,

Violence

on Twitter

NIL

The U.S.

students (n = 5)
Bystander effect

NIL

Experiment

Undergraduate

Machine

Data derived from

learning

the public Twitter

and Zhu (2015)

The U.S.

N/A

streaming API (n =
552831)

Cao and Lin

Computers in

To investigate how victimization

NIL

(2015)

Human Behavior

experiences influence teenagers’ reaction
strategies when witnessing cyberbullying
on SNSs
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Survey

Teens (n = 662)

The U.S.

Carter (2013)

Procedia - Social

To report undergraduate students'

and Behavioral

perspectives of third party observers

Sciences

witnessing cyberbullying on social

NIL

Survey

Undergraduate

Singapore

students (n = 254)

networking sites
Chapin (2016)

Education and

To document adolescents use of Facebook

Precaution

Information

and experience with cyberbullying

Adoption

Technologies

Survey

Students (n = 1488)

The U.S.

Restorative

University students

UK

conference

(n = 20)

Semi-

Secondary school

structured

students (n = 25)

Process Model

Cowie and

International

To understand cyberbullying on social

Myers (2014)

Journal of

media

NIL

Emotional
Education
(Dredge et al.,

Cyberpsychology,

To examine the predictors that influence

2014)

Behavior,

the severity of cyberbullying on SNSs

and Social

NIL

interviews

Networking
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Australia

(Dredge et al.,

Computers in

To investigate the understanding of

2014)

Human Behavior

NIL

Semi-

Secondary school

cyberbullying among young SNS users

structured

students (n = 25)

who had experienced cyberbullying

interviews

Australia

victimization on and the subsequent
impacts
Dredge,

Computers in

To investigate whether specific self-

Gleeson, and

Human Behavior

presentation behaviors in Facebook were

Garcia (2014)

NIL

Survey

Students (n = 316)

Australia

NIL

Experiment

Undergraduate

The U.S.

associated with cyberbullying victimization
for adolescents

Freis and

Psychology of

To determine what will make a participant

Gurung (2013)

Popular Media

intervene in an online bullying situation,

students, female (n

Culture

and to measure the types of techniques

= 37)

participants use to intervene.
Gahagan et al.

Computers in

To investigate student experiences with

(2016)

Human Behavior

cyberbullying on social media, such as

NIL

Survey

College students (n

The U.S.

= 196)

Facebook
Ging and

Feminist Media

To examine conflict, friendship, and

O'Higgins

Studies

Norman (2016)

NIL

Survey

Female students

understanding of Facebook bullying among

Semi-

Survey (n = 116)

Irish teenage girls

structured

Interview (n = 26)

25

Ireland

interviews
Hamm et al.

JAMA Pediatr

(2015)

To review existing publications that

NIL

Literature

36 studies in 34

examine the health-related effects of

review and

publications

cyberbullying via social media among

analysis

N/A

children and adolescents
Holfeld (2014)

Computers in

To examine the perceptions and

Attribution

Human Behavior

attributions of bystanders to cyberbullying

theory

Horner, Asher,

Computers in

To examine the gender difference in the

NIL

and Fireman

Human Behavior

responses to overt aggression and relational

students (n = 89,

aggression

Study 1)

(2015)

Experiment

Middle school

Canada

students (n = 1105)
Experiment

High school

The U.S.

High school
students (n = 36,
Study 2)
Kokkinos et al.

Computers in

To examine the prevalence of

NIL

(2016)

Human Behavior

cyberbullying through Facebook

Kwan and

Computers in

To examine how cyberbullying on

Skoric (2013)

Human Behavior

Facebook is associated with bullying in

Survey

Undergraduate

Greece

students (n = 226)
NIL

Survey

Secondary school

Singapore

students (n = 1597)

school among Singaporean secondary
school students
Lee and Kim

Communications

To examine why people post benevolent

26

NIL

Interview

Teen to adult (n =

Korea

(2015)

of the ACM

and malicious comments on social media

Lee et al.

The Journal of

To examine the association between the

(2017)

Genetic

connections to online/offline friendship

Psychology

networks and cyberbullying experiences as

107)
NIL

Survey

Adolescents (n =

Korea

921)

Australia

Adult SNS users (n

The U.S.

victims,
perpetrators, and bystanders
Lowry, Zhang,

Information

To examine how the information

Social learning

Wang, and

Systems Research

technology influence cyberbullying and

model of

why users are socialized to engage in

deviance

Siponen (2016)

Survey

= 1003)

cyberbullying
Lyndon,

Cyberpsychology,

To examine whether individuals

NIL

Bonds-Raacke,

Behavior, and

obsessively monitor or harass their ex-

and Cratty

Social Networking

partners on Facebook

Machackova

Scandinavian

To examine the effects of empathy, and

and Pfetsch

Journal of

normative beliefs about verbal aggression

(2016)

Psychology

on cyber-aggression

Survey

University students

The U.S.

(n = 411)

(2011)

27

NIL

Survey

Secondary schools
students (n = 321)

Germany

Machackova,

Journal of

To examine factors that influence the

NIL

Dedkova,

Community &

support a bystander offered to a victim of

Sevcikova, and

Applied Social

cyberbullying

Cerna (2013)

Psychology

Meter and

Cyberpsychology,

To test the relationships between risky

Bauman (2015)

Behavior, and

social network engagement and

Social Networking

cyberbullying involvement over time

Obermaier,

New media &

To examine the bystander effect in

Fawzi, and

society

cyberbullying

Survey

Children (n = 156)

The Czech
Republic

NIL

Survey

Students (n = 1272)

The U.S.

Bystander effect

Experiment

Student (n = 66,

Germany

Study 1)

Koch (2014)

Student (n = 266,
Study 2)

Pabian et al.

Computers in

To examine the impact of repeated

(2015)

Human Behavior

exposure to cyberbullying on early

NIL

Survey

adolescents (n =

Belgium

(Longitudinal)

324)

Survey

Undergraduate

The U.S.

students (n = 572)

Australia

adolescents' moral evaluations of empathy
and attitude towards cyberbullying
Peluchette,

Computers in

To examine the association of risky social

Self-presentation

Karl, Wood,

Human Behavior

network site practices and individual

theory

and Williams

differences in self-disclosure and

(2015)

personality on cyberbullying victimization
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among young adult Facebook users
Rachoene and

Communicatio

Oyedemi

To reveal the pattern of cyberbullying on

NIL

Facebook among youth in South Africa

Digital

Facebook pages (n =

South

ethnography

6)

Africa

Survey

Undergraduate

The U.S.

(2015)
Rafferty and

Deviant Behavior

Vander Ven

To understand the lived experiences of

NIL

cyberbullying and online aggression

students (n = 221)

(2014)
Resnik,

Translational

To understand the ways that social media

Bellmore, Xu,

Issues in

users connect with celebrities about

and Zhu (2016)

Psychological

bullying

NIL

Machine

Twitter post derived

learning

from the Twitter

N/A

API (n = 1280151)

Science
Schacter et al.

Computers in

To investigate the conditions in which

Attribution

(2016)

Human Behavior

bystanders will support victims of

theory

Experiment

Young adults (n =

The U.S.

118)

cyberbullying
Sengupta and

Children and

To investigate the predictors of

NIL

Chaudhuri

Youth Services

cyberbullying and online harassment of

(2011)

Review

youngsters
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Survey

Teens (n = 935)

The U.S.

Weber,

Cyberpsychology,

To explore the influences of extraversion

Just World

Ziegele, and

Behavior, and

and information disclosure on guilt

Theory

Schnauber

Social Networking

attribution in cyberbullying among

(2013)

Experiment

Young adults (n =

Germany

586)

bystanders

Wegge,

Social Science

To examine the relationships between

Vandebosch,

Computer Review

connection on SNS and cyberharassment

Eggermont, and

NIL

Survey

Secondary schools

Belgium

students (n = 1458)

and cyberbullying among young SNS users

Walrave (2015)
Whittaker and

Journal of School

To examine factors affecting bystanders’

Kowalski

Violence

willingness to support a victim of

students (n = 244,

cyberbullying

Study 1; n = 197,

(2015)

NIL

Survey

Undergraduate

Study 2)
Posts (n = 2961)

30

The U.S.

2.4.1 Overview of Research Trend
Figure 2-2 shows the overall research trend across disciplines of the identified SNS
bullying articles. Research on SNS bullying began in the 2010s. The number of
studies of SNS bullying grew steadily in the earlier years. With the growing
popularity of SNSs and widespread deployment of information communication
technologies, SNS bullying has become an epidemic. The prevalence of SNS bullying
has drawn increasing scholarly attention, resulting in an exponential growth of the
works published in multiple disciplines. In this literature analysis, more than three
quarters of the studies (n = 34) were published in the 2014-2017 period. Two
predominant disciplines publishing SNS bullying research included the psychology (n
= 26) and communication (n = 6) disciplines.
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Figure 2-2 Overall Research Trend Across Disciplines
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2.4.2 Overview of Research Foci
Three main streams of research were apparent among the identified SNS bullying
articles. The first stream focused on the investigation of the nature, characteristics,
and prevalence of SNS bullying (e.g., Bellmore et al., 2015; Calvin et al., 2015;
Hamm et al., 2015; Horner et al., 2015; Kokkinos et al., 2016; Sengupta & Chaudhuri,
2011). Most of these studies were exploratory in nature and adopted the inductive
approach to derive insights into SNS bullying. For instance, Bellmore et al. (2015)
explored the five W-questions (who, what, why, where, and when) of SNS bullying
through archival social media data. The authors figured out that SNS bullying posts
were more likely to be found during weekday evenings. Kokkinos et al. (2016)
studied the prevalence of SNS bullying behaviors among university undergraduates.
The authors reported that more than one third of the respondents had engaged in SNS
bullying on Facebook in the preceding month.
The second stream of research focused on the study of participant roles in an SNS
bullying incident (e.g., Abell & Brewer, 2014; Akbulut et al., 2010; Cao & Lin, 2015;
Freis & Gurung, 2013; Gahagan et al., 2016; Obermaier et al., 2014; Pabian et al.,
2015; Wegge et al., 2015). According to the participant role approach (Salmivalli,
1999), there are three primary actors involved in a bullying incident: the perpetrator,
victim, and bystander. Most of these studies were interested in investigating why a
particular group of user behaved in a certain way and examined a broad range of
individual and social factors associated with perpetration, victimization, and
bystander behaviors. For instance, Pabian et al. (2015) studied SNS bullying
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perpetration by testing the relationships between three dark triad personality traits
(i.e., Machiavellianism, narcissism, and psychopathy) associated with SNS bullying.
The authors reported that psychopathy significantly predicted SNS bullying. Akbulut
et al. (2010) explored SNS bullying victimization by examining the associations
between the demographic variables and the experience of SNS bullying victimization.
The authors suggested that gender and marital status were important factors related to
SNS bullying victimization. Brody and Vangelisti (2015) examined the propensity of
a bystander to intervene in an SNS bullying incident. The authors indicated that the
presence of a high number of other bystanders diminished one’s intention to help out,
supporting the diffusion of responsibility effect.
The third stream of research focused on the study of prevention of and intervention in
SNS bullying (e.g., Alhabash et al., 2013; Bastiaensens et al., 2015; Bowler et al.,
2015; Resnik et al., 2016). To derive insights into the formulation of measures that
combat SNS bullying, these studies tested the effects of anti-SNS bullying messages,
summarized the hashtags that indicated SNS bullying, and explored the potential
design themes of innovation that combatted SNS bullying. For instance, Alhabash et
al. (2013) tested the characteristics of anti-SNS bullying messages (i.e., affective
evaluation, viral reach, and emotional tone) and their effects on anti-cyberbullying
attitudes. The authors found that positive anti-SNS bullying messages with more
“likes” and “shares” produced a higher level of anti-cyberbullying attitude. Bowler et
al. (2015) developed a user-generated framework that consisted of seven design
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themes for combating SNS bullying, such as design for hesitation, design for empathy,
and design for attention.
2.4.3 Overview of Theoretical Foundations
Table 2-3 presents a summary of the theories and frameworks adopted in the
identified studies and explains how these theories and models are applied to examine
SNS bullying. As the table shows, there is no predominant theory or framework used
to examine SNS bullying. Among the identified studies, about one third adopted a
theory-guided approach to examine SNS bullying. Most of these theories originated
in the psychology and social psychology disciplines, such as attribution theory
(Weiner, 1986), bystander effect (Darley & Latane, 1968), dominance theory
(Sidanius & Pratto, 2001), social identity theory (Tajfel & Turner, 1986), theory of
deindividuation (Zimbardo, 1969), and so forth. For instance, Wegge et al. (2015)
used dominance theory (Sidanius & Pratto, 2001) to explain why SNS bullying
perpetration was more likely to occur between a higher-status perpetrator and a
lower-status victim. The authors argued that low-status victims were less likely to be
defended by their peers and perpetrators were less likely to be negatively evaluated
by their significant others. Therefore, under such an imbalance of power, SNS
bullying perpetration is more likely to occur.
Similarly, in their study of SNS bullying victimization, Peluchette et al. (2015)
applied the victim precipitation model (Tepper, Duffy, Henle, & Lambert, 2006) and
argued that the acts of a victim could intentionally or unintentionally invite a
perpetrator, subsequently leading to victimization. Their model has been used to
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examine how risky social network site practices and individual characteristics in selfdisclosure and personality lead to SNS bullying victimization.
Compared with SNS bullying perpetration and victimization, bystanders’ decision to
intervene and ignore an SNS incident has appeared to receive more scholarly
attention. For instance, in the study of bystanders’ intention to defend a victim,
Schacter et al. (2016) used attribution theory (Weiner, 1986) to explain why
bystanders’ intention to intervene was greatly jeopardized if they elicited a sense of
attribution of blame from knowing that the victim had disclosed too much personal
information on their social networking profile.

Table 2-3 Overview of Theoretical Foundations
Theory

Description

Application

Study

Affordance

The theory suggests that each

The affordance of

Bastiaensens

theory (Markus

communication technology

technologies perspective

et al. (2015)

& Silver, 2008)

has specific affordances that

was used to distinguish the

frame the possibilities for

effects of different

goal-oriented actions. These

communication modalities

affordances are functional

on bystanders’ helping

and enable or limit certain

intention in an SNS

actions. Different users judge

bullying incident.

the same object differently.
Attribution

The theory posits that an

The theory was used to

Holfeld

theory

observer of a negative event

examine the causal

(2014)

(Weiner, 1986)

is likely to make a causal

attributions (i.e.,

inference (i.e., attribution) to

controllability,

understand why an event

responsibility, and blame)

happened. Such a casual

ascribed to a hypothetical

attribution subsequently

victim of SNS bullying
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affects the emotional reaction

among bystanders.

and guides the behavior.

The theory was used to

Schacter et

understand how bystanders’

al. (2016)

attributions of blame were
affected by the
characteristics of the
victim’s profile on SNSs
and the subsequent effect
on the willingness to
support the victim.
Bystander

The theory suggests that the

The theory was used to

Brody and

effect (Darley

tendency for one to intervene

predict bystanders’ decision

Vangelisti

& Latane,

in an emergency is inversely

to actively defend and

(2015)

1968)

related to the presence of

passively observe in an

others.

SNS bullying episode.

Dominance

The theory suggests that

The theory was used to

Wegge et al.

theory

aggression is used against

explain why aggressive

(2015)

(Sidanius &

someone who is weak as a

behaviors are more likely to

Pratto, 2001)

means of gaining status in a

occur between a higher-

social group.

status perpetrator and a
lower-status victim.

Just world

The theory suggests that to

The theory was used to

Weber et al.

belief (Lerner

rationalize any inexplicable

explain how the quality and

(2013)

& Miller,

injustice, individuals hold the

quantity of information an

1978)

belief that the world is a just

SNS bullying victim

place, where people get what

discloses online serves as

they deserve.

the grounds for victim
blaming. As such,
bystanders can reduce the
dissonance and maintain
the view of a just world.

Signaling

The theory suggests that

The theory was used to
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Alhabash et

theory (Krebs,

although some minimal

explain how the

1984)

ability to judge the

characteristics of an anti-

worthiness of a message is

SNS bullying message (i.e.,

desirable, the cost (e.g., time

like and share) signaled

and energy) of acquiring

readers of its quality,

complete information

worth, popularity, and

outweighs the benefits of

importance and determined

attaining that information.

if they would interact with

al. (2013)

it.
Social

The theory suggests that

The theory was used to

Bastiaensens

influence

individuals may intentionally

explain why bystanders

et al. (2014)

theory (Turner,

or unintentionally modify

displayed similar

Hogg, Oakes,

their behavior in accordance

behavioral intentions to

Reicher, &

with an influencer based on

their peer group toward an

Wetherell,

the strength of their

SNS bullying incident.

1987)

relationship.

Social identity

The theory suggests that

The theory was used to

Bastiaensens

theory (Tajfel,

individuals tend to make

explain and test the

et al. (2014)

2010)

more favorable comparisons

tendency of bystanders’

and evaluations for their own

decision to comply and

group (i.e., in-group) than for

follow the actions of the in-

other groups (i.e., out-group).

group bystander when
responding to an SNS
bullying incident.

Social learning

The theory suggests that

The theory was used to

Lowry et al.

model of

individuals who engage in

explain why users were

(2016)

deviance

criminal activities deal with

socialized to engage in

(Akers, 1998)

their interaction and

cyberbullying.

association with others who
participate in those activities.
Theory of

The theory suggests that

deindividuation individuals who are low in
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The theory was used to

Obermaier

explain why bystanders’

et al. (2014)

(Zimbardo,

public self-awareness are less

feeling of responsibility

1969)

likely to anticipate possible

and intervention tendency

adverse reactions to their

decreased in the SNS

behavior.

context compared with the
face-to-face context.

Theory of self-

The theory suggests that

The theory was used to

Peluchette et

presentation

people are motivated to

explain how risky online

al. (2015)

(Goffman,

manage impressions in others

activity and the posting of

1978)

to maximize material

indiscreet profile content of

rewards, maintain self-

the users led to SNS

esteem, and create a desired

bullying victimization.

self-identity by constructing
desired impressions through
their choice of various selfpresentation strategies.
Values

The framework consists of a

The framework was used to

Bowler et al.

framework

list of values that describe

develop social-oriented

(2015)

(Cheng &

how technology systems can

designs to counteract or

Fleischmann,

be assessed.

prevent SNS bullying.

Victim

The model suggests that the

The model was used to

Peluchette et

precipitation

acts of a victim may

examine how risky social

al. (2015)

model (Tepper

intentionally or

network site practices and

et al., 2006)

unintentionally invite a

individual characteristics in

perpetrator, which

self-disclosure and

subsequently leads to

personality led to

victimization.

cyberbullying

2010)

victimization.

2.4.4 Overview of Research Methods
Figure 2-3 presents a summary of the research methods used to examine SNS
bullying in the identified studies.
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Figure 2-3 Overview of Research Methods

Inducing an SNS bullying experience for the respondents is considered unethical.
Therefore, the majority of research has relied on the self-report and descriptive
methodology to examine this emerging issue (Freis & Gurung, 2013). As the figure
shows, survey (50%) was the most popular research method for investigating the
prevalence of SNS bullying (e.g., Akbulut et al., 2010; Carter, 2013; Gahagan et al.,
2016; Lee & Kim, 2015; Sengupta & Chaudhuri, 2011). Researchers used this
method to solicit respondents’ prior experience with SNS bullying. For instance,
Carter (2013) conducted a self-report survey questionnaire among 254 SNS users and
found that about 50% experienced SNS bullying as an observer, 32.5% were victims,
and 16.3% engaged in certain SNS bullying activities.
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Experiments (26%) were widely used to test how the characteristics of an SNS
bullying incident affected bystanders’ perceptions of a situation (e.g., Anderson et al.,
2014; Barlinska et al., 2015; Bastiaensens et al., 2014; Holfeld, 2014). These included
the situational characteristics (e.g., the victim and other bystanders’ responses),
message characteristics (e.g., the number of “Likes” and “Shares” on the post),
victim’s characteristics (e.g., attractiveness and disclosure on SNSs) and social
influences (e.g., in- and out-group membership). Experiments were useful because
they allowed researchers to draw causal interferences between hypothesized
relationships (Kerlinger & Lee, 1999). For instance, Schacter et al. (2016) conducted
a 2x2 experiment to examine how the level of SNS disclosure (high vs. low) and
valence of a victim’s SNS posts (positive vs. negative) influenced respondents’
attributions of blame and empathy. Their study of 118 participants suggested that
reading a victim profile with a high level of disclosure (regardless of valence) caused
the subject to attribute more blame to and feel less empathy for the victim.
Apart from surveys and experiments, other research methods were used to explore
and gain insights into SNS bullying, such as interviews (Lee & Kim, 2015), visual
narrative inquiries (Bowler et al., 2015), and restorative conferences (Cowie & Myers,
2014). For instance, Bowler et al. (2015) used the visual narrative inquiry to identify
design affordances on social networking sites and derived seven design themes (e.g.,
design for consequence, design for fear, and design for control and suppression) to
combat SNS bullying. However, these research methods were less common among
the identified studies.
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2.4.5 Overview of Research Contexts and Samples
Figure 2-4. presents a summary of the research contexts. The majority of the
identified studies were conducted in the U.S. (e.g., Alhabash et al., 2013; Brody &
Vangelisti, 2015; Lyndon et al., 2011) followed by Europe (e.g., Bastiaensens et al.,
2015; Machackova & Pfetsch, 2016; Weber et al., 2013), and some were conducted in
the in Asia-Pacific region (e.g., Carter, 2013; Kwan & Skoric, 2013; Lee & Kim,
2015).
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Figure 2-4 Overview of Research Contexts

Most of these studies used children and students as their research samples, as SNS
bullying was found to be most prevalent among children and teens. According to Pew
Research Center (Lenhart et al., 2011), 88% of teens who use SNSs have witnessed
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an SNS bullying incident on a SNS, and 21% have joined in on the bullying. Few of
the studies investigated SNS bullying in the context of adult users, only Lowry et al.
(2016) investigated SNS bullying with adults.
2.5 A Classification Framework of Factors Affecting SNS Bullying
As noted in the literature review and analysis, most of the SNS bullying research to
date has lacked a strong theoretical foundation. Although a notable number of the
identified studies used some theories to explain SNS bullying, it remains challenging
to systematically understand the cause, development, and consequence of the
phenomenon. Therefore, building on the general aggression model (GAM) (Anderson
& Bushman, 2002), a classification framework is developed to systematically
organize the factors affecting SNS bullying. Developing and classifying factors to a
framework is important, as it helps future researchers to understand a phenomenon
and formulate testable hypotheses to advance the research (Kowalski et al., 2014).
GAM is a parsimonious model integrating domain-specific theories that have been
used to explain aggression (Allen & Anderson, 2017; Anderson & Bushman, 2002).
Specifically, GAM integrates the six main theoretical precursors, including cognitive
neoassociation theory (Berkowitz, 1989), social learning theory (Bandura, 2001),
script theory (Huesmann, 1986), excitation transfer theory (Zillmann & Bryant, 1974),
and social interaction theory (Tedeschi & Felson, 1994), and is recognized as a more
comprehensive and integrative framework for the study of human aggression (Allen
& Anderson, 2017; Anderson & Bushman, 2002). It offers a multidimensional
classification scheme for researchers to study the precursors that intensify or inhibit
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aggression in multiple aspects (DeWall et al., 2011). The applicability of GAM has
been tested in aggression research (e.g., Lindsay & Anderson, 2000) and particularly
bullying and cyberbullying research (e.g., Gullone & Robertson, 2008; Vannucci,
Nocentini, Mazzoni, & Menesini, 2012). For instance, Kowalski et al. (2014)
fruitfully applied GAM to understand the factors that led to cyberbullying. Therefore,
GAM is expected to be an appropriate and useful theoretical model that should allow
this study to systematically classify the factors considered in SNS bullying research.
GAM has three major components: inputs (i.e., person and situation inputs), routes
(i.e., the individual’s internal state, including the cognitive, affective, and arousal
reactions induced by the inputs), and outcomes (i.e., the actions and effects of the
appraisal and processing of the inputs and internal states) (Allen & Anderson, 2017;
Anderson & Bushman, 2002). The original GAM model conceptualizes two types of
input factors: person and situation (Anderson & Bushman, 2002). In regard to SNS
bullying, the unique characteristics of the social networking platform present two new
inputs that are essential for this study to consider: social and technological inputs
(Kane, Alavi, Labianca, & Borgatti, 2014; McFarland & Ployhart, 2015). Figure 2-5
presents an extended version of the components of GAM and the classification of
main factors affecting SNS bullying. In the following sections, each GAM component
is discussed in detail.
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Figure 2-5 A Classification Framework for Factors Affecting SNS Bullying
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2.5.1 GAM Inputs and SNS Bullying
According to GAM, input variables increase or decrease the likelihood of one’s
aggressive behaviors (Allen & Anderson, 2017). In this classification framework,
there are four types of inputs that influence the individual’s cognition, affect, and
level of arousal, predisposing him or her to SNS bullying behavior: the person,
situation, social, and technological inputs (Anderson et al., 2014).
2.5.1.1 Person Inputs and SNS Bullying
The person input refers to the characteristics a person brings to an SNS bullying
situation, such as personality traits, demographic characteristics, beliefs, attitudes, and
values. Table 2-4 presents a list of person input factors related to SNS bullying
among the identified studies. These factors include the demographic characteristics,
technology usages, personality traits, experience with (cyber)bullying, attitudes, and
other consistent characteristics that one possesses. As the table shows, person factors
were widely examined in the research. Researchers were interested in identifying the
individual characteristics that turned people into perpetrators, victims, and bystanders.
Most of the research effort has been devoted to understanding the effects of
demographic variables (e.g., age, gender, race), technology usage (e.g., frequency and
duration of use), and personality traits (e.g., extraversion, agreeableness, and
conscientiousness) on SNS bullying (e.g., Freis & Gurung, 2013; Holfeld, 2014;
Kwan & Skoric, 2013). For instance, Kokkinos et al. (2016) reported that male SNS
users with low agreeableness were more likely to engage in SNS bullying
perpetration. Meter and Bauman (2015) indicated that participation in SNSs led to
45

more SNS bullying victimization experience. Machackova and Pfetsch (2016) found
that affective empathy elicited bystanders’ supportive behaviors toward an SNS
bullying incident.

Table 2-4 Overview of Person Input Affecting SNS Bullying
Person Input

P

V

B

Study

Demographic characteristics (e.g.,

x

x

x

Akbulut et al. (2010); Anderson et al.

Age, Gender, Race, Income,

(2014); Cao and Lin (2015); Holfeld

Housing, Language proficiency, IT

(2014); Horner et al. (2015); Kokkinos

efficacy, Parent characteristics,

et al. (2016); Kwan and Skoric (2013);

Geographic region)

Lee et al. (2017); Lowry et al. (2016);
Machackova et al. (2013); Machackova
and Pfetsch (2016); Sengupta and
Chaudhuri (2011)

Technology usage (e.g., Purpose,

x

x

x

Akbulut et al. (2010); (Cao & Lin,

Frequency, Duration, Location,

2015); Dredge et al. (2014); Kokkinos

SNS feature used, Risky SNS

et al. (2016); Kwan and Skoric (2013);

practices)

Lee et al. (2017); Lyndon et al. (2011);
Meter and Bauman (2015); Pabian et al.
(2015); Peluchette et al. (2015)

Personality traits (e.g.,

x

x

Abell and Brewer (2014); Freis and

Extroversion, Agreeableness,

Gurung (2013); Kokkinos et al. (2016);

Conscientiousness, Openness,

Machackova and Pfetsch (2016); Pabian

Neuroticism, Machiavellianism,

et al. (2015); Peluchette et al. (2015)

Narcissism, Self-disclosure
disposition, Empathy)
Bullying and victimization

x

x

x

experience
Attitude towards Facebook
Normative belief about

Cao and Lin (2015); Kwan and Skoric
(2013); Meter and Bauman (2015)

x

Kokkinos et al. (2016)
x

cyberaggression
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Machackova and Pfetsch (2016)

Self-esteem
Psychopathy

x
x

Machackova et al. (2013)
Pabian et al. (2015)

Problematic relationships with

x

Machackova et al. (2013)

peers
Note: P = Perpetrator; V = Victim; B = Bystander

2.5.1.2 Situation Inputs and SNS Bullying
Situation input refers to the characteristics embraced in an SNS bullying incident in
which the situation restricts or offers an opportunity for SNS bullying. Table 2-5
presents a list of situation input factors related to SNS bullying among the identified
studies. These factors include the characteristics of the bullying message (e.g., viral
reach—number of “likes” and “shares”), characteristics of the victim (e.g., being
attractive), characteristics of the incident (e.g., level of severity), and responses of
other bystanders (e.g., defended the victim or reinforced the bully). Situational factors
were mostly examined to derive insights into the decisions made by bystanders in an
SNS bullying incident. For example, Anderson et al. (2014) reported that in a
dissenting condition, where some dissenting comments were listed below the bullying
message, bystanders were more willing to show their support for the victim and leave
more positive comments. Weber et al. (2013) indicated that respondents attributed
more responsibility for the SNS bullying incident to the victim when the victim was
presented as extroverted and very open to disclosing personal information.
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Table 2-5 Overview of Situation Input Affecting SNS Bullying
Situation Input

P

V B

Message characteristics (Affective

Study

x

Alhabash et al. (2013)

x

Schacter et al. (2016); Weber et

evaluation, Viral reach, Emotional tone)
Victim characteristics (Level of disclosure,
Valence of disclosure, Attractiveness)

al. (2013)

Other bystanders’ response (Defend,

x

Ignore, Reinforce)

Anderson et al. (2014);
Bastiaensens et al. (2014)

Victim's response

x

Holfeld (2014)

Presence of others (Number, Anonymity)

x

Barlinska et al. (2015); Brody
and Vangelisti (2015);
Obermaier et al. (2014);
Schacter et al. (2016)

Incident characteristics (Severity,

x

Publicity)

x

Bastiaensens et al. (2014);
Bastiaensens et al. (2015)

Note: P = Perpetrator; V = Victim; B = Bystander

2.5.1.3 Social Inputs and SNS Bullying
Social input refers to the interpersonal relations embraced within the participants (i.e.,
the perpetrator, victim, and bystander) that foster or inhibit SNS bullying. Table 2-6
presents a list of social input factors that are related to SNS bullying among the
identified studies. These inputs include the relationships with the victim and other
bystanders (e.g., positive or negative), identification of the community, and some
social learning variables (e.g., differential reinforcement—costs and benefit,
differential association—negative social influence). As the table shows, researchers
were interested in examining how social relationships affected bystanders’ decisions
to defend the victim, ignore the incident, and reinforce the perpetration. Most of the
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studies on social factors focused on the role of the bystander (e.g., Bastiaensens et al.,
2014; Brody & Vangelisti, 2015; Machackova et al., 2013). For instance, Brody and
Vangelisti (2015) suggested that bystanders who were in a close relationship with the
victim were more likely to intervene in an SNS bullying incident. Similarly,
Bastiaensens et al. (2014) reported that bystanders whose good friends (rather than
acquaintances) joined in on an SNS bullying incident had a higher tendency to
reinforce the bullying.

Table 2-6 Overview of Social Input Affecting SNS Bullying
Social Input

P

V

Relationships with other bystanders

B

Study

x

Bastiaensens et al. (2014); Machackova

(In/out-group)

et al. (2013)

Relationship with the victim

x

Brody and Vangelisti (2015);
Machackova et al. (2013)

Identification with the group
SNS connection (Number, Tie

x
x

x

Freis and Gurung (2013)
Wegge et al. (2015)

strength)
Note: P = Perpetrator; V = Victim; B = Bystander

2.5.1.4 Technology Inputs and SNS Bullying
Technology input refers to the system characteristics related to the social networking
platform. Table 2-7 presents a list of technology input factors related to SNS bullying
among the identified studies. Technology input received scant attention in those
studies—only two groups of factors were examined, including mediacy and
anonymity, in terms of their effects on SNS bullying (Bastiaensens et al., 2015;
Horner et al., 2015; Lowry et al., 2016). For instance, Lowry et al. (2016) reported
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that anonymity was associated with decreased costs and increased benefits of SNS
bullying perpetration, and suggested that anonymity in SNS bullying perpetration was
fully mediated by the components of the social learning model of deviance.

Table 2-7 Overview of Technology Input Affecting SNS Bullying
Technology Input

P

Mediacy (F2F/CMC)

V

B

Study

x

x

Bastiaensens et al. (2015); Horner
et al. (2015)

Anonymity

x

Lowry et al. (2016)

Note: P = Perpetrator; V = Victim; B = Bystander

2.5.2 GAM Routes and SNS Bullying
According to GAM, inputs influence one’s route, which eventually encourages or
discourages aggressive behavior. There are three types of route that comprise an
individual’s internal state, including cognition, affect, and arousal (Allen & Anderson,
2017). Table 2-8 presents a list of cognition, affect and arousal that is related to SNS
bullying among the identified studies. As the table shows, few studies examined the
internal states that affect SNS bullying. These studies explored how input variables
influenced SNS bullying by increasing (or decreasing) the relative accessibility of
aggressive concept in memory (Anderson & Bushman, 2002; Kowalski et al., 2014).
For example, Barlinska et al. (2015) tested the effects of cognitive empathy activation
on bystander responses. The authors manipulated cognitive empathy by displaying a
case of cyberbullying, the victim’s feelings, and the impacts. The results showed that
in the empathy-activated condition, respondents exhibited a lower likelihood to
reinforce an instance of SNS bullying. On the contrary, Obermaier et al. (2014) tested
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the effect of the presence of other bystanders on respondents’ feeling of responsibility
and the subsequent intention to intervene. The authors manipulated the notification of
how many people had already seen an SNS bullying post in a Facebook group. The
result showed that the feeling of responsibility was negatively influenced by the
number of people who saw the post. The intention to intervene in the incident was
inflated by a sense of responsibility. Nevertheless, in this literature review and
analysis, no arousal factors (i.e., physiological or psychological) were identified.

Table 2-8 Overview of Route Affecting SNS Bullying
Route

P

V

B

Study

x

Obermaier et al. (2014)

x

Anderson et al. (2014); Barlinska

Cognition
Reaction to the incident (Feeling of
responsibility, Feeling of emergency,
Perception of control)
Reaction to the victim (Perception of
victim’s health, Perception of victim’s

et al. (2015); Holfeld (2014);

attractiveness)

Weber et al. (2013)

Social learning (Negative social

x

Lowry et al. (2016)

influence, Costs, Benefits, Neutralization,
Situational morality)
Affect
Reaction to the incident (Fear of

x

Machackova et al. (2013)

x

Barlinska et al. (2015); Schacter et

intervening, Feel upset)
Reaction to victim (Empathy)

al. (2016)
Note: P = Perpetrator; V = Victim; B = Bystander

51

2.5.3 GAM Outcomes and SNS Bullying
According to GAM, appraisal and processing of the input and internal states
determine the outcomes (Allen & Anderson, 2017). These outcomes can further be
classified as proximal (i.e., short term) and distal (i.e., long term) (Kowalski et al.,
2014). Table 2-9 presents a list of appraisals and outcomes related to SNS bullying
among the identified studies. As the table shows, most of the research focused on the
proximal outcomes of SNS bullying. Proximal outcomes are direct and immediate
behavioral decisions made in an SNS bullying incident. The behavioral variations in
SNS bullying were results of the differences in appraisal and processing of the inputs
and internal states. For instance, Lowry et al. (2016) found that the SNS bullying
frequency was decreased by the perception of costs, neutralization, and situational
morality and inflated by the perception of negative social influence. There was also a
notable amount of research studying bystanders’ decision to intervene in an SNS
bullying incident (e.g., defend the victim). For example, Brody and Vangelisti (2015)
indicated that bystanders offered more social support to and engaged in active
defending of the victim when their relationship was close. Distal outcomes are
longer-term effects induced by the SNS bullying incident. For instance, Meter and
Bauman (2015) examined the effects of social networking participation on SNS
bullying involvement using a longitudinal setting (i.e., Time1 (t1) and Time2(t2)).
The authors found that participating in social networking activities increased the
involvement in SNS bullying perpetration and victimization in both t1 and t2. Indeed,
ample evidence has suggested that the experience with SNS bullying is associated
with a substantial number of adverse outcomes with regard to psychological and
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physical health, social functioning, and behavior (e.g., Clarke-Billings, 2016; Hassan,
2016; McAfee, 2014; Mcneel, 2017; Patchin, 2016; Straus, 2016). Nevertheless, there
remain limited research efforts devoted to tracing the chronic impacts (i.e., distal
outcomes) of SNS bullying on the perpetrator, victim, and bystander.

Table 2-9 Overview of Appraisal and Outcome Related to SNS Bullying
P V

B

Study

x

Holfeld (2014); Schacter et al. (2016)

x

Alhabash et al. (2013)

Appraisal
Attribution to victim
(Blame, Responsibility)
Anti-cyberbullying
attitude
Proximal Outcome
Engaged in perpetration

x

Abell and Brewer (2014); Kokkinos et al. (2016);
Kwan and Skoric (2013); Lee et al. (2017); Lowry
et al. (2016); Lyndon et al. (2011); Pabian et al.
(2015); Sengupta and Chaudhuri (2011); Wegge et
al. (2015)

Being victimized

x

Akbulut et al. (2010); Dredge et al. (2014); Kwan
and Skoric (2013); Lee et al. (2017); Peluchette et
al. (2015); Sengupta and Chaudhuri (2011); Wegge
et al. (2015)

Defend the victim

x

Anderson et al. (2014); Bastiaensens et al. (2014);
Bastiaensens et al. (2015); Brody and Vangelisti
(2015); Cao and Lin (2015); Machackova et al.
(2013); Machackova and Pfetsch (2016); Obermaier
et al. (2014); Schacter et al. (2016)

Reinforce the bully

x

Anderson et al. (2014); Barlinska et al. (2015);
Bastiaensens et al. (2014); Cao and Lin (2015);
Freis and Gurung (2013); Machackova and Pfetsch
(2016)
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Ignore the incident

x

Barlinska et al. (2015); Brody and Vangelisti
(2015); Freis and Gurung (2013)

Distal Outcome
Future involvement in

x

x

Meter and Bauman (2015)

cyberbullying
Note: P = Perpetrator; V = Victim; B = Bystander

2.6 Discussion
In the past decade, SNS bullying has attracted increasing scholarly attention across
disciplines. We conducted a systematic literature review and analysis to answer two
main research questions: 1) what is the current status of SNS bullying research? and 2)
what are the factors affecting SNS bullying? The following sections offer
observations

on topics

identified

in

the previous

sections

and

provide

recommendations for future research on SNS bullying. Finally, the contributions and
limitations of this study are discussed.
2.6.1 Research Gaps and Opportunities
Building on GAM, the review of the SNS bullying literature identified three major
research gaps and opportunities warranting future scholarly attention.
First, most of the studies mainly examined the person inputs that affected SNS
bullying, such as prior experience with perpetration and victimization (e.g., Kwan &
Skoric, 2013) and personality traits (e.g., Abell & Brewer, 2014) (see Table 2-2).
These studies were mostly rooted in the psychology, education, communication, and
criminology literature, where person inputs play a dominant role in explaining SNS
bullying (see Figure 2-2). Although the study of person inputs is critical, it is not easy
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to derive actionable measures to deter SNS bullying. More specifically, identifying
person inputs related to SNS bullying is considered a formidable task and has
produced a lopsided picture of the cause of SNS bullying. Therefore, it may be
valuable to conduct a meta-analysis to test the strength of the relationships between
person inputs and SNS bullying perpetration, victimization, and bystander behaviors,
and to identify the possible contextual moderators that alter these relationships.
Furthermore, future studies should expand the scope of the research by considering
more technological inputs in their research questions, given that SNS bullying is
enabled and facilitated by information technology.
Second, it is not uncommon to realize that the mechanisms explaining the cause and
development of SNS bullying perpetration, victimization, and bystander behaviors
remain overlooked in the literature. Relatively few of the identified studies were
theory guided (see Table 2-3). As noted by Kowalski et al. (2014), the research on
cyberbullying to date, and perhaps that on SNS bullying, has lacked a solid
theoretical foundation. Therefore, more theory-guided research is needed to
systematically examine SNS bullying and unfold its underlying mechanism. In
particular, integrating theories from multiple disciplines should offer a richer
understanding of SNS bullying, a complex societal challenge associated with the
undesirable use of information technology. For instance, researchers may apply the
technology use perspective (Wixom & Todd, 2005) to examine the effect of beliefs
about SNS use on bystanders’ aggressive responses and use neutralization theory
(Sykes & Matza, 1957) to test the underlying mechanisms bystanders use to justify
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their harmful actions toward victims. A more theory-guided approach is valuable, as
it helps to accumulate knowledge and stimulates future research.
Finally, the majority of the SNS bullying studies identified focused on the proximal
outcomes of the bystanders, investigating their decision to intervene in a situation.
Relatively less research effort was devoted to examining other proximal outcomes,
such as SNS bullying perpetration and bystanders’ aggressive responses to SNS
bullying (see Table 2-9). The paucity of research into these two crucial roles has
limited the scientific understanding of the drivers and development of SNS bullying.
More research is needed to study users’ aggressive behaviors in SNS bullying and
thereby provide insights into the formulation of intervention programs that combat
SNS bullying. Future studies should also explore the distal outcomes of SNS bullying
(i.e., long-term physiological and psychological effects) among perpetrators, victims,
and bystanders.
2.6.2 Research Contributions
This study makes several contributions to the research on SNS bullying. First, it
provides a comprehensive overview that outlines the current status of the SNS
bullying research. Using a rigorous approach to systematically review and analyze the
published literature on SNS bullying, it identifies the trend, method, focus, context,
and theoretical foundation related to SNS bullying. Overall, it reports on the status of
SNS bullying research in a neat and systematic manner.
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Second, this study illustrates how factors affecting SNS bullying are interrelated.
Drawing on the GAM (Anderson & Bushman, 2002), factors affecting SNS bullying
are classified in terms of input (i.e., person, situation, social, and technological), route
(i.e., cognition, affect, and arousal), and outcome (i.e., appraisal, proximal, and distal).
This classification framework thereby provides researchers with a list of factors that
have received notable scholarly attention and identifies the factors that require more
systematic investigation.
Taken together, the findings of this study represent a necessary first step toward
achieving a thorough understanding of SNS bullying. It identifies important issues in
the literature and proposes an agenda for future research. Specifically, further
research could develop more theory-guided studies and focus on the role of
technological factors to explore aggressive user behaviors in SNS bullying among
perpetrators and aggressive bystanders. Insights derived from these studies should
help to formulate measures that counter SNS bullying.
2.6.3 Limitations
Some limitations should be taken into account when applying the findings of this
study. First, this study is not shielded from the common limitations of literature
analysis. The literature review was constrained to the pool of journals that satisfied
the chosen keywords and selection criteria. Researchers could gain insight from
additional knowledge in practitioner articles, books, and magazines. Future studies
should explore articles and studies beyond academic journals to enrich the
classification framework. Second, as this line of research is still emerging, the
57

number of empirical studies remains insufficient to perform a quantitative metaanalysis and test the relative effects of the different types of inputs on SNS bullying.
Future studies should replicate these studies in different contextual and cultural
settings. It would then be possible to confirm the relationships and effects of these
factors through meta-analysis.
2.7 Conclusion
Through a rigorous search of the literature in key electronic databases and
mainstream journals, 44 studies of SNS bullying were identified. The literature
review and analysis revealed the research patterns of existing SNS bullying studies,
including the research trends, research foci, theoretical foundations, research methods,
research samples and contexts. Building on the GAM (Anderson & Bushman, 2002),
a classification framework was proposed to systematically summarize the factors
related to SNS bullying. Specifically, factors affecting SNS bullying were classified
into inputs, routes and outcomes. The literature review and analysis highlighted three
importance research gaps and opportunities that warrant future scholarly attention. In
particular, more research efforts are needed to (1) explore the role of technological
inputs, (2) investigate the cognitive mechanisms that explain SNS bullying behaviors,
and (3) examine aggressive acts among the perpetrator and aggressive bystanders.
Taken together, the findings in this essay should help to accumulate knowledge about
SNS bullying and stimulate future directions for SNS bullying research.
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CHAPTER 3 : CYBERBULLYING PERPETRATION ON SOCIAL
NETWORKING SITES: THE CRIME OPPORTUNITY AND AFFORDANCE
PERSPECTIVES (ESSAY 2)
3.1 Introduction
Cyberbullying on social networking sites (SNS bullying) refers to any form of
aggressive behavior on SNSs conducted by a group or an individual repeatedly and
over time against targets who cannot easily defend themselves. Although SNSs have
brought convenience to our everyday lives, more studies are finding that they have
become breeding grounds for aggressive online behavior (Kowalski et al., 2014;
Räsänen et al., 2016; Whittaker & Kowalski, 2015). A large-scale survey of over
10,000 adolescents conducted by Ditch the Label (2013) found that 7 out of 10 SNS
users had been victims of cyberbullying on SNSs. Similar to victims of playground
bullying, victims of SNS bullying suffer substantial adverse outcomes. The adverse
consequences of SNS bullying are reported in the media almost daily, including lower
self-esteem, poor academic performance, avoidance of social activities, and even
suicide attempts (Hassan, 2016).
Understanding the drivers of SNS bullying perpetration is an important and emerging
research topic. The review of the literature showed that the majority of the current
SNS bullying studies focus on the role of individual factors from psychology,
education, or communication perspective (see Hamm et al., 2015; Kowalski et al.,
2014 for a review). SNS bullying perpetration has received little attention in the IS
discipline. The study of how the technology facilitates SNS bullying perpetration has
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largely overlooked. Nevertheless, the nature and effects of SNS bullying are ISrelated problems that are worthy of serious scholarly investigation. In particular, as a
form of bullying facilitated by information technology, there is a need to understand
the drivers of SNS bullying perpetration and how the technology facilitates SNS
bullying perpetration. To help address this emerging societal challenge associated
with SNS use and the research gaps in this area, we develop and test a research model
of SNS bullying perpetration. Accordingly, this study has two key objectives: (1) to
develop a theoretical model to explain SNS bullying perpetration, and (2) to explore
how SNSs facilitate SNS bullying perpetration.
Drawing on crime opportunity theory (Felson & Clarke, 1998), we examine the
effects of the likelihood of engaging in SNS bullying perpetration and their evaluation
of the SNS environments and their interaction effects on SNS bullying perpetration.
This theoretical perspective has been widely used to explain the occurrence of crime
and undesirable behaviors (e.g., Augustine, Wilcox, Ousey, & Clayton, 2002; Kigerl,
2012; Reyns, 2013). IS researchers have also used crime opportunity theory and its
counterparts to investigate technology-related crimes and offenses (e.g., Li, Zhang, &
Sarathy, 2010; Sen & Borle, 2015; Willison & Backhouse, 2006). Further, we use
affordance theory (Markus & Silver, 2008) to explore the role of technology
affordance in SNS bullying perpetration. The affordance lens is appropriate here
because it allows us to assess users’ perceptions of the actions they can perform while
interacting with SNSs. As noted by Runions (2013, p. 751), “the features of online
social platforms may afford opportunities for distinct types of aggression”.
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This study contributes to the IS literature in several ways. First, we respond to the call
for more research on the emerging societal challenges related to undesirable
technology use (e.g., Fichman et al., 2015; Majchrzak et al., 2013; Tarafdar et al.,
2013). In recent years, increasing attention has been paid to the dark side of
technology use in the IS literature (e.g., Benjamin, Zhang, Nunamaker, & Chen, 2016;
Hu, West, & Smarandescu, 2015; Krasnova et al., 2015; Liang, Xue, & Wu, 2013;
Lowry et al., 2016; Siponen & Vance, 2010; Stein, Newell, Wagner, & Galliers, 2015;
Turel & Qahri-Saremi, 2016; Turel, Serenko, & Giles, 2011). We expect that this
study will contribute to the literature by providing a theoretical explanation of SNS
bullying perpetration. Second, we develop and empirically validate a research model
of SNS bullying perpetration. Drawing on crime opportunity theory (Felson & Clarke,
1998), we identify two key drivers of SNS bullying perpetration. Specifically, we find
that the likelihood of engaging in SNS bullying perpetration, the users’ evaluation of
SNS environments, and their interacting effects are able to explain why users engage
in SNS bullying perpetration. Finally, as a form of undesirable information
technology use, SNS bullying perpetration is worthy of serious scholarly
investigation from an IS perspective. Thus, we enrich the IS literature by using the
affordance perspective (Markus & Silver, 2008) to examine how technology
affordance enables SNS bullying perpetration. The results of this study also offer
design insights for SNS developers in relation to maintaining healthy online social
spaces that encourage users to stay and continue to use the platforms.
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3.2 Theoretical Background
3.2.1 Prior Work on SNS Bullying
Cyberbullying on social networking sites (SNS bullying perpetration) refers to any
form of aggressive behavior on SNSs conducted by a group or an individual
repeatedly and over time against targets who cannot easily defend themselves. There
are five major types of aggressive behavior that are commonly found on social
networking platforms (Gahagan et al., 2016; Kokkinos et al., 2016; Kwan & Skoric,
2013), including harassment, denigration, outing and trickery, exclusion, and
impersonation.
A number of studies have offered explanations of why individuals engage in SNS
bullying perpetration, including demographic variables (Cao & Lin, 2015; Sengupta
& Chaudhuri, 2011), intensity of SNS usage (Kwan & Skoric, 2013), cyberbullying
victimization experience (Marcum et al., 2014), and a big five personality (Kokkinos
et al., 2016). The majority of SNS bullying perpetration studies has been rooted in
psychology, and has focused on the individual characteristics of SNS bullying
perpetration. Although they have enriched the scientific understanding of SNS
bullying perpetration, the atheoretical approaches of these studies have hindered the
accumulation of knowledge. Furthermore, there is little theoretical understanding and
empirical evidence of how the features of SNSs facilitate bullying. In the only study
conducted in this area, Lowry et al. (2016) found that heavy SNS use coupled with
the anonymous nature of SNSs facilitated the social learning process of cyberbullying,
and eventually fostered cyberbullying on SNSs. Thus, it is essential to include the
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characteristics of SNSs in the research model to gain a comprehensive understanding
of this IT-related phenomenon (Brown, Dennis, & Venkatesh, 2010).
3.2.2 Crime Opportunity Theory
Crime opportunity theory builds on the old saying that “opportunity makes the thief”
and views the opportunity as the “root cause” of crime (Felson & Clarke, 1998). The
central premise of this theory lies in the principle that easy or tempting opportunities
entice people into crime (Vold, Bernard, & Snipes, 1998). Crime opportunity theory
asserts that crime is a normal social occurrence that is dependent on two primary
components: (1) a person who is likely to engage in crime and (2) an environment
that offers criminogenic opportunities (Asbridge & Butters, 2013; Clarke & Felson,
1993; Felson & Clarke, 1998). The theory further suggests that criminogenic
opportunities are presumed to create in the presence of a putative target and the
absence of capable guardians (Bernberg & Thorlindsson, 2001; Osgood, Wilson,
O’Malley, Bachman, & Johnston, 1996). In other words, this theory views human
behavior is motivated by rationality, such that an offender is more likely to behave
opportunistically if the right opportunity is presented (Gottfredson & Hirschi, 1990).
For instance, certain types of parks and streets, such as being quiet and dim encourage
more robbery and drug-dealing activities when a motivated offender is in place.
Various opportunity theories of crime, such as the routine activity approach (Cohen &
Felson, 1979) and the rational choice perspective (Cornish & Clarke, 1986), have
been developed based on this central premise. Although these theories propose that
different types of criminogenic opportunities entice individuals to engage in crime,
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they all lead to the inescapable conclusion that certain environmental conditions make
crime more likely to occur.
In the last two decades, IS researchers have increasingly used crime opportunity
theory and its counterparts to investigate technology-related crimes and offenses
(Willison & Backhouse, 2006), such as data breaches (Sen & Borle, 2015),
compliance with Internet use policies (Li et al., 2010), computer crimes (Willison &
Backhouse, 2006), and cyber crimes (Kigerl, 2012). For instance, Sen and Borle
(2015) reported that the higher number of vulnerabilities induces more opportunities
for data thieves. Empirical studies have further uncovered the applicability of crime
opportunity theory in understanding bullying and cyberbullying behaviors (Cho,
Wooldredge, & Park, 2016; Navarro & Jasinski, 2013; Reyns, 2010). For instance,
Reyns (2010) found that the use of crime opportunity approach was an applicable
theoretical perspective in analyzing cyberbullying. Cho et al. (2016) estimated the
cross-sectional and longitudinal effects on collective bullying using the latent growth
curve modeling technique, and reported that greater participation in cyberclub
activities coincided with higher odds of bullying. Thus, we believe that crime
opportunity theory (Felson & Clarke, 1998) provides a promising basis for the
investigation of SNS bullying perpetration.
3.2.3 Affordance Theory
The use of crime opportunity theory allows researchers to understand the occurrence
of SNS bullying, by investigating the effects of the personal and environmental
components that offer the criminogenic opportunities. However, the theory does not
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shed light on how opportunities for SNS bullying perpetration are enabled by the SNS
platform. Therefore, this study applies affordance theory (Markus & Silver, 2008) to
further understand how SNS offers the action possibilities for SNS bullying
perpetration. Rooted in ecological psychology, the concept of affordance, which is
defined as the action possibilities in relation to an object that are provided by the
environment, has been used to describe the relationship between animals and objects
(Gibson, 1986). From a Gibsonian perspective, each object has specific properties,
and each actor uses the object based on its physical characteristics and his or her host
of needs (Gibson, 1986). That is, any animal can perceive the features of an object,
but the utility of these features in terms of what they afford is dependent on the
posture and behavior of the animal being considered, and such affordance is not the
same for all animals (including humans) (Gibson, 1983).
The concept of affordance has been further developed and conceptualized as a
combination of the actual and perceived properties of a thing, primarily those that
determine how the thing can be used (Norman, 1998). IS researchers have focused on
whether the affordances fit the user’s goals and allow the relevant actions to be
performed (e.g., Arazy & Gellatly, 2013; Chatterjee, Moody, Lowry, Chakraborty, &
Hardin, 2015; Goel, Johnson, Junglas, & Ives, 2013; Halpern & Gibbs, 2013;
Leonardi, 2011). In other words, technology affordance considers information
technologies to be sociotechnical artifacts and perceives affordances as the bridges
between the artifacts and the people who use them (Markus & Silver, 2008). An
increasing number of studies have revealed that one technology can offer multiple
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affordances (e.g., Davern, Shaft, & Te'eni, 2012; Kaptelinin, Nardi, & Books24x,
2006). Even when using the same technology, members of different social groups can
have entirely unique sets of affordances associated with their own needs. For instance,
in a social networking platform, the “#tag” feature can afford “information search
and organization” for ordinary SNS users (such as #goodfood), whereas deviant users
who are considering SNS bullying are more likely to perceive it as a negative “label”
for a target (such as #slut, #fatboy) (Runions & Bak, 2015). Accordingly, the effects
of technology on SNS bullying perpetration can be better explained by considering
the affordances that sociotechnical artifacts offer and the goals of the user
(Bastiaensens et al., 2015; Leonardi, 2013; Runions, 2013).
3.3 Research Model and Hypotheses
SNS bullying perpetration is defined as aggressive behavior on an SNS that is
conducted by a group or an individual repeatedly and over time against targets who
cannot easily defend themselves. In this study, we use crime opportunity theory
(Felson & Clarke, 1998) as the theoretical foundation to guide the development of the
research model. The research model has two main components: (1) the likelihood of
engaging in SNS bullying perpetration and (2) an evaluation of the SNS environments
that afford SNS bullying perpetration. We use affordance theory (Markus & Silver,
2008) to explore the role of technology affordance in SNS bullying perpetration.
Figure 3-1 depicts the research model.
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Figure 3-1 Proposed Research Model

3.3.1 The Likelihood of Engaging in SNS Bullying Perpetration: Attitude toward
SNS Bullying
The attitude toward SNS bullying is an important personal factor that can capture the
likelihood of an individual committing a crime (Pakaslahti & Keltikangas-Jarvinen,
1997). Studies have shown that people with a positive attitude toward crime or
bullying are more likely to engage in crime or bullying (e.g., Ang & Goh, 2010;
Lazuras, Barkoukis, Ourda, & Tsorbatzoudis, 2013; Wiklund, Ruchkin, Koposov, &
af Klinteberg, 2014). In the context of cyberbullying, Barlett, Prot, Anderson, and
Gentile (2017) and Heirman and Walrave (2012) found that positive attitudes toward
cyberbullying predicted cyberbullying intentions/behavior, and the effect was
stronger than the subjective norm and perceived behavioral control. In contrast,
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Lazuras et al. (2013) reported that negative attitudes toward cyberbullying lowered
the likelihood of cyberbullying among a sample of Greek adolescent students.
Building on this body of literature, we expect that people with a positive attitude
toward SNS bullying are more likely to engage in SNS bullying perpetration.
H1: An individual’s attitude toward SNS bullying is positively related to the
likelihood that he or she will engage in SNS bullying perpetration.
3.3.2 Antecedents of the Attitude toward SNS bullying
In their comprehensive review and analysis of the literature, Kowalski et al. (2014)
suggested that trait exploitativeness and involvement in offline bullying were the two
most important factors related to the positive attitude toward SNS bullying.
3.3.2.1 Trait exploitativeness
Trait exploitativeness, which refers to the tendency to exploit and manipulate other
people for personal gain (Washburn, McMahon, King, Reinecke, & Silver, 2004), is
recognized as a salient personality trait that is associated with aggression (Martinez,
Zeichner, Reidy, & Miller, 2008; Seah & Ang, 2008), bullying (Ang, Ong, Lim, &
Lim, 2010), and cyberbullying (Ang, Tan, & Mansor, 2011). Due to their inherent
sense of entitlement and dominance in viewing the world (Baumeister, Smart, &
Boden, 1996; Hoover, Oliver, & Hazler, 1992; Owens, Slee, & Shute, 2000; Reidy,
Zeichner, Foster, & Martinez, 2008), individuals who have a high level of trait
exploitativeness consider that they have the right to do whatever they want and to
have their expectations met regardless of the feelings of others. Hence, we argue that
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individuals with a high level of trait exploitativeness are more likely to view SNS
bullying perpetration as a legitimate and justifiable means of achieving their goals,
and thus endorse a positive attitude toward SNS bullying.
H2: Trait exploitativeness is positively related to an individual’s attitude toward SNS
bullying.
3.3.2.2 Involvement in offline bullying
Involvement in offline bullying is defined as an individual’s prior participation in
offline bullying activities. In the traditional bullying research, the act of bullying is
considered as a means of achieving higher status, exerting dominance, gaining
prestige, or demonstrating power in a social group among other perpetrators of
bullying (Salmivalli, 2010). Research on crime behaviors suggested that individuals
are more likely to develop a positive attitude toward similar forms of aggression
when they have experienced the feeling of power associated with bullying and its
associated positive recognition from their peer groups (Akers, 1998). Empirical
studies have shown that individuals who have engaged in acts of bullying (such as
verbal, physical, or Internet bullying) are more likely to develop a positive attitude
toward bullying (Williams & Guerra, 2007). By extending this line of research to the
context of SNS bullying perpetration, we expect that individuals who have engaged in
offline bullying are more likely to have a positive attitude toward SNS bullying.
H3: Involvement in offline bullying is positively related to an individual’s attitude
toward SNS bullying.
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3.3.3 The Evaluation of SNS Environments: Presence of Suitable Targets and
Absence of Guardianship
SNSs have emerged as the central hub where individuals spend significant amounts of
time interacting and exchanging information with others (Matook, Cummings, & Bala,
2015), in addition to posting pictures and updating their personal information to
maintain an online presence. According to crime opportunity theory (Felson & Clarke,
1998), these social and technological changes have produced new opportunities for
criminal activities based on two conditions: (1) the presence of a putative target and
(2) the absence of capable guardians (Bernberg & Thorlindsson, 2001; Osgood et al.,
1996). In the context of SNS bullying, the shift of routine social activities to the
online social environment has reduced the constraints on bullying, such that an
offender can easily reach a target in the SNS environment (Brenner, 2013). Moreover,
the sheer amount and rapid generation of social information on SNSs have made the
constant guardianship of cyberbullying activities increasingly difficult (Patchin &
Hinduja, 2006). Accordingly, how users evaluate the two SNS environmental
conditions, including (1) the presence of a suitable target and (2) the absence of
guardianship (Clarke & Felson, 1993), is expected to influence SNS bullying
perpetration.
3.3.3.1 Presence of Suitable Targets and SNS Bullying Perpetration
The presence of suitable targets is defined as the extent to which an SNS user
believes there are suitable targets available on SNSs. Crime opportunity theory
suggests that the selection of a target is a rational process in which offenders tend to
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adopt efficient ways (i.e., using the minimal amount of time and effort) to identify
suitable targets (Clarke & Felson, 1993). Studies have provided support for the
relationship between the presence of suitable targets and bullying activities. For
instance, Jung and Park (2010) found that target suitability (i.e., a group of early
adolescents) is associated with the occurrence of violence. In addition, Popp (2012)
showed that students who were perceived as suitable targets were more likely to be
victimized. Applying the same arguments in this study, we expect that when a user
perceives the presence of suitable targets on SNSs, he or she is more likely to engage
in SNS bullying perpetration.
H4: The perception of the presence of suitable targets is positively related to SNS
bullying perpetration.
3.3.3.2 Absence of Guardianship and SNS Bullying Perpetration
The absence of guardianship is defined as the extent to which an SNS user believes
there is a lack of guardianship against SNS bullying perpetration on a platform.
Guardianship on social networking sites refers to someone (such as the site
administrator) who monitors and moderates users’ interaction on the platform or
institutional mechanism that detects SNS bullying perpetration. Crime opportunity
theory argues that offenders are rational actors who opportunistically engage in crime
when they perceive an absence of guardianship in time and space (Clarke & Felson,
1993). Similarly, once a perpetrator who perceive there is a lack of site administrator
or institutional mechanism on SNSs, he/she is more likely to behave opportunistically
because he/she believes the chance of being caught is minor. In particular, the rapid
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generation of social information has created a situation in which the detection of
bullying messages has become increasingly difficult. It is apparent that only a tiny
fraction of those who engage in bullying come to the attention of the authorities, and
that the guardianship to deter cyberbullying appears to be remote. Prior studies have
found support for the link between guardianship and bullying behavior. For instance,
Lwin, Stanaland, and Miyazaki (2008) showed that social guardianship decreased the
level of victimization among younger people. Building on the literature, we expect
that when a user perceives an absence of guardianship on an SNS, he or she is more
likely to engage in SNS bullying perpetration.
H5: The perception of the absence of guardianship is positively related to SNS
bullying perpetration.
3.3.4 Technology Affordances
Research on cyberbullying has repeatedly indicated that certain characteristics of
online communication platforms offer offenders opportunities to engage in online
attacks (Barlett, 2013; Kowalski et al., 2014; Runions & Bak, 2015). For instance, on
Ask.fm, an anonymous social networking platform, the “tag @username” function
allows an offender to easily reach a suitable target, whereas the “ask anonymously”
feature allows an offender to avoid the measures guarding against SNS bullying
perpetration (Blake, 2015). In this study, we use the affordance perspective to explain
the effects of technology on SNS bullying perpetration. The review of the IS literature
showed that the perceived affordances of target accessibility, target information
retrieval, anonymity, and diffused responsibility were all associated with the
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undesirable use of technologies (e.g., D'Arcy, Herath, & Shoss, 2014; Hann, Hui, Lee,
& Png, 2007; Hu et al., 2015; Lowry et al., 2016; Pinsonneault & Nelson, 1997).
3.3.4.1 Target Accessibility Affordance
Target accessibility affordance refers to the extent to which an SNS enables users to
access potential targets for SNS bullying perpetration. An important feature of SNSs
is connectivity. Compared with other communication media, SNSs are a more open
and accessible medium in that they enable anyone to join a network to exchange
information (McFarland & Ployhart, 2015) and allow users to connect with friends,
family, acquaintances, and even strangers. An individual may reach and connect with
an unlimited number of users on SNSs (Matook et al., 2015). Leveraging this
connectivity, SNSs have undoubtedly made it easier for users to access each other.
Nevertheless, offenders use the platforms to access their targets and post harmful
insults, while never having to look the targets in the eye (Mcclure, 2017). For
instance, in a recent cyberbullying case, the hashtag (#hashtag) and handle
(@username) functions were heavily used by the offender to repeatedly attack a
group of young people on an SNS. Specifically, the offender framed the harassment
as a game and recreated multiple SNS accounts using the handle @the.game.is.still.on.
to constantly gain access to the targets even after the offender’s accounts were shut
down by the site administrator (Mcneel, 2017). Hence, when a user perceives that an
SNS facilitates gaining access to other users, he or she is likely to believe that the
platform will provide suitable targets for SNS bullying perpetration. Therefore, we
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expect that when a user believes that an SNS enables him or her to access targets for
bullying, he or she is likely to evaluate the SNS as a source of suitable targets.
H6: Target accessibility affordance is positively related to the perception of the
presence of suitable targets.
3.3.4.2 Target Information Retrieval Affordance
Target information retrieval affordance refers to the extent to which an SNS enables a
user to obtain information about a potential target for SNS bullying perpetration.
Most social networking sites are designed to encourage users to share more
information with their networks of friends (Kane et al., 2014). This design has led to
formerly closed nations becoming open to a world of information (Naing, 2016).
Today, SNSs enable people to connect with others and receive updates from various
sources, such as friends or fan pages. Nevertheless, the act of sharing on these
platforms facilitates offenders who are interested in obtaining personal information to
engage in SNS bullying perpetration (Bosker, 2011). A survey report estimated that
about 40% of SNS users overshare sensitive information on the platforms (McAfee,
2014). The abundance of retrievable information can put SNS users at risk. For
example, an offender can easily send spamming requests and links to phish an
individual’s contacts, daily activities, friend lists, and more (Shin, 2016; Ullman,
2017). The offender can then use this information to clone the target’s account and
impersonate the target on other SNSs (Charles, 2014). Indeed, studies have shown
that individuals who do not restrict the access to their personal online profiles or
disclose too much sensitive personal information online are more vulnerable to online
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attacks because they are considered to be suitable targets by offenders (Hinduja &
Patchin, 2009; Peluchette et al., 2015). When a user perceives that an SNS facilitates
the retrieval of information about other users, he or she is likely to believe that the
platform hosts suitable targets for SNS bullying perpetration. Therefore, we expect
that when a user believes that an SNS enables him or her to retrieve information
about a target, he or she is likely to evaluate the SNS as a strong source of suitable
targets.
H7: Target information retrieval affordance is positively related to the perception of
the presence of suitable targets.
3.3.4.3 Anonymity Affordance
Anonymity affordance refers to the extent to which an SNS enables users to conceal
their identity when they are interacting with other users. On SNSs, it is easy to remain
relatively anonymous. For instance, users can register a new account with a free email
domain (e.g., Google or Yahoo) and create alternative accounts with fake names and
abuse targets under these aliases (McFarland & Ployhart, 2015). In other words,
offenders can separate their online action from their offline identity, and thus do not
need to acknowledge the abuse within the full context of an integrated identity (Suler,
2004). Furthermore, it is difficult for the authorities to track and arrest culprits who
troll, abuse others, and post lewd comments about other users because the SNS
administrators do not readily give the IP addresses of users to the authorities.
Therefore, offenders perceive that they are free from guardianship (Naidu, 2017).
Research has indicated that the anonymity afforded by information communication
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technologies affects the behavior of individuals on social networking platforms
(McFarland & Ployhart, 2015) and that individuals tend to act more aggressively
when they perceive that they are anonymous (Runions, Shapka, Dooley, & Modecki,
2013). Furthermore, when users believe they can remain anonymous on an SNS, they
no longer feel concerned about the potential sanctions and negative evaluations that
may result from their bullying. As Zimbardo (1969, p. 255) noted, “If others can’t
identify you or single you out, they can’t evaluate, criticize, judge or punish you”. In
other words, if a user believes that an SNS enables him or her to remain anonymous,
he or she is likely to believe that there is a lack of guardianship against his or her SNS
bullying activities.
H8: Anonymity affordance is positively related to the perception of the absence of
guardianship.
3.3.4.4 Diffused Responsibility Affordance
Diffused responsibility affordance refers to the extent to which an SNS enables users
to share the responsibility for their aggressive behavior among other users. The core
design of social networking platforms aims to encourage social interaction between
vast numbers of users (Boyd, 2014). For instance, other users can easily contribute a
post by giving a Like, sharing the post, or leaving a comment. Nevertheless, this
interactive and interdependent nature of SNSs allows offenders to easily downplay
the personal agency of their SNS bullying acts by inviting others to join in on the
bullying (Allison & Bussey, 2016). Research on crowd behavior has shown that when
individuals adopt a groupthink perspective, they believe they are absolved of personal
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sanctions (e.g., Postmes & Spears, 1998; Prentice-Dunn & Rogers, 1982; Spivey &
Prentice-Dunn, 1990). Therefore, it is plausible to assume that once a user feels that
an SNS enables him or her to diffuse the responsibility for SNS bullying acts, he or
she will perceive an absence of guardianship on the platform.
H9: Diffused responsibility affordance is positively related to the perception of the
absence of guardianship.
3.3.5 Interaction Effects of the Crime Opportunity Components
The central premise of crime opportunity theory is that a criminal offense is more
likely to occur when the right opportunities are presented to an offender in time and
space (Gottfredson & Hirschi, 1990). In other words, the theory asserts that crime
opportunity components are intrinsically interrelated, and that the impact of one
component (e.g., the presence of suitable targets) is often dependent on another
component (e.g., the absence of guardianship). Thus, our understanding of all forms
of criminal behavior can be further advanced by exploring the potential interactions
between these components (Drawve, Thomas, & Walker, 2014). For instance, an
offender is more likely to behave opportunistically and engage in a robbery if he or
she identifies a vulnerable target situated in a quiet and dimly lit street. This criminal
inclination is motivated by rationality (Clarke & Felson, 1993) and is inversely
associated with the inherent effort and risks associated with committing the crime
(Salem & Bowers, 1970). Building on this logic, it is plausible to assume that the
occurrence of SNS bullying perpetration is not determined solely by the perpetrator’s
favorable attitude toward SNS bullying, but also by the criminal opportunities offered
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by the SNS environment. When following their inclination to engage in SNS bullying
perpetration, users with a higher likelihood of engaging in SNS bullying always try to
make rational decisions and minimize the necessary resources and costs involved
(Homans, 1974). Hence, this study predicts that the relationship between the attitude
toward SNS bullying and SNS bullying perpetration itself is more likely to manifest
once a user perceives that the right opportunities exist for SNS bullying perpetration.
On social networking platforms where suitable targets are present and guardianships
are absent, users are likely to believe that it is easier to identify a suitable target and
avoid sanctions while engaging in SNS bullying perpetration. While favorable
conditions are afforded by SNSs, they are likely to increase the likelihood of a user
(who holds a positive attitude toward SNS bullying) engaging in SNS bullying
perpetration.
H10: There is a three-way interaction between the attitude toward SNS bullying, the
presence of suitable targets, and the absence of guardianship in predicting SNS
bullying perpetration. Specifically, the relationship between the attitude toward SNS
bullying and SNS bullying perpetration itself is more positive when the presence of
suitable targets is perceived to be high than when the presence of suitable targets is
perceived to be low, and this interaction is stronger when the level of guardianship is
perceived to be high and weaker when the level of guardianship is perceived to be
low.
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3.3.6 Control Variables
Research has shown that demographic characteristics, computer usage, and
cyberbullying self-efficacy can affect the likelihood of a user engaging in
cyberbullying behavior (Kowalski et al., 2014). Therefore, we include several control
variables in the proposed research model, including age, gender, education, SNS
frequency, SNS experience, SNS real name registration, and SNS bullying selfefficacy.
3.4 Research Methodology
3.4.1 Research Setting
An anonymous self-reported online survey was used to gather the data for testing the
proposed research model. The survey method has been used to examine a broad range
of deviant behaviors, such as online software piracy (Hinduja, 2007), information
system misuse (D'Arcy, Hovav, & Galletta, 2009), and cyberbullying (Lowry et al.,
2016). The self-report questionnaire technique has also been used to test crime
opportunity theory in both offline and online contexts, such as bullying victimization
(Cho et al., 2016), workplace sexual harassment (de Coster, Estes, & Mueller, 1999),
and online hate on SNSs (Räsänen et al., 2016).
Facebook was selected as the research context for this study because it was the
leading SNS worldwide (ebizmba.com, 2015). A recent survey study also revealed
that Facebook was one of the most likely sources of cyberbullying (Ditch the Label,
2013). Therefore, Facebook represents a suitable context for testing the proposed
research model. There are two selection criteria: 1) the respondent is a user of
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Facebook and 2) the respondent has engaged in at least one of five types of
cyberbullying behavior on Facebook in the past three months.
3.4.2 Measurement
The measurement items were adapted from the literature when possible. Minor
modifications were made to the measurement items to fit the current research context.
Measurement items that were not available were developed based on the literature.
All of the constructs were assessed using perceptual scales with the responses
measured on a 7-point scale, and multiple items were used to ensure the reliability
and validity of the constructs. The complete list of measurement items for the focal
constructs is shown in Table 3-1. As the research context involved undesirable
behavior on an SNS, the social desirability scale was also included to check for
potentially biased responses (Reynolds, 1982).

Table 3-1 Measurement Items
Construct

Item

Exploitativeness

Adopted from Barlett and Gentile (2012), 7-point Likert scale (1 =
Strongly disagree to 7 = Strongly agree)
EXP01: I am good at getting people to do things my way
EXP02: It is easy for me to control other people
EXP03: I would do almost anything if other people dared me
EXP04: I can make people believe anything I want them to
EXP05: When I am supposed to be punished, I can usually talk my way
out of it

Involvement in

Adopted from Shaw, Dooley, Cross, Zubrick, and Waters (2013), 7-point

Offline

scale (1 = Never to 7 = Always)

Bullying

In the past three months, how often did you engage in the following
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behaviors?
OB01: I teased someone in mean ways
OB02: I deliberately frightened or threatened someone
OB03: I physically hurt or ganged up on someone
OB04: I left someone out a group
OB05: I spread rumors about someone
Target

Self-developed, based on Suh, Cheung, Ahuja, and Wagner (2017);

Accessibility

Zimmer, Henry, and Butler (2007), 7-point Likert scale (1 = Strongly

Affordance

disagree to 7 = Strongly agree)
ACC01: Facebook allows me to reach the target(s) conveniently
ACC02: Facebook enables me to communicate with the target(s) easily
ACC03: Facebook allows me to contact the target(s) effortlessly

Target

Self-developed, based on Krasnova, Spiekermann, Koroleva, and

Information

Hildebrand (2010); Marcum, Higgins, and Ricketts (2010); (Suh et al.,

Retrieval

2017), 7-point Likert scale (1 = Strongly disagree to 7 = Strongly agree)

Affordance

INFO01: Facebook allows me to obtain the personal profile of the target(s)
INFO02: Facebook enables me to get up-to-date personal materials of the
target(s)
INFO03: Facebook lets me retrieve personal information of the target(s)

Anonymity

Self-developed, based on Lowry et al. (2016); Pinsonneault and Nelson

Affordance

(1997); Suh et al. (2017), 7-point Likert scale (1 = Strongly disagree to 7 =
Strongly agree)
ANY01: Facebook allows me to be anonymous on the platform
ANY02: Facebook enables me to hide my personal identity on the
platform
ANY03: Facebook lets me keep myself unidentifiable on the platform

Diffused

Self-developed, based on Lowry et al. (2016); Pinsonneault and Nelson

Responsibility

(1997) Suh et al. (2017), 7-point Likert scale (1 = Strongly disagree to 7 =

Affordance

Strongly agree)
DIF01: Facebook allows me to diffuse the responsibility of my acts
DIF02: Facebook enables me to minimize the agentic role of my acts
DIF03: Facebook lets me feel that the accountability of my acts is shared
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Attitude toward

Adopted from Ajzen and Fishbein (1977), 7-point semantic scale (-3 to

SNS Bullying

+3)
Overall, my attitude toward SNS bullying is…
ATT01: Unfavorable – Favorable
ATT02: Bad – Good
ATT03: Negative – Positive

Presence of

Self-developed, bases on Gurung, Luo, and Liao (2009), 7-point Likert

Suitable Targets

Scale (1 = Strongly disagree to 7 = Strongly agree)
TAR01: To me, there are suitable targets for cyberbullying on Facebook
TAR02: To me, individuals who are using Facebook are good targets for
cyberbullying
TAR03: To me, people on Facebook are possible targets to cyberbully
them

Absence of

Self-developed, based on Lowry et al. (2016); Pinsonneault and Nelson

Guardianships

(1997), 7-point Likert scale (1 = Strongly disagree to 7 = Strongly agree)
GUA01: To me, there is no guardianship of cyberbullying behaviors on
Facebook
GUA02: To me, guardianship for cyberbullying acts is absent on
Facebook
GUA03: To me, there is a lack of guardianship of cyberbullying activities
on Facebook

SNS Bullying

Adopted from Lowry et al. (2016); Shaw et al. (2013), 7-point scale (1 =

Perpetration

Never to 7 = Always)
In the past three months, how often did you engage in the following
behaviors on Facebook?
SNSB01: I publicly embarrassed or pranked someone with information or
photos that are potentially harmful
SNSB02: I spread rumors or untrue information about someone
SNSB03: I sent threatening or harassing messages to someone
SNSB04: I pretended to be someone else using a fake account
SNSB05: I deliberately excluded someone from a Facebook group
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3.4.3 Pre-test
A pre-test was conducted with 100 active Facebook users. Following the survey
method guidelines (Fowler, 2009), the pre-test assessed six aspects relating to the
survey questionnaire: (1) the clarity of the instructions, (2) the clarity of the wording,
(3) the relevance of the items, (4) the absence of biased words and phrases, (5) the use
of standard English, and (6) the questionnaire format. The participants’ comments
and feedback were taken into consideration in the preparation of the final version of
the survey questionnaire.
3.4.4 Data Collection and Procedure
Respondents for the online survey were recruited from the Amazon Mechanical Turk
system (MTurk). MTurk is an online crowdsourcing platform that allows people to
participate in tasks for remuneration. The use of MTurk is appropriate as highlighted
in the latest methodological literature (e.g., Goodman, Cryder, & Cheema, 2013;
Landers & Behrend, 2015; Steelman, Hammer, & Limayem, 2014) and cyberbullying
research (e.g., Lowry et al., 2016; Schacter et al., 2016). First, cyberbullying is often
considered a sensitive issue and is socially unacceptable in most cultures (Li, 2008).
Hence, using MTurk as the portal to reach the target sample helped to ensure the
anonymity of the respondents and thus elicit honest responses (Lowry et al., 2016).
Second, respondents recruited via MTurk have been found to be as representative as
those recruited in conventional student sampling (Paolacci, Chandler, & Ipeirotis,
2010), and to be more diverse in terms of their demographic characteristics (Behrend,
Sharek, Meade, & Wiebe, 2011).
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At the beginning of the survey, the respondents were asked to answer a number of
screening questions to determine their eligibility to participate in the study. In
particular, they were asked to indicate the top three social networking platforms they
had visited in the past three months. Respondents who did not indicate Facebook as
one of their most used SNSs were screened out. The respondents were then presented
with a list of Facebook activities (including the five SNS bullying activities) and were
instructed to report the frequency of their participation in each activity. Next, the
respondents were presented with the statements representing the independent,
dependent, and control variables and were asked to indicate the extent to which they
agreed with the statements. Finally, they were asked to answer the social desirability
items. Their demographic information was collected at the end of the survey.
A monetary incentive was provided upon successful completion of the questionnaire.
To detect potential careless, random, or haphazard responses that might have
occurred as a result of the online survey method (Huang, Curran, Keeney, Poposki, &
Deshon, 2012), eight randomly presented attention-trap questions were included to
identify respondents who were not paying attention to the study (Mason & Suri,
2012). Multiple attempts to answer the questionnaire were detected through the
respondents’ unique identifiers (i.e., the MTurk ID and IP address). Responses from
those who took an exceptionally short time to complete the survey were also filtered
out from the sample to ensure the quality of the data.
The online survey was conducted over one week and was launched in January 2016.
At the end of the study period, 2,256 respondents had attempted the survey, with 520
84

(23%) indicating that they had engaged in at least one cyberbullying activity on
Facebook. Overall, 241 respondents failed to pass the attention-trap questions or
otherwise provided haphazard responses, leaving 279 usable responses for the
subsequent analysis. Of the respondents, 58.8% (n = 164) were male and 41.2% (n =
115) were female. Most of the respondents (73.1%) were young adults aged between
18 and 34 (n = 204). The majority of the respondents (82.8%) had more than four
years’ experience using Facebook (n = 231). More than half of the respondents
(60.6%) visited Facebook several times a day (n = 169). Table 3-2 shows the detailed
breakdown of the respondents’ profiles. In general, the sample shared similar
demographic characteristics with the dominant Facebook user group (PewInternet,
2013).

Table 3-2 Respondent Profile
Gender
Age

Education

Frequency

Percentage

Male

164

58.8%

Female

115

41.2%

Under 18

0

0%

18-24

76

27. 2%

25-34

128

45.9%

35-44

51

18.3%

45-54

13

4.7%

55-64

8

2.9%

65 or above

3

1.1%

Less than high school

2

0.7%

High school graduate

23

8.2%

College degree

57

20.4%

Bachelor degree

150

53.8%
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SNS Frequency

Postgraduate degree

47

16.8%

Less often than once a

5

1.8%

Once a week

7

2.5%

2-3 times a week

15

5.4%

4-6 times a week

28

10.0%

Once a day

55

19.7%

Several times a day

169

60.6%

Less than 1 year

1

0.4%

1-2 years

4

1.4%

3-4 years

43

15.4%

5-6 years

95

34.1%

7-8 years

69

24.7%

9-10 years

33

11.8%

More than 10 years

34

12.2%

week

SNS Experience

Note: n = 279

3.5 Data Analysis and Results
Partial least squares (PLS) was used to validate the measurement and the structural
models. PLS uses a component-based approach to estimate data and imposes minimal
restrictions on data distribution. The use of PLS is appropriate in this context because
it uses a component-based approach for the model estimation and imposes a
minimum restriction on the sample size and residual distribution. PLS is also suitable
for analyzing non-normal data, which is the case in this study (KolmogorovSmirnovstat – SNS Bullying = 0.185, p < 0.001). Furthermore, compared with
covariance-based SEM, PLS is more suitable for models with both reflective and
formative constructs (Hair, Hult, Ringle, & Sarstedt, 2014), which is the case in this
study. Third, PLS provides good explanations in complex research models by
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avoiding inadmissible solutions and factor indeterminacy (Hair et al., 2014). It also
provides robust tests for assessing both the measurement model (i.e., the
psychometric properties of the measurement items) and the structural model (i.e., the
casual relationships among the constructs) simultaneously. The psychometric
assessment of the measurement model was first conducted using the two-step
analytical approach (Hair, Black, Babin, & Anderson, 2009), followed by the
assessment of the structural model. This approach provides greater confidence in
determining whether the structural relationships are drawn from a set of measurement
instruments with desirable psychometric properties (Harman, 1976). The software
package used for analysis was SmartPLS 3.0.
3.5.1 Assessment of Measurement Model
We used the methodological literature (Cenfetelli & Bassellier, 2009; Jarvis,
MacKenzie, & Podsakoff, 2003; Petter, Straub, & Rai, 2007) and prior research on
cyberbullying (Ang & Raine, 2009; Barlett & Gentile, 2012; Lowry et al., 2016) as
the basis to determine which constructs were reflective and which were formative.
Our prime assessments were the theoretical foundation underlying the construct and
how it was operationalized and validated in the prior literature. Through the
assessments, exploitativeness, target accessibility affordance, target information
retrieval affordance, anonymity affordance, diffused responsibility affordance,
attitude toward SNS bullying, presence of suitable targets, and absence of
guardianship were modeled as reflective constructs, whereas involvement in offline
bullying and SNS bullying perpetration were modeled as formative constructs.
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The test of the measurement model of the reflective constructs involved the
estimation of the internal consistency and the convergent and discriminant validity of
the measurement items (Fornell & Larcker, 1981). As illustrated in Table 3-3, all of
the measurements are highly reliable, with alpha values ranging from 0.80 to 0.96,
thus exceeding the recommended threshold of 0.7 (Nunnally & Bernstein, 1994).
Convergent validity was assessed using three criteria: (1) the composite reliability
(CR) should be at least 0.70 (Chin, 1998), (2) the average variance extracted (AVE)
should be at least 0.50, and (3) all of the item loadings should exceed 0.70 (Fornell &
Larcker, 1981; Hair et al., 2009). As illustrated in Table 3-3, all of the latent
constructs exceed the recommended thresholds; the CR values range from 0.88 to
0.98, the AVE values range from 0.66 to 0.93, and all of the item loadings exceed
0.70 (p < 0.001). Discriminant validity is indicated by small correlations between the
measure of interest and the measures of other constructs (Fornell & Larcker, 1981),
and is demonstrated when the square root of the AVE for each construct is greater
than the correlations between it and all of the other constructs. As illustrated in Table
3-4, the square roots of the AVE are larger than all of the cross-correlations.
Convergent and discriminant validity are also confirmed when the items load highly
on their corresponding latent constructs (i.e., > 0.5) (Gefen & Straub, 2005). As the
cross loading matrix in Table 3-5 shows, all of the items load above 0.7 on their
associated constructs and are much higher than the cross-loadings of the other
untargeted constructs.
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Testing the formative constructs of a measurement model involves estimating the
multicollinearity and construct validity (Cenfetelli & Bassellier, 2009; Petter et al.,
2007). The multicollinearity among the measurement items was assessed using the
variance inflation factor (VIF) of each measurement item. VIFs less than 10 indicate
that multicollinearity is not a threat, with 5.0 being ideal (Mathieson, Peacock, &
Chin, 2001). As shown in Table 3-6, the VIFs of involvement in bullying range from
2.43 to 4.42, and the VIFs of SNS bullying perpetration range from 1.88 to 3.59, all
below the threshold of 5.0. The construct validity of the formative constructs was
assessed by examining the weight (the relative contribution) and the loading (the
absolute contribution) of the formative items (Cenfetelli & Bassellier, 2009; Petter et
al., 2007). As shown in Table 3-6, the weights of most items are significant. Although
some items make a relatively small contribution to the construct (e.g., OB04, OB05,
SNSB05), their absolute contribution is strong and significant (i.e., > 0.70, p < 0.001).
As these items were developed based on a strong theoretical foundation and validated
in the literature, they were retained in the model. Taken together, the preceding
results indicate that the psychometric properties of the measurement model are
satisfactory.
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Table 3-3 Psychometric Properties of Reflective Constructs
Construct

Cronbach'

Composite

Average

s Alpha

Reliability

Variance

Item

Item

t-

Loading

Statistic

EXP01

0.74

9.23

EXP02

0.85

15.00

EXP03

0.82

15.64

EXP04

0.87

16.11

EXP05

0.77

11.23

ACC01

0.91

8.40

ACC02

0.90

10.49

Affordance

ACC03

0.89

8.61

Target Information

INFO01

0.89

11.11

INFO02

0.89

12.45

Affordance

INFO03

0.74

5.13

Anonymity

ANY01

0.89

8.60

ANY02

0.90

8.72

ANY03

0.90

7.62

DIF01

0.85

4.60

DIF02

0.90

4.84

Affordance

DIF03

0.91

5.91

Attitude toward

ATT01

0.87

64.98

ATT02

0.91

68.21

ATT03

0.90

74.74

TAR01

0.89

23.57

TAR02

0.93

27.39

TAR03

0.88

22.14

GUA01

0.87

13.06

GUA02

0.91

14.37

GUA03

0.90

11.86

Extracted
Exploitativeness
0.87

0.91

0.66

Target
Accessibility

Retrieval

Affordance

0.88

0.86

0.88

0.92

0.80

0.92

0.78

0.93

0.81

Diffused
Responsibility

SNS Bullying

0.80

0.96

0.88

0.71

0.98

0.93

Presence of
Suitable Targets

0.89

0.93

0.81

Absence of
Guardianships

0.87

0.92

0.80
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Table 3-4 Inter-Construct Correlation Matrix
1

2

3

4

5

6

7

8

1. Exploitativeness

0.81

2. Target Accessibility Affordance

0.25

0.90

0.19

0.67 0.89

0.26

0.29 0.28 0.90

0.27

0.45 0.47 0.40 0.84

6. Attitude toward SNS Bullying

0.52

0.22 0.16 0.27 0.26 0.97

7. Presence of Suitable Targets

0.47

0.29 0.21 0.27 0.32 0.68 0.90

8. Absence of Guardianships

0.17

0.34 0.39 0.31 0.39 0.21 0.26 0.89

3. Target Information Retrieval
Affordance
4. Anonymity Affordance
5. Diffused Responsibility
Affordance

Table 3-5 Cross Loading Matrix
Construct

Item

1

2

3

4

5

6

7

8

1.

EXP01

0.74

0.26

0.20

0.14

0.18

0.32

0.31

0.18

Exploitativeness

EXP02

0.85

0.22

0.15

0.22

0.21

0.44

0.40

0.12

EXP03

0.82

0.17

0.12

0.26

0.24

0.51

0.41

0.17

EXP04

0.87

0.25

0.21

0.20

0.23

0.43

0.39

0.10

EXP05

0.77

0.15

0.09

0.23

0.21

0.39

0.39

0.12

2. Target

ACC01

0.25

0.89

0.60

0.31

0.45

0.22

0.28

0.29

Accessibility

ACC02

0.21

0.90

0.62

0.23

0.37

0.18

0.26

0.31

Affordance

ACC03

0.21

0.90

0.58

0.23

0.38

0.18

0.25

0.32

3. Target

INFO01

0.13

0.55

0.85

0.25

0.39

0.11

0.17

0.31

Information

INFO02

0.19

0.61

0.90

0.21

0.41

0.11

0.17

0.35

Retrieval

INFO03

0.17

0.61

0.91

0.29

0.43

0.20

0.21

0.37

4. Anonymity

ANY01

0.24

0.26

0.29

0.91

0.37

0.27

0.27

0.32

Affordance

ANY02

0.24

0.25

0.24

0.90

0.34

0.22

0.22

0.25

ANY03

0.22

0.27

0.23

0.89

0.36

0.22

0.21

0.23

Affordance

91

5. Diffused

DIF01

0.16

0.38

0.38

0.41

0.89

0.18

0.24

0.35

Responsibility

DIF02

0.26

0.35

0.40

0.34

0.89

0.22

0.28

0.36

Affordance

DIF03

0.27

0.43

0.41

0.23

0.74

0.28

0.28

0.24

6. Attitude

ATT01

0.52

0.23

0.17

0.28

0.27

0.97

0.66

0.21

toward SNS

ATT02

0.48

0.21

0.16

0.23

0.23

0.96

0.65

0.20

Bullying

ATT03

0.52

0.20

0.15

0.26

0.24

0.97

0.66

0.19

7. Presence of

TAR01

0.46

0.29

0.19

0.23

0.31

0.64

0.89

0.23

Suitable Targets

TAR02

0.42

0.27

0.18

0.23

0.30

0.62

0.93

0.23

TAR03

0.39

0.24

0.18

0.27

0.25

0.57

0.88

0.25

8. Absence of

GUA01

0.22

0.32

0.34

0.31

0.33

0.23

0.30

0.87

Guardianships

GUA02

0.12

0.31

0.37

0.27

0.37

0.18

0.23

0.91

GUA03

0.11

0.28

0.32

0.22

0.34

0.14

0.16

0.90

Table 3-6 Psychometric Properties of Formative Constructs
Construct

Item

VIF

Outer

t-

Outer

t-

weight

statistic

loading

statistic

Involvement in

OB01

2.43

0.39

3.52

0.90

26.02

Offline Bullying

OB02

4.19

0.32

1.96

0.92

28.99

OB03

3.84

0.30

2.00

0.91

26.19

OB04

2.96

0.06

0.53

0.73

12.43

OB05

4.42

0.15

0.95

0.86

18.83

SNS Bullying

SNSB01

2.55

0.40

3.30

0.91

24.41

Perpetration

SNSB02

3.59

0.28

2.14

0.90

25.10

SNSB03

3.41

0.21

1.55

0.88

22.37

SNSB04

2.32

0.18

1.63

0.81

14.98

SNSB05

1.88

0.08

0.89

0.70

10.26
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3.5.2 Assessment of Common Method Bias
To detect common method bias (CMB), Harman’s single-factor test using principal
component analysis was applied to detect CMB. The first factor accounted for only
27.3% of the variance. In other words, the items in the dataset loaded significantly
onto more than one principal component, indicating that there was no single dominant
factor (Harman, 1976). Second, the correlation matrix was examined to detect CMB
(Pavlou, Liang, & Xue, 2007). Extremely high correlations typically indicate the
threat of CMB (i.e., r > 0.90). As shown in Table 3-4, there are no extremely high
correlations with the presence of weak correlations in the correlation matrix, thus
indicating that no single factor influenced all of the constructs.
3.5.3 Assessment of Social Desirability Bias
To detect social desirability bias (SDB), the Spearman correlations between the SDB
score and SNS bullying perpetration, attitude toward SNS bullying, the presence of
suitable targets, and absence of guardianship were computed. SDB would have been a
threat to the study if a significant negative correlation were identified. The following
correlations were obtained: rhoSNS Bullying Perpetration-SDB = 0.04, p = 0.51; rhoAttitude toward
SNS bullying-SDB

= 0.004, p = 0.95; rhoPresence of Suitable

Targets-SDB

= 0.02, p = 0.74; and

rhoAbsence of Guardianship-SDB = -0.04, p = 0.54. The insignificant correlations suggested
that SDB had no effect on these constructs. Taken together, the preliminary tests
affirmed that the threats of CMB and SDB were negligible.
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3.5.4 Assessment of the Structural Model
The test of the structural model included estimations of the path coefficients, which
indicated the strength of the relationships between the independent and dependent
variables, and the R2 values, which captured the amount of variance explained by the
independent variables on their dependent counterparts. Bootstrapping with 1,000
subsamples was performed to determine the significance levels of the path
coefficients in the proposed research model. Figure 3-2 shows the results of the PLS
analysis for the structural model, including the path coefficients, statistical
significance levels, and variance explained.

Figure 3-2 Results of Structural Model Analysis
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The obtained path coefficients and levels of significance indicate that the majority of
the paths are significant, and the proposed research model explains a substantial
amount of the variance in the dependent variables. Specifically, attitude toward SNS
bullying (β = 0.55, p < 0.001) and presence of suitable targets (β = 0.21, p < 0.01)
exert positive and significant effects on SNS bullying perpetration. Taken together,
both paths explain 53% of the variance for SNS bullying perpetration. Thus,
Hypotheses 1 and 4 are supported. However, the relationship between the absence of
guardianship and SNS bullying perpetration is not significant. Exploitativeness (β =
0.18, p < 0.01) and involvement in offline bullying (β = 0.61, p < 0.001) exhibit
positive and significant effects on attitude toward SNS bullying, explaining 53% of
the variance for attitude toward SNS bullying. Thus, Hypotheses 2 and 3 are
supported. Target accessibility affordance (β = 0.28, p < 0.001) exerts a positive and
significant effect on the presence of suitable targets, explaining 9% of the variance for
the presence of suitable targets. Thus, Hypothesis 6 is supported. However, the
relationship between target information retrieval affordance and the presence of
suitable targets is not significant. Anonymity affordance (β = 0.18, p < 0.01) and
diffused responsibility affordance (β = 0.31, p < 0.001) exhibit positive and
significant effects on the absence of guardianship, explaining 18% of the variance for
the absence of guardianship. Thus, Hypotheses 8 and 9 are supported. Finally, among
the possible covariates, only age (β = -0.09, p < 0.05) exhibits a significant
relationship with SNS bullying perpetration.
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3.5.5 Assessment of the Interaction Effects
A three-way moderation test was performed to analyze the interaction effects of
attitude toward SNS bullying, the presence of suitable targets, and the absence of
guardianship on SNS bullying perpetration. The interaction effects were estimated
using the PROCESS v2.16 macro with SPSS (Hayes, 2013), and the same covariates
were entered as control variables. Table 3-7 summarizes the results for the
coefficients, along with the standard errors, t-statistics, p-values, and the 95%
confidence intervals. The results of the analysis reveal two significant interaction
effects among the crime opportunity components. Specifically, the regression
coefficient for interaction 3 is 0.23 and is statistically different from zero, t(264) =
2.75, p = 0.01. Thus, the effect of the presence of suitable targets on SNS bullying
perpetration depends on the level of the absence of guardianship (when the attitude
toward SNS bullying = 0). Moreover, the regression coefficient for interaction 4 is
0.21 and is statistically different from zero, t(264) = 2.51, p = 0.01. Thus, there is
evidence of a three-way interaction between attitude toward SNS bullying, the
presence of suitable targets, and the absence of guardianship. Thus, Hypothesis 10 is
supported. Specifically, SNS bullying perpetration is more likely to converge when a
user with a positive attitude toward SNS bullying perceives a high level of suitable
targets and little guardianship.
3.5.6 Comparison of the Alternative Models
Following the procedures described in the literature (Kettinger, Li, Davis, &
Kettinger, 2015; Subramani, 2004), a pseudo-F test was performed to assess the
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effects of excluding either the likelihood of engaging in SNS bullying perpetration or
the evaluation of the SNS environments (i.e., presence of suitable targets and absence
of guardianship) from the model and the resulting impact on SNS bullying
perpetration. As shown in Table 3-8, the exclusion of either component leads to a
significant decrease in variance for SNS bullying perpetration. This result indicates
that SNS bullying perpetration is better explained by adopting a crime opportunity
perspective.
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Table 3-7 Results of the Interaction Effects
Interaction

Coefficient

Standard

t-statistics

Error

p-

Confidence

Confidence

value

interval

interval

(Lower)

(Upper)

Significant

1. ATT x TAR

-0.01

0.08

-0.16

0.87

-0.17

0.14

No

2. ATT x GUA

-0.11

0.13

-0.80

0.42

-0.37

0.16

No

3. TAR x GUA

0.23

0.09

2.75

0.01

0.07

0.04

Yes

4. ATT x TAR x GUA

0.21

0.08

2.51

0.01

0.04

0.37

Yes

Note 1: Dependent variable = SNS bullying perpetration
Note 2: ATT = Attitude toward SNS bullying; TAR = Presence of suitable targets; GUA = Absence of guardianships

Table 3-8 Results of the Pseudo-F Test
Comparison

R2 excluded

R2 full

f2 value

Excluded the likelihood to engage in SNS bullying
perpetration
Excluded the evaluation of SNS environments

0.38

0.53

0.51

0.53

98

df

0.319

Pseudo-F
statistic
84.216

0.043

11.481

1, 268

1, 265

3.6 Discussion
The main objectives of this study were to develop a research model to explain SNS
bullying perpetration and to explore the role of technology in SNS bullying
perpetration. Building on crime opportunity theory and affordance theory, we
examined the effects of a number of individual characteristics on the likelihood of
engaging in SNS bullying perpetration (i.e., exploitativeness, involvement in bullying,
and attitude toward SNS bullying) and the evaluation of the SNS environments (i.e.,
presence of suitable targets and absence of guardianship) and their interaction effects
on SNS bullying perpetration. We further investigated the technology affordances
associated with an evaluation of the SNS environments that afforded SNS bullying
perpetration (i.e., target accessibility affordance, target information retrieval
affordance, anonymity affordance, and diffused responsibility affordance). We tested
the research model using an online survey of 279 SNS users. In the remainder of this
section, we first summarize the research findings and then discuss their implications
for research and practice. Finally, we conclude the study by discussing the limitations
and future research directions.
3.6.1 Summary of the Research Findings
The results of this study provide strong empirical evidence in support of the research
model. The model explains over 50% of the variance of SNS bullying perpetration.
Attitude toward SNS bullying and the presence of suitable targets have significant
impacts on SNS bullying perpetration. Consistent with previous studies,
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exploitativeness and involvement in offline bullying are significant individual factors
associated with the positive attitude toward SNS bullying.
Contrary to the initial expectation, the absence of guardianship does not have any
significant effect on SNS bullying perpetration. The insignificant effect of the
absence of guardianship may due to the fact that SNSs tend to encourage more social
interactions among existing users, and rarely make the moderation and monitoring of
user interaction explicit. Therefore, users may even do not aware that there are
presences of administrator and institutional mechanism that would regulate
cyberbullying on SNS. Alternatively, the insignificant effect of absence of
guardianship on SNS bullying perpetration may due to the increased cyber cruelty
where individuals are less fear of the potential punishment they need to face.
Essentially, the absence of guardianship is no longer a valid component that needed to
be considered by the perpetrators.
Among the four technology affordances, three (i.e., target accessibility, anonymity,
and diffused responsibility affordance) are significant. Contrary to the initial
expectation, the perception of target information retrieval affordance did not lead to
the perceived presence of suitable targets. It may be that offenders do not need to
obtain sensitive and personal information about a target to create SNS bullying
messages. Instead, they can simply bully the targets by downloading popular and
embarrassing memes (e.g., captioned photos, videos, and verbal expressions that are
intended to make fun of others) from the Internet and labeling the target with the
memes. Alternatively, there may exist offline interactions among the perpetrators and
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the victims, where perpetrators already have some prior knowledge about the target.
Therefore, they do no need to retrieve any information about the target from the SNSs.
Finally, there was a significant interaction between the components of the likelihood
of engaging in SNS bullying perpetration and the evaluation of the SNS environments.
That is, SNS bullying perpetration is more likely to occur when an individual with a
positive attitude toward SNS bullying perceives the presence of suitable targets and
an absence of guardianship. Thus, the empirical results validate the old saying that
“opportunity makes the thief”. In particular, when offenders believe that suitable
targets are present and capable guardianships are absent on a social networking
platform, the cost associated with SNS bullying perpetration tends to decrease. Given
that offenders are rational decision makers who attempt to maximize their gain and
avoid risk, the favorable criminal settings of SNSs increase their willingness to
engage in SNS bullying perpetration. These results provide empirical support for the
role of SNSs in facilitating SNS bullying perpetration.
3.6.2 Implications for Research
This study has several important research implications. First, we respond to the call
for more research on the societal implications of technology use. Although a number
of studies have focused on different characteristics of the dark side of technology use
(e.g., Benjamin et al., 2016; Chatterjee, Sarker, & Valacich, 2015; Hu et al., 2015;
Hutter, Füller, Hautz, Bilgram, & Matzler, 2015; Matook et al., 2015; Sojer, Alexy,
Kleinknecht, & Henkel, 2015; Turel & Qahri-Saremi, 2016), we focus on an
important and emerging societal challenge that deserves more research attention from
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an IS perspective. Specifically, drawing on crime opportunity theory and affordance
theory, we successfully explain the drivers of SNS bullying perpetration, and thus tie
together the dominant theories from the IS and criminology literature. We expect the
findings of this study to serve as a solid foundation for future research on SNS
bullying perpetration and the relationship between technology and online crime.
Second, this study enriches the scientific knowledge on cyberbullying by using crime
opportunity theory to explain the occurrence of SNS bullying perpetration. Crime
opportunity theory and its predictive power have been validated in research
conducted in offline and organizational contexts. This study extends the
generalizability of crime opportunity theory by empirically demonstrating how the
likelihood of engaging in SNS bullying perpetration (i.e., attitude toward SNS
bullying) and the evaluation of the SNS environment (i.e., the presence of suitable
targets) affect SNS bullying perpetration. Furthermore, this study shows the
robustness of the theory in predicting the likelihood of bullying in an online social
networking environment. Specifically, we find a significant interaction effect between
the primary crime components, including attitude toward SNS bullying, the presence
of suitable targets, and absence of guardianship. We also empirically show that SNS
bullying perpetration is more likely to occur when an offender who holds a positive
attitude toward SNS bullying perceives the SNS environment as offering suitable
targets and having little guardianship. Therefore, this study complements the previous
research on SNS bullying and cyberbullying in general that has examined only the
associations between individual or platform characteristics and SNS bullying
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perpetration. The research findings provide evidence that the users’ evaluation of the
SNS environments plays a significant role in influencing the factors that drive SNS
bullying perpetration, and that considering the interaction between these components
can broaden our understanding of SNS bullying perpetration. The findings of this
study validate the claim that “opportunity makes the thief” and contribute to the
cumulative tradition of scientific research and the ongoing assessment of crime
opportunity theory.
Finally, using affordance theory, this study reveals the salience of the technology
affordances that affect the evaluation of SNS environments. In particular, offenders
tend to perceive the presence of suitable targets for SNS bullying perpetration when
the sites allow them to access potential targets, whereas offenders tend to perceive an
absence of guardianship when the sites enable them to remain anonymous and diffuse
the responsibility associated with bullying. Hence, we conclude that the technology
affordances enabled by SNSs are crucial factors that influence the evaluation of the
criminal potential provided by SNS environments. Technology affordance has long
been recognized as a useful concept for analyzing and explaining the relationships
between specific IT properties and their effects (Markus & Silver, 2008).
Nevertheless, researchers have not used this concept to investigate how ITs can be
used to harm others. Moreover, the concept of SNS affordance has received little
attention in the cyberbullying research (Bastiaensens et al., 2015). Therefore, the use
of affordance theory to examine SNS bullying perpetration is a significant
contribution of this study. This study highlights the roles of the accessibility,
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anonymity, and diffused responsibility affordances in explaining offenders’
evaluation of the SNS environments and the ways in which offenders may be able to
use social networking platforms to commit SNS bullying perpetration. These SNS
affordances allow the offenders to perceive the presence of suitable targets and the
absence of guardianships, which are conducive to SNS bullying perpetration and
make it possible for users who initially intend to use the technology to make friends
and contribute meaningful content while engaging in divergent actions. The results
suggest that SNS affordances play an important role in SNS bullying perpetration,
and offer a novel perspective on the far-reaching and unintended effects of
technological affordance as a potential enabler of the undesirable use of technology.
3.6.3 Implications for Practice
A large body of research on SNS bullying has shown that certain characteristics of
online users make them more vulnerable to SNS bullying (e.g., Peluchette et al.,
2015). Although these insights are valuable, we contend that actionable and proactive
measures can be better developed by investigating the characteristics of the offenders
and how their evaluation of the SNS environments affords SNS bullying perpetration.
Broadly, we find that individuals with a positive attitude toward SNS bullying are
more likely to engage in SNS bullying perpetration, and that users’ evaluation of SNS
environments are influenced by the SNS affordances presented by SNSs. SNS
bullying perpetration is more likely to occur when individuals with a positive attitude
toward SNS bullying perceive the presence of suitable targets and the absence of
guardianship in the SNS environment. Therefore, the findings of this study offer
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significant insights into the formulation of effective programs and measures to
combat SNS bullying.
First, we find that individuals who have an exploitative attitude and have experienced
bullying tend to develop a favorable attitude toward SNS bullying. Therefore,
identifying individuals who possess these characteristics and providing them with
educational programs could help to rectify this issue. In particular, counselors and
parents can identify potential offenders through the use of surveys or daily
observations. Moreover, programs should aim to help these individuals cope with
their exploitativeness by addressing their tendency to exploit others for personal gain.
Workshops and campaigns can also be provided to teach those with prior bullying
experience to develop alternative social skills that allow them to gain recognition
from their peers and fulfill their own needs without infringing on the rights of others
via SNS bullying.
Second, this study underscores the view that SNS bullying perpetration can be
facilitated by the technology affordances relating to SNS bullying. Therefore,
educational programs should focus on strengthening the ability of SNS users to
protect themselves on SNSs, thus making ordinary users less suitable targets from the
offenders’ perspective. In particular, we find that accessibility affordance is a
significant driver of the perceived presence of suitable targets among potential
offenders. Therefore, educating SNS users on how they can restrict their accessibility
on social networking sites could be a valuable means of reducing SNS bullying. For
instance, SNS developers could develop educational programs that alert ordinary
105

users about the potential risks of “friending” strangers and disclosing too much
personal contact information on the sites. These programs should help to strengthen
users’ resistance to SNS bullying. It is also important for SNS developers to reveal
their core design principles of maximizing social connection and interaction, given
that the connectivity to existing SNS users is viewed as a favorable condition that
entices SNS bullying perpetration. To mitigate the unintended use of this capability
for SNS bullying perpetration, SNS developers should introduce more sophisticated
settings in relation to accessibility and promote these new features to existing users
on a regular basis. The restricted accessibility of ordinary users on social networking
platforms should serve as one of the primary means of reducing the likelihood of SNS
environments perceived as favorable for SNS bullying perpetration.
Another potential means of reducing SNS bullying perpetration would be to introduce
legislation to regulate undesirable online behavior, by inducing higher costs
associated with SNS bullying perpetration, and intensifying the presence of capable
guardians. Recently, governments around the globe have begun to undertake
increasing legislative action to protect users from SNS bullying. For instance, in the
U.S., lawmakers recently filed a bill to protect children from cyberbullying (Ortegon,
2016). The Prime Minister of the United Kingdom, Theresa May, also urged the
social networking giants Facebook and Twitter to tighten their rules to prevent
cyberbullying (Davidson, 2016). In line with this, anonymity and diffused
responsibility affordance are important drivers of offending that are related to the
absence of guardianship. Therefore, new legislation highlighting the personal agency
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and potential legal consequences of SNS bullying perpetration could be useful in
discouraging SNS bullying perpetration. In addition, to discourage potential offenders
from taking advantage of the anonymous and interdependent nature of the social
networking environment, governments could consider requiring users to confirm their
real identity when registering for social networking services (e.g., by asking users to
provide a cell phone number to confirm their registration), thus linking the identities
of online users to their offline identities. SNS users should also be notified that they
will be held personally responsible for any inappropriate actions directed toward
other users on the platform. Together, the emphases on potential sanctions and
accountability should heighten the perception that SNSs have implemented capable
forms of guardianship to combat bullying.
3.6.4 Limitations and Future Research Directions
This study has a number of limitations that need to be acknowledged and that indicate
several avenues for further research.
First, care must be taken when extrapolating the findings of this study to bullying on
other SNSs and in other countries. Specifically, we examined the research model in
the context of the U.S., where most of the respondents were adults with extensive
SNS experience. Although the findings offer significant insights into this often
overlooked user group (Lowry et al., 2016; Nycyk, 2015), the limited sample raises
questions regarding the generalizability of the findings to other groups of SNS users.
Future research should replicate the research model and test whether users’ evaluation
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of the criminal potential of the SNS environment can be generalized to different user
groups (e.g., children) and other cultural contexts.
Second, technology affordances can be notoriously difficult, if not impossible, to
control in survey studies. Hence, we summarized the findings in the literature and
explored the general SNS affordances that affect the evaluation of the SNS
environments, and found that accessibility affordance, anonymity affordance, and
diffused responsibility affordance are important drivers of SNS bullying perpetration.
Future research should incorporate the platform-specific affordances that best
describe a social networking platform. For instance, Snapchat allows photos to be
viewable only for a maximum of 10 seconds, thus limiting the harm generated by
embarrassing photos. Moreover, Snapchat users are notified when others take a
screenshot of their photos. Thus, the erasability affordance offered by this SNS may
alter the perception of the absence of guardianship. Accordingly, future research
based on an experimental design is needed to fully identify the effects of these
affordances.
Third, we used participation in one of five different SNS bullying behaviors in the
past three months to capture SNS bullying perpetration, instead of one specific
experience of SNS bullying. This approach was deemed appropriate and is commonly
used in the SNS bullying literature (e.g., Kwan & Skoric, 2013; Lowry et al., 2016;
Wegge et al., 2015), as it provides a parsimonious conception of SNS bullying
perpetration. However, the five forms of SNS bullying behavior vary in regard to the
potential legal consequences faced by the perpetrator. For instance, impersonation is
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often considered a serious online crime and classified as a third-degree felony in the
U.S., and perpetrators of SNS bullying can be sentenced to up to 10 years in prison
(Rice, 2017). As different types of SNS bullying behavior are associated with varying
degrees of risk, they may have different effects in relation to the perceived absence of
guardianship on SNS bullying perpetration. Thus, future research should examine the
relative effects of the presence of suitable targets and the absence of guardianship
associated with different types of SNS bullying behavior.
Fourth, the findings may be influenced by the response and self-selection bias since
an online survey was used. To address these concerns, we used a third-party
crowdsourcing platform and an anonymous survey to minimize the threat of response
bias. In addition, we used other positive/neutral SNS activities (such as sharing funny
YouTube videos) in the measures of SNS bullying frequency to mitigate respondents’
resistance in responding to the negative SNS bullying activity statements. We also
used the social desirability scale to detect biased responses. Nevertheless, the study
might have been influenced by self-selection bias, which is difficult to estimate using
an online survey design. It is also possible that some respondents with SNS bullying
experience quit the questionnaire after being exposed to these sensitive questions.
Finally, as we used a typical variance model based on a survey design, we could only
infer causation from the theoretical foundation. Nevertheless, a cross-sectional
anonymous online survey was preferred over other possible alternatives, as it allowed
us to maximize the predicted frequency of SNS bullying by providing a snapshot of
the relative effects of the individual characteristics of SNS environments that
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facilitated criminal behavior and how they interacted with each other. We admit that
some of the variables in the research model (such as involvement in offline bullying)
would have been more promising if other research designs were used, such as a
longitudinal survey, a diary, or a case study. However, the use of these alternative
research designs inevitably requires the identification and tracking of the respondents,
thus making it challenging to elicit honest responses while maintaining the
respondents’ confidentiality.
3.7 Conclusion
Drawing on crime opportunity and affordance theory, we developed and empirically
tested a research model on SNS bullying perpetration. The model explained a
significant amount of the variance in SNS bullying perpetration, and highlighted the
role that technology played in SNS bullying perpetration. We believe the results of
this study should have significant implications for research on the adverse and
unintended social impacts of technology use and provide practical guidance regarding
the use of preventive measures and educational programs to combat bullying on SNSs.
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CHAPTER 4 : BYSTANDERS’ AGGRESSIVE RESPONSES TO
CYBERBULLYING ON SOCIAL NETWORKING SITES: A MORAL
DISENGAGEMENT PERSPECTIVE (ESSAY 3)
4.1 Introduction
Technology continues to evolve quickly and is dramatically changing socialization
patterns among young people. Social networking sites (SNSs), while offering
youngsters an online platform to interact and communicate with friends and family,
may also expose them to undesirable experiences such as cyberbullying, as reported
in the mass media and academic literature. SNS bullying refers to any behavior
performed through SNSs by individuals or groups that repeatedly communicate
hostile or aggressive messages intended to inflict harm or discomfort on others.
Although a relatively recent phenomenon, its prevalence and adverse consequences
have been extensively documented. For instance, in a nationwide survey involving
5,700 adolescents, Cyberbullying Research Center (2016) found that 33.8% of
respondents had been cyberbullied, whereas 11.5% had cyberbullied others.
Furthermore, research has identified, with ample evidence, various negative
consequences related to SNS bullying victimization such as depression, anxiety, low
self-esteem, social dissatisfaction, negative school attitudes, and in extreme cases
self-harming behaviors and suicide attempts (Dredge et al., 2014; Gordon, 2016;
Whittaker & Kowalski, 2015).
Over the last decade, increasing scholarly attention has been directed toward SNS
bullying research. With a root in psychology, education, and public health, the
111

variables examined have typically addressed the demographic profiles and personality
traits of perpetrators and victims (See Hamm et al., 2015; Kowalski et al., 2014 for a
review). SNS bullying research is still evolving. However, this important research
area has received scant attention in the IS literature. As a form of bullying facilitated
by technologies, SNS bullying and its impact are IS problems worthy of serious
scholarly investigation. Behavioral beliefs about SNS use and their impacts on
bystanders’ aggressive responses to SNS bullying are topics that may enrich the IS
use literature, and may particularly help to achieve a theoretical understanding of the
undesirable use of information technologies (ITs).
Lowry et al. (2016) work was one of the earliest SNS bullying studies in the IS
discipline to examine how social media artifacts facilitated disinhibition and
deindividuation and encouraged adults to engage in SNS bullying. Like those
published research works in other disciplines, the attention around SNS bullying has
been directed mainly at the roles of perpetrators and victims (Akbulut et al., 2010;
Cao & Lin, 2015; Kokkinos et al., 2016). Given the potentially unlimited audience
and complex social connection of SNSs, the act of SNS bullying should no longer be
viewed as a dyadic interaction between victims and perpetrators. Bystanders’
responses become even more critical in sustaining and reinforcing cyberbullying
behavior in the SNS environment (Wong-Lo & Bullock, 2014). Although bystanders
might not have been involved in the creation of an original cyberbullying post, the
decision to comment and share cyberbullying messages aggravates the SNS bullying
situation by exposing the victim to a wider audience and further reinforces the
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bullying action (Bastiaensens et al., 2014; Van Cleemput, Vandebosch, & Pabian,
2014). Therefore, it is crucial to advance previous research by examining bystanders’
aggressive responses to SNS bullying.
4.2 Research Objectives and the Proposed Approach
In response to the call for more IS research on the emerging societal challenges
associated with technology use (Fichman et al., 2015; Majchrzak et al., 2013;
Tarafdar et al., 2013), this study focuses on how behavioral beliefs about SNS use
influences bystanders’ responses to cyberbullying acts on one of the most popular
online social platforms. Accordingly, the aim is to conduct an empirical study of
bystanders’ aggressive responses to SNS bullying to accomplish two objectives.
The first objective is to examine the behavioral beliefs about SNS use in bystanders’
aggressive responses to SNS bullying. Building on prior research, we identify a set of
beliefs related to SNS use and validate them using both qualitative and quantitative
data with SNS active users. To guide the development of the research model, it is
based on the assumption that individuals generally develop beliefs and expectations
about the use of an IT that drive their intention to use it. The individual effects of an
IT are more a function of how they are perceived and experienced by the user than the
IT itself, as individuals use a particular IT differently based on their beliefs about it
(Venkatesh, Morris, Davis, & Davis, 2003; Venkatesh, Thong, & Xu, 2016; Wixom
& Todd, 2005). Therefore, behavioral beliefs about SNS use should have direct
impacts on bystanders’ aggressive responses to SNS bullying.
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The second objective is to provide a theoretical explanation of how bystanders justify
their aggressive responses to SNS bullying. Specifically, we draw on moral
disengagement theory (Bandura, 1990) to explain the social cognitive process
bystanders adopt to rationalize and justify their harmful actions toward the victims.
Bandura (2002) posited that moral disengagement should not be conceptualized as a
stable trait; rather, it should be understood as a cognitive orientation to the world that
develops over time and is influenced by the social contexts in which one operates.
Under differing conditions, individuals evaluate their moral standards in relation to
their perceived circumstances and then regulate their actions in accordance with the
consequences that could apply. Ultimately, engaging in moral behavior offers
individuals a sense of self-worth and an opportunity to refrain from immoral behavior.
Moral disengagement theory (Bandura, 1990) has been investigated mainly through
research on delinquent behaviors (such as aggression and antisocial behavior in
children) (Bandura, Barbaranelli, Caprara, & Pastorelli, 1996), unethical decision
making (Detert, Treviño, & Sweitzer, 2008), and reactions to wars (Aquino, Reed,
Thau, & Freeman, 2007). The theory has also been applied to explain undesirable
behaviors related to IS use, such as social loafing in the technology-supported team
(Alnuaimi, Robert, & Maruping, 2010) and information security policy violations
(D'Arcy et al., 2014). Traditional bullying studies have shown that moral
disengagement is an important mechanism to explain why people engage in bullying
(e.g., Gini, 2006; Pornari & Wood, 2010). Bauman and Pero (2011) further showed
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that technological conditions could entice cyberbullying through the process of moral
disengagement.
This study is expected to make key theoretical and practical contributions. First, it
enriches the IS literature by revealing how bystanders’ aggressive behavior to SNS
bullying can manifest in the social networking environment. Specifically, it enriches
the IS use literature by exploring how behavioral beliefs about SNS use are related to
the negative use of SNSs. Second, we draw on moral disengagement theory (Bandura,
1990) and identify the social cognitive mechanisms explaining how bystanders
rationalize and justify their aggressive responses to SNS bullying. This work is also
relevant to practice. As SNS bullying is an emerging societal challenge that can
seriously affect individuals’ physical and psychological well-being, the results also
offer SNS administrators some design guidelines that discourage cyberbullying in
their online social platforms.
4.3 Literature Review
4.3.1 Defining Cyberbullying and SNS Bullying
Cyberbullying is a new form of bullying that involves the use of technologies (Li,
2007). Different terminologies have been used in the literature to describe bullying in
cyberspace, such as electronic bullying (Raskauskas & Stoltz, 2007), Internet
bullying (Williams & Guerra, 2007), Internet harassment (Ybarra & Mitchell, 2004),
and cyberbullying (Vandebosch et al., 2009), with the term “cyberbullying” being the
most popular and widely used. Tokunaga (2010, p. 278) built on prior research and
refined the definition of cyberbullying. According to the author’s conceptualization,
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cyberbullying is a kind of online aggressive behavior that encompasses three
characteristics: (1) it is a behavior performed through electronic or digital media by
individuals or groups, (2) it repeatedly communicates hostile or aggressive messages,
and (3) it is conducted with an intention to inflict harm or discomfort on a target or
targets. Accordingly, this study defines SNS bullying as any form of aggressive
behavior on SNSs conducted by a group or an individual repeatedly and over time
against targets who cannot easily defend themselves. Specifically, this study focuses
on harassment on SNSs because it has been reported as the most common type of
SNS bullying behavior (Brandongaille.com, 2015; Yonhap, 2016). It involves the
perpetrator

posting

and

spreading

hurtful,

humiliating,

and

malicious

messages/pictures/video of the victim on the social networking platform.
4.3.2 Prior Work on Bystanders’ Behavior towards Cyberbullying
To understand the current status of the research, we conducted a systematic search
and review of the literature related to bystanders’ behavior towards cyberbullying.
A two-stage literature search approach was adopted to search and identify articles
relevant to cyberbullying bystander behaviors. In the first stage, a search of various
databases (e.g., ABI/INFORM Complete, ERIC, ProQuest, PsycINFO was carried out.
Given the wide variety of terms used to describe cyberbullying bystander behavior,
multiple keywords were used as the selection criteria for the document text. These
keywords included “cyberbullying,” “online bullying,” “electronic bullying,”
“Internet bullying,” “online flaming,” “online harassment,” “bystander,” “third party
observer,” “witness,” and “accomplice”. One hundred and sixty-five studies were
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found. After that, a manual search of the basket of eight journals in the IS discipline
was conducted. The abstracts of these eight journals were read manually to ensure no
important studies in the IS discipline were missed. An additional three studies
surfaced at this stage. Taken together, the systematic literature search identified 168
studies for subsequent analysis.
In the second stage, inclusion and exclusion criteria were applied to the initial set of
articles to ensure they merited further analyses. The pool of 168 studies was further
investigated, coded, and eventually distilled into 67 studies that mentioned
cyberbullying bystander behaviors. Thirty-three studies focused primarily on the
investigation of cyberbullying bystander behaviors, encompassing “joining in,”
“ignoring,” and “defending” behaviors. The remaining 34 studies included some
paragraphs discussing the prevalence and influence of bystanders in the context of
cyberbullying. Table 4-1 summarizes the 33 studies of cyberbullying bystander
behaviors.
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Table 4-1 Summary of Research on Cyberbullying Bystander Behavior
Study

Objective

Theoretical

Factors affecting Bystander

Foundation

Behaviors
NIL

Literature review

N/A

Dissenter condition

Experiment

SNS

(Scenario)

(Facebook)

Type of contact

Experiment

Instant

(Scenario)

messenger

Allison and

To reviews the literature on

Bystander effect

Bussey (2016)

cyberbullying bystander

Social cognitive theory

Methodology

Bullying
Context

behavior and identify factors
that influence bystanders’
responses
Anderson et al.

To test how social support for

Bystander effect

(2014)

the victim, via dissenting

Conformity condition

comments, may affect

Bystander condition

bystanders’ behaviors
Barlińska,

To understand how

NIL

Szuster, and

adolescents react to

Form of violence

Winiewski

cyberbullying and the factors

Empathy activation

(2013)

that affect their responses to

Paper

cyberbullying as bystanders
Barlinska et al.

To study the effect of

NIL

Cognitive empathy
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Experiment

Instant

(2015)

cognitive empathy activation

activation

(Scenario)

messenger

on bystanders’ pro-bullying
behavior and its long-term
effects
Bastiaensens et

To investigate the effects of

Social identity theory

Perceived severity (High;

Experiment

SNS

al. (2014)

contextual factors on

Social influence theory

Low)

(Scenario)

(Facebook)

Mediacy (Communication

Experiment

SNS

(Scenario)

(Facebook)

bystanders’ willingness to

Perceived presence of other

help the victim or reinforce

bystanders (Other

the bully in a Facebook

bystanders reinforce the

harassment

bully; Other bystanders
defend the victim)
Perceived identity of the
bystander (In-group; Outgroup)

Bastiaensens et

To examine the affordances of

Theory of affordance

al. (2015)

communication modalities

technology; Face to face)

that influence bystanders’

Publicity (Public; Private)

helping intentions towards
harassment on social network
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sites
Bastiaensens et

To explore the effects of

Theory of normative

Injunctive norm (Friends,

Survey (Self-

Internet

al. (2016)

social context on bystanders’

social behavior

Class group members,

report

Mobile phone

reinforcing behavior through

Parents, Teachers)

questionnaire)

the theoretical lens of social

Descriptive norm (Peer)

pressure and normative social

Gender

influence

Age
Experience with
cyberbullying perpetration

Benzmiller

To propose that the bystanders

(2013)

of cyberbullying be held liable

N/A

N/A

Commentary

N/A

Bystander effect

Presence of additional

Survey (Self-

SNS

bystanders

report

(Facebook)

under a “Bad Samaritan” law
for failing to report the most
severe forms of bullying in
the situation that the witnesses
are aware of the harms
experienced by the victim
Brody and

To investigate the factors that

Vangelisti (2015)

influence the propensity of a
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bystander to intervene in a

Visual anonymity of the

questionnaire)

cyberbullying incident,

bystander

Experiment

including number of

Relationship/closeness with

(Scenario)

bystanders, anonymity of the

the victim

bystander, and closeness
between the bystander and the
victim.
Cao and Lin

To explore the effects of

NIL

Previous victimization

(2015)

victimization experiences on

experience

teenagers’ reaction strategies

Online social interaction

Survey

SNS

Did not specify

when witnessing
cyberbullying on SNSs
Desmet (2012)

To explore the behavioral

Social cognitive theory

Knowledge

Focus group

determinants of defending

Theory of reasoned

Attitudes

interview

behavior in cyberbullying

actions

Subjective norm

incidents

Self-efficacy
Outcome Expectations and
Expectancies
Cues to action
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DeSmet et al.

To explore behavioral

Integrative model

Knowledge and exposure

Focus group

(2014)

predictors of cyberbullying

(TRA+TPB)

Past witnessing behavior

interview

bystander behaviors through

Social cognitive theory

Norms

the theoretical lens of

Attitudes

behavioral change and offer

Self-efficacy

Did not specify

implication for interventions
using a self-report study
DeSmet et al.

To use a multidimensional

Bystander Intervention

Background variable Moral

(2016)

model to understand and

model

disengagement

investigate the predictors of

Theory of reasoned

bystander behavior in

action

cyberbullying

Social cognitive theory

Survey

Did not specify

Experiment

Online support

(Scenario)

chat

Attitudes and norms
Self-efficacy, skills and
facilitators

Dillon and

To examine the impact of

Bystander Intervention

Bushman (2015)

multimedia distractions on

Model

bystanders’ awareness of a
cyberbullying incident and
intervention intention
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Notice the emergency

Erreygers,

To study the effects of

Pabian,

NIL

Age

Survey (Self-

impulsivity on bystanders’

Gender

report

Vandebosch, and

helping behavior towards

Experience with

questionnaire)

Baillien (2016)

cyberbullying

bullying/cyberbullying

Ferreira, Simão,

To examine if bystander

Bystander Intervention

Ferreira, Souza,

interventions can predict the

Model

and Francisco

involvement of being a

(2016)

bystander of a cyberbullying

Being a bystander

Survey (Self-

Did not specify

Did not specify

report
questionnaire)

incident and being the victim
or the aggressor using the
bystander intervention model
Freis and Gurung

To determine what will make

NIL

Empathy

(2013)

a participant intervene in an

Personality (Extroversion;

online bullying situation, and

Agreeableness;

to measure the types of

Neuroticism)

techniques use to intervene.

Identification with the

Experiment

SNS
(Facebook)

homosexual community
Gahagan et al.

To increase understanding

(2016)

SNS cyberbullying among

NIL

N/A
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Survey

SNS

college students
Holfeld (2014)

To examine the perceptions

Attribution theory

Victim response type

Experiment

and attributions of bystanders

(Weiner 1986)

(Ignored the behavior;

(Scenario)

to cyberbullying

Blog

Reported the behavior;
Confronted the bully)
Gender (Male; Female)

Jones, Manstead,

To investigate the group

Social identity theory

and Livingstone

process underlying bullying

Intergroup emotion

(2011)

behavior

theory

Machackova et

To examine factors which

NIL

al. (2013)

Group membership

Experiment

Mobile

(Scenario)

message

Prosocial behavior

Survey (Self-

School online

affect supportive bystander

Self-esteem

report

community

behaviors

Problematic relationships

questionnaire)

with peers
Relationship with the
victim/bully (Neutral; Bad;
None)
Context of bystander’s
reaction (Fear of
intervening; Upset feelings;
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Being asked to help the
victim)
Machackova,

To examine the bystander

Dedkova, and

effect in cyberbullying

Bystander effect

Empathic concern

Survey (Self-

Social self-efficacy

report

Mezulanikova

Relationship to victim

questionnaire)

(2015)

Immediate empathic

Did not specify

response
Other bystanders
Machackova,

To examine the factors

Dedkova,

NIL

Age

Survey (Self-

connected to empathic

Gender

report

Sevcikova, and

response to cyberaggression

Prosocial behavior

questionnaire)

Cerna (2016)

incidents among

Self-esteem

cyberbystanders

Problematic relationships

Did not specify

with the victim
Mode of being informed of
the incident
Machackova and

To investigate the effects of

Pfetsch (2016)

NIL

Empathy (Affective;

Survey (Self-

affective and cognitive

Cognitive)

report

empathy, and normative

Gender; Age

questionnaire)
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Did not specify

beliefs about verbal

Normative beliefs (Verbal

aggression on cyberaggression

aggression;
Cyberaggression)

Obermaier et al.

To examine the bystander

(2014)

effect in cyberbullying

Pabian and

To examine the impact of

Vandebosch

repeated exposure to

(2014)

cyberbullying on early

Bystander effect

Desensitizing effect

Number of bystanders

Experiment

SNS

Severity of cyberbullying

(Scenario)

(Facebook)

Exposure to cyberbullying

Survey

SNS

as a bystander

(Longitudinal)

Physical presence

Focus group

Authority

interview

adolescents' moral evaluations
of empathy and attitude
towards cyberbullying
Patterson, Allan,

To document what young

and Cross (2016)

people perceive influences

NIL

SNS

bystanders’ actions during
face-to-face versus online
aggression.
Price et al.

To explore moral reasoning in

Moral Reasoning and

Social conventions and

Survey (Scenario

(2014)

relation to cyber-bystanders

Dis/Engagement

friendships

digital vignette)

Moral responsibility
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Email

Personal agency
Empathic reasoning
Power relations
Quirk and

To compare the prevalence

Campbell (2014)

NIL

Experiences of witnessing

Survey

rates of bystanders to

each type of bullying

(Descriptive)

traditional bullying and

Gender

cyberbullying, as well as to

Age

Did not specify

examine the associations
between gender, age and the
type of bullying witnessed
(traditional-type only, cybertype only, both or neither).
Schacter et al.

To understand the conditions

(2016)

Attribution theory

Victim's disclosure (Highly

Experiment

SNS

under which bystanders will

personal post; General post)

(Scenario)

(Facebook)

show their support for victims

Valence of victim's post

of cyberbullying.

(Positive; Negative)
Did not specify

Van Cleemput et

To investigated determinants

Moral disengagement

Empathic concern

Survey (Self-

al. (2014)

of bystanders’ reactive

theory

Social anxiety

report

Experience with bullying

questionnaire)

behaviors when confronted
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with cyberbullying

and cyberbullying
perpetration/victimization

Weber et al.

To explore the effects of

Just World Theory

Personal information

Experiment

Social

(2013)

extraversion and information

Defensive Attribution

revealed

(Scenario)

networking

disclosure on guilt attribution

Hypothesis

Extraversion

sites

Victim attractiveness

(Facebook)

in cyberbullying among
bystanders
Wong-Lo and

To examine the digital

Bullock (2014)

metamorphosis of the

N/A

N/A

bystander culture and its
challenges to conventional
approaches towards
prevention and intervention

128

Commentary

N/A

The review of existing literature suggests that bystanders play a critical role in
sustaining and reinforcing a cyberbullying incident. Three types of bystander
responses to SNS bullying and their subsequent impacts are broadly mentioned. First,
bystanders may defend the victim. They may confront the bully by leaving comments
under a post to challenge the abuse; this threatens the perpetrator’s goal of achieving
status and power among the audience and reduces the attractiveness of cyberbullying
(Wachs, 2012). They may also take the side of the victim by expressing their support
and sympathy via personal messages; this buffers the adverse impacts of
victimization and offers emotional support to the victim (Schacter et al., 2016).
Second, bystanders may ignore the incident. Bystanders can read the SNS bullying
post without giving any response. Nevertheless, such inactivity may eventually
aggravate the situation because the perpetrator views it as a tacit approval of the SNS
bullying act (Salmivalli, 2010), and the victim thereby develops a self-blaming
tendency (Machackova et al., 2013).
Third, bystanders may join the perpetrator in making attacks in the SNS bullying . For
instance, bystanders who decide to provide positive feedback to the perpetrator can
“Like” his or her post; this awards the perpetrator by showing approval of the SNS
bullying act (Quirk & Campbell, 2014). Bystanders can also invite others to view the
SNS bullying message by clicking the “Share” button, which signals the endorsement
of the abuse to other bystanders (Allison & Bussey, 2016). They can also assist the
perpetrator by creating and uploading more embarrassing and humiliating content to
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the social networking platform, exposing the victim to a wider audience (Barlińska et
al., 2013).
Generally speaking, the majority of studies of bystanders’ behavior toward
cyberbullying have been descriptive and exploratory in nature, focusing on the
demographic profiles and personality traits of bystanders (e.g., Cao & Lin, 2015;
Carter, 2013; Freis & Gurung, 2013). Most of the research considered focused on
bystanders’ decision to intervene in an incident (i.e., help the victim) or conversely
ignore the bully. There appears to have a limited number of theory-guided studies
explaining bystanders’ responses to SNS bullying (e.g., Bastiaensens et al., 2016;
Brody & Vangelisti, 2015; Obermaier et al., 2014; Weber et al., 2013).
As present, the current literature does not provide enough insight into how beliefs
about SNS use influence bystanders’ responses to SNS bullying. Given the potentially
unlimited audience and complex social connections of SNSs, bystanders’ aggressive
responses become very critical in sustaining and reinforcing SNS bullying, a theorydriven investigation into the influence of behavioral beliefs about SNS use on
bystanders’ aggressive responses to SNS bullying would be relevant and timely.
4.4 Research Model and Hypotheses
In this study, bystanders’ aggressive responses include “liking” harassing messages,
“sharing” hurtful pictures, and leaving feedback supporting the perpetrator. “Like”,
“share” and “negative comment” are considered as aggressive responses because they
signal the acceptance of the perpetrator’s post and are harmful to the victim. Figure
4-1 depicts the research model. We aim to examine how behavioral beliefs about SNS
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use influence bystanders’ aggressive responses to SNS bullying. We also explore the
cognitive mechanisms underlying the influence of behavioral beliefs about SNSs on
bystanders’ aggressive responses to SNS bullying.

Figure 4-1 Proposed Research Model

4.4.1 Behavioral Beliefs about SNS Use
Prior

studies

have

identified

three

behavioral beliefs

about

information

communication technologies (ICTs) that are associated with online aggressive
behaviors (Willard, 2004; Willard, 2007): (1) “You can’t see me” (anonymity); (2)
“Everyone does it” (social conformity); and (3) “I can’t see you” (distance). These
three behavioral beliefs are also found to be salient precursors of various types of
undesirable use of information technologies in the IS literature (e.g., Alnuaimi et al.,
2010; Lowry et al., 2016; Vance, Lowry, & Eggett, 2015).
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4.4.1.1 Anonymity
Willard (2007) argued that when people used ICTs, they perceived themselves as
anonymous (“You can’t see me”). In the SNS context, anonymity refers to the extent
to which SNS users perceive that their identity on SNSs is not known by the victim,
authority, and other users (Vance et al., 2015). It is well established in the psychology
and IS literature that anonymity is a potent enabler of a wide range of antinormative
and deviant behaviors (Johnson, Cooper, & Chin, 2008; Postmes & Spears, 1998).
Enabled by functionalities embedded in SNSs (e.g., changing the displays of their
digital profiles and privacy settings), bystanders can easily manipulate their level of
identification online (Lapidot-Lefler & Barak, 2012). For instance, most Facebook
users use real names but may nevertheless remain relatively anonymous, as they can
hide or change their personal details and separate their actions online from those in
the offline world. The feeling of being anonymous in SNSs allows bystanders to
engage in aggressive responses they would otherwise not perform in real-life
interactions. Several studies have shown that individuals in an anonymous condition
exhibit greater disinhibition when engaging in aggressive behaviors (Barlett, 2013;
Barlińska et al., 2013; Bryce & Fraser, 2013). Consistent with prior disinhibition
studies (Lowry et al., 2016), the perception of anonymity during SNS use may
promote bystanders’ aggressive responses to SNS bullying.
H1: Perceived anonymity in the SNS environment has a positive effect on bystanders’
aggressive responses to SNS bullying.
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4.4.1.2 Social Conformity
Social conformity is a form of social influence where the availability of information
on others’ attitude or behavior convinces others to display similar behavior (Cialdini
& Goldstein, 2004). Recent IS works have also provided support for the role of social
influence in online social networking platforms (Chen & Sharma, 2015; Cheung et al.,
2015; Lin & Lu, 2015; Maier, Laumer, Eckhardt, & Weitzel, 2015; Tsai & Bagozzi,
2014). In this study, social conformity refers to the extent to which bystanders believe
there are other aggressive bystanders acting on a bullying post. In the context of SNSs,
the attitude or behavior is likely to be experienced and cognitively processed by other
users. In other words, users can easily observe how many other bystanders “Like,”
“Share,” and comment on the bullying posts and may follow their actions (“Everyone
does it”). As Bagozzi (2007, p. 247) noted, “Much of human behavior is not best
characterized by an individual acting in isolation;” therefore, it is plausible to assume
that the acts of others are often powerful to determine one’s behavioral tendency in
responding to an SNS bullying incident. The review of the literature also showed that
social conformity was an influential driver that leads to aggressive acts of the users
(Bastiaensens et al., 2014; Brody & Vangelisti, 2015; Jones et al., 2011). Thus, the
perception of social conformity during SNS use may promote bystanders’ aggressive
responses to SNS bullying.
H2: Social conformity in the SNS environment has a positive effect on bystanders’
aggressive responses to SNS bullying.
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4.4.1.3 Distance
When people use ICTs, they may have the feeling that another person is far away
from them (Wilson, Boyer O'Leary, Metiu, & Jett, 2008). The asynchronistic nature
of ICTs has imposed distance between users and victims in cyberbullying incidents
(Heirman & Walrave, 2008), which hampers the transfer of tangible feedback (“I
can’t see you”). In this study, distance is the extent to which SNS users perceive how
far away the victim of the SNS bullying is. The psychological distance imposed by
SNSs reduces bystanders’ understanding of the needs and feelings of SNS bullying
victims and thus promotes more aggressive behaviors (Udris, 2014). In traditional
bullying, bystanders could see the swollen face resulting from a perpetrator punching
a victim. In most SNS bullying cases, the lack of tangible feedback undermines one’s
empathic responses, promoting irresponsible and harmful actions (Barlińska et al.,
2013). Given that the empathic responses towards the victim are inhibited, SNS users
tend to elicit more aggressive responses (Machackova & Pfetsch, 2016). Therefore,
perceptions of distance during SNS use may promote bystanders’ aggressive
responses to SNS bullying.
H3: Perceived distance in the SNS environment has a positive effect on bystanders’
aggressive responses to SNS bullying.
To summarize, the three behavioral beliefs about SNS use, anonymity, social
conformity, and distance, are highly associated with SNS bullying. The identification
of these antecedents contributes to our understanding of bystanders’ aggressive
responses to SNS bullying, but there is a clear need for more work explaining the
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psychological mechanisms underlying the development of such responses. Thus, the
second objective of this study is to provide a theoretical explanation of the cognitive
mechanisms underlying the influence of the contextual conditions of SNSs on
bystanders’ responses.
4.4.2 Moral Disengagement Mechanisms
The contextual conditions of the SNS are expected to weaken social standards and
selectively disengage self-sanctions, allowing SNS users to override the restraints and
react aggressively to SNS bullying. Building on prior research (Van Cleemput et al.,
2014), three sets of moral disengagement mechanisms relevant to the study of
bystanders’ aggressive responses to SNS bullying are selected: minimization of
agency, disregard or distortion of consequences, and victim devaluation.
4.4.2.1 The Role of Minimization of Agency
Minimization of agency refers to the set of disengagement practices bystanders use to
obscure or minimize the agentive role in the harm one causes (Bandura, 2002). Two
mechanisms are involved: displacement of responsibility and diffusion of
responsibility. Displacement of responsibility describes the cognitive process
according to which bystanders view their actions as stemming from the SNS
environment rather than being personally responsible for the aggressive actions
(Bandura, 2002). Diffusion of responsibility describes the cognitive process according
to which bystanders obscure their personal agency by dividing their responsibility for
aggressive behaviors with others (Bandura, 2002). These two mechanisms weaken
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bystanders’ moral control, as they need not acknowledge the harm they cause by their
harmful actions.
As mentioned earlier, the feeling of being anonymous on the online platform allows
users to engage in aggressive behaviors they would otherwise not perform in real-life
interactions, as they believe their online actions cannot be specifically linked to them
(Scott, 1999). Similarly, in the context of SNS bullying, the personally identifiable
cues are insufficient; aggressive bystanders tend to perceive themselves as
anonymous and believe their acts are less likely to be noticed and remembered by
others on SNSs. The notion of minimization of agency serves to explain why
bystanders who perceive themselves as anonymous are more likely to aggressively
reinforce an SNS bullying incident. As bystanders can easily hide or change their
personal profiles and online activities on the platform, they may feel that the SNS
environment lessens the agentive role in their aggressive responses to SNS bullying.
Given that bystanders do not consider themselves as the actual agents of their actions,
they are spared the self-condemning reactions and are prone to react aggressively to
SNS bullying incidents.
H4: Minimization of agency mediates the relationship between perceived anonymity
and bystanders’ aggressive responses to SNS bullying.
The complex connectivity of SNSs exposes bystanders to posts from not only their
circle of friends, but also friends of friends or even strangers (Bastiaensens et al.,
2014). When other SNS bullying bystanders engage in aggressive responses,
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bystanders are likely to follow others’ actions through the process of social
conformity. The notion of agency minimization serves to explain why social
conformity affects bystanders’ aggressive responses to SNS bullying. When
bystanders notice that others (in- or out-group friends) have joined in on the
perpetrator’s side, they may follow their actions. Responsibility for harmful actions
can be diffused by the division of labor (Wong-Lo & Bullock, 2014), making
aggressive bystanders believe they are only partially liable for the aggressive actions
(Anderson et al., 2014).
H5: Minimization of agency mediates the relationship between social conformity and
bystanders’ aggressive responses to SNS bullying.
4.4.2.2 The Role of Disregard or Distortion of Consequences
Disregard or distortion of consequences refers to the cognitive mechanism according
to which bystanders discredit evidence of the harm they cause (Bandura, 2002). In
other words, they simply ignore, minimize, distort, or disbelieve the harmful effect
resulting from their aggressive responses to SNS bullying.
The subjective evaluation of the number of bystanders who are participating in an
aggressive behavior online is a powerful driver that influences the actions of
aggressive bystanders (Jones et al., 2011). The perception of other bystanders
engaging in aggressive acts on SNSs provides a sound base and confidence for
aggressive bystanders to join in on the SNS bullying (Bastiaensens et al., 2014); as it
is a signal to bystanders regarding the appropriateness and social consensus of
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aggressive responses (Anderson et al., 2014). In other words, when aggressive
bystanders find that most SNS users are attacking the victim, they may perceive the
action as appropriate and socially acceptable, and in the process distort, ignore, or
minimize the impacts of the aggressive action on the victim.
H6: Disregard or distortion of consequences mediates the relationship between social
conformity and bystanders’ aggressive responses to SNS bullying.
In the absence of cues, bystanders evaluate their actions toward victims based on their
own experiences and estimation (Weber et al., 2013) and thereby easily distort the
consequences of those actions. Studies have shown that bystanders tend to
underestimate the actual harm of their aggressive actions when they feel far away
from the victim. For instance, Barlińska et al. (2013) found that the lack of tangible
feedback on SNSs reduced bystanders’ understanding of the needs and feelings of
SNS bullying victims, thus promoting more aggressive responses on the SNSs. In the
context of SNS bullying, the detriment impacts of SNS bullying on the victim are
often invisible to aggressive bystanders. As the impacts of the aggressive actions on
the victims are physically and temporally remote (Barlinska et al., 2015), it becomes
easy for bystanders to disregard or distort the effects of their aggressive responses.
H7: Disregard or distortion of consequences mediates the relationship between
perceived distance and bystanders’ aggressive responses to SNS bullying.
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4.4.2.3 The Role of Victim Devaluation
Victim devaluation refers to the set of cognitive mechanisms that operates on the
recipients of harmful acts (Bandura, 1990). There are two mechanisms involved:
dehumanization and attribution of blame. Dehumanization describes the cognitive
process according to which bystanders strip the victim of human qualities (Bandura,
2002). Attribution of blame describes the cognitive process according to which
bystanders blame the victim’s adversaries and circumstances for self-exonerating
purposes (Bandura, 2002). Victims are blamed for bringing suffering on themselves.
SNS users view themselves as innocent bystanders driven to the aggressive actions by
the victim’s provocation. Since these two mechanisms deactivate bystanders’
empathetic reactions to the victim, the suffering of the victim becomes less
vicariously arousing, which allows bystanders to react aggressively without risking
personal distress and self-condemnation.
The limited feedback (e.g., facial expression, eye contact, or physical distance)
associated with online interaction on SNSs produces a “cockpit effect” (Heirman &
Walrave, 2008) wherein bystanders are not aware of the actual harm the SNS bullying
causes to the victim (Runions, 2013; Williford et al., 2013). The reduction in cues
induces bystanders the feeling of being physically and temporally remote from the
victim, which allows dehumanization to take place (Runions & Bak, 2015). The
dehumanized victim is no longer viewed as an individual with feelings, hopes, and
concerns but as a sub-human object. Victims are portrayed as mindless “savages,”
“gooks,” and other despicable wretches. In addition, bystanders are less inclined to
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experience empathy for the victim (Steffgen, König, Pfetsch, & Melzer, 2011), when
SNSs largely devoid of the transmission of social and emotional cues (Runions &
Bak, 2015). The paucity of social and emotional cues impairs bystanders’ ability to
empathize with the victim (Allison & Bussey, 2016) and induces prejudice (Freis &
Gurung, 2013), which allows victim blaming to take place. Bystanders tend to
attribute more responsibility for the incident to the victim when the victim appears to
be highly extroverted and open to revealing personal information (Weber et al., 2013);
they also blame and have less empathy for victims who disclose highly personal
information online (Schacter et al., 2016).
H8: Victim devaluation mediates the relationship between perceived distance and
bystanders’ aggressive responses to SNS bullying.
4.4.3 Research Methodology
4.4.3.1 Research Setting
Bystanders’ aggressive responses to SNS bullying is a relatively new phenomenon,
such that existing findings on traditional bullying and cyberbullying may be
insufficient to offer significant insights into why users respond aggressively (Guitton,
2014). Hence, this study combines both qualitative and quantitative approaches to
investigate bystanders’ aggressive responses to SNS bullying, which is well suited for
developing rich insights into a novel phenomenon of interest (Tashakkori & Teddlie,
2003). In Phase 1, focus groups were assembled to develop an understanding of what
triggers bystanders’ aggressive responses to SNS bullying. In Phase 2, a scenariobased survey was conducted to test the hypothesized relationships in the research
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model. Taken together, the two phases complemented each other and offered a better
understanding of bystanders’ aggressive responses to SNS bullying. The sampling
criterion for individual participation in both studies was active Facebook users.
Facebook was selected as the focal platform in the study because it was the world’s
leading SNS (ebizmba.com, 2015).
4.4.4 Phase 1: Focus Group with Active Facebook Users
The purposes of Phase 1 were to uncover the particularities of bystanders’ aggressive
responses and to answer the following research question: what are the factors
triggering bystanders’ aggressive responses to cyberbullying on Facebook? Focus
group sessions with active Facebook users were conducted, following the guidelines
and suggestions established in the previous research. The qualitative focus group
methodology offers two main advantages. First, a focus group can be used to elicit
important behaviors that have not been previously examined (Morgan, 1997). Second,
focus groups can be helpful when eliciting information about sensitive behaviors,
such as SNS bullying (Zeller, 1993).
4.4.5 Research Sample
Data were collected at a public university in Hong Kong over a two-day period in the
same week. Several independent sessions were conducted. Overall, 95 undergraduate
students of mixed gender (42 male and 53 female) volunteered to participate. All the
participants were registered users of Facebook.
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4.4.5.1 Data Collection and Procedure
At the beginning of each focus group session, the specific activities of the session
were explained to the participants. The participants did not have prior knowledge of
the research or the activities of the session. They were first given a fictitious
Facebook bullying post that was modified from an existing bullying post: it described
an anonymous user posting an awful photo to humiliate a user with offensive
descriptions and hashtags while other SNS users gave their responses (which were
blurred to avoid priming). After reading the post, the participants were asked the
following question: “In the past three months, have you encountered a similar post on
your Facebook newsfeed?” They were then asked to describe the post and indicate the
responses of other SNS users. As the prior research indicated that cyberbullying was a
sensitive topic, projective techniques were used, as a complementary mean, to
mitigate social pressure and promote honest responses (Donoghue, 2000). Through
the use of the projective technique, it is expected that the respondents will project
their experience with SNS bullying into the fictitious Facebook bullying post, while
the focus on “other SNS users” served as an “ego-protecting” mechanism when
discussing their experience (Malhotra, 2010). For example, the participants were
asked the following questions: “Referring to the SNS bullying you just described, in
your opinion, what are the reasons for that user to engage in the previously described
response(s)?” and “In your opinion, which site functionalities and/or environments
make him/her engage in the previously described response(s)?” In answering the
questions, the participatns were asked to write down their thoughts on a worksheet.
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By doing so, the group discussion explored and solicited factors related to bystanders’
aggressive responses to SNS bullying.
4.4.5.2 Initial Results
Based on the focus group sessions, the responses were classified by two independent
coders who were not familiar with the research context. A data matrix consisting of
the proposed variables were used as the basis for classifying the responses. Each
coder was instructed to map the responses in accordance with the proposed categories
and elicited responses that could not be properly classified. At the end of the mapping
exercise, a comparison between two coding solutions revealed a high level of
agreement, with Cohen’s kappa (a measure of the inter-rater reliability) reaching 0.8.
Table 4-2 presents the results of the analysis.

Table 4-2 A Mapping Exercise of The Impacts of SNSs on Bystanders’
Aggressive Responses
Factor
Anonymity

Response [ID]
He can also hide behind the "internet wall" and join in on the fun.
[Group S1A]
it makes it much easier to hide behind a computer then trying to make
comments in person. [Group S2C]

Social

Certainly the "likes" as well as the Facebook functionality which puts

Conformity

popular or trending posts at the very top of the Newsfeed. Even
someone commenting on a picture or post will make others follow.
[Group S1D]
Everyone is sharing these kinds of posts. [Group S2A]

Distance

No one can really see how the victim is feeling. [Group S1B]
Facebook pretty much allows a distancing from people where
everything is made for making fun of other people. [Group S1C]
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Facebook also has the ability to more easily make fun of people
because you are not directly side by side with the person in real life.
[Group S2B]
Minimization

Everybody can share anything on Facebook, that is what happened coz

of Agency

Facebook is not moderating the interactions. [Group S1B]
In Facebook, there is no censorship. [Group S1E]
Some like-minded people like the posts and also sharing it on their
wall. It may encourage them. [Group S2B]
People with the same mind work in the same way. [Group S2F]

Disregard or

This is just for fun. He is trying to mock another person. [Group S1A]

Distortion of

Most people just have no mind to their comments or actions. [Group

Consequences

1B]
Everybody thought it was a harmless joke. [Group S2B]
The person liking the comment probably thought the comment was
funny. [Group S2D]

Victim

They liked the post and thought the victim is deserved to be treated

Devaluation

like that. [Group S1C]
That person considers him as an animal. [Group S2F]

Anchoring the fictitious SNS bullying post, the responses from the group discussion
suggested that anonymity, social conformity, and distance were salient variables
related to SNS use that led to bystanders’ aggressive responses on Facebook,
providing support for the selection of the variables in the proposed research model.
For instance, Group S1A highlighted that a user could conceal his or her identity by
hiding behind the Internet wall, allowing him or her to join in on the incident for fun
(i.e., anonymity). Group S1C suggested that the distance between other SNS users
and the victim enticed one to laugh at the victim. Similarly, Group S1B suggested that
other users could not see the suffering of the victim (i.e., distance). Group S1D also
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indicated that when everyone shared a post, a user was more likely to do so as well
(i.e., social conformity). Apart from confirming the selection of technological
antecedents, the mapping exercise provided evidence of the existence of moral
disengagement mechanisms, including minimization of agency, disregard or
distortion of consequences, and victim devaluation. For instance, Group S2B
suggested that likeminded SNS users were encouraged to engage in aggressive
responses due to shared responsibility (i.e., minimization of agency), Group S2D
indicated the user would probably think that giving harsh comments was funny (i.e.,
disregard or distortion of consequences), and Group S2F also commented that users
could consider the victim as an animal (i.e., victim devaluation).
4.4.6 Phase 2: A Scenario-based Survey with Active Facebook Users
The purpose of Phase 2 was to test the hypothesized relationships in the research
model. In the study of cyberbullying, inducing a cyberbullying experience for
respondents is an ethically constrained process. Such concerns have driven a growing
body of research to adopt the self-report questionnaire and scenario-based design to
explore the dynamics between the perpetrator, victim, and bystander (Anderson et al.,
2014; Sticca & Perren, 2013). Given that individuals are now constantly exposed to
cyberbullying incidents through SNS newsfeeds or viewing friends’ activity on SNSs,
a hypothetical scenario of an SNS bullying episode is realistic and easy for
respondents to project themselves into the situation (Price et al., 2014). The scenariobased survey is also nonintrusive and provides an unintimidating way to respond to
sensitive topics (Vance et al., 2015). The use of the scenario-based survey is not
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uncommon in the IS literature. It has been used to explore sensitivity issues such as
security policy violations (Siponen & Vance, 2010) and IS misuse (D'Arcy et al.,
2009), in addition to envy over SNS use (Krasnova et al., 2015). In this phase, four
Facebook bullying posts were created to test the research model.
4.4.6.1 SNS Bullying Post Development and Validation
Following the scenario design guidelines taken from survey research (Finch, 1987),
four modified SNS bullying posts were created by referencing past SNS bullying
cases.1 Three bullying criteria were incorporated to create the SNS bullying dynamic:
(1) use of hostile and aggressive words, (2) repetition in the attack, and (3) imbalance
of power. To capture the breadth of SNS bullying incidents and ensure the research
findings were generalizable, the four posts were made different in terms of (1) the
gender of the victim, (2) the use of aggressive content, and (3) the interactions
between the perpetrator, victim, and bystander (Siponen & Vance, 2010). For
instance, post 1 described an SNS bullying situation in which an anonymous user
posted a nasty comment to harass a male victim, while post 4 described an SNS
bullying situation in which an anonymous user posted an embarrassing photo with
hateful messages to bully a female victim. The conversations between the three
parties were further commented on and modified by two native English speakers to
ensure the interactions were natural and realistic. Table 4-3 presents the four modified
SNS bullying posts.
1

Source: PureSight: http://puresight.com/Real-Life-Stories/real-life-stories.html; StopBullying:
http://www.stopbullying.gov/cyberbullying/; Cyberbullying Research Center: http://cyberbullying.org
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Table 4-3 Four Modified SNS Bullying Posts

Post 1: Text only, Male victim

Post 2: Text only, Female victim
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Post 3: Message & Picture, Male victim

Post 4: Message & Picture, Female victim

An online survey was launched to test the posts. The target sample comprised
Facebook users. In the survey, respondents were asked to imagine that they were
checking their Facebook accounts and eventually found an SNS bullying post in the
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newsfeed. The respondents were then presented with one randomly assigned post and
were asked to assess the post in terms of believability, arousal, message hurtfulness,
and threat to the victim. Open-ended questions were also included to solicit additional
feedback related to the nature, design, and wording of the SNS bullying dynamic. The
respondents were only randomly presented with one bullying post (instead of four
posts) because of two reasons. First, there exists potential carryover effects when
respondents saw the first post and attempted the subsequent posts. The requires
additional effort to counterbalance which inevitably lengthens the survey time and
increases dropout rate. Second, in terms of realism, it is not common for one to
consecutively expose to several bullying posts on Facebook in one time. Therefore,
showing the respondent one single bullying post and solicit their response is
considered as more realistic and legitimate. At the end of the survey period, 201
respondents attempted the questionnaire. Overall, 153 respondents indicated
Facebook as their major social networking platform. Data clearance removed 31
invalid responses, leaving a final sample of 122 respondents for subsequent analysis.
Table 4-4 shows the respondent profile.

Table 4-4 Respondent Profile
Gender
Age

Frequency

Percentage

Male

56

45.9%

Female

66

54.1%

18-27

37

30.3%

28-37

52

42.6%

38-47

21

17.2%

48-57

5

4.1%
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Experience with Facebook

58 or above

7

5.7%

Less than 1 year

1

0.8%

1-2years

5

4.1%

3-4years

18

14.8%

5-6years

33

27.0%

7-8years

34

27.9%

9-10years

13

10.7%

More than 10 years

18

14.8%

Note: n = 112

As shown in Table 4-5, the statistical results indicate a consensus that the four posts
are realistic and highly aroused (MeanBelievability = 4.19-4.75; MeanArousal = 3.91-4.41).
The messages and interactions are hurtful (MeanHurtfulness = 4.68-5.03), as are the
intentions to harm the victim (MeanThreat = 5.00-5.48). Qualitative responses from the
open-ended question also suggested that respondents found the posts offensive and
considered them to constitute SNS bullying. For instance, respondent [ID:1149]
indicated that the post was a form of online harassment (“This is nothing but
harassment”). Similarly, respondent [ID:5930] highlighted that the post was a form of
bullying (“It is humiliating and a form of bullying”). Table 4-6 presents some
comments from the respondents. Taken together, it was not uncommon for the
respondents to encounter similar posts on their news feeds, and they had very little
difficulty projecting themselves into the situation. This provides evidence for the
validity of the four SNS bullying posts.
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Table 4-5 Comparison of the Four Modified SNS Bullying Posts
Post

n

Perceived

Perceived

Message

Threat

Believability

Arousal

Hurtfulness

Appraisal

Mean (SD)

Mean (SD)

Mean (SD)

Mean (SD)

1

22

4.19 (1.68)

4.41 (0.97)

5.03 (0.72)

5.48 (1.01)

2

17

4.75 (1.19)

4.15 (1.17)

4.82 (1.33)

5.20 (1.25)

3

20

4.25 (1.32)

4.16 (0.87)

4.68 (1.33)

5.00 (1.32)

4

23

4.35 (1.15)

3.91 (0.85)

4.80 (1.18)

5.07 (1.19)

Table 4-6 Respondents’ Responses Regarding the Modified SNS Bullying Posts
Post Response [ID]
1

This is nothing but harassment. I don't know what kind of person would even talk to
someone who obviously has done nothing wrong like this. I feel very bad for Zoic and
a strong desire to advocate for him/her. [1149]
This is rude, unnecessary and immature act by noobass and his friends. [5511]
So immature, the commits are so rude and very disrespectful. [6209]

2

Unfortunately, this type of behavior is very common today on Facebook. Many times
people say things on social media that they would not say in person. There will always
be people who behave badly - the problem is when their "friends" support the bad
behavior. [5526]
I would say it was horrible to post. The poster is immature. I would also suggest
noobass apologizes to Zoic. [8750]
I think the post was very inappropriate and very unfair. The message was too vulgar.
[1862]

3

This post is very insensitive to the individual. This is considered bullying and should
not be allowed. [1241]
It is humiliating and a form of bullying. By posting this kind of thing it creates a
situation that breeds negativity. Everyone jumps on the bandwagon and the comments
become more and more hurtful. [5930]
It's an incredibly unfunny, stupid post. The kind that sadly seems to populate
Facebook. [6359]
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4

This post is extremely offensive. I think the people encouraging the post are in the
wrong. This post should be considered harassment. [5917]
I feel bad about that post. It is an unacceptable post about Zoic. It is a somewhat
disgusting image. I feel very sorry for Zoic So. [1088]
I felt that post was really rude. You never should embarrass a person in a social media
like this. This should be immediately removed by the publisher. [1071]

4.4.6.2 Research Sample
The respondents were recruited from Amazon’s Mechanical Turk (MTurk) system.
MTurk is an online crowdsourcing platform on which people can choose to
participate in tasks for remuneration. It facilitates survey distribution, completion, and
retrieval with Qualtrics. The use of MTurk was appropriate here, as highlighted in the
latest methodological literature (e.g., Goodman et al., 2013; Landers & Behrend,
2015; Steelman et al., 2014). First, cyberbullying is often considered as a sensitivity
issue and as socially unacceptable in most cultures (Li, 2008). Hence, using MTurk as
the portal to reach the target sample helped to ensure the anonymity of the
respondents and thus elicit honest responses (Lowry et al., 2016). Second,
respondents recruited via MTurk have been considered as representative of the
conventional student sample (Paolacci et al., 2010) and more diversified in terms of
demographic characteristics (Behrend et al., 2011), which was a good fit for the
current topic of interest.
4.4.6.3 Data Collection and Procedure
An anonymous self-reported online survey was used to gather the data for testing the
proposed research model. The survey method has been widely used to examine a
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great variety of deviant and aggressive behaviors, such as workplace deviance
(Bennett & Robinson, 2000), online software piracy (Hinduja, 2007), and information
system misuse (D'Arcy et al., 2009). The self-report survey technique has also been
widely used to test the moral disengagement mechanisms in both offline and online
contexts, such as social loafing in technology support teams (Alnuaimi et al., 2010),
healthcare inequality (McAlister, 2010), and school bullying (Thornberg & Jungert,
2014). In this study, MTurk requests were posted to recruit Facebook users for the
pilot test and main field study. Following prior IS literature studying the undesirable
use of SNSs, the requests were positioned as being for research to explore “user
behaviors on SNSs” (Krasnova et al., 2015). A monetary incentive equivalent to the
U.S. minimum wage per hour was given upon successful completion of a study. To
detect potential careless, random, or haphazard responses that could have been
incurred with the online survey method (Huang et al., 2012), five randomly presented
attention-trap questions were included to detect respondents who were not paying
attention to the study (Mason & Suri, 2012). Multiple attempts were detected through
unique identifiers (i.e., the MTurk ID and IP address). Responses from those who
took an exceptionally short time to complete the survey were also filtered out from
the subsequent analysis to ensure data quality.
The survey questionnaire contained two parts. In part 1, the respondents were
instructed to imagine that they were browsing their Facebook accounts. One of the
four SNS bullying posts was then randomly presented. The respondents were asked to
read the scenario carefully and indicate their response(s) to the post. Four options
153

simulating the actual Facebook environment were presented: “Like,” “Share,”
“Comment,” and “Others”. In part 2, the respondents were asked to provide their
perceptions of the moral disengagement mechanisms and behavioral beliefs about
SNS use. The respondents’ assessment of the SNS bullying scenario, control
variables, and demographic information were also collected.
4.4.6.4 Measurement
All the measurement items were adapted from the previous research with slight
modifications to fit the current research context. Table 4-7 presents the list of
measurement items. All the constructs were assessed using perceptual scales with
responses measured on a 7-point Likert scale (expect the dependent variable,
bystanders’ aggressive responses). Multiple items were used to evaluate each
construct to ensure its validity and reliability. The dependent variable was captured
by the actual response(s) indicated by the respondents after reading the post (i.e.,
whether they “liked,” “shared,” commented on, or performed another action on the
post). As the focus of this study was to examine the role of moral disengagement on
bystanders’ aggressive responses, the acts reported by the respondents were
subsequently translated into a dichotomous variable, where 1 = aggressive responses
(e.g., “like” the post, “share” the post) and 0 = inaction or defensive responses (e.g.,
confront the perpetrator, comfort the victim). A preliminary version of the full survey
instrument was pre-tested for clarity and validity among a panel of researchers who
were familiar with the research context. Specifically, following the survey method
guidelines (Fowler 2009), six aspects of the questionnaire were assessed, including
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the (1) clarity of instructions, (2) clarity of wording, (3) relevance of items, (4)
absence of biased words and phrases, (5) use of standard English, and (6)
questionnaire and scenario formats. Comments and feedback were considered when
preparing the final version of the survey questionnaire.
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Table 4-7 Measurement Items
Construct (Source)

Item

Anonymity (Self-

ANY01

I am anonymous on Facebook

7-point Likert Scale

developed)

ANY02

I believe that my personal identity remains unknown to others on Facebook

(Strongly

ANY03

I feel that I can hide my identity on Facebook

disagree…Strongly

ANY04

My actions are not identifiable on Facebook

agree)

PXM01

Even though we are on the same platform, it seems like I am far from Zoic

7-point Likert Scale

So on Facebook*

(Strongly

I feel more distant to Zoic So on Facebook than the actual physical distance

disagree…Strongly

would suggest

agree)

Distance, adapted from
O'Leary, Wilson, and Metiu
(2014)

PXM02

Scale

PXM03

I feel disconnected to Zoic So on Facebook*

PXM04

When I think of Zoic So, the distance between the two of us seems large on
Facebook

PXM05

Even though we are on the same platform, I still feel distant to Zoic So on
Facebook

PXM06

When I think of Zoic So, Zoic seems far away from me on Facebook

Social Conformity (Wu &

SOI01

I feel that I need to follow my Facebook friends

7-point Likert Scale

Chen, 2015)

SOI02

I think that I need to adhere with my Facebook friends

(Strongly

SOI03

I believe that I should conform with my Facebook friends

disagree…Strongly
agree)
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Diffusion of Responsibility

DFR01

(Bandura et al., 1996)
DFR02
DFR03

I should not be blamed for the incident my group of Facebook friends may

7-point Likert Scale

have caused*

(Strongly

It is unfair to blame me who had only a small part in the incident caused by

disagree…Strongly

my group of Facebook friends*

agree)

I should not be blamed for using bad words when all my Facebook Friends
did the same thing

DFR04

It is unfair to blame me who had only a small part in the incident caused by
my group of Facebook friends

Displacement of

DPR01

Responsibility (Bandura et
al., 1996)

DPR02
DPR03

If there is no rule on appropriate Facebook behaviors, I should not be

7-point Likert Scale

blamed for behaving aggressively on the platform*

(Strongly

If there is no censorship on Facebook, I should not be accused of behaving

disagree…Strongly

aggressively

agree)

I cannot be blamed for misbehaving if Facebook does not moderate the
interaction

DPR04

I cannot be blamed for misbehaving if Facebook provides such a facilitating
environment

Disregard or Distortion of

DDC01

Consequences
(Bandura et al., 1996)

DDC02
DDC03

It is okay to make fun of Zoic So on Facebook because it does not really

7-point Likert Scale

cause any harm

(Strongly

Zoic So does not mind being teased on Facebook because it shows interest

disagree…Strongly

in him/her

agree)

Teasing Zoic So on Facebook does not really hurt him/her
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Dehumanization

DDC04

Harassing Zoic So on Facebook does not hurt anyone

DHU01

During the interaction, I did not really feel that I was interacting with Zoic

7-point Likert Scale

So on Facebook*

(Strongly

The human aspect of Zoic So was not obvious during the interactions on

disagree…Strongly

Facebook

agree)

(Bandura et al., 1996)
DHU02
DHU03

I felt that I was interacting with an avatar rather than Zoic So him/herself on
Facebook

DHU04

Zoic So deserves to be treated like an animal on Facebook

Attribution of Blame

AOB01

If Zoic So is harassed on Facebook, it is his/her own fault

7-point Likert Scale

(Bandura et al., 1996)

AOB02

Zoic So who gets mistreated on Facebook usually do things that deserve

(Strongly

such treatment

disagree…Strongly

If Zoic So acts inappropriately in offline world, it is his/her own fault if

agree)

AOB03

he/she gets harassed on Facebook*
Bystanders’ aggressive
responses

BAR

What would you do after reading the above post?

Binary Scale (1 =



Like

Aggressive



Share

responses; 0 =



Comment, please specify

Inaction or



Other, please specify

Defensive
responses)

Note: Items marked with asterisk* were excluded in the data analysis due to low item loading
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4.4.6.5 Pilot-Test
A pilot test was conducted with 100 SNS users to determine the flow and clarity of
the final survey questionnaire. At several points in the pilot survey, respondents were
asked to provide their feedback on the fictitious SNS bullying post and the clarity of
the instructions and measurement items. Apart from minor wording issues for the
instructions, no major problem arose.
4.4.6.6 Main Field Survey
The main field survey was launched for one week. At the end of the survey period,
508 respondents attempted the survey, while 407 (80.1%) indicated Facebook as their
main social networking platform and completed the questionnaire. Responses that
failed to pass the majority of the attention-trap questions (i.e., 3 out of 5 were wrong)
or otherwise provided haphazard responses were discarded from the dataset, leaving
309 (75.9%) usable responses for subsequent analysis. Among the respondents,
46.6% (n = 144) were male and 53.4% (n = 165) were female. Most of the
respondents (76.7%) were young adults aged between 18 and 37. The majority of the
respondents (82.3%) had more than five years of experience using Facebook. Nearly
half of the respondents (46.9%) spent one to two hours on Facebook every day. Table
4-8 shows the detailed breakdowns of the respondent profiles. In general, the current
sample shared demographic characteristics that were very similar to those of the
dominant Facebook user group (PewInternet, 2013).
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Table 4-8 Respondent Profile
Gender
Age

SNS Experience

SNS Usage

Post Showed

Frequency

Percent

Female

160

51.1

Male

153

48.9

18-27

112

35.8

28-37

124

39.6

38-47

40

12.8

48-57

19

6.1

58 or above

18

5.8

Less than one year

14

4.5

1-2 years

42

13.4

3-4 years

122

39

5-6 years

88

28.1

7-8 years

29

9.3

More than eight years

18

5.8

Less than 1 hour

101

32.3

1-2 hours

140

44.7

3-4 hours

54

17.3

5-6 hours

11

3.5

7-8 hours

5

1.6

More than 8 hours

2

0.6

Text Male

81

25.9

Text Female

70

22.4

Picture-Text Male

83

26.5

Picture-Text Female

79

25.2

4.4.6.7 Measurement model
The test of the measurement model involved estimating its reliability and validity.
Reliability refers to the extent to which a scale produces stable and consistent results.
It was examined using composite reliability and Cronbach’s alpha. As shown in Table
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4-9, all of the constructs exhibited a satisfactory reliability score over 0.6, exceeding
the recommended threshold of exploratory research (Fornell & Larcker, 1981;
Nunnally & Bernstein, 1994).
Convergent validity refers to the extent to which the items of an instrument that are
theoretically related should correlate highly. Convergent validity is established when
(1) all items load significantly on their latent construct and (2) the average variance
extracted (AVE) exceeds the threshold of 0.50 (Hair et al., 2014). As Table 4-9 shows,
all of the items exhibited significant loading at the 0.001 level, and the AVE ranged
between 0.62 and 0.90. Both tests indicated a high degree of convergent validity.
Discriminant validity is the extent to which the measurement is not a reflection of
some other variables. Discriminant validity is established when (1) the square root of
a given construct’s AVE is larger than any correlation of the given construct with any
other construct in the research model, and (2) the cross-loading of measurement items
loads higher on its intended construct than on any other construct (Wixom & Watson,
2001). As shown in Table 4-10, the square root of the AVE for each construct was
greater than its correlations with any other construct, suggesting adequate
discriminant validity. Furthermore, as displayed in Table 4-11, all of the items loaded
above 0.70 on their targeted construct, with the difference being greater than 0.1
(Gefen & Straub, 2005). Taken together, both tests indicated a high level of
discriminant validity.
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Table 4-9 Psychometric Properties of the Measurement Items
Construct

Cronbach's

Composite

Average

Alpha (α)

Reliability

variance

(CR)

extracted

Item

Loading

tStatistic

(AVE)
Anonymity

ANY01

0.86

39.89

ANY02

0.89

67.57

ANY03

0.86

42.24

ANY04

0.87

49.65

SOI01

0.93

84.54

SOI02

0.93

90.04

SOI03

0.87

42.36

PRO02

0.88

43.12

PRO04

0.94

115.13

PRO05

0.94

93.49

PRO06

0.93

84.53

DFR02

0.94

125.82

DFR03

0.95

137.12

DPR02

0.94

86.09

DPR03

0.95

104.82

DPR04

0.95

106.24

DOC01

0.94

85.43

Distortion of

DOC02

0.91

70.05

Consequences

DOC03

0.95

150.10

DOC04

0.92

84.31

AOB01

0.95

164.51

AOB02

0.94

129.58

DHU02

0.73

17.88

DHU03

0.83

44.02

DHU04

0.80

45.51

Social

0.89

0.90

0.93

0.76

0.94

0.83

Conformity
Distance

Diffusion of

0.94

0.88

0.96

0.85

0.94

0.89

Responsibility
Displacement of

0.94

0.96

0.90

Responsibility
Disregard or

Attribution of

0.95

0.88

0.96

0.87

0.95

0.90

Blame
Dehumanization

0.69

0.83

0.62
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Table 4-10 Latent Variable Correlations
˘

1

1. Bystanders’ Aggressive

N/A

2

3

4

5

6

7

Responses
2. Disregard or Distortion of

0.52

0.91

3. Minimization of Agency

0.40

0.58

0.88

4. Anonymity

0.37

0.47

0.59

0.87

5. Social Conformity

0.29

0.34

0.46

0.50

0.91

6. Distance

0.04

0.09

0.16

0.09

0.04

0.88

7. Victim Devaluation

0.39

0.64

0.58

0.40

0.33

0.32

Consequences

0.72

Note: Bolded diagonal elements are the square root of AVE for the construct

Table 4-11 Cross Loading of Measurement Items
Construct

1

2

3

4

5

6

7

8

9

ANY01

0.86

0.33

0.16

0.36

0.39

0.35

0.34

0.30

0.33

ANY02

0.89

0.41

0.16

0.43

0.47

0.44

0.40

0.43

0.37

ANY03

0.86

0.38

0.17

0.31

0.35

0.30

0.34

0.31

0.30

ANY04

0.87

0.32

0.20

0.40

0.46

0.37

0.37

0.37

0.32

SOI01

0.39

0.93

0.10

0.35

0.35

0.30

0.31

0.29

0.38

SOI02

0.39

0.93

0.10

0.39

0.35

0.34

0.32

0.32

0.39

SOI03

0.35

0.87

0.05

0.30

0.27

0.26

0.23

0.21

0.34

PXM02

0.16

0.10

0.88

0.18

0.15

0.10

0.20

0.32

0.03

PXM04

0.21

0.08

0.94

0.17

0.17

0.11

0.19

0.36

0.03

PXM05

0.14

0.08

0.94

0.14

0.14

0.07

0.14

0.30

-0.01

PXM06

0.20

0.09

0.93

0.19

0.15

0.08

0.21

0.34

0.01

4. Diffusion of

DFR03

0.42

0.37

0.17

0.94

0.72

0.51

0.50

0.47

0.39

Responsibility

DFR04

0.40

0.35

0.18

0.95

0.73

0.56

0.53

0.53

0.38

5. Displacement

DPR02

0.42

0.32

0.17

0.72

0.94

0.55

0.52

0.48

0.42

of Responsibility

DPR03

0.49

0.36

0.19

0.70

0.95

0.54

0.53

0.46

0.41

1. Anonymity

2. Social
Conformity

3. Distance

Item
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DPR04

0.47

0.35

0.12

0.75

0.95

0.57

0.53

0.47

0.44

DDC01

0.37

0.31

0.07

0.53

0.52

0.94

0.61

0.57

0.57

DDC02

0.39

0.31

0.18

0.47

0.51

0.91

0.61

0.59

0.56

DDC03

0.40

0.31

0.07

0.57

0.59

0.95

0.64

0.61

0.59

DDC04

0.42

0.30

0.07

0.54

0.55

0.92

0.59

0.58

0.55

7. Attribution of

AOB01

0.40

0.31

0.21

0.53

0.53

0.63

0.95

0.63

0.42

Blame

AOB02

0.39

0.30

0.17

0.51

0.53

0.61

0.94

0.56

0.40

DHU02

0.18

0.20

0.29

0.34

0.32

0.41

0.33

0.73

0.28

DHU03

0.28

0.20

0.42

0.34

0.30

0.41

0.41

0.83

0.29

DHU04

0.47

0.31

0.16

0.54

0.52

0.64

0.69

0.80

0.45

BAR

0.38

0.41

0.02

0.41

0.44

0.61

0.44

0.44

1.00

6. Disregard or
Distortion of
Consequences

8.
Dehumanization
9. Bystanders’
Aggressive
Responses

4.4.6.8 Test for Common Method Bias
Common methods bias (CMB) refers to the “variance that is attributable to the
measurement method rather than to the construct of interest” (Podsakoff, MacKenzie,
Lee, & Podsakoff, 2003, p. 879). It is one of the major sources of systematic error
variance, which has a confounding effect on empirical results. Incorrect or misleading
conclusions may be drawn if the CMB is sufficient. Several procedural remedies and
statistical remedies were applied following the guidelines of Podsakoff et al. (2003)
to rule out the threat of CMB in this study.
Three measures were implemented as procedural remedies. First, the measurement
items of the scales were carefully re-modified using insights from Study 1 and pretested on a panel of active SNS users and researchers who were familiar with the
context. Ambiguous terms were refined using the feedback from the pilot test. The
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instructions and items were kept simple, specific, and concise. Double-barreled
questions were also avoided. Second, methodological separation of measurement was
used. Different response formats were applied in collecting responses for the
predictor variables and criterion variable. The predictor variables were measured on a
7-point Likert scale, whereas the criterion variable was captured in terms of the
respondents’ actual responses (e.g., “like”) to the posts. Respondents were also not
allowed to revisit the statements they attempted. Third, any evaluation apprehension
that might have been elicited from answering the questions was reduced by assuring
the respondents there were no right or wrong answers in responding to the questions.
The research findings would be valid only if the respondents gave honest responses,
not those they believed to be desirable. Respondents were also assured that their
responses would be kept completely confidential and would not be used to evaluate
them under any circumstances. Such statements were highlighted in the consent form
before the survey was administered to make the respondents less likely to respond in
a socially desirable way.
Two tests were performed as statistical remedies. First, Harman’s one-factor test was
conducted. An unrotated exploratory factor analysis was conducted with all of the
items to determine whether any single factor emerged or a single factor contributed to
the majority of the variance. In the test, the first factor accounted for only 39.7% of
the variance. The items in the dataset loaded significantly onto more than one
principal component, indicating no single dominant factor (Harman, 1976). Second,
as suggested by Pavlou et al. (2007), CMB was further examined with the correlation
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matrix. CMB is evident when a construct exhibits an extremely high correlation (e.g.,
r > 0.9). As Table 4-10 shows, the correlations ranged from 0.09 to 0.77. No observed
correlation surpassed the threshold of 0.9. Furthermore, the existence of low
correlations (i.e., several correlations under 0.10) among some of the constructs
suggested that no single factor influenced all of the constructs.
4.4.6.9 Test for Social Desirability Bias
Social desirability bias (SBD) refers to the tendency of respondents to answer
questions in a manner that portrays them in a way viewed favorably by others, which
is considered one of the threats to the self-reported survey questionnaire design. It can
take the form of “over-reporting” desirable behavior while “under-reporting”
undesirable behavior (Williams & Podsakoff, 1992). SBD was a particular concern in
the cyberbullying research, as respondents were subjected to portray themselves in a
favorable light by providing socially approved answers to the questions while underreporting their responses to the SNS bullying post and moral disengagement
mechanisms. In this study, SBD was assessed by examining the Spearman
correlations between bystanders’ aggressive responses, moral disengagement
mechanisms, and the SDB score. Although an insignificant correlation suggested that
SDB had no effect on the construct, a significant negative correlation indicated a
potential threat of SDB. The following correlation was obtained: rhoBystanders’ Aggressive
Responses-SDB

= 0.06, p > 0.05; rhoMinimization of Agency-SDB = -0.08, p > 0.05; rhoDisregard

or Distortion of Consequences-SDB

= 0.01, p > 0.05; and rhoVictim Devaluation-SDB = 0.11, p >
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0.05. As no significant negative correlation arose, SDB did not constitute a major
issue in this study (Turel et al., 2011).
4.4.6.10 Result of Bystanders’ Aggressive Responses to SNS Bullying
Due to the dichotomous nature of the dependent variable, logistic regression analysis
was conducted to test the direct effects of the belief about SNS use and the effects of
moral disengagement mechanisms on bystanders’ aggressive responses to SNS
bullying. Logistic regression is appropriate when the dependent variable is
dichotomous and the predictor variables are continuous or categorical (Field, 2013). It
also does not assume linear relationships between the predictors and dependent
variable and normality (Tabachnick & Fidell, 2001). The results allowed for
interpretations of the direct effects of the belief about SNS use and moral
disengagement mechanism in terms of odds ratios.
Using logistic regression analysis, the probability of bystanders’ aggressive responses
to SNS bullying was estimated for the belief about SNS use and the moral
disengagement mechanisms. Six separate binary logistic regression models were
computed using SPSS. In the first step, control variables (i.e., gender, age, SNS
experience, number of SNS friends, and SNS usage) were entered. In the second step,
the variable of interest (i.e., anonymity, social conformity, distance, minimization of
agency, disregard or distortion of consequences, and victim devaluation) was entered
as the potential predictor of bystanders’ aggressive responses to SNS bullying. Other
than gender and SNS usage, which were found to have significant effects on
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bystanders’ aggressive responses, the remaining control variables were insignificant
(see Table 4-12).

Table 4-12 Logistic Regression Analysis for Control Variables on Bystanders’
Aggressive Responses to SNS Bullying
Anonymity

B

S.E.

Wald

Sig.

Exp(B)

Gender

1.30

0.30

19.31

0.00

3.68

Age

-0.17

0.14

1.45

0.23

0.84

SNS Exp

-0.10

0.13

0.59

0.44

0.91

No of SNS Fds

0.00

0.00

0.03

0.87

1.00

SNS Usage

0.65

0.16

16.37

0.00

1.91

Constant

-1.96

0.84

5.45

0.02

0.14

Social Conformity

B

S.E.

Wald

Sig.

Exp(B)

Gender

1.35

0.30

19.84

0.00

3.86

Age

-0.22

0.15

2.31

0.13

0.80

SNS Exp

-0.08

0.13

0.38

0.54

0.93

No of SNS Fds

0.00

0.00

0.04

0.85

1.00

SNS Usage

0.62

0.16

15.49

0.00

1.85

Constant

-1.98

0.82

5.80

0.02

0.14

Distance

B

S.E.

Wald

Sig.

Exp(B)

Gender

1.33

0.28

22.66

0.00

3.79

Age

-0.18

0.13

1.92

0.17

0.84

SNS Exp

-0.18

0.12

2.30

0.13

0.84

No of SNS Fdss

0.00

0.00

0.17

0.68

1.00

SNS Usage

0.69

0.15

20.66

0.00

2.00

Constant

-1.53

0.77

3.92

0.05

0.22
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Minimization of Agency

B

S.E.

Wald

Sig.

Exp(B)

Gender

1.14

0.30

14.09

0.00

3.12

Age

-0.06

0.14

0.18

0.67

0.94

SNS Exp

-0.08

0.13

0.43

0.51

0.92

No of SNS Fds

0.00

0.00

0.17

0.68

1.00

SNS Usage

0.66

0.16

16.77

0.00

1.94

Constant

-2.30

0.84

7.42

0.01

0.10

B

S.E.

Wald

Sig.

Exp(B)

Gender

1.05

0.34

9.66

0.00

2.86

Age

-0.25

0.16

2.34

0.13

0.78

SNS Exp

-0.12

0.14

0.72

0.40

0.89

No of SNS Fds

0.00

0.00

0.16

0.69

1.00

SNS Usage

0.46

0.18

6.68

0.01

1.59

Constant

-1.17

0.96

1.49

0.22

0.31

Victim Devaluation

B

S.E.

Wald

Sig.

Exp(B)

Gender

1.22

0.30

16.51

0.00

3.37

Age

-0.15

0.14

1.22

0.27

0.86

SNS Exp

-0.14

0.13

1.24

0.27

0.87

No of SNS Fds

0.00

0.00

0.01

0.93

1.00

SNS Usage

0.54

0.16

11.09

0.00

1.72

Constant

-1.61

0.83

3.74

0.05

0.20

Disregard or Distortion of
Consequences

Table 4-13 presents the results of the logistic regression analyses. The overall model
statistics suggest a good fit and the predictive abilities of the models. The Cox and
Snell R square values for the six models range between 0.14 and 0.37 (whereas the
Cox and Snell R square value of the control-only model is 0.14). Two behavioral
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beliefs about SNS use (i.e., anonymity = 0.87, p < 0.001; social conformity = 1.35, p
< 0.001) have significant positive effects on bystanders’ aggressive responses to SNS
bullying. In addition, the three moral disengagement mechanisms (i.e., minimization
of agency = 1.000, p < 0.001; disregard or distortion of consequences = 1.50, p <
0.001; victim devaluation = 0.94, p < 0.001) have significant positive effects on
bystanders’ aggressive responses to SNS bullying. An examination of the odds ratios
(Exp B) statistics indicates that the probability of occurrence of bystanders’
aggressive responses to SNS bullying is greatly increased by the behavioral beliefs
about SNS use and when users are morally disengaged. Specifically, bystanders’
aggressive responses to SNS bullying increase by 2.39 times when users perceive
anonymity (odds ratio = 2.39, CI = 1.77 to 3.25) and by 3.17 times when they
perceive social conformity (odds ratio = 3.17, CI = 2.19 to 4.58). In addition,
bystanders’ aggressive responses to SNS bullying increase by 2.72 times when they
engage in minimization of agency (odds ratio = 2.72, CI = 2.00 to 3.70); 4.49 times
when they disregard or distort the consequences (odds ratio = 4.49, CI = 3.12 to 6.46);
and 2.57 times when they engage in victim devaluation (odds ratio = 2.57, CI = 1.87
to 3.52). In sum, the results support Hypotheses 1 and 2.
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Table 4-13 Logistic Regression Analysis for Predictor Variables on Bystanders’
Aggressive Responses to SNS Bullying
Social

Predictor

Anonymity

B (SE)

0.87 (0.16)

1.35 (0.30)

0.12 (0.14)

Wald’s chi-square

31.56

37.53

0.79

Exp (B) [Odds Ratio]

2.39

3.17

1.00

Significance

0.00

0.00

0.37

95% CI for EXP (B) - Lower

1.77

2.19

0.87

95% CI for EXP (B) - Upper

3.25

4.58

1.47

Likelihood Ratio Chi- Square

85.33

98.15

48.79

Degree of Freedom

6.00

6.00

6.00

Significance

0.00

0.00

0.00

Cox & Snell R Square

0.24

0.27

0.14

Control-only Cox & Snell R Square

0.14

0.14

0.14

Change in Cox & Snell R Square

0.10

0.13

0.00

Conformity

Distance

Model Fit

Predictor

Minimization of
Agency

Disregard or
Distortion of
Consequences

Victim
Devaluation

B (SE)

1.00 (0.16)

1.50 (0.19)

0.94 (0.16)

Wald’s chi-square

40.60

65.31

33.86

Exp (B) [Odds Ratio]

2.72

4.49

2.57

Significance

0.00

0.00

0.00

95% CI for EXP (B) - Lower

2.00

3.12

1.87

95% CI for EXP (B) - Upper

3.70

6.46

3.52

Likelihood Ratio Chi- Square

96.57

142.53

88.74

Degree of Freedom

6.00

6.00

6.00

Model Fit
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Significance

0.00

0.00

0.00

Cox & Snell R Square

0.27

0.37

0.25

Control-only Cox & Snell R Square 0.14

0.14

0.14

Change in Cox & Snell R Square

0.22

0.11

0.12

4.4.6.11 Result of the Mediating Role of Moral Disengagement
With the support of the predictive power of behavioral beliefs about SNS use and
moral disengagement mechanisms on bystanders’ aggressive responses to SNS
bullying, we turned to test the mediating hypotheses. A bootstrapping technique was
used to determine the confidence intervals of the mediation effects (Preacher & Hayes,
2008). The bootstrapping technique involves randomly sampling observations with
replacement from the dataset repeatedly to compute the desired statistic in each
resample. Thousands of bootstrap resamples provide an approximation of the
sampling distribution of the statistic of interest. The technique thus allows a more
accurate and powerful statistical testing of the mediation effects (Shrout & Bolger,
2002). The bootstrapping analysis estimates three paths: (1) the path from the
independent variable to the mediating variable, (2) that from the mediating variable to
the dependent variable, and (3) that from the independent variable to the dependent
variable. A significant mediation effect is concluded if zero does not fall between the
resulting confidence intervals of the indirect effect of X on Y in the bootstrapping
analysis. The use of the bootstrapping technique has two advantages over the Baron
and Kenny (1986) method and the Sobel (1982) method. First, the bootstrapping
technique measures the indirect effect directly in the analysis, rather than merely
inferring its existence through a sequence of tests (which is the case for the other two
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methods). Second, the bootstrapping technique is a non-parametric test and makes no
assumption of the normality of the dataset. This is important because indirect effects
frequently exhibit asymmetric distributions (Preacher & Hayes, 2008).
In this study, the 95% confidence interval of the indirect effects was obtained with
5,000 bootstrap resamples using the SPSS macro PROCESS v2.16 developed by
Hayes (2013). PROCESS was used because it is capable of handling models with
dichotomous outcomes (Hayes, 2013). Table 4-14 shows the results of the
bootstrapping analyses on the mediation hypotheses. The bootstrapping results
confirmed the mediating role of agency minimization in the relations between
anonymity and bystanders’ aggressive responses (β = 0.38, CI = 0.20 to 0.60) and
between social conformity and bystanders’ aggressive responses (β = 0.31 CI = 0.17
to 0.48). Therefore, Hypotheses 4 and 5 were supported. The bootstrapping results
also confirmed the mediating role of disregarding or distorting the consequences in
the relation between social conformity and bystanders’ aggressive responses (β = 0.48,
CI = 0.28 to 0.68). Therefore, Hypothesis 6 was supported. Finally, the bootstrapping
results confirmed the mediating role of victim devaluation in the relation between
distance and bystanders’ aggressive responses (β = 0.41, CI = 0.24 to 0.63).
Therefore, Hypothesis 8 was supported. However, a zero was involved between the
indirect effect of distance from bystanders’ aggressive responses and the disregard or
distortion of consequences. Therefore, Hypotheses 7 was not supported. Table 4-15
presents a summary of the hypotheses testing results.
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Table 4-14 Bootstrapping Analysis on the Mediating Roles of the Moral Disengagement Mechanisms

Independent
Variable (IV)

Direct effect of X on
Mediator (M)

Y
Effect (SE)

Anonymity

Minimization of
Agency
Minimization of

Social
Conformity

Agency

Bias-corrected 95%
confidence intervals
for direct effect
Lower

Upper

Indirect effect of X
on Y
Effect (SE)

Bias-corrected 95%
confidence intervals
for indirect effect
Lower

Zero?

Upper

0.57 (0.17)

0.24

0.91

0.38 (0.10)

0.20

0.60

No

0.96 (0.20)

0.57

1.35

0.31 (0.08)

0.17

0.48

No

1.02 (0.22)

0.60

1.44

0.48 (0.11)

0.28

0.68

No

-0.07 (0.17)

-0.41

0.27

0.15 (0.09)

-0.04

0.03

Yes

-0.33 (0.17)

-0.66

0.00

0.41 (0.10)

0.24

0.63

No

Disregard or
Distortion of
Consequences
Disregard or
Distortion of

Distance

Consequences
Victim
Devaluation
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Table 4-15 Summary of Hypotheses Testing
Hypothesis

Result

H1: Perceived anonymity in the SNS environment has a positive effect on bystanders’ aggressive responses to SNS
bullying.
H2: Social conformity in the SNS environment has a positive effect on bystanders’ aggressive responses to SNS
bullying.
H3: Perceived distance in the SNS environment has a positive effect on bystanders’ aggressive responses to SNS
bullying.
H4: Minimization of agency mediates the relationship between perceived anonymity and bystanders’ aggressive
responses to SNS bullying.
H5: Minimization of agency mediates the relationship between social conformity and bystanders’ aggressive
responses to SNS bullying.
H6: Disregard or distortion of consequences mediates the relationship between social conformity and bystanders’
aggressive responses to SNS bullying.
H7: Disregard or distortion of consequences mediates the relationship between perceived distance and bystanders’
aggressive responses to SNS bullying.
H8: Victim devaluation mediates the relationship between perceived distance and bystanders’ aggressive responses
to SNS bullying.
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Supported

Supported

Not Supported

Supported

Supported

Supported

Not Supported

Supported

4.5 Discussion
The detrimental effects of bystanders’ aggressive responses to SNS bullying have
become a major societal challenge associated with the use of SNSs and call for
further investigation into this emerging phenomenon (Allison & Bussey, 2016;
Runions & Bak, 2015; Wong-Lo & Bullock, 2014). In response to the calls for more
research on the undesirable use of information technology (Fichman et al., 2015;
Majchrzak et al., 2013; Tarafdar et al., 2013), we sought to enrich the scientific
understanding of SNS bullying by accomplishing two main objectives. First, three
behavioral beliefs about SNS use, including anonymity, social conformity, and
distance, were identified, after which their impacts on bystanders’ aggressive
responses to SNS bullying were test using both qualitative and quantitative data from
SNS active users. Second, we drew on moral disengagement theory (Bandura, 1990)
to explain the social cognitive process bystanders adopted to rationalize their harmful
acts toward others. The research model was tested with 313 active SNS users.
4.5.1 Summary of the Research Findings
The results from this study provided strong support for the effects of behavioral
beliefs about SNS use and moral disengagement mechanisms on bystanders’
aggressive responses to SNS bullying. First, among the three behavioral beliefs about
SNS use, anonymity and social conformity are found to have significant direct effects
on bystanders’ aggressive responses to SNS bullying. Consistent with the literature,
anonymity is a salient driver that leads to undesirable and aggressive online behaviors
in different contexts, such as online forums (Moore, Nakano, Enomoto, & Suda,
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2012), instant messenger services (Wright, 2014), and social media (Lowry et al.,
2016). Individuals tend to engage in more aggressive actions once they perceive they
are anonymous in the online space. Similarly, social conformity is a significant factor
that leads to bystanders’ aggressive responses. Traditional IS research has suggested
various positive outcomes related to social influence, such as the adoption of new
systems (Wang, Meister, & Gray, 2013) and intention to use computer security
software (Johnston & Warkentin, 2010). This study adds to the IS research by
revealing a negative outcome of social influence, where the perception of social
conformity induces bystanders’ aggressive responses. However, distance does not
exhibit any significant effect on bystanders’ aggressive responses to SNS bullying.
One possible explanation is that the use of SNSs has become part of everyday
interactions, and users are becoming more accustomed to the method of interaction
they provide. In addition, the advancement of SNSs allows for more dynamic
interactions between perpetrators, victims, and bystanders. For instance, other
bystanders can reply to the victim’s response in the comments and “like” the
responses of others. As a result, the psychological distance illuminated by social
networking platforms may eventually fade away. In this case, bystanders would no
longer perceive themselves as being far away from the victim when responding to the
SNS bullying post. Traditional research has assumed that distance is an important
precursor of aggression (e.g., Bandura, 1999; Hardy, Bhattacharjee, Reed Ii, &
Aquino, 2010; Hewstone, Rubin, & Willis, 2002; Loewenstein & Small, 2007). The
insignificant result between distance and bystanders’ aggressive responses to SNS
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bullying in this study may indicate a warning signal of increasing online cruelty
among current SNS users.
Second, this study shows that the three proposed moral disengagement mechanisms,
including minimization of agency, disregard or distortion of consequences, and victim
devaluation, are important cognitive processes bystanders use to rationalize their
harmful actions toward victims. Among the proposed mediating effects, only the
mediating effect of disregard or distortion of consequences on the relation between
perceived distance and bystanders’ aggressive responses to SNS bullying is
insignificant. One possible explanation is that the impacts of SNS bullying are often
reported in mass media, and bystanders understand the potential negative effects of
SNS bullying. The psychological distance from a victim does not necessary allow
bystanders to disregard or distort the consequences of their actions.
4.5.2 Implications for Research
This study contributes to research on the societal implication of IS/IT use in general
and research on SNS bullying in several ways. First, this study responds to the call for
more research on the societal implications of IS/IT use in the IS discipline (Fichman
et al., 2015; Majchrzak et al., 2013; Tarafdar et al., 2013). Its results advance the
theoretical understanding of an emerging societal challenge, namely bystanders’
aggressive responses to SNS bullying. Its investigation of SNS bullying is noteworthy
to the IS research because it points to a potential research avenue that has received
scant attention in the IS community.
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Second, this study adds knowledge to the literature on SNS bullying. As noted in the
literature review, research on cyberbullying bystander behaviors has been largely
atheoretical and focused on the study of personal and situational factors that affect
bystanders’ decision to intervene. To the best of our knowledge, this is one of the first
studies to test the effects of behavioral beliefs about SNS use on SNS bullying. It
responds to the call for the inclusion of technology variables in IS/IT use research
(Hong, Chan, Thong, Chasalow, & Dhillon, 2014) by underscoring the significance of
beliefs about SNS use in predicting bystanders’ aggressive responses. Through its
examination of behavioral beliefs about SNS use, this study adds to the scientific
understanding of the role of technological factors in bystanders’ aggressive responses
to SNS bullying, an area that has received less research attention.
Third, this is one of the first studies to identify the social cognitive mechanisms
through which behavioral beliefs about SNS use affect bystanders’ aggressive
responses. While some of these behavioral beliefs about SNS use exert a significant
direct effect on bystanders’ aggressive responses to SNS bullying, we contend that
individuals who engage in negative behaviors may also need to go through a social
cognitive process to justify their behaviors before they act (Alnuaimi et al., 2010).
Drawing on moral disengagement theory (Bandura, 1990), this study examines the
influences of the three major cognitive mechanisms, including minimization of
agency, disregard or distortion of consequences, and victim devaluation, in
rationalizing bystanders’ aggressive responses to SNS bullying. Although moral
disengagement mechanisms appear to be a relevant theoretical approach to explain
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cyberbullying (Desmet, 2012; DeSmet et al., 2014; Van Cleemput et al., 2014), we
theoretically argue and empirically test how beliefs about SNS use influence
bystanders’ aggressive responses through moral disengagement mechanisms.
Consistent with the findings of D'Arcy et al. (2009) and Alnuaimi et al. (2010), this
study offers both theoretical and empirical evidence for the linkage between beliefs
about SNS use, moral disengagement mechanisms, and negative uses of IS/IT. The
findings extend the generalizability of this theoretical perspective from the
organizational context to the individual use of SNSs.
4.5.3 Implications for Practice
The lessons learned from this study should prove to be insightful for SNS developers
and government agencies seeking to tackle bystanders’ aggressive responses to SNS
bullying. The findings indicate that bystanders’ aggressive responses to SNS bullying
are indeed related to behavioral beliefs about SNS use and moral disengagement
mechanisms. In light of this, two important aspects that threaten one’s very essence of
humanity in the SNS environment should be addressed.
For SNS developers, this study confirms that the behavioral beliefs about SNS use,
including anonymity and social conformity, are conducive to bystanders’ aggressive
responses. In particular, a high perception of anonymity increases the likelihood of a
bystander responding aggressively. Therefore, SNS developers who wish to
discourage potential aggressive bystanders from taking advantage of the anonymous
nature of the platform should consider requiring SNS members to register the service
with their real identity. By establishing a link between online and offline identities,
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users should perceive a higher level of accountability for their acts on the platform.
The emphasis on the responsibility one takes for his or her actions could induce
awareness in online participation, reducing the tendency to participate in an
“emotional hit and run” during online interactions (Suler, 2004). In addition, a high
perception of social conformity increases the likelihood of a bystander responding
aggressively. SNS developers should acknowledge the power of social conformity in
driving aggressive crowd behaviors on social networking platforms. Although
enhancing social interactions between different networks induces more usage, it is
clear that not all of these interactions are beneficial to users and the sustainability of
the social networking environment. Given the salience of social conformity on SNSs,
moderating certain SNS interactions is deemed necessary. Specifically, SNS
developers must make an effort to deter the contagion of SNS bullying content within
SNS networks. By understanding what is being mentioned and shared on a platform
and closely working with users who have reported inappropriate content, SNS
bullying could be better attenuated.
For government agencies, legislation and educational programs must be put in place
to ward off the moral disengagement mechanisms bystanders use to neutralize their
aggressive responses to SNS bullying. This findings of this study suggest that
bystanders tend to minimize the agency, disregard or distort the consequences, and
devalue the victim to justify the harm they cause. Therefore, on the one hand,
government agencies should convey the message through legislation that SNS
bullying is incongruent with the social standard and explicitly indicate that SNS users
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who assist and join in on SNS bullying are accountable for their aggressive actions.
The certainty and severity of punishment of any inappropriate use of the social
networking environment should be clearly articulated and delivered. On the other
hand, government agencies should develop educational programs that emphasize
three major aspects: (1) individuals hold an agentive role in assisting and joining in
on SNS bullying (i.e., reduce minimization of agency), (2) targets who fall victim to
SNS bullying suffer from serious negative consequences, such as distress and anxiety
(i.e., reduce disregard or distortion of consequences), and (3) no one deserves to be
bullied on SNSs (i.e., reduce victim devaluation). These are possible ways to rectify
moral disengagement mechanisms that positively reconstruct bystanders’ aggressive
responses to SNS bullying.
4.5.4 Limitations and Future Research Directions
The current study has some limitations that point to promising research opportunities.
First, although support was found for the effects of two general types of behavioral
belief about SNS use on bystanders’ aggressive responses to SNS bullying, some
effects should be specific to other SNS platforms (e.g., Snapchat and Twitter).
Furthermore, different behavioral beliefs about using various social networking
platforms may induce different moral disengagement mechanisms, which eventually
influence the development of bystanders’ aggressive responses. Future research is
recommended to explore these context-specific variables and examine their relative
influences on the moral disengagement mechanisms and bystanders’ aggressive
responses to SNS bullying.
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Second, the research model was tested using respondents recruited from Amazon’s
MTurk, which restricts the findings to a specific population. Since the objective of
this study is to test theory, the use of MTurk is effective in falsifying whether a theory
is applicable to a larger population (Calder, Phillips, & Tybout, 1982). Given the
prevalence of digital access among early adolescents, it is not uncommon for children
to get involved in SNS bullying. Future research is recommended to empirically test
the research model on SNS users from other age groups and nationalities to evaluate
the extent to which the results obtained can be generalized.
Third, a scenario-based survey was used to test the research model. This method has
been well adopted in research involving questions of unethical, antisocial, and
criminal behaviors associated with the use of IS/IT (e.g., D'Arcy et al., 2009; Siponen
& Vance, 2010). While this study used a hypothetical scenario setting to test the
research model, future studies should use a longitudinal survey and ethnography to
validate the findings.
4.6 Conclusion
SNS bullying has had irreversible negative impacts on society and largely affected the
well-being of SNS users. This study found that behavioral beliefs about SNS use
played an influential role in bystanders’ aggressive responses to SNS bullying. Moral
disengagement mechanisms are the key social cognitive processes that allow
bystanders to engage in aggressive responses to SNS bullying. These findings
contribute to the growing body of research on SNS bullying and offer significant
insights for government agencies and SNS developers to combat it.
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CHAPTER 5 : CONCLUSION
5.1 Summary of Dissertation
This dissertation is motivated by the increasing prevalence and severity of
cyberbullying on social networking sites (SNS bullying). Specifically, the aggressive
behaviors of perpetrators and bystanders in SNS bullying have substantial negative
impacts on victims and severely affect the sustainability of a healthy social
networking environment. Government agencies, parents, educators, and SNS
developers are now expending extensive resources to deal with SNS bullying. The
SNS bullying research is also gaining momentum, as evidenced by the growth of
published studies in multiple disciplines. This dissertation echoes the call for more IS
research into the undesirable use of information technology by investigating SNS
bullying. Specifically, this dissertation has two main objectives: (1) to summarize the
research status of SNS bullying and (2) to examine the role of technological factors in
SNS bullying among perpetrators and aggressive bystanders. Three essays adopting
multiple research methods, including a literature review and analysis, a survey, and a
focus group study and a scenario-based survey, were included to review the status of
research on SNS bullying (Essay 1) and examine the effects of technological factors
on SNS bullying perpetration (Essay 2) and bystanders’ aggressive responses to SNS
bullying (Essay 3). Overall, this dissertation contributes to the IS literature by
examining an emerging societal challenge associated with the undesirable use of
information technology. It integrates knowledge from multiple disciplines and
demonstrates that technological factors play a substantial role in altering the
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development of SNS bullying. Its findings offer researchers a rich and fine-grained
understanding of the influences of technological factors on users’ aggressive
behaviors in SNS bullying and should provide practitioners valuable information to
combat SNS bullying.
5.2 Implications for Research
This dissertation is rooted in research on the undesirable use of information
technology and draws on theories from multiple disciplines, including the IS,
psychology, and criminology literatures, to advance the scientific understanding of
SNS bullying. Its findings have significant implications for the research.
In Essay 1, the literature review and analysis suggested that most of the studies
identified focused on person inputs that led to SNS bullying and overlooked the
technological factors involved. More specifically, Essay 1 contributes to the research
on SNS bullying by consolidating the current knowledge, and prescribing the
directions and opportunities for SNS bullying research. Researchers are encouraged
to examine SNS bullying through the lens of technological factors, where insights
into the cause and development of the phenomenon may be further derived.
Essays 2 and 3 explored the role of technological factors. In particular, Essay 2 found
that favorable evaluation of the SNS environments, which were enabled by SNS
affordances, fostered SNS bullying perpetration. Essay 2 contributes to the research
on SNS bullying by illustrating the significance of affordances in altering the
development of SNS bullying perpetration and shedding light onto the unintended
and far-reaching effects of technological affordance on online aggressive behaviors.
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Essay 3 showed that behavioral beliefs about SNS use led to bystanders’ aggressive
responses, and that moral disengagement mechanisms were powerful mechanisms
that allowed bystanders to justify their harmful actions toward victims. Essay 3
contributes to the research on SNS bullying by delineating how bystanders’
aggressive responses to SNS bullying are manifested on SNSs. In sum, the findings of
Essays 2 and 3 indicate that technological factors play an important role in SNS
bullying, advancing the current knowledge on the cause and development of this
emerging phenomenon.
5.3 Implications for Practice
This dissertation also has significant implications for practice. It is motivated by the
need to understand and rectify an emerging societal challenging associated with the
undesirable use of information technology: SNS bullying. First, this dissertation
offers practitioners a comprehensive overview of the factors related to SNS bullying
(Essay 1). In particular, it identifies the inputs (person, situation, social, and
technology), routes (cognition, affect, and arousal), and outcomes (appraisal,
proximal, and distal) associated with SNS bullying. Referencing the classification
framework, policymakers and educators can understand the cause, development, and
outcome of SNS bullying. Second, this dissertation provides valuable information
about the enabling role of technology in SNS bullying (Essay 2). Specifically, the
perceptions of target accessibility affordance, anonymity affordance, and diffused
responsibility affordance lead to a favorable evaluation of the SNS environments that
enable SNS bullying. Based on this finding, SNS developers can prioritize their
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resources to reconfigure SNS features that may invite SNS bullying perpetration.
Finally, this dissertation indicates the effects of moral disengagement mechanisms in
relation to behavioral beliefs about SNS use and bystanders’ aggressive responses to
SNS bullying (Essay 3). In particular, minimization of agency and disregard or
distortion of consequences are salient mechanisms used to re-construe bystanders’
aggressive actions toward victims so that the actions become morally acceptable.
With this finding, educators can develop educational programs that ward off the
moral disengagement mechanisms that justify bystanders’ aggressive behaviors.
5.4 Directions for Future Research
This dissertation is one of the very few IS studies to investigate SNS bullying. It
presents several possible avenues for further research that aims to advance the
scientific understanding of the undesirable use of information technology.
5.4.1 SNS Bullying in Other Platforms and Contexts
SNS bullying is becoming a global challenge, affecting users from different countries
and user groups. It occurs on not only Facebook but also Twitter, Instagram, and
other growing social networking platforms. Therefore, one promising research
direction could involve replicating the research to see if its results can be generalized
to other user groups, cultural contexts, and social networking platforms. Given the
continual blurring of the line between individuals’ work and private lives, SNS
bullying may even become an extension of workplace conflicts, affecting the
performance and well-being of employees. Therefore, it could be valuable for future
research to extend the scope of SNS bullying research to the organizational context;
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the results could be useful to managers who want to take proactive actions to protect
their employees from SNS bullying victimization.
5.4.2 Alternative Theoretical Frameworks
Moving beyond the investigation of individual characteristics associated with SNS
bullying, this dissertation is a pioneering attempt to develop theory-guided models to
examine the influence of technological factors in the development of SNS bullying
perpetration and bystanders’ aggressive behaviors. Although the use of the general
aggression model (Anderson & Bushman, 2002), crime opportunity theory (Felson &
Clarke, 1998), affordance theory (Markus & Silver, 2008), and moral disengagement
theory (Bandura et al., 1996) undoubtedly casts new light onto SNS bullying, future
research should explore alternative theoretical frameworks to enrich the scientific
understanding of this phenomenon. Specifically, two decades of research on
computer-mediated communication have suggested that submergence in information
technology draws attention away from the self and socially standard behaviors,
diminishing one’s self-awareness (Kiesler, Siegel, & McGuire, 1984; Orcutt &
Anderson, 1977; Siegel, Dubrovsky, Kiesler, & McGuire, 1986; Sproull & Kiesler,
1986). Self-awareness theory asserts that changes in states of self-awareness alter
one’s behavioral tendency (Prentice-Dunn & Rogers, 1982). Being self-aware keeps
individuals from engaging in anti-social and aggressive behaviors, whereas a loss of
self-awareness keeps them from adhering to standards and encourages them to engage
in anti-normative behaviors. Therefore, self-awareness theory appears to be an
appropriate theoretical lens for explaining why users behave aggressively in the social
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networking environment. Nevertheless, this theory should not be used in place of
other suitable models and frameworks, but rather to advance the theoretical
understanding of SNS bullying.
5.4.3 Technology-Enabled SNS Bullying Prevention and Intervention
Understanding the causes and drivers of SNS bullying is important. This dissertation
is a pioneering attempt to examine the effects of technological factors that facilitate
the development of SNS bullying. Its results provide solid evidence that certain
technological characteristics and features are conducive to SNS bullying perpetration
and bystanders’ aggressive behaviors. However, acknowledging the effects of
technological factors should only be recognized as the initial step toward combatting
SNS bullying, rather than an end in itself. More specifically, the research on
cyberbullying prevention and intervention has suggested that there are three
approaches to combatting SNS bullying: law and policy, curriculum and campaigns,
and technological innovations. At present, there is a dearth of attention given to the
design and validation of technological innovations that combat SNS bullying. Bowler
et al. (2015) only recently used a narrative-based participatory approach to explore
and develop technological innovation design themes that countered SNS bullying.
They indicated that design for hesitation, design for consequence, design for empathy,
design for personal empowerment, design for fear, design for attention, and design for
control and suppression were possible themes to develop innovation for prevention
and intervention. Future studies should build on this line of research and focus on
testing the effectiveness of these innovation themes. For instance, researchers may
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conduct a field experiment and invite individuals to voluntarily install keyboard addons on their mobile devices and personal computers (i.e., design for reflection) to
monitor and alert their use of aggressive language on the Internet. This innovation
may alleviate SNS bullying if it is able to trigger reflection on the use of aggressive
language and thereby reduce the amount of aggressive content posted to platforms.
5.5 Conclusion
SNS bullying represents an emerging societal challenge worldwide and is receiving
increasing attention from society and the academic community. The findings reported
in this dissertation offer valuable insights into SNS bullying. First, building on the
general aggression model (Anderson & Bushman, 2002), the current knowledge on
SNS bullying is summarized. Research gaps are identified, and future research
avenues are prescribed. Second, building on crime opportunity theory (Felson &
Clarke, 1998) and affordance theory (Markus & Silver, 2008), the drivers of SNS
bullying and SNS affordance are identified and tested. Third, drawing on moral
disengagement theory (Bandura et al., 1996), the behavioral beliefs about SNS use
that lead to bystanders’ aggressive responses and the underlying moral disengagement
mechanisms bystanders use to justify their harmful actions toward victims are
explored and tested. The results of this dissertation are expected to stimulate future
theoretical development and empirical exploration of the role of technological factors
in SNS bullying, and are well suited to such endeavors.
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