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Abstract 

With the development of the information network technologies and the 

popularisation of the Internet, Chinese society is experiencing a Triple Revolution. 

Regulating the Internet has become a priority in China. In this context, this study 

seeks a comprehensive and in-depth understanding of China’s Internet regulatory 

mechanism. Through the systematical analysis on Internet law in China, 

supplemented by the case study on how the issue of the Occupy Movement in 

Hong Kong was regulated, this study argues that China has developed a hybrid 

Internet regulatory model, which values both external defense and internal control 

in pursuit of the goal of cybersecurity, and which combines hierarchical 

regulation with horizontal monitoring to address challenges brought by 

contemporary network society. The Internet panoptic-fortification model is 

developed to illuminate China’s Internet regulatory mechanism. The Internet 

panoptic-fortification model is featured by the centralised control from the 

authorities and ISPs, the establishment of Chinese sovereign cyberspace with 

jurisdictional and technical supports, the implementation of the network real-

name system and the Internet-surfing record backup system to regulate individual 

Internet users, and the tight ideological control. This conceptual model reflects 

important aspects of Michel Foucault’s account of governmentality, incorporating 

both centralised power and diffuse micro-power. This study suggests that China's 

Internet law to some extent has become an instrument for the state to promote the 

social discipline in the sovereign cyberspace, and the Internet regulatory 

mechanism serves for the national security and social stability in a broader 

context.  
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Chapter 1 – Introduction 

The rapid development of the information network technologies and the 

widespread popularisation of the Internet have brought a Triple Revolution to the 

Chinese society, which is featured by the rise of social networking, the capacity of 

the Internet to empower individuals and the always-on connectivity of mobile 

devices (Rainie & Wellman, 2012). In this context, regulating the Internet has 

become a priority in China. Through decades of practice, China has gradually 

developed its Internet regulatory mechanism based on the principle of cyberspace 

sovereignty. It should be noted that, for historical and political reasons, under the 

‘One Country Two Systems’ policy, China’s Internet regulatory mechanism in 

this study is applicable to mainland China only, and is not applicable to Hong 

Kong Special Administrative Region (hereinafter referred to as Hong Kong), 

Macao Special Administrative Region (hereinafter referred to as Macao) and 

Taiwan. 

This study aims to investigate China’s Internet regulatory mechanism from 

a legal perspective. Through legislative document analysis, it constructs the 

normative conceptual model of China’s Internet regulatory mechanism, and 

illustrates the measures implemented to support the operation of the mechanism. 

This normative design is further tested and verified through case study 

investigation. In this process, Foucault’s theory of governmentality is applied to 

understand and interpret the structure and operational details of the mechanism. 
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1. Background 

1.1 The Network Society and the Triple Revolution 

Networks have been recognised over the last forty years as providing a basic 

pattern of social life. Due to the contributions from a number of scholars, the 

concept ‘network’ has been developed and the term ‘network society’ has been 

formed. The network research started from James Martin’s book The wired 

society: A challenge for tomorrow (1977), where he used a similar term ‘the wired 

society’ to describe a society linked by mass communication and 

telecommunication networks. Barry Wellman created the term ‘network city’ and 

adopted the network approach to study social structures (Craven & Wellman, 

1973; Wellman & Berkowitz, 1988). Based on Wellman’s network analysis, Starr 

Roxanne Hiltz and Murray Turoff (1978) explored the concept ‘network society’, 

arguing computer-supported communication’s capability to change the society 

even before the advent of the Internet.  

Manuel Castells further described a theoretical blueprint of the network 

society. In the view of Castells (2004), network society was ‘a society whose 

social structure is made of networks powered by microelectronics-based 

information and communication technologies’ (p. 3). The network was the core 

form of the social structure. A network was composed of a set of interconnected 

nodes, which were linked by flows. Nodes were scattered in space; flows 

established connections among nodes through channels that might or might not 

already be established. To make meaningful connections, however, a network 

should be defined by the program that assigns the network its goals and its rules 

of performance, which could be achieved by establishing or altering codes. These 
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codes made up the program determining the existence of a node in a given 

network. The fundamental logic of a network was a binary logic: inclusion or 

exclusion. Following this logic, nodes that were irrelevant to the network’s goals 

would be excluded from the network, while nodes that were helpful to the 

achievement of the network’s aims would still exist and function as parts of the 

network (Castells, 2004, pp. 3–7).  

Jan van Dijk adopted a more moderate network approach to describe the 

network society. He rejected Castells’ assertion that the basic units of the network 

society were networks, arguing that the basic units were individuals, households, 

groups and organisations. He defined the network society as  

a modern type of society with an infrastructure of social and media 

networks that characterizes its mode of organization at every level: 

individual, group/organizational and societal. Increasingly, these networks 

link every unit or part of this society (individuals, group and organizations). 

In western societies, the individual linked by networks is becoming the 

basic unit of the network society. In eastern societies, this might still be the 

group (family, community, work team) linked by networks (van Dijk, 2012, 

p. 24).  

In this design, networks were polycentric, as some nodes were understood to be 

much more important than others. Hierarchies were ‘replaced by a multitude of 

centers cooperating and competing with each other’ (van Dijk, 2012, p. 46). 

Through the combination of the micro, meso and macro levels of networks, the 

whole society was closely connected and shaped. 

At the same time, Barry Wellman continued to pursue social network 

research. His overarching interest was in the paradigm shift from group-centred 
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relationships to networked individualism. He contributed to the theoretical 

analysis of social networks by emphasising individualised networks, and created 

the term ‘networked individualism’ (Wellman, 2001). In the book Networked: The 

social operating system (Rainie & Wellman, 2012), its authors argued that a 

different social order had emerged, based on social networks that were more 

diverse and less overlapping than previous social groups. They called the new 

social operating system ‘networked individualism’, in contrast to the traditional 

social operating system based on large bureaucratic hierarchies, and systems 

formed around small communities or groups based on kinship or working 

relationships. 

Rainie and Wellman further outlined the Triple Revolution that brought on 

this transformation: the rise of social networking, the capacity of the Internet to 

empower individuals, and the always-on connectivity of mobile devices. First, the 

Social Network Revolution provided opportunities for people to reach beyond the 

conventional world of the closely integrated groups or communities. Second, the 

Internet Revolution gave people access to communication and information-

gathering capacities to empower themselves. Third, the Mobile Revolution 

allowed information communication technologies to become an appendage of 

human bodies, which connecting people anywhere, anytime. Together, these three 

revolutions led to the emergence of networked individualism, and shaped human 

society as a networked society (Rainie & Wellman, 2012).  

Chinese society is inevitably experiencing the Triple Revolution raised by 

Rainie and Wellman (2012). According to the 39th Statistical Report on Internet 

Development in China issued by the China Internet Network Information Center 

(*í=ʛʐʉhŴ*Ū) (hereinafter referred to as CNNIC) (2017a), by the 
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end of 2016, more than half of the Chinese population (731 million people) had 

accessed to the Internet. The Internet penetration rate was increasing steadily, 

reaching 53.2% by the end of 2016. As the infrastructure of the information 

network society, the Internet has exerted and will continue to exert profound 

influence at not only the technological level, but also the political, economic, 

cultural and social levels. 

According to the CNNIC report (2017a), among these numerous Internet 

users, 95.1% of them surfed the Internet on mobile phones. With constant 

improvements to the mobile communication network environment and the 

popularisation of smart phones, the mobile network has strengthened its position 

as the dominant form of Internet access. Therefore, the Mobile Revolution has 

become an overwhelming trend in China, and will further promote the 

development of the Internet of Things. 

As the CNNIC report (2017a) shows, personal Internet applications have 

developed steadily. In terms of basic Internet applications, diversified services 

have been offered to meet users’ precise needs, both online and offline. Social 

networking, as one essential element of Internet applications, was not limited to 

transmitting information. Instead, it was usually integrated with other kinds of 

applications to generate more powerful relationship chains. The Internet has 

become an important platform for social integration.  

It is noticeable that the Internet is no longer an abstract, virtual space, but 

rather it has penetrated all aspects of the real lives of citizens. While the Triple 

Revolution has contributed to the development of the network society and enabled 

individuals in China to join various networks, it also poses great challenges to the 

traditional hierarchical regulatory model as well. 
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1.2 Internet regulation in China 

Regulating the booming Internet has become an important issue in China. 

According to Wang and Hu (2016), when the Internet was first introduced into 

China in the 1980s, the Chinese authorities understood it as an advanced 

international technology, which could be used to promote modernisation in China. 

As a result, not many restrictions were put in place. In 1994, China’s information 

technology networks were officially connected to the international Internet, and 

began to extend to civilian and commercial uses. Since then, the Chinese 

authorities had started to formulate relevant regulations. In the early 21st century, 

the Internet has had a broader and more profound influence on the Chinese society 

and the daily lives of citizens. The Chinese authorities’ attitude towards the 

Internet has also undergone subtle changes. While taking advantage of the 

Internet to accelerate the processes of modernisation and globalisation, they have 

also attempted to construct a relatively controllable network. In this sense, the 

Chinese authorities have sought a delicate balance between open markets and a 

relatively closed political and social environment. 

Such an Internet policy had been maintained and strengthened over many 

years. Meanwhile, facing the increasing criticism of western countries on China’s 

strict control over the Internet, as well as the challenging idea that viewed the 

Internet censorship as barriers to trade in services under the WTO framework, the 

Chinese authorities sought political justification from the perspectives of national 

sovereignty and security (Wu, 2006; Lin, 2010; Yan, 2015). In 2010, the State 

Council Information Office of China (í¦̹ƺ̯¤}ģ) for the first time 
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published the Internet White Paper, describing the situation of Internet 

development in China, elaborating basic policies on the Internet and other related 

issues from the official stance. As the Internet White Paper points out, ‘the 

Internet is an important infrastructure facility for the nation’; ‘within Chinese 

territory the Internet is under the jurisdiction of Chinese sovereignty’; ‘the 

cyberspace sovereignty of China should be respected and protected’ (State 

Council Information Office of China, 2010). In 2014 and 2015, China’s President 

Xi Jinping emphasised cyberspace sovereignty and cybersecurity in several public 

speeches (Xi, 2014a; Xi, 2014b; Xi, 2015). All these statements show the Chinese 

authorities’ firm position towards cyberspace sovereignty.  

Cyberspace sovereignty also implies the equal application of Chinese law to 

cyberspace within Chinese territory. In the Internet White Paper, the basic 

principles of Internet regulation are articulated in this way: ‘China adheres to 

scientific and effective Internet regulation by law, and strives to improve an 

Internet regulation system combining laws and regulations, administrative 

supervision, self-regulation, technical supports, public supervision and social 

education’ (State Council Information Office of China, 2010). Actually, law has 

become the major technique of Internet regulation in China. To better regulate the 

Internet by law, the Chinese authorities have established a number of legislative 

documents to cover major aspects of Internet regulation on a rational and 

scientific basis. For example, the cyber law ‘pertaining to basic Internet resource 

management, information transmission regulation, information security guarantee 

and other key aspects’ (State Council Information Office of China, 2010) clearly 

defines rights, responsibilities and obligations of stakeholders. It provides the 

foundation for other legitimate means to regulate the Internet. 
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The Chinese authorities play a key role in the process of Internet regulation. 

They exercise the statutory power to carry out regulation over the Internet. To 

some extent, this reflects traditional regulatory mode based on hierarchical power 

relationships; however, this approach has been unable to fully satisfy the 

regulatory demands in the context of Triple Revolution. Drawbacks of 

conventional regulatory mode have often been criticised, such as multiple 

administrative interventions, overlapping administrative functions, asymmetry of 

powers and responsibilities, and inefficiency (Xi, 2013).  

Under such circumstances, the Chinese authorities have taken a series of 

measures to improve the legal system and to strengthen the institutional 

framework of Internet regulation. Functions of relevant regulatory bodies have 

been integrated to act jointly in the process of Internet regulation. In 2011, the 

Cyberspace Administration of China (íĦ=ʛʐhŴ¤}ģ) was founded as a 

coordinating institution for Internet regulation. In 2014, the Office of the Central 

Leading Group for Cyberspace Affairs (*ċʐʉĚ|ßhŴ¬͏īĮʀ) was 

founded to take leadership in Internet regulation. Under the leadership of the 

Central Leading Group for Cyberspace Affairs, the Cyberspace Administration of 

China was reorganised and was assigned functions of Internet content regulation 

and of supervision of Internet law enforcement. This institutional reform indicates 

the determination of the Communist Party of China (hereinafter referred to as the 

CPC) to lead Internet regulation in China. It also shows that cybersecurity and 

informatisation have become major concerns for both the CPC and the 

government. 

Facing opportunities and challenges brought on by the Triple Revolution, 

the Chinese authorities have not only focused on Internet regulation on a national 
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basis, but also taken initiatives towards global network governance. China has 

participated in existing international organisations, for example, the International 

Telecommunication Union (ITU), the Internet Corporation for Assigned Names 

and Numbers (ICANN), the Internet Governance Forum (IGF) and the World 

Summit on the Information Society (WSIS), and made positive contributions to 

their activities. In addition, China has constantly strengthened its communication 

and cooperation with other countries, especially in areas of cybersecurity and 

online crime. 

Recently, China has attempted to shift its role from a participant of global 

network governance to an architect of international cyberspace order. Senior 

Chinese officials frequently deliver speeches about global Internet governance on 

international forums. Meanwhile, several platforms have been set up to give voice 

to China’s perspective, such as the World Internet Conference held in Wuzhen, 

China. China’s President Xi Jinping attended the second conference and made a 

keynote speech, putting forward four principles and five proposals for jointly 

building ‘a community of shared destiny in cyberspace’ (Xi, 2015). In 2017, the 

International Strategy of Cooperation on Cyberspace was approved by the Office 

of the Central Leading Group for Cyberspace Affairs (*ċʐʉĚ|ßhŴ¬͏

īĮʀ) and released by the Cyberspace Administration of China (íĦ=ʛʐh

Ŵ¤}ģ) and the Ministry of Foreign Affairs (ą?̞). It sets the strategic 

objectives as follows: 

to resolutely safeguard China’s sovereignty, security and development 

interests in cyberspace; to guarantee the secure and orderly flow of 

information on the Internet; to improve the international interconnection and 

interworking; to maintain the peace, security and stability in cyberspace; to 
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enhance the rule of international law in cyberspace; to promote the 

development of global digital economy; to deepen the mutual exchanges 

and mutual learning of cyber culture, so that achievements of Internet 

development will benefit the world and benefit people of all countries.1  

These developments indicate China’s intention to take the initiative in the process 

of global Internet governance and to become a global cyber power. 

 

2. Purpose of the research project 

This study aims to investigate the current Internet regulatory mechanism in China 

from a legal perspective. It seeks to answer the research question: what is the 

Internet regulatory mechanism constructed by law in China? To be more specific, 

what are the elements in this mechanism? How do these elements constitute the 

mechanism? What tools and measures does Chinese law provide to support the 

operation of this regulatory mechanism? Furthermore, this study attempts to use 

Foucault’s theory of governmentality to reach an in-depth understanding of 

China’s situation, and to construct a theoretical model of the Internet regulatory 

mechanism in China.  

 

3. The significance of the research 

This study makes theoretical contributions to the literature. Although studies on 

the Internet in a Chinese context are extremely numerous, most of these focus on 

individual issues with a micro perspective, and only very few of these aim at an 

overall view of the whole regulatory mechanism. The most significant 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
1!Wangluo Kongjian Guoji Hezuo Zhanlue (ʐʉɠ̮í̷Ð^ƃȵ) [International Strategy of 

Cooperation on Cyberspace] (promulgated by Cyberspace Administration of China & Ministry of 
Foreign Affairs, Mar. 1, 2017) (http://www.fmprc.gov.cn/) (China). 



! 11 

contribution of this study is to provide a theoretical model of the Internet 

regulatory mechanism in China at a macro level through the comprehensive 

overview of China’s Internet law; this regulatory framework is then open to be 

tested in the empirical case study. The application of this model would help to 

understand the whole Internet regulatory ecosystem in China as well as certain 

Internet phenomena. 

This study corrects assumptions previously made about China’s Internet 

regulatory mechanism. Internet regulation in China has long been considered to 

follow a hierarchical approach. However, this study suggests that Internet 

regulation in China does not follow either a complete top-down approach, nor the 

multistakeholder approach proposed by mainstream international Internet 

governance organisations. Instead, it takes full advantage of both aspects to 

develop an Internet regulatory mechanism that emphasises dual functions of 

external defense and internal control, as well as its incorporation of hierarchical 

regulation and horizontal monitoring. This mechanism represents a necessary 

innovation to address challenges brought on by the Triple Revolution to the 

traditional regulatory approach. Based on the comprehensive legislative document 

analysis, this mechanism has further been presented in detail, offering the Internet 

panoptic-fortification model for an intuitive account. 

In addition, this study extends the governmentality research to the area of 

Internet studies, which has seldom been done in previous studies. Although some 

have used the metaphor of panopticon to illustrate Internet surveillance, these 

authors have not gone further to elaborate the governmentality theory, leaving 

room for the current study. This study also verifies the feasibility of the 

governmentality theory as an approach to interpret the Internet regulatory 
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mechanism in China. Both the general conceptual framework of this theory and 

specific measures documented correspond to the overall situation in China, 

especially in regard of the use of ideological control to train individuals in an 

imperceptible social process. Thus, this study extends the applicability of the 

governmentality theory to a new research field, while this theory also provides a 

new perspective from which to interpret the Internet regulatory mechanism, 

contributing to a new understanding. 

 

4. Definitions 

4.1 Governmentality 

Governmentality is a term developed by Michel Foucault, referring to the way in 

which the state exercises its power to control the population as a whole, while also 

governing individuals by guiding, shaping and channelling their conduct. In 

addition to the centralised control, it also emphasises the dispersion of power 

among members of a population. It aims not only to govern the society according 

to a perceived ideal, but also to cultivate each individual towards an ideal 

citizenship. As a result, governmentality is considered as the art of governing. 

According to Mehta and Darier (1998), three components constitute 

governmentality: (1) a centralisation of power around government institutions, (2) 

an intensification of the effects of power at the levels of both the entire population 

and the individual, and (3) the emergence of new forms of knowledge that are 

useful for the implementation of both of these components. 

The panopticon is an example, introduced by Foucault, that is frequently 

cited to illustrate the term ‘governmentality’. As shown in Figure 1, this model of 
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prison, which was conceived by Jeremy Bentham, adopts a ‘one-way, hub-and-

spoke structure, with unidirectional links to its ends’ (Benkler, 2006, p. 212). The 

‘hub-and-spoke’ architecture allows few guards to watch a large number of cells. 

The partitions between the cells make it impossible to communicate, to avoid 

group dynamics or solidarity. Based on this architectural design, prisoners are 

under the constant potential of being seen without seeing. The expected result is a 

more effective institution, where the concentration of power facilitates the 

observation, classification, comparison and, ultimately, the management of 

subjects (Foucault, 1977). 
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Figure 1. Jeremy Bentham’s plan of the panopticon (1791). 

 

4.2 Sources of law in China 

This study is conducted from a legal perspective, with its focus on the Chinese 

law2. The legal system in China shares most characteristics of the European civil 

law tradition, where statutes are valued. There are several kinds of sources of law 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
2 If not otherwise specified, the jurisdiction of the Chinese law is within the!territory of mainland 
China (not including Hong Kong, Macao and Taiwan). 
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in China, including formal sources enshrined in Law on Legislation3 and other 

legislations, and informal sources. All kinds of sources of law are made in 

accordance with the statutory limits of authorities and procedures, with a 

hierarchy among different sources of law. In particular, the following sources of 

law are involved in this thesis. To distinguish these specific sources of law, the 

title for each will be capitalised throughout the thesis when used in this technical 

sense. 

(1) Laws (Ȃť). This term refers to normative legal documents, decisions 

and resolutions made by the National People’s Congress of the People’s Republic 

of China (hereinafter referred to as the NPC) and its Standing Committee (*°

Aǻ~ßí|íAǻIʺĈU¿�ł¦ēÜU) in accordance with the 

statutory limits of their authorities and procedures. This is the most important 

source of law in China, with a legal authority lower only than the Constitution. 

(2) Administrative Regulations (ʸƱȂ˂). This category consists of 

normative legal documents, decisions and orders regarding national administrative 

activities made by the State Council (í¦̹) in accordance with the statutory 

limits of its authorities and procedures. This is a formal source of law, designated 

by Law on Legislation, and its legal authority is lower than that of the 

Constitution and of Laws. 

(3) Rules issued by Departments under the State Council (hereinafter 

referred to as Departmental Rules) (̞̫˂�). These are normative legal 

documents made by ministries and commissions under the State Council, the 

People’s Bank of China, the National Audit Office, and institutions directly under 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
3 See Lifa Fa (ɣȂȂ) [Law on Legislation] (promulgated by National People’s Congress, Mar. 
15, 2000, effective July 1, 2000) (Lawinfochina) (China). 
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the State Council, in accordance with the statutory limits of their authorities and 

procedures. Departmental Rules are made to implement Laws and Administrative 

Regulations. This is a formal source of law that can be cited in judicial 

proceedings. Its legal authority falls below that of Administrative Regulations. 

(4) Judicial Interpretations (ÎȂ˄̡). These interpretations are made by 

the Supreme People’s Court (ǐ͝AǻȂ̹) and/or the Supreme People’s 

Procuratorate (ǐ͝AǻǪĩ̹) to address questions of the specific application 

of laws in judicial proceedings. Following the tradition of civil law system, 

judicial cases in China do not establish binding precedents. However, they do 

resolve some common problems and difficulties in relation to specific cases. 

Judicial interpretations are official summaries of previous judicial practices, and 

have been confirmed as a kind of formal sources of law in China by Law.4  

(5) Administrative Normative Documents (ʸƱ˂ʬůƷM). This category 

includes decisions, orders and measures with general binding force that are made 

by state administrative organs according to their legal authorities and legal 

procedures, in order to implement Laws, Regulations or other higher-level 

legislations (Shen & Zou, 2007). This research focuses on legislative documents 

with nationwide legal effects; therefore, only Administrative Normative 

Documents issued by Departments under the State Council are studied. In contrast 

to formal sources of law, Administrative Normative Documents can neither be 

legal basis nor reference in judicial practice, partly because they do not experience 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
4!See Quanguo Renmin Daibiao Dahui Changwu Weiyuanhui Guanyu Jiaqiang Falu Jieshi 

Gongzuo de Jueyi (|íAǻIʺĈUł¦ēÜU�<¥ŚȂť˄̡ĺ^Ⱥ�ˎ) [Resolution 

of the Standing Committee of the National People’s Congress on Strengthening Legal 
Interpretation] (promulgated by the Standing Committee of the National People’s Congress, Jun. 

10, 1981, effective Jun. 10, 1981) (Lawinfochina) (China).!
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complicated procedure of administrative legislation as Departmental Rules do, 

and partly because they are abstract administrative acts that could be reviewed and 

even overturned during the process of administrative reconsideration on specific 

administrative acts.5 However, in the administrative practice, Administrative 

Normative Documents are featured by the general binding forces on non-specific 

objects, and play a role similar to formal sources of law. As a result, 

Administrative Normative Documents are considered as an informal source of law 

in this research project. 

 

4.3 Stakeholders in Internet regulation  

In this study, stakeholders in Internet regulation are recognised and divided into 

the following categories, including: 

(1) The authorities. In this study, this category refers to the central and state 

organs in charge of Internet-related affairs; the specific composition of these 

authorities is discussed in Chapter 4. 

(2) ISPs. This category consists of basic telecommunication business 

operators, Internet access service providers and Internet content service providers. 

Basic telecommunications providers construct and operate telecommunications 

infrastructure. By the end of 2016, there are four basic telecommunications 

providers in China: China Mobile, China Unicom, China Telecom, and the China 

Broadcasting Network (Gu, 2016). Internet access service providers provide 

specialised Internet access services for end users by using the telecommunication 
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
5 See Zhonghua Renmin Gongheguo Xingzheng Fuyi Fa (*°Aǻ~ßíʸƱĄˎȂ) 
[Administrative Reconsideration Law of the People’s Republic of China], art. 7 (promulgated by 

the Standing Committee of the National People’s Congress, Apr. 29, 1994, revised Aug. 27, 2009 

& Sep. 1, 2017) (Lawinfochina) (China). 
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infrastructure to connect service nodes to Internet backbone networks. In addition, 

numerous Internet content service providers provide comprehensive Internet 

information services and value-added services for end users, such as Sina and 

Baidu. 

(3) Internet users. This category refers to end users who access the Internet 

within the territory of China.These end users include individuals, legal persons 

and other organisations. 

 

5. Organisation of the research project 

Overall, this study seeks a comprehensive and in-depth understanding of China’s 

Internet regulatory mechanism in the context of the Triple Revolution. Based on 

the literature review and preliminary research, a conceptual model is developed in 

Chapter 2. Following Foucault’s theory of governmentality, this study develops 

the Internet panoptic-fortification model to represent the Internet regulatory 

mechanism in China, emphasising the mechanism’s functions of internal control 

along with external defense, in pursuit of the goal of cybersecurity.  

To further verify the Internet panoptic-fortification model, both normative 

and empirical approaches are employed, as introduced in Chapter 3. Legislative 

document analysis is the major research method in this study. By collecting, 

coding and analysing valid Chinese Internet law issued on or before December 31, 

2016, this study investigates the overall structure and specific details of China’s 

Internet regulatory mechanism. Meanwhile, a case study offers a further test of 

the feasibility of the Internet panoptic-fortification model in practice.  

Results of the legislative document analysis offer considerable information 

about China’s Internet regulatory mechanism and strongly support the theoretical 
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model. Chapter 4 examines elements of the Internet panoptic-fortification model 

in detail, and explains how this conceptual model is built step by step. On this 

basis, Chapter 5 further investigates the interactions among these elements, to see 

how the Internet panoptic-fortification is operated to achieve the goal of 

cybersecurity. It argues that China has developed a hybrid Internet regulatory 

mechanism, which values both external defense and internal control, and which 

combines hierarchical regulation with horizontal monitoring, in order to better 

suits contemporary network society. 

The normative analysis is followed by an empirical case study, in Chapter 6, 

exploring how issues regarding the Occupy Movement in Hong Kong (hereinafter 

referred to as the Occupy Movement) were regulated on the Internet in mainland 

China. This typical case presents strategies and techniques that are often adopted 

in the process of Internet regulation, and provides an empirical verification of the 

Internet panoptic-fortification model. Finally, conclusions and implications for 

future research are provided in Chapter 7. 

It should be noted that, since this study focuses on China’s Internet 

regulatory mechanism, and adopts legislative document analysis as its major 

research method, it inevitably involves a large amount of translations from 

Chinese. In order to avoid ambiguities due to translations, some Chinese terms are 

cited in the text, and legislative provisions are quoted in notes for reference.  
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Chapter 2 – Literature review 

This chapter reviews previous studies and develops the conceptual framework for 

the current research project. First, it traces the history of development of theories 

and practices on Internet regulation, paying special attention to the change of 

attitudes and actions towards Internet regulation. Then it focuses on research 

concerning Internet regulation in China. China’s adherence to the principle of 

cyberspace sovereignty, and its strict Internet censorship, have been widely noted. 

Most studies to date introduce relevant measures, tools and cases of Internet 

regulation in China, providing information in this regard. In some theory-driven 

research, emphasis has also been placed on the efforts by the authorities to lead 

Internet regulation initiatives. Meanwhile, the participation of other stakeholders 

has been recommended as an important supplementary factor. However, the lack 

of theoretical analysis on China’s Internet regulatory mechanism reveals the 

demand for research based on a broader vision that would contribute to a deep 

understanding. 

This chapter also reviews Internet studies based on the theory of 

governmentality, and examines the metaphor of the panopticon in Internet studies. 

This body of research has shown that governmentality theory is suitable for 

Internet research in general and the study of China in particular. The current study 

develops the panopticon metaphor into a more elaborate panoptic-fortification 

model to illustrate China’s Internet regulatory mechanism. This model fully takes 

into consideration both external defense and internal control as aspects of 

cybersecurity in its quintessence. The conceptual model is then tested in relation 

to both normative and empirical arguments. 
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1. Previous studies 

1.1 The rise of Internet regulation 

At the initial stage of the birth and development of the Internet (1957 � 1990s), 

the Internet was often considered as a separate space distinguished from the real 

space, called ‘cyberspace’, with few regulations imposed (Palfrey, 2010). More 

attention was put on technical support and governance practices, in order to settle 

key issues and problems in the development of the Internet. At this stage, a 

number of key protocols were developed, including Transmission Control 

Protocol/Internet Protocol (TCP/IP) (1974), Domain Name System (DNS) (1985) 

and HyperText Markup Language (HTML) (1991). Meanwhile, several important 

Internet governance organisations were founded, such as Internet Architecture 

Board (IAB) (1975), Internet Assigned Numbers Authority (IANA) (1989), 

Internet Society (ISOC) (1992) and ICANN (1998) (Kleinwächter, 2014). 

Based on the Internet’s key features, technical communities tended to 

envision a network utopia that would eliminate traditional hierarchical governance 

structures and rules, and that would be merely regulated by ‘rough consensus and 

running code’ (Clark, 1992). During this period, the Harvard Information 

Infrastructure Project (HIIP) coined the term ‘Internet governance’ defined 

narrowly as ‘a mechanism of the management of the borderless Internet’ that ‘was 

executed primarily by the technical community... without the direct involvement 

of governments’ (Kleinwächter, 2009, para. 1). 

In the late 1990s and early 21st century, the Internet experienced 

commercialisation and began to reach the global masses. At first, Internet 
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regulation was proposed and implemented under the telecommunications 

regulatory framework, treated in the way similar to the telephone regulation 

(Ehrlich, 2014). As an extension of the common carrier concept that had long 

been used in telephone regulation, the net neutrality principle was raised, which 

demands the equal treatment of all data on the Internet. Yet with the development 

and popularisation of the Internet, the net neutrality principle was challenged. It 

was argued that the Internet service should be regarded as an information service 

rather than merely as a telecommunications service (Ehrlich, 2014), and should 

undergo corresponding regulation. Indeed, the magic power of the Internet lays in 

its capacity to connect people from all around the world, and to facilitate the 

communication and information distribution at very low cost. Consequently, the 

Internet brought a series of benefits to the real society. Meanwhile, various kinds 

of problems that arose in the offline environment also found their way in the 

cyberspace (Palfrey, 2010).  

Facing these substantial social changes brought on by the Internet, the 

Internet pioneers’ vision of a network utopia without government intervention 

seemed increasingly impossible both from a theoretical and a practical point of 

view. It was mainly due to that, merely from the technological perspective, the 

borderless and open qualities of the Internet made it hard to regulate within 

specific geographic boundaries; yet any technology was related to human 

behaviours, and became inseparable from real lives. In this sense, it suggested the 

justification of government’s involvement, with some regulatory responses.  

In view of this shift, scholars from social science communities began to take 

part in the discussion, bringing fresh insights to Internet regulation, including new 

subjects, objects, tools and drives affecting governance. Lawrence Lessig (1999, 
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pp. 87–90) listed four interdependent constraints for Internet regulation, including 

the law, the norms of the Internet organising committees and user communities, 

the market and the whole technological architecture of the Internet (summarised 

as ‘code’). He further maintained the significance of the law within this system 

(Lessig, 2006, pp. 125–132). Yochai Benkler (2000) conceptualised regulation at 

three layers of Internet, including a physical infrastructure layer, a code or logical 

layer and a content layer.  

Based on critical observation and research on Internet regulation practices, 

Lawrence Solum (2009) argued that regulation of the technical infrastructure of 

the Internet had implications for the regulation of applications and content. He 

further proposed the following modes for Internet regulation: (1) cyberspace and 

spontaneous ordering, (2) transnational institutions and international organisations, 

(3) code and Internet architecture, (4) national governments and law, and (5) 

market regulation and economics. Milton Mueller (2010) pointed out four driving 

forces affecting Internet governance: critical Internet resources, content regulation, 

security and intellectual property; he argued that the governance of each aspect 

should be based on its specific attributes, such as public versus private, or rights 

versus contracts. Following this discussion, Jan van Dijk (2012) recognised four 

actors in Internet regulation: governments, Internet communities (including both 

self-regulatory bodies and online communities of affinity), corporations and 

designers of architecture software and security systems. He argued that ‘in the 

first decade of the 21st century, control has shifted from governments and Internet 

communities to the market and the technical standards that are all but neutral 

technologies, both of them backed by new legislation’ (p. 143).  
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It is obvious that Internet regulation has inevitably become reality. A 

collaborative research project, the OpenNet Initiative, studied the Internet filtering 

situation in 70 states covering every region of the world, and found that content 

regulation was norm in almost all states (Palfrey, 2010). However, there has been 

no uniform model of Internet regulation. Facing the opportunities and challenges 

brought on by the Internet, some states, such as China, have called for stronger 

regulation. Comprehensive mechanisms and measures have been explored and 

implemented to meet different regulatory demands. 

Stepping into the 2010s, the Internet has shown an almost magical power to 

connect everyone and everything. It is no longer an abstract, virtual space, but is 

now part of real lives of billions of people globally. Under this circumstance, the 

complexity of Internet regulation is increasing dramatically. Meanwhile, more and 

more points of control have appeared, interacting with each other, and might 

contribute to a more effective regulatory mechanism. 

In this phase, the idea of the borderless Internet has been challenged by the 

multilateral approach that emphasises state sovereignty. At the state level, the 

militarisation of cyberspace has happened, and the online environment has been 

considered as ‘a strategic domain and a potential zone of warfare’ (Palfrey, 2010). 

In this process, states and governments have played and would play the leading 

role (Drake, 2014). At the same time, companies, organisations, online 

communities and even Internet users also participate in the Internet regulation to 

claim for their rights and interests. 

Mueller (2010) further used a quadrantal diagram to describe the new 

Internet political ecosystem. In the spectrum he depicted, the nation-state axis 

ranging from transnational to national, defining ‘the status of the territorial nation-
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state in communications governance’, while the networking-hierarchy axis 

indicated the preferred solution to Internet governance problems. ‘These two axes 

form a political space that can provide some structure to the political discourse 

over the future of Internet governance’ (pp. 255–264). 

 

1.2 Research on Internet regulation in China 

In Mueller (2010)’s depiction of the cyberspace political ecosystem, China is 

typical of the lower-right quadrant, where national sovereignty is articulated to 

hierarchical mechanisms to regulate the Internet. Indeed, China has developed ‘a 

governance model that prioritizes security over liberty, emphasizes nationalism 

over freedom, and promotes state-centered multilateralism over multi-stakeholder 

partnership’ (Hong, 2014, Abstract, para. 1). The OpenNet Initiative considered 

China as a typical case of Internet regulation, which had instituted the most 

intricate regime in the world ‘at multiple levels of the network and covering 

content that spans a wide range of topic areas’ (Palfrey, 2010, p. 8). The Chinese 

approach of Internet regulation has been subject to worldwide concern over a long 

time frame. 

Among innumerable articles and reviews on Internet regulation in China, a 

body of studies introduces relevant measures, instruments or cases for studying 

the phenomena in question. For example, the Beijing Internet Information Office 

organised the compilation of a series of basic studies on the Internet, concerning 

Internet legislation, Internet access services, cybersecurity and Internet profit-

making modalities (Beijing Internet Information Office, 2014a; Beijing Internet 

Information Office, 2014b; Beijing Internet Information Office, 2014c; Beijing 
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Internet Information Office, 2014d). Ma Zhigang (2014) classified the Internet 

regulation institutions of various countries, including China, into the following 

categories: (1) institutions for Internet infrastructure management, (2) institutions 

for Internet services and applications, (3) institutions for Internet content 

regulation, (4) institutions for Internet rights protection, and (5) institutions for 

cyberspace security. Meanwhile, Ma emphasised that Internet regulation 

institutions are ultimately determined by a country’s ruling regime. 

In spite of numerous studies that have provided a lot of information 

regarding Internet regulation in China from both normative and empirical 

perspectives, only a few of them are theory-driven. In addition to the five models 

summarised by Solum (2009), Jiang Min (2010, 2013) presented the Chinese 

model as neo-authoritarianism model, as it ‘modifies open Internet architecture, 

prioritizes national government control, distorts market mechanisms, and 

substantially limits individual freedoms online’ (Jiang, 2013, Extended Abstract, 

para. 1). Jiang’s research traced the history of Internet regulation in China, and 

analysed the Chinese authorities’ efforts to legitimate cyber policies in areas of 

economy, nationalism, ideology, culture and governance, which received mass 

compliance. Jiang’s arguments identify key features of Internet regulation in 

China, and point to directions for further theoretical research. However, although 

Jiang has mentioned the Great Firewall of China and the multi-layered national 

approach to censorship, she does not develop a model of the whole mechanism, as 

the current study is committed to do. 

Zheng Yongnian’s study (2014) explored interactions among the Internet, 

state and society in China. Starting from the relationship between science and 

democracy, Zheng pointed out that the Chinese authorities inevitably faced two 
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conflicting requirements: promoting the economic development while maintaining 

the political control. Two corresponding mechanisms were established to support 

these two ends. The regulatory mechanism was developed mainly for 

administrative purposes, while the controlling mechanism was subject to political 

demands. Zheng used this framework to illustrate the central authorities in charge 

(p. 81). He further discussed China’s Internet access strategy, content filter system, 

and foreign access policy, which offer useful points of departure for the current 

study. However, Zheng’s research does not focus too much on Internet regulation, 

so relevant discussion seems to be fragmentary, based on other priorities. 

Other relevant theoretical research has concentrated on specific topics or 

fields of discourse. One research area is Internet censorship in China. Liu Bing 

(2007) used economic theories to analyse China’s Internet content regulatory 

mechanism, reaching the conclusion that top-down control, plus a ‘third party’ 

supervisory institution, would be the best alternative for Internet content 

regulation. On this basis, he established an improved framework for regulation, 

where self-regulation and moral education were proposed as important 

supplements to governmental regulation. Liu’s proposal offers a relatively clear 

framework to investigate China’s Internet regulatory mechanism.  

Li Yonggang (2009) adopted a policy analysis approach to investigate 

online expression and its regulation. His study examined how the Chinese 

authorities applied traditional regulatory approaches successfully to cyberspace. 

He interpreted the action logic of key roles in Internet regulation, including the 

central government, various departments and local governments. He also pointed 

out that enhancing the virtue of citizens and urging governments to assume their 

responsibilities would offer a path out of Internet regulatory problems.  
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Both studies recognise the leading role of governments in Internet 

regulation, and suggest that the participation of multiple stakeholders is the 

direction of Internet regulation in the future. This view is also supported by Greg 

Austin’s research (2014). When studying the history of China’s process of 

informationisation and the policy values involved, Austin recognised the key role 

exercised by the Chinese authorities, and revealed the conflict of values that could 

arise between the ruling party and other stakeholders.  

Meanwhile, several other scholars have addressed specific aspects of 

Internet regulation in China. For example, Henry Hu (2011) analysed the crucial 

role of ISPs in China’s Internet regulation with an emphasis on the Great Firewall 

at the national level and ISP censorship at the local level. Bai Jing’s legal study 

(2013) concluded that the joint liabilities of ISPs for Internet users’ behaviours led 

to the more robust censorship conducted by ISPs, which facilitated government 

surveillance. Hong Shen (2014) examined China’s history of extraterritorial 

Internet management to explore the country’s stance towards global Internet 

governance. However, the lack of theoretical analysis of China’s Internet 

regulatory mechanism as a whole calls for research with a broader vision and a 

deeper understanding. 

Legal studies represent an important branch of research on Internet 

regulation. China’s Internet regulatory mechanism is supported by a 

comprehensive legal framework. By regulating the construction of infrastructure, 

Internet access, and Internet content, cyber law empowers the Chinese authorities 

with overall control of the Internet within Chinese territory (Hu, 2008, p. 319). 

The approach of legal studies is therefore the most appropriate one with which to 

examine Internet regulation in China. Although a number of previous studies have 
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taken a legal perspective, most of them face similar problems. Some merely 

provide relevant legal information, without theoretical analysis or interpretation 

(Xue, 2010; China Academy of Information and Communications Technology & 

Tencent Research Institute, 2013; Beijing Internet Information Office, 2014a). 

Others focus on the micro level, concerning specific legal issues such as freedom 

of expression and personal data protection. China’s legal environment for Internet 

regulation needs to be theorised at a macro level, a gap the current research 

project aims to fill. 

 

1.3 Introducing governmentality to Internet studies 

The current study introduces the governmentality theory as the basis of a deeper 

understanding of China’s Internet regulatory mechanism. The term 

‘governmentality’ was coined by Michel Foucault to characterise modern forms 

of power. From a Foucauldian perspective, such forms of power include ‘any 

attempt to control or manage any known object’ (Hunt & Wickham, 1994, p. 78). 

Foucauldian governmentality takes into account both the diffusion of micro-

powers and the aggregation of such powers at the level of the state and other 

institutional levels. Foucault also drew attention to the methods of observation, 

recording and training used to achieve such governance (Foucault, 1977; Mehta & 

Darier, 1998). 

The governmentality theory has been used to investigate issues of health, 

education, environment, community and religion. Some studies have already 

applied this conceptual framework to Internet research. In a study of law in 

cyberspace, James Boyle introduced Foucault’s suggestive insights concerning 

‘the subtle private, informal and material forms of coercion that are enforced 
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through “surveillance” and “discipline”’ to analyse the ways in which power was 

exercised on the Internet (Boyle, 1997; Wacker, 2003, p. 60).  

In their research on electronic governmentality, Mehta and Darier (1998) 

used Foucault’s analysis of the panopticon to examine various effects of the 

Internet on governments, social structures and individuals. In conclusion, they 

found the Foucauldian concept of governmentality helpful in understanding these 

issues, while empirical research into the Internet enabled them to evaluate the 

relevance of their theoretical framework. Delmas (2007) presented multiple 

regimes of governmentality of the Internet. But his main focus was at the 

international level, and did not develop the concept of governmentality. Braman 

(2009) analysed the convergence of media law and policy from perspectives of 

government, governance and governmentality. According to her, ‘govermentality 

contributes to legal globalization in the areas of legal consciousness, cultural 

citizenship and popular culture’ (p. 103). Her article also mentioned that scholars 

from law schools differ in their analytical approaches from those based in 

communications or media studies departments, calling for a cross-fertilisation 

between legal scholarship and media studies. Generally speaking, research on 

Internet has not fully explored such an analytical approach, leaving room for the 

current study. 

Most governmentality studies focus on developed liberal democratic 

societies, and preclude considerations of governmentality in non-western and non-

liberal settings. Recent studies have broken new ground by applying Foucault’s 

concept of governmentality to the Chinese context. The collection of essays 

China’s governmentalities: Governing change, changing government (Jeffreys, 

2009) certainly fulfilled its goal of decolonising governmentality studies and 
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brought Foucauldian theories into critical dialogue with China Studies (Bao, 

2011). In conclusion, it suggested the emergence of ‘a hybrid socialist–neoliberal 

form of political rationality’ in Chinese society, ‘one that is both authoritarian in a 

familiar political and technocratic sense and yet also seeks to govern certain 

subjects through their own autonomy’ (Jeffreys, 2009, p. 4). However, none of the 

book’s contributors addressed the Internet issues. In fact, the Chinese authorities 

view the Internet from a fundamentally utilitarian perspective, in relation to their 

twin goals of economic development and social stability. This provides the 

premise for applying the governmentality theory in the current research project.  

One relevant study addressed the governmentality of mass supervision in 

China (Gorman, 2012). Built on Foucault’s description of ‘a decentralized 

network of power’ (p. 10), it explored the social interactions between the Chinese 

authorities and the civil society, through an investigation of the ‘human flesh 

search’. From Gorman’s perspective, after the Reform and Opening in the 1970s, 

the governance of Chinese society was directed at rational, political ends rather 

than simply the ‘truth’, and individuals were interpreted as independent subjects 

by the state. This provided the social foundation for introducing governmentality 

theory. He further pointed out:  

although its origins and development are quite different from that of western 

liberal states, Chinese governmentality, nevertheless, borrows many of the 

techniques of governmentality investigated by Foucault in liberal societies, 

and his theory of governmentality is central to understanding the strategies 

and methods of the CCP [Chinese Communist Party] (Gorman, 2012, pp. 

14–15). 
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Gorman’s research identified the baseline and strategies animating the Chinese 

authorities’ stance towards online mass supervision. The social and political 

background of Chinese society provided in Gorman’s study applies equally to the 

current research project. 

Mass supervision is also a major focus in this study. Yet Gorman’s research 

focuses on a bottom-up supervision, targeting the authorities, while the current 

study extends the concept of mass supervision to monitoring each other at the 

same level. Also, the current study is more ambitious than that of Gorman, aiming 

to illuminate the whole Internet regulatory mechanism. The analytical approach 

and findings of Gorman’s study are useful to provide a point of departure for the 

current research project.  

 

1.4 The panopticon and the Internet 

The panopticon offers an ideal model for governmentality research. The concept 

was published by the founder of utilitarianism, Jeremy Bentham, and was cited 

and developed by Michel Foucault in his book Discipline and punish (1977). The 

structure of the panopticon forces each prisoner to behave as if they were being 

watched at all times, thus maintaining the regular operation of the prison at 

minimum cost.  

Entering the digital age, the panopticon model has been widely used in 

Internet studies. For example, Zuboff (1988) used the architectural strategies of 

the panopticon as a metaphor to describe how information systems translated, 

recorded, and displayed human behaviour. Lyon (1994) viewed the panopticon as 

a powerful and compelling metaphor for understanding electronic surveillance. In 
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his book The electronic eye: The rise of surveillance society, he investigated how 

personal details were stored in computer databases.  

Some scholars have introduced or created related concepts to narrow the 

focus of the panopticon metaphor in Internet surveillance research. One 

innovation is the term super-panopticon proposed by Mark Poster (1995), who 

discussed similarities between databases and the panopticon while arguing that, 

compared to the panopticon, databases provided enhanced surveillance, allowing 

for ‘a more enhanced and effective monitoring as they can be moved in space and 

persist over time’ (Jonsson, 2006, p. 198). The term super-panopticon was thus 

used to refer to this kind of surveillance supported by databases. 

Generally speaking, in contemporary Internet research, the panopticon 

metaphor represents a form of centralised power that uses information and 

communication technology as observational tools and means of control. It is often 

connected with databases, owners of which are usually considered to exercise 

power through Internet surveillance. In addition, discussion of the digital 

panopticon usually concerns issues of privacy and personal information. 

Allmer (2010) classified studies on this topic into two categories. One set 

features the non-panoptic notion of Internet surveillance based on a value-neutral 

or positive conception. According to this non-panoptic notion, Internet 

surveillance was understood as a useful and effective management tool, and as a 

fair method and procedure for monitoring individuals online. The other set of 

studies featured the panoptic notion of Internet surveillance and observed the 

increasing power, control and surveillance possible in the era of the Internet. This 

approach considered online surveillance to be negative and accompanied by 

coercion, repression, discipline, power and domination. Nevertheless, panoptic 
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control may not necessarily be positive or negative. Any techniques and measures 

used serve specific purposes and reflect a certain value orientation; the evaluation 

of the digital panopticon therefore still depends on its context. 

While a majority of contemporary surveillance scholars still accept the 

panopticon metaphor, some scholars question whether it is available in the digital 

age. For example, Dupont (2008) considered the Internet as an anti-panopticon. 

From his perspective, the panopticon was based on hierarchy, but the Internet 

allowed people to connect with each other and form horizontal networks. As a 

result, the Internet has moderated the distribution of power instead of reinforcing 

its concentration. Dupont’s main arguments came from the proposition that the 

Internet functioned under entirely different premises from those of the panopticon.  

However, as van Dijk (2012) noted, networks are polycentric by definition. 

The panopticon emphasises centralisation, whereas the Internet facilitates the flow 

of information and promotes the formation of networks, these dynamics do not 

necessarily oppose to one another. It should be noted that the Foucauldian 

panopticon is used to define ‘power relations in terms of the everyday life of men’ 

(Foucault, 1977, p. 205). Taking into consideration the complex social structure 

and power/knowledge relationships that provide its immediate context, the 

Internet as a horizontal network becomes a questionable assumption. The digital 

divide and Internet censorship are typical examples used to illustrate the gap 

between the imagination of the Internet and its reality. Thus, against the idea of 

anti-panopticon, this study proposes that applying the panopticon metaphor in the 

Internet research should fully take the social context into consideration. The social 

structure of concentrated power has not been fundamentally changed, and its 

chilling effect could even become more significant in the digital age.  
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So far, in terms of the panopticon, most Internet studies have been confined 

to the influence of databases, with little attention paid beyond. In addition to the 

disruptions brought on by technological innovation, China has institutionalised 

the panoptic mechanism to strengthen its surveillance and control over the 

Internet. The current study attempts to develop the panopticon metaphor to model 

the Internet regulatory mechanism in the Chinese context. 

 

2. Conceptual framework 

Based on this literature review and preliminary research, a conceptual framework 

is offered to more clearly illustrate the Internet regulatory mechanism in China. 

The framework incorporates the economical and efficient design of the 

panopticon, but includes improvements made to adapt to China’s Internet 

regulatory ecosystem. Considering that the panopticon’s features of closure and 

separation run contrary to the open feature of the Internet, another metaphor is 

sought to specify the conceptual framework more precisely. 

In this study, panoptic-fortification is proposed to replace the panopticon as 

a model for China’s Internet regulatory mechanism. In essence, the Internet 

panoptic-fortification is a fortification with an emphasis on the sovereign space, 

which suggests both function of defense towards the foreign space and function of 

control towards the sovereign space. Thus, the use of the fortification concept in 

this study is based on the principle of cyberspace sovereignty. Inside the 

fortification, a panoptic design is adopted to exert the control over the whole 

population and each individual. The term ‘panoptic’ means that seeing the whole 

at one view. In this sense, the panoptic design focuses on insight into everything 

from a focal point. Panopticon is a typical design that applies the panoptic concept 
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to a prison. Yet, the panoptic design has a broader range of applications. In this 

study, combination of the panoptic design and the fortificated design contributes 

to an enhanced defensive and controlling mechanism. 

On the one hand, the Internet panoptic-fortification model retains the 

essential characteristics of the panopticon. One significant innovation of the 

panopticon is the physical ordering of the cells in a ring surrounding a single focal 

point. Such a hub-and-spoke structure demands three basic components: the core, 

the existing boundary and unidirectional links from the core to units close to the 

boundary. These three components are also embodied in the design of the Internet 

panoptic-fortification model. A typical structure of this panoptic-fortification is 

constituted by a guard tower at the centre and a specific territory within the 

boundary. Individuals and their actions are observed inside the boundary and 

recorded without their knowledge, which leads to their behaving as if under 

surveillance. 

On the other hand, the panoptic-fortification model is not completely 

enclosed like the panopticon itself. In normal situations, controlled gateways 

connect the territory under control and projection with the outside world. When an 

emergency occurs, these gateways can be shut down immediately for defense. 

Also, in the panopticon, prisoners are imprisoned in cells, in order to prevent 

collective action. However, in panoptic-fortification, there is no special 

requirement to keep individuals apart from each other. Control of the inner 

panoptic-fortification is achieved in subtle and hidden ways, appealing to methods 

such as observation, recording and training. Fortification is used to reinforce 

defense against the outside, while the main purpose of the panoptic design is to 

prevent any potential action within the fortification that might pose a threat to the 
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cybersecurity. Consequently, the structure of the Internet panoptic-fortification 

guarantees enhanced cybersecurity. 

   

 

Figure 2. Conceptual model of China’s Internet regulatory mechanism. 
 

Figure 2 is a simplified presentation of the basic conceptual framework of 

China’s Internet regulatory mechanism. To some extent, China has constructed a 

solid Internet panoptic-fortification based on the priority of the centralised control, 

the insistence on the principle of cyberspace sovereignty, the establishment of the 
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Internet access control mechanism, the implementation of the network real-name 

system and the Internet-surfing record backup system, as well as the tight 

ideological control.!For one thing, the Internet regulatory mechanism is the 

application of the existing social control measures in the cyberspace, with the 

centralised power, the sovereignty principle and the ideological control still 

effective and even enhanced. For another, facing challenges brought by the 

network society and the Triple Revolution, more technical and regulatory 

measures have been introduced to define the scope of the regulated population, as 

well as to regulate each individual. In 1996, two years after China’s official access 

to the Internet, the fundamental Internet access mode in China was confirmed by 

law.6 It was then followed by the promotion of the network real-name system and 

the Internet-surfing record backup system step by step. In 2012, the issuance of 

Decision of the Standing Committee of the National People’s Congress on 

Strengthening Information Protection on Networks fully affirmed the prior 

legislations and practices in this regard.7 By then, the basic framework of China’s 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
6 See Jisuanji Xinxi Wangluo Guoji Lianwang Guanli Zanxing Guiding (ˉɯǘhŴʐʉí̷ʛ
ʐɰȬǊʸ˂Ğ) [Interim Provisions on the Management of International Networking of 
Computer Information Networks] (promulgated by the State Council, Feb. 1, 1996, revised May. 
20, 1997) (Lawinfochina) (China); Zhongguo Gongyong Jisuanji Hulianwang Guoji Lianwang 
Guanli Banfa (*í}Ȯˉɯǘ=ʛʐí̷ʛʐɰȬ¤Ȃ) [Administrative Measures for the 
International Networking of the Chinanet] (promulgated by Ministry of Posts and 
Telecommunications, Apr. 9, 1996) (www.fdi.gov.cn) (China); Jisuanji Xinxi Wangluo Guoji 
Lianwang Churukou Xindao Guanli Banfa (ˉɯǘhŴʐʉí̷ʛʐ�{Åh̚ɰȬ¤Ȃ) 
[Administrative Measures for International Networking Exchange Gateway Channel of Computer 
Information Network] (promulgated by Ministry of Posts and Telecommunications, Apr. 9, 1996) 
(LexisNexis) (China); Zhuanyongwang yu Gongyongwang Lianwang de Zanxing Guiding (#Ȯ
ʐ"}ȮʐʛʐȺǊʸ˂Ğ) [Interim Provisions on Networking between the Private Network 
and the Public Network] (promulgated by Ministry of Posts and Telecommunications, Jul. 24, 
1996) (Lawinfochina) (China). 
7 Quanguo Renmin Daibiao Dahui Changwu Weiyuanhui guanyu Jiaqiang Wangluo Xinxi Baohu 
de Jueding (|íAǻIʺĈUł¦ēÜU�<¥ŚʐʉhŴgƐȺ�Ğ) [Decision of the 
Standing Committee of the National People’s Congress on Strengthening Information Protection 
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Internet regulatory mechanism had been established, with more tools and 

measures explored under this framework. 

First, as previous literature has revealed, Internet regulation in China 

displays a typical hierarchical structure (Mueller, 2010; Hong, 2014). Traditional 

political power holders perform a powerful central role in China’s national and 

social affairs, and the CPC exercises absolute authorities over government 

institutions as well as other organisations and entities. The existing distribution of 

political power is also reflected in the Internet regulatory mechanism, and those 

holding political powers constitute the essential core in this mechanism. 

The Chinese authorities construct this centralised control with the support 

and assistance of ISPs. Relying on their economic and technological advantages, 

ISPs obtain a certain degree of control over the Internet in China (Li, 2009, p. 

187). ISPs attempt to present themselves as independent, to attract more users and 

to create more value. At the same time, they have to cater to the authorities to 

maintain their current status and to seek further development. ISPs must always 

consider all political and economic factors in their decision-making, maintaining a 

delicate balance. However, this study proposes that, fundamentally, both local and 

foreign-owned ISPs have to cooperate with the authorities to survive in China. In 

this sense, ISPs form an outer ring around the authorities. 

Another key element of this design is the boundary used to define the 

regulated objects. As the literature reveals, China has followed a multilateral 

approach to regulate the Internet, (Hong, 2014; Drake, 2014) based on a strong 

appeal to cyberspace sovereignty, namely, the claim that the Internet within 

Chinese territory is under the jurisdiction of China’s sovereignty (State Council 
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
on Networks] (promulgated by the Standing Committee of the National People’s Congress, Dec. 
28, 2012) (Lawinfochina) (China). 
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Information Office of China, 2010). Chinese law therefore can equally be applied 

to any Internet-related acts within Chinese territory or involving Chinese 

connecting factors. To guarantee sovereignty in cyberspace, the state has the 

substantial control over the physical infrastructure layer and the logic layer of the 

Internet within Chinese territory. On this basis, a!hierarchical Internet access 

control system has been built within the political territory to offer necessary 

technical supports. This system allows connections between domestic networks 

and the Internet, yet such connections are subject to the hierarchical regulation, 

and the only designated gateways are controlled by the core. Thus, in this 

conceptual framework, the boundary signifies China’s political territory, its 

jurisdiction and the Internet access control system. 

Within this boundary, the network real-name system is designed to pierce 

the veils resulting from the anonymity of the Internet. The network real-name 

system is an institutional design in which the virtual identities of Internet users 

correspond to their real identities. Information tracking and recording 

technologies enable the localisation of device access to the Internet. Thus, the so-

called anonymous Internet actually leads to exposure rather than preserving 

privacy. Internet browsing data make it possible to identify and to locate each 

Internet user, thus facilitating the diffusion of power at the micro level. The 

ultimate aim of these systems is to integrate the huge online database with the all-

encompassing surveillance network (Walton, 2001). In light of this, in cyberspace, 

man is supposed to be free, but everywhere he is in chains. 

The original design of the panopticon demanded partitions between cells. 

The solitude it created sought to make the inmate ‘a subject of information, never 

a subject in communication’, to remove opportunities for coordination that could 
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lead to a ‘collective effect’ (Foucault, 1977, p. 200). Yet the Internet is a global 

system for information exchange and processing, featured by interconnected 

computer networks. It offers increasing opportunities for Internet users to observe 

and to communicate with one another. Thus, the panoptic-fortification model does 

not adopt the design of isolated cells. Instead, as long as the core does not feel 

threatened by potential consequences that might be brought by Internet user’s 

online words and deeds, communication between the regulated would be allowed 

and even encouraged. This consent follows the utilitarian tradition by the 

implementation of multiple supervisions. It is proposed that not only surveillance 

from the core, but also monitoring from numerous networked individuals, has 

been conducted on the Internet. 

The essence of governmentality lies in ‘the centrality of the inspector’s 

situation, combined with the well-known and most effectual contrivances for 

seeing without being seen’ (Bentham, 1791, p. 23). The constant uncertainty as to 

whether one is actually being observed or not results in one’s behaving as though 

one is being observed at all times. This deterrent effect has become particularly 

evident in the Internet era. On the one hand, the authorities and ISPs play a role 

similar to big brother on the strength of their existing political, economic and 

technical advantages. To avoid any action that might pose a threat to their 

interests, they have taken extremely comprehensive surveillance measures. Not 

only channels of communication but also the information itself is closely 

monitored to ensure it is within their tolerance. Once there is any indication of 

undesired action, the information would be blocked and the communication would 

then be interrupted at multiple levels when needed. Such online surveillance is 

further combined with offline measures. By exerting pressures from real lives, 
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individual Internet users are trained to behave following idealised norms of 

conduct.  

On the other hand, the authorities also apply the mass supervision to the 

Internet regulatory mechanism. Mutual monitoring is encouraged among 

networked individual users to ensure their good behaviours. As a result, the more 

communication happens, the more information can be acquired, and the more 

effective monitoring is conducted. As Bentham believed, the more strictly we are 

watched, the better we behave. This increasing uncertainty can lead to self-

discipline rather than collective action, thus contributing to the maximisation of 

regulatory effects. Moreover, a series of measures have been taken to condition 

Internet users and to tighten the ideological restrictions placed on the Internet in 

China. In the following chapters, details of the Internet panoptic-fortification 

model will be further explored and analysed. 

 

3. Analytical approach 

The current study is an interdisciplinary research project that largely follows the 

approach of legal studies, supplemented by social scientific perspective of 

communication. 

Actually, conventional legal studies in China are mainly based on the study 

of legal doctrines, and centered on statutes, rules and cases. It is normative, 

concerning with the discovery and development of legal doctrine. It does not aim 

to explain, to predict, or even to understand human behaviours (which 

distinguishes it from social science research), but rather to explain the character of 

the law solely in terms of the conceptual structure of legal doctrine, and of 

relationships between rules, principles, concepts and values that are held to be 
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presupposed or incorporated explicitly or implicitly within it. It thereby takes an 

internal, participant-orientated epistemological approach to its object of study, and 

is sometimes described as research in law (Cotterrell, 1992; Chynoweth, 2008). 

However, conducting conventional legal studies merely is unable to get an 

in-depth understanding of the essence of law. According to Cotterrell (1995), in 

the broadest sociological sense, law is a social phenomenon shaped and developed 

by the authorities to maintain social order and to enhance social control. In this 

sense, law is politics, concerning with power and the allocation of power, thus 

demanding research on both the legal institution and its social background. This 

study attempts to introduce the social scientific approach as a supplement to the 

conventional approach of legal studies that are labelled as descriptive and factual. 

While legal studies is still the major research approach in this study, the 

introduction of social scientific perspective is conducive to examines law through 

its complex interconnection with other regulatory techniques in its social and 

historical context. 

This study follows a Foucauldian approach to examine China’s Internet law, 

and to analyse China’s Internet governmentality. Although Foucault did not 

research on law directly, he did open up a new way to investigate these classic 

social issues. Rather than viewing power as repression exercised by a unitary 

agency, the way Marxists claimed, Foucault insisted that power existed in 

multiple forms, in tiny, daily interactions, most of which was not manifested in 

coercion. For Foucault, power was everywhere, both productive and dominating, 

and was exercised notably through the production and dissemination of truth. He 

also recognised law as an instrument of power, considering it as a kind of 
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discourse, which not only revealed the truth, but also authorised it (Foucault, 1977; 

Hunt & Wickham, 1994).  

From Foucault’s perspective, power and knowledge were intertwined and 

reciprocally reinforcing. Power produced knowledge, while knowledge was a 

major resource of power:  

There is no power relation without the correlative constitution of a field of 

knowledge, nor any knowledge that does not presuppose and constitute at 

the same time power relations. ... The subject who knows, the objects to be 

known and the modalities of knowledge must be regarded as so many 

effects of these fundamental implications of power/knowledge and their 

historical transformations (Foucault, 1977, pp. 27–28).  

He further indicated the emerging discipline as the key feature of modern 

power. Discipline was characterised by tiny, everyday, physical mechanisms and 

by systems of micro-power. According to Hunt and Wickham (1994), disciplinary 

power exhibited three general characteristics: (1) hierarchical observation; (2) 

discipline operated through ‘norms’, normalising judgments; (3) discipline 

deployed not so much by punishment but by a mix of micro-penalties and rewards. 

The operation of the new disciplinary mechanisms of power was ensured by 

normalisation. With standards, ‘the subject of a discipline come to internalize or 

manifest in behavior’ (p. 49). The normal was ‘constructed and thus discipline 

results in the securing of normalization by embedding a pattern of norms 

disseminated throughout daily life and secured through surveillance’ (p. 50). 

In Hunt and Wickham’s view (1994), Foucault considered law and 

discipline as dual but opposing processes. The major differences between law and 

discipline could be found in the following perspectives. First, the basic principle 
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of law is its universal applicability, while discipline is usually limited to a specific 

group or community. Second, law stipulates general rules, some of which are 

prohibitive, while discipline involves more detailed techniques and is more task-

orientated. Third, law is guaranteed by national forces and coercive powers, while 

discipline relies on micro-penalties and rewards. 

According to these authors, Foucault argued time and again that law was 

becoming invaded by new techniques of power, especially by the practices of 

recording, observation and training. Disciplinary techniques were gradually 

replacing law as new methods of power for social control. Foucault presented the 

emergence of such disciplinary regulation as the dark side of law, indicating that 

in the future discipline could supplant or even replace law as a primary mode of 

governmentality. This analysis implies a shift in the function of law from ‘what 

should be done’ to ‘how to do’ it. This shift was also recognised by other radical 

analysts, who claimed that developments in regulation illustrated that law was 

gradually replaced to be a normative structure of rules by scientific or 

technological mechanisms of social order and control (Cotterrell, 1992). 

Ben Golder and Peter Fitzpatrick agreed with Hunt and Wickham that, for 

Foucault, law was indeed often made the instrument and accessory of powers 

external to it. However, they argued that Foucault sketched ‘two different 

dimensions of law: law as a determinate and contained entity, and law as 

thoroughly illimitable and as responsive to what lies outside or beyond its position 

for the time being’ (Golder & Fitzpatrick, 2009, p. 3). Rather than marginalising 

or expelling law, Foucault saw law as ‘a constant movement between determinacy 

and an illimitable responsiveness to alterity’ (Golder & Fitzpatrick, 2009, p. 4).  
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These different interpretations of the Foucauldian perspective on law might 

reflect Foucault’s obscurity and the difficulty in understanding comments in an 

area of relative inattention within his works. Yet the Foucauldian analysis offers a 

new perspective to understand the relationships among power, knowledge, law, 

discipline and other concepts. Also, it offers an opportunity to rethink the role of 

law in contemporary China and its interaction with other social factors.  

Contemporary China is a socialist state, and its guiding ideology is Marxism. 

In Marxist jurisprudence, law is determined by the economic base and controlled 

by the political state. The state is dominated by a ruling class that is able to 

provide necessary supports through its control of economic resources. Therefore, 

meanings of law exist in its support for the interests of the ruling class that has 

formulated it, and reflect the common will of the ruling class, which gives law a 

strong class bias. In a socialist state, when formulating and implementing the law, 

the first priority is to guarantee interests of the working class. On this basis, 

consideration is also given to the interests of other classes, to achieve the state’s 

function of public administration (Wang, 2016). In this sense, law is used by the 

powerful authorities as an instrument to maintain their status within a social 

hierarchy. 

Actually, in the report of the 15th National Congress of the CPC in 1997, 

the term ‘governing the country by law’ and the term ‘a socialist country under 

rule of law’ were raised in the part To construct the politics of socialism with 

Chinese characteristics (Jiang, 1997). It considered law as a product of political 

power relations, and emphasised the leadership of CPC in this process. These 

statements were then confirmed by the Amendment to the Constitution of China 
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adopted at the Second Session of the Ninth National People’s Congress in 1999.8 

Therefore, in contrast to the consensus on the principle of the rule of law in 

western countries, these terms are used in China ‘in far more nuanced and 

complex ways’: on the one hand, the ‘rule of law’ in China is based on the 

leadership of CPC, while on the other hand, several legal reforms have been 

advanced not just to control the society, but also to constrain government itself 

(Gewirtz, 2014). 

The brief analysis of legal ideologies and social context reveals the 

particularity of China’s socialist legal system. In the contemporary China, law is 

still an instrument of power to govern the society. In light of this, it would be 

meaningful to use Foucauldian concepts and ideas to explore China’s Internet 

regulatory mechanism constructed by law, an approach that has seldom been used 

before.  

 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
8 In this amendment, a new paragraph was added to Article 5 of the Constitution, which states, 
“The People’s Republic of China governs the country by law and makes it a socialist country 
under rule of law (*°Aǻ~ßíğʸbȂȀí�Ŕ˕ɎU,/ȂȀíĦ)”. Zhonghua 
Renmin Gongheguo Xianfa Xiuzheng’an (*°Aǻ~ßíĤȂiǲǨ) [Amendment to the 
Constitution of the People’s Republic of China], art. 13 (promulgated by the National People’s 
Congress, Mar. 15, 1999) (Lawinfochina) (China). 
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Chapter 3 – Research methodology 

This chapter introduces the methodology employed in this study. The purpose of 

this study is to examine the Internet regulatory mechanism in China, as well as the 

instruments and measures used. To achieve this goal, the study draws most of its 

support from legislative documentation. By collecting, coding and analysing the 

currently valid Internet law in China, it investigates the overall structure and 

topical details of China’s Internet regulatory mechanism. In addition, a case study 

is conducted to as a supplement to the legislative document analysis, to further 

investigate the Internet panoptic-fortification in practice. 

 

1. Research methodology 

1.1 Legislative document analysis 

The current study takes legislative document analysis as its primary research 

methodology. According to Payne and Payne (2004), document analysis refers to 

‘the techniques used to categorize, investigate, interpret and identify the 

limitations of physical sources, most commonly written documents, whether in 

the private or public domain’ (p. 60). These physical sources are not deliberately 

produced for research purposes, but are naturally occurring objects with a 

concrete or semi-permanent existence that tells us indirectly about the social 

world of the people who created them (Payne & Payne, 2004). Conceptualising 

and interpreting theoretically the texts documenting human practices enables the 

worldviews and collective orientations of the subjects producing them to be 

understood within a specific social context (Weller & da Silva, 2011). As the 
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name suggests, performing legislative document analysis is to categorise, 

investigate, interpret and identify existing legislative documents. 

Methodologically, the study adopts legislative document analysis as its 

major method. It follows the approach of legal studies, featured by normative, 

descriptive and factual, thus distinguished from other forms of document analysis 

in social science. Although the legislative document analysis is widely used in 

both judicial practice and legal research to analyse cases and to predict legal 

outcomes, it is not common to analyse legislative documents on a large scale as 

the current study does. Thus it demands to explore more!analysis strategies and 

techniques. In this sense, introducing the legislative document analysis method in 

the current project is a methodological attempt to enrich China’s legal research 

approaches. 

As discussed in previous chapters, law has become the major means of 

Internet regulation in China, covering almost every Internet-related domain. The 

construction of the Chinese Internet regulatory mechanism is largely achieved 

through the formulation and implementation of relevant law. Law in China is 

presented in the form of statutes; these are publicly available with high reliability, 

thus constituting the basic resources for the current research project. The 

legislative documents analysis is helpful to investigate both the macro-level 

structure and micro-level details of China’s Internet regulatory mechanism. 

So far, hundreds of national laws have been issued in relation to the Internet 

in China. Facing numerous complicated legislative documents, legal coding is an 

effective solution to facilitate retrieving, sorting and reviewing the huge volume 

of legislative documents. Legal coding is the process used to create an index, and 

also a database, to extract keyword data systematically from legislative documents 
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for further analysis. The specific qualities of legislative documents calls for a high 

level of professional insight. Therefore, high-quality legal coding is built on an 

effectively designed framework and standardised conventions, and is conducted 

by highly trained coders using appropriate technology and multiple levels of 

quality control (Hall & Wright, 2008).  

The legal coding method comprises both objective and subjective coding. 

Objective coding is the process of recording bibliographic data from documents in 

database form. These data usually contain the basic properties, or metadata, of 

each legislative document, such as the date it was created, its author and the type 

of document. Objective coding can be conducted in a scientific and rational way. 

By comparison, subjective coding is a more comprehensive coding process that 

necessarily involves making legal interpretations regarding the data in a 

legislative document. The procedure of document review would be the most 

labour-intensive aspect of the investigative process and requires a high degree of 

professionalism. In subjective coding, the coder performs a subjective reading to 

exercise judgment about the responsiveness of a legislative document to specific 

subjects or issues, and to make a legal interpretation of the information needed to 

enter data into the proper fields. 

The result of legal coding is to create a database for further legislative 

document analysis. After coding these legal resources to appropriate positions in 

the database, they are interpreted and analysed according to the issues identified, 

using both methods of quantitative content analysis and traditional legal analysis. 

The quantitative analysis uses statistics to indicate the general disposition of 

Internet law in China, while the legal analysis is helpful for identifying and 

interpreting specific supporting tools and measures within this mechanism. 
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Through a comprehensive legislative document analysis design, the study aims to 

understand both the overall structure and details of operation of China’s Internet 

regulatory mechanism. 

 

1.2 Case study 

In addition to legislative document analysis, the case study method is also used in 

the current study. A case study is an empirical inquiry that investigates a given 

subject in depth within its specific context. In this research project, the case study 

follows a qualitative research approach to seek a more thorough understanding 

and interpretation of China’s Internet regulatory mechanism. 

Online observation has been adopted as the main approach to obtain first-

hand data for the case study. It has been conducted in contexts of both mainland 

China and Hong Kong. Meanwhile, second-hand sources, such as news reports, 

have also been used as references to deepen the understanding of phenomena 

under study. In this process, attention has been paid to some recent controversial 

issues regarding Internet regulation in China, in order to illustrate measures and 

tools provided by law in detail. In addition to general observation and discussion, 

a case study is offered, depicting how the Occupy Movement issue was regulated 

online in mainland China. This case study has been developed into an independent 

chapter to examine empirically the operation of China’s Internet regulatory 

mechanism constructed by law. 

In general, this study takes legal study approach as the major research 

method, supplemented by empirical investigation. The combination of these 

research methods aids in assembling a comprehensive perspective through 
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different approaches, and to minimise the negative effects arising from the 

researcher’s subjectivity. On this basis, the conceptual framework constructed in 

the previous chapter is to be examined and analysed carefully with respect to data 

from the empirical case. 

 

2. Research procedure 

2.1 Capturing legislative documents 

In China as elsewhere, the Internet has become part of nearly every aspect of daily 

life. As a part of social reality in China, cyberspace is equally subject to the 

existing law. Meanwhile, to address the new issues that arise in digital 

environments, many new laws have been made by different legislative authorities. 

This study takes China’s Internet law as a research object for legislative document 

analysis. 

 

2.1.1 Defining the scope for data collection 

Internet law in this study refers to valid nationwide legislative documents that 

were issued on or before December 31, 2016 concerning the Internet 

infrastructure, basic resources of the Internet, and the Internet content (in the 

broadest sense). Only legislative documents or provisions special for the Internet 

are included in this study, which means the current research project will exclude 

general Laws and Administrative Regulations that are equally applicable to both 

online and offline situations. 

As discussed in Chapter 1, there are several sources of law in China. The 

current research project focuses on the following sources of law that have 
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nationally binding effects: (1) Laws; (2) Administrative Regulations; (3) 

Departmental Rules; (4) Judicial Interpretations; and (5) Administrative 

Normative Documents. If not otherwise specified, these five sources of law are 

collectively referred to in this research project as ‘law’. To be clear, the 

Constitution of the People’s Republic of China is not an object of this study, 

because none of its provisions designed specially for the Internet. Neither are 

conventions, treaties and international agreements included in this research 

project, because they cannot be applied directly in China, but must first be 

converted into domestic laws. 

It is worth noting that Administrative Normative Documents should be 

distinguished from policy documents, which establish goals to be achieved, 

principles to be followed, tasks to be accompanied and general steps or specific 

measures to be taken over a particular period of time. Since policy makers may 

also be lawmakers, policy documents are often confused with Administrative 

Normative Documents. However, policy documents target a particular group for 

their execution and are implemented once rather than repeatedly, so they do not 

have the general applicability and are excluded from this research project.  

 

2.1.2 Collecting relevant legislative documents 

No uniform code sets out the framework for Internet law in China. Several 

institutions and scholars have made great efforts to identify relevant legislative 

documents. Some have focused on specific areas of Internet law, such as 

cybersecurity (The Ministry of Public Security, 1994; Huang & Liu, 2012) and 

electronic commerce (China Electronic Commerce Association, 2001). Others 

have attempted to draw a complete picture of legal regulation on the Internet by 
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sorting out relevant laws and judicial cases (Hu & Zhao, 2003; Zhang & Guo, 

2012; Office of the Central Leading Group for Cyberspace Affairs & Cyberspace 

Administration of China, 2015). 

In spite of contributions made by this body of studies in both practical and 

research aspects, all of them have some common limitations. First, collections of 

Internet law could not be updated once they are produced. The latest legal 

compilation collected legislative documents made before May 1, 2015, with a 

statement that some Laws and Administrative Regulations were still under 

revision at that time (Office of the Central Leading Group for Cyberspace Affairs 

& Cyberspace Administration of China, 2015). Indeed, in response to challenges 

brought by the ever-changing Internet, relevant legislative activities seem to be 

frequent and positive. For example, as required by the State Council, 

Administrative Regulations should be reviewed once every 5 years, while 

Administrative Normative Documents should be reviewed every 2 years.9 By the 

end of the year 2016, a significant number of legislative documents have been 

revised or annulled, also affecting the corpus of laws in force. Thus the existing 

legal compilations could not reflect the latest changes of Internet legislation. 

Second, the collected legal and normative documents are not comprehensive 

enough. For one thing, most compilations have their own emphases, while their 

editors would have different opinions on the connotation and extension of Internet 

law in China. For another, Internet law-making is an enormous project that spans 

a long period and involves various legislative bodies. These factors increase the 

difficulty of codification.  

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
9 See Guowuyuan Guanyu Jiaqiang Fazhi Zhengfu Jianshe de Yijian (í¦̹�<¥ŚȂȀƱō

Ŕ˕ȺŻˀ) [Opinions of the State Council on Strengthening the Building of a Government 

Ruled by Law] (promulgated by the State Council, Oct. 10, 2010) (www.gov.cn) (China). 
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Last but not least, for historical and political reasons, the legislative 

procedures and authorities were not entirely clear when some of these legislative 

documents were enacted. As a result, properties of some legislative documents are 

not well defined. Almost all of these compilations sort the legislative documents 

according to a classification of sources of law, but they do not clearly distinguish 

between formal legal sources and others. For example, documents issued by 

departments under the State Council are sometimes considered to be 

Departmental Rules but may alternatively be defined as Administrative Normative 

Documents, and are sometimes collectively referred to as Departmental Rules and 

Normative Documents. However, determining the legal attributes of these official 

documents correctly is the prerequisite for the application of law, because only the 

forms listed in Law on Legislation could be cited as formal sources of law.10 

To minimise these limitations, the current research project first collected the 

relevant nationwide legal and administrative documents as many as possible, with 

a cut-off issue date of December 31, 2016. The document collection process 

consulted the legal compilations published after the year 2000 (China Electronic 

Commerce Association, 2001; Hu & Zhao, 2003; Network Security Bureau of 

Ministry of Public Security & The National Network and Information Security 

Communication Center, 2012; Huang & Liu, 2012; Zhang & Guo, 2012; Office of 

the Central Leading Group for Cyberspace Affairs & Cyberspace Administration 

of China, 2015).  

In addition, based on the legal demand that legislative documents should be 

published publicly, the researcher also visited the official websites of central 

authorities to check for relevant legislative documents and the latest legislation. 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
10!See Lifa Fa (ɣȂȂ) [Law on Legislation], supra note 2.!
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These authorities include but were not limited to: (1) the former Legislative 

Affairs Office of the State Council of China (í¦̹Ȃ�¤}ģ), (2) the 

Cyberspace Administration of China (íĦ=ʛʐhŴ¤}ģ); (3) the Ministry 

of Industry and Information Technology of China (ĺ%ßhŴ¬̞); (4) the 

former Ministry of Culture of China (Ʒ¬̞); (5) the Ministry of Public Security 

of China (}Ě̞); (6) the Ministry of Science and Technology (ɔƌ̞); (7) the 

Ministry of Education of China (ƴʝ̞); (8) the former State Administration of 

Press, Publication, Radio, Film and Television of China (íĦƺ̯�ȡŉȱŰ

ĳ); (9) the former China Food and Drug Administration (íĦ͖àßʯàȼɄ

ɰȬĳ); (10) the former State Administration for Industry and Commerce of 

China (íĦĺåʸƱɰȬĳ); (11) the former National Administration of 

Surveying, Mapping and Geoinformation of China (íĦȇʇñȬhŴĳ), (12) 

the Chinese State Post Bureau (íĦ̝Ʊĳ), (13) the Supreme People’s Court of 

China (ǐ͝AǻȂ̹), and (14) the Supreme People’s Procuratorate of China 

(ǐ͝AǻǪĩ̹).11 Finally, to guarantee the completeness and accuracy of the 

collection, this study also used the database of Chinalawinfo to search for and 

check Internet-related legislative documents.  

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
11 In 2018, CPC and state institutions experienced a series of reforms, in order to promote the 
modernisation of the system and capacity for governance of the state. During the institutional 
reform, functions of some existing institutions have been adjusted or changed, and some 
institutions have even been integrated, dissolved or replaced. In the part of research methodology, 
the research procedure is presented as it was originally done. However, essential changes brought 
by the institutional reform in 2018 will be explained and supplemented in the following parts of 
findings and discussion. See Shenhua Dang he Guojia Jigou Gaige Fang’an (ȍ¬zßíĦǘǞ
Ʈ͈ƻǨ) [Decision on Deepening Reform of Party and State Institutions] (promulgated by the 
Third Plenary Session of the 19th Central Committee of the Communist Party of China, Feb. 26, 
2018) (www.gov.cn) (China). 
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After the comprehensive collection and the careful selection, 238 legislative 

documents remained, all of which were numbered for coding. These legislative 

documents included 18 Laws, 10 Administrative Regulations, 47 Departmental 

Rules, 15 Judicial Interpretations, and 148 Administrative Normative Documents. 

The full list of relevant legislative documents is attached in Appendix 1. Through 

further analysis of these legislative documents, officially recognised details were 

collected concerning the Internet regulatory mechanism in China. 

 

2.2 Conducting the coding 

Processing such a large amount of legal text presents great challenges. In 

consideration of the legislative cost, various laws regulate different objects via 

diverse means, which rarely overlap. There is even no fixed or uniform format for 

these legislative documents. It increases the difficulty of legal coding and analysis. 

Consequently, legal coding in this research demands both professional coders who 

are familiar with Chinese legal terminology and documentation, and a well-

designed coding procedure to instruct the coding work scientifically, accurately 

and comprehensively. 

Facing thousands of provisions set out in hundreds of legislative documents, 

a framework is necessary for further work. In light of this, this study developed a 

coding system to code relevant legislative documents systematically and 

effectively. The design of the coding framework took features of the Internet 

panoptic-fortification model fully into consideration. The coding framework 

contained ten sets of data: (1) basic properties, (2) common information, (3) the 

core, (4) the boundary, (5) unidirectional links from the core to the units within 
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the boundary, (6) content regulation, (7) mass supervision, (8) self-regulation, (9) 

penalties, and (10) others. The coding framework and the complete codebook are 

attached in Appendix 2.  

The purpose of the legal coding was to create a database to facilitate the 

analysis of the large quantity of legislative documents. Both objective coding and 

subjective coding were conducted. Objective coding was used to record the basic 

properties of legislative documents, including source of law, the issuing authority, 

the issue number, the issue date, the effective date (if different from the issue 

date), and the last amended date (if any). Such information was objective and 

could not be changed once the legislative documents were made.  

After these basic properties were identified, the content of the selected 

document was reviewed carefully to locate keywords for subjective coding. In 

legislative document analysis, subjective coding was usually conducted through a 

subjective reading by coders familiar with the topic, in order to decide the 

responsiveness of certain text in a legislative document. In this study, when 

dealing with a legislative document, the coder decomposed the legislative 

document into provisions or even sentences to make a preliminary judgment of 

the content’s theme. Then, the coder confirmed whether the corresponding item or 

sub-item of the theme already existed in the codebook to date. If yes, a number 

was assigned in that category; otherwise, the keyword was extracted as a new sub-

item under the corresponding item before coding. To avoid mistakes that might be 

caused by subjectivity, during the coding process, relevant legal provisions were 

quoted!simultaneously for analytical reference. To further guarantee the accuracy 

of the research process as a whole, results of coding were subject to careful 

review at later stages of the analysis process.  
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It should be noted that one legislative provision might include several 

elements to be coded under different items, while multiple provisions in a 

legislative document might concern the same topic. Thus items under ten sets of 

data were gradually added during the coding process, and the codebook was 

continuously improved. Not only does the final legislative document database 

provide sufficient details for further research, but also the codebook framework 

itself offers an intuitive display of the Internet regulatory mechanism in China. 

The detailed procedure and skills employed for coding is described in the 

following section.  

 

2.2.1 Part 1: Basic properties 

The first section of the codebook focused on the essential attributes of legislative 

documents, including: (1) source of law, (2) the issuing authority, (3) the issue 

number, (4) the issue date, (5) the effective date, and (6) the last amended date. 

The nature of the issuing authority and the format of the number issued were 

helpful for the judgment of the type of the legislative document, especially for 

distinguishing Departmental Rules from Administrative Normative Documents. 

Information of the issuing authority also indicated regulators in the process of 

Internet regulation. Meanwhile, information of the issue date offers a reference to 

the social context at that time, and a basis for further legal analysis. 

As introduced, documents with different legal effects experienced different 

legislative procedures and had different binding forces. The item ‘source of law’ 

included five categories discussed in Chapter 1, namely (1) Laws, (2) 

Administrative Regulations, (3) Departmental Rules, (4) Judicial Interpretations, 
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and (5) Administrative Normative Documents. Numbers 1 through 5 were 

assigned to indicate to which category the document belonged. 

In the process of coding, specific issuing authorities were gradually 

identified and added as sub-items to the codebook. Since some documents were 

issued by multiple authorities, it was less efficient to set the legislator(s) as 

categories for selection. Instead, they were added as sub-items under the item ‘the 

issuing authority’. If a sub-item was the issuing authority for the coded document, 

then it was marked with the number 1, otherwise the number 0 was added. After 

coding the issuing authority, the issue number was quoted for reference.  

Then, the issue date, the effective date and the last amended date were 

recorded in the date format YYYY-MM-DD. The effective date was only 

recorded when it was different from the issue date, otherwise it was marked as 

0000-00-00. The last amended date was only available when there had been a 

revision, otherwise it was marked as 0000-00-00. If there were two or more 

amendments of a document in history, the latest amended date was recorded. 

 

2.2.2 Part 2: Common information 

The legislative purpose, legal basis and applicable definitions comprised Part 2 of 

the codebook. The legislative purpose and legal basis of a document, if any, were 

usually stated at the beginning of the legislative document. The legislative 

purpose embodied the!legislative intents and the value orientation of the 

legislation, while the legal basis of a document was important information for 

further legal analysis. Also, many legislative documents contained specific terms 

in their provisions. These definitions were extracted from the original text for 

further reference. 
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For example, Article 1 of the Regulation on the Protection of Rights to 

Disseminate on Information Network states: 

This Regulation is formulated, in accordance with the Copyright Law of the 

People’s Republic of China (hereinafter referred to as the Copyright Law) 

for the purpose of protecting the right of copyright owners, performers, and 

producers of audio-visual recordings (hereinafter referred to as the owners) 

to disseminate works to the public using information networks, and of 

encouraging the creation and dissemination of works which contribute to the 

construction of a socialist spiritual and material civilisation.12 

This article included information concerning both its legislative purposes and its 

legal basis. Its legislative purposes were extracted as ‘to protect lawful rights and 

interests’ and ‘to encourage the creation and dissemination of works’, which were 

then marked under corresponding sub-items in the codebook. Meanwhile, the 

original wordings were recorded for reference. Article 1 also pointed out the 

Copyright Law of the People’s Republic of China as its legal basis, which was 

also recorded. 

It was noteworthy that most sub-items were listed in a summary manner. 

For example, the purpose ‘to maintain the order of the market economy’ and the 

purpose ‘to maintain the order of Internet services’ were abbreviated to the sub-

item ‘to maintain order’. Similarly, purposes ‘to guarantee network connectivity’, 

‘to guarantee the smooth flow of the network’ and ‘to guarantee the stable and 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
12 This quotation is translated from the Chinese text. (+gƐʲ^ǚA�ʺȕʙ�ŝ͉ŝr�^
ʙ�K ʊəǚ�A�ȺhŴʐʉWƪǚ�͠©ǑȻ<ɎU,/ɴɏƷǃ�Ȥ˳ƷǃŔ˕

Ⱥ^àȺ�^ßWƪ�Ǧƞ�*°Aǻ~ßíʲ^ǚȂ��K ɮəʲ^ǚȂ���ĞǖǛ

`�) Xinxi Wangluo Chuanboquan Baohu Tiaoli (hŴʐʉWƪǚgƐǛ`) [Regulation on the 

Protection of Rights to Disseminate on Information Network], art. 1 (promulgated by the State 

Council, May. 18, 2006, effective Jul. 1, 2006, revised Jan. 30, 2013) (LexisNexis) (China). 
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reliable operation of the network’ were summarised as ‘to guarantee the normal 

operation of the network’. 

 

2.2.3 Part 3: The core 

The hub-and-spoke design was one key feature of the Internet panoptic-

fortification model, and Part 3 of the codebook focused on the core. It first 

examined the constitution of the authorities mentioned by law, then sorted out 

their functions according to Yochai Benkler’s (2000) idea of three layers of 

Internet regulation, i.e. the physical infrastructure layer, the logic layer and the 

content layer. It further investigated the relationship between the core and the sub-

core – ISPs – and identified the means taken to maintain the desired relationship. 

Compared to the issuing authorities listed in Part 1, the authorities discussed 

here included not only administrative and judicial organs, but also the Party and 

government-affiliated institutions as well as authorised non-governmental 

organisations. If stated, their functions were normally articulated at the beginning 

of legislative documents, in the form of general statement, which was 

distinguished from specific regulatory provisions. For example, Article 3 of 

Telecommunication Regulation states: 

The Ministry of Information Industries (MII) under the State Council is 

responsible for the nation-wide supervision and administration of 

telecommunications in accordance with this Regulation. 

 The telecommunications administrative authorities of all provinces, 

autonomous regions and municipalities directly under the Central 

Government are responsible, under the guidance of MII, for the supervision 
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and administration of telecommunications in their regions in accordance 

with this Regulation.13 

This article indicated that the main function of the authoritie in charge of 

telecommunications was to regulate the telecommunications industry; therefore, 

the corresponding sub-item referring to the physical infrastructure layer was 

marked. 

Meanwhile, as the sub-core in the Internet panoptic-fortification model, 

ISPs were dependent on the authorities to some extent. The study further 

investigated the means employed by the authorities to regulate ISPs. Relevant 

information was detected and classified carefully, and sub-items were also 

developed simultaneously. In case it was uncertain whether a newly added sub-

item was suitable or not, it could be first added, subject to slight changes in the 

following process of coding. For example, on-the-spot inspection was a means for 

monitoring ISPs. Yet during the coding process, it was found that the term 

‘inspection’ might be more inclusive, covering similar techniques such as 

inspecting the Internet, inspecting the content of communications, etc.; thus, it 

replaced the term ‘on-the-spot inspection’ as an independent sub-item. The 

codebook was continuously improved through an iterative process. 

 

2.2.4 Part 4: The boundary 

In Part 4 of the codebook, the boundary of the model was interpreted in terms of 

three aspects: political territory, jurisdiction and technical barrier. The boundary 
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
13 This quotation is translated from the Chinese text. (í¦̹hŴ@%,ɰ̞̫bȝǖǛ`Ⱥ˂
ĞĪ|íȱh%ğƼȼɄɰȬ�Ɂ�ʟȀ�ȿ̊ľȱhɰȬǘǞðí¦̹hŴ@%,ɰ

̞̫Ⱥ͏ī �bȝǖǛ`Ⱥ˂ĞĪǖʸƱú�Ⱥȱh%ğƼȼɄɰȬ�) Dianxin Tiaoli 

(ȱhǛ`) [Telecommunication Regulation], art. 3 (promulgated by the State Council, Sep. 25, 

2000, revised Feb. 6, 2016) (Lawinfochina) (China). 
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as political territory emphasised the principle of cyberspace sovereignty, and 

targeted keywords such as ‘sovereignty’, ‘China’, ‘nation’ and ‘overseas’. 

Provisions containing such terms were reviewed carefully to decide whether to be 

coded in this part. In addition to general statement regarding political territory, 

two special measures in this regard were included as sub-items, namely 

‘restrictions on the server location’, and ‘restrictions on foreign investment’.  

Jurisdiction refers to the authority granted to a legal body to administer 

rulings over certain cases. It reflects the principle of cyberspace sovereignty in 

judicial practice. From the political perspective, China is a sovereign state. 

However, for historical reasons, under the principle of ‘One Country Two 

Systems’, mainland China, Hong Kong, Macao and Taiwan have separate legal 

systems and legal authorities (Liu, 2004; Si, 2006). In this situation, for the 

boundary as jurisdiction, three sub-items were developed. One was the sub-item 

‘provision that emphasises the jurisdiction within the territory of China’. To 

emphasise or to specify, some legislative documents expressly stated their legal 

effects within the territory of China; these provisions were coded by the number 1 

under this sub-item. Another sub-item was ‘provision that is relevant to Hong 

Kong, Macao and Taiwan’. It dealt with special legal arrangements concerning 

jurisdictions over Hong Kong, Macao and Taiwan. And the third was ‘provision 

that concerns domestic jurisdiction’. Under this sub-item, specific statements over 

division of domestic jurisdiction were coded and quoted. 

Finally, the technical barrier offered a feasible solution for the realisation of 

the cyberspace sovereignty principle. For the boundary as technical barrier, 

information about network construction, network interconnection and network 

access in these legislative documents was sorted correspondingly. Particularly, 
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under the sub-item ‘network interconnection’, different kinds of networks were 

provided to select which two were connected. Then, the internetworking principle, 

the internetworking mode, the internetworking protocol, the internetworking 

management, as well as the internetworking cost were set up as sub-items to 

record these details. For the sub-item ‘network access’, emphasis was placed on 

how different subjects access the Internet using different network access modes as 

required by law. 

 

2.2.5 Part 5: Unidirectional links from the core to the units within the boundary 

Part 5 of the codebook investigated how the core regulated numerous Internet 

users. As the sub-core in the Internet panoptic-fortification model, ISPs play the 

key role in this process. On the one hand, each ISP is the direct monitor of 

numerous users. To strengthen network regulation, various measures have been 

taken over many years. The first section of this part therefore examined measures 

and means implemented by ISPs to monitor Internet users in general, and the 

network real-name system and the Internet-surfing record backup system in 

particular. On the other hand, ISPs have the obligation to provide relevant records 

on demand to the authorities, while the authorities have the obligation of 

confidentiality. These obligations were coded in the following section. 

Protection of personal information is a thorny problem for both ISPs and the 

authorities. As a restraint to the power of the core, specific requirements 

concerning personal information protection, such as ‘abiding by principles of 

legality, propriety and necessity’, ‘explicitly stating the purposes, means and 

scope for collecting or using information’, and ‘obtaining the consent of the 



! 66 

person whose data is gathered’, were collected and listed as items for further 

analysis. 

 

2.2.6 Part 6: Content regulation 

The word ‘content’ was used in Part 6 of the codebook in its broadest sense, 

covering almost everything disseminated over the Internet. To facilitate the 

discussion, two extreme forms of content were first recognised: content that was 

prohibited or restricted to disseminate on the Internet, and content that was 

encouraged to disseminate on the Internet. In addition, this Part also collected 

information concerning prohibitive behaviours that damage cybersecurity. In most 

situations, such information is listed one by one in legislative documents, which 

facilitated data processing. 

The coder further examined what measures were taken for Internet content 

regulation by the authorities, ISPs and Internet users, each in turn. Relevant 

provisions were scattered in legislative documents and called for careful judgment. 

When dealing with such information, it was first determined whether the 

provision targeted Internet content. If so, then the obligation or responsibility 

assigned by the document was interpreted and coded. After that, corresponding 

sub-items were developed or used to complete the coding.  

It should be noted that one article in a legislative document might involve 

several codes of conduct and even multiple behavioural subjects, which would 

then be decomposed into their components. In addition, these items were not 

mutually exclusive; some obligations and responsibilities might relate to, or even 

intersect with those of other entities. In this situation, multiple items were 

assigned.  
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For example, Article 19 of Counterterrorism Law of the People’s Republic 

of China states: 

Telecommunications business operators and Internet service providers shall, 

in accordance with the provisions of laws and administrative regulations, 

put into practice network security and content supervision rules, and 

technical measures for security protection, so as to avoid the dissemination 

of information with any content of terrorism or extremism. If they discover 

any information with content of terrorism or extremism, they shall cease the 

transmission immediately, preserve relevant records, delete relevant 

information, and report to public security organs or relevant departments.  

 Departments in charge of network communications, 

telecommunications, public security, national security and other relevant 

departments shall, according to the division of their powers and duties, 

order in a timely manner the relevant entities to cease the transmission of 

and delete the relevant information with any content of terrorism or 

extremism, or close the relevant websites and terminate the provision of the 

relevant services. Relevant entities shall immediately enforce such orders 

and preserve the relevant records, and assist in investigation. Departments in 

charge of telecommunications shall take technical measures to block the 

dissemination of information with any content of terrorism or extremism 

available on the international Internet.14 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
14 This quotation is translated from the Chinese text. (ȱh%¦ʅʰʙ�=ʛʐǒ¦ƦaʙŋŜ
bȝȂť�ʸƱȂ˂˂Ğ�ʱğʐʉĚ|�hŴ�ħȼɄ�ŏßĚ|ƌǗ̳ʬƥƼ�̳Ǳ

ØǑűŭ,/�ǝɧ,/�ħȺhŴWƪ�ÂȫØǑűŭ,/�ǝɧ,/�ħȺhŴȺ�

ŋŜɣ¹oǱW̉�gėɀ�ːŝ��̺ɀ�hŴ�ňÕ}Ěǘ�ƂʙǑ�̞̫ƑÛ�ʐ

h�ȱh�}Ě�íĦĚ|ɪ,ɰ̞̫ĪØǑűŭ,/�ǝɧ,/�ħȺhŴ�ŋŜƛȝ

ʚ˰�ĺ�¿ǂ˰JǑ�²ZoǱW̉��̺ɀ�hŴ�Ƃʙ�̬ɀ�ʐɤ��oɀ�ǒ
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This article targeted information with content of terrorism or extremism, and 

covered obligations and responsibilities of both ISPs and the authorities. 

According to this provision, ISPs were responsible for ‘safeguarding information 

security’, ‘safeguarding network security’, ‘disposing of illegal content’, ‘keeping 

record of illegal content’, ‘reporting illegal content’ and ‘accepting and 

cooperating with administrative supervision’, and the authorities had the 

responsibility to ‘dispose of illegal content’ (in this case, to ‘take technical 

measures to block the dissemination of information with any terrorist or extremist 

content available on the international Internet’). Each of these sub-items was then 

marked with the number ‘1’, and relevant provisions were quoted. 

 

2.2.7 Part 7: Mass supervision 

The authorities, ISPs and Internet users are key stakeholders in the Internet 

regulatory ecosystem. Previous parts of the codebook followed a top-down path to 

examine relationships among authorities, ISPs and Internet users. Part 7 took a 

bottom-up approach to review these relationships. It examined how the mass 

supervision system had been extended to cyberspace, and what roles Internet 

users, ISPs and the authorities played in this process. For Internet users, measures 

and channels for conducting supervision were listed. For the authorities and ISPs, 

their responsibilities and obligations for guaranteeing the mass supervision system 

were investigated respectively. 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
¦�Ǒ�²ZŋŜɣ¹Ƈʸ�ňgėɀ�ːŝ�±¨̐ʸ˦Ǣ�Ī=ʛʐ�́þW̉ȺØ

Ǒűŭ,/�ǝɧ,/�ħȺhŴ�ȱh,ɰ̞̫ŋŜ̠ÃƌǗƥƼ�̶ƹWƪ�) 
Zhonghua Renmin Gongheguo Fankongbuzhuyi Fa (*°Aǻ~ßíÁűŭ,/Ȃ) 
[Counterterrorism Law of the People’s Republic of China], art. 19 (promulgated by the Standing 

Committee of the National People’s Congress, Dec. 27, 2015, effective Jan. 1, 2016) 

(Lawinfochina) (China). 
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2.2.8 Part 8: Self-regulation 

Although self-regulation is not the primary way of Internet regulation in China, it 

is still stipulated by law in certain situations. Part 8 of the codebook explored 

provisions related to self-regulation to identify the role and functions of industry 

associations in the Internet regulatory mechanism in China. 

In the coding process, an initial search used the keyword ‘industry’. Then, 

all industry-related provisions were classified under different items, and coding 

and quoting were carried out correspondingly. These items referred to not only the 

relationship between the authorities and industry associations, but also the 

measures taken by industry associations to regulate their membership. 

 

2.2.9 Part 9: Penalties 

One key feature of law is its enforcement using the coercive powers of the state. 

Once the law is broken, penalties should inevitably follow. To some degree, they 

offer the final guarantee of the law’s enforcement. In this part of the codebook, 

civil, criminal and administrative liabilities were identified, with administrative 

liabilities further divided into administrative penalties and administrative 

sanctions. As remedy for damages caused by state organs and their staff while 

performing their official duties, state compensation was also listed as an item in 

this part, and disciplinary sanctions were also identified. 

Most legislative documents have penalty provisions in their final sections. 

The coder reviewed these provisions to identify keywords on the liabilities 

imposed. In addition to specific means of enforcement, the sub-item ‘summary’ 

was also created to collect general terms like ‘assuming criminal liability’.  
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For example, Paragraph 1, Article 30 of Regulations on Administration of 

Business Premises for Internet Access Services states: 

Where an entity operating business premises for Internet access services, in 

violation of the provisions of this Regulation, takes advantage of its 

premises to create, download, reproduce, search, release, spread or use in 

any other form any information involving the contents prohibited by the 

provisions of Article 14 of this Regulation, thereby violating the criminal 

law, it shall be investigated for criminal liability according to law; if its acts 

are not serious enough for criminal punishment, the public security organ 

shall give it a warning and confiscate the illegal income; if the illegal 

turnover is not less than 10,000 yuan, a fine of not less than two times but 

not more than five times of the illegal turnover shall be imposed 

concurrently; if the illegal turnover is less than 10,000 yuan, a fine of not 

less than 10,000 yuan but not more than 20,000 yuan shall be imposed 

concurrently; if the circumstances are serious, it shall be ordered to suspend 

its business for rectification, or even have its Business License for Internet 

Culture revoked by the department in charge of culture.15 

In this statement, the following means of enforcement can be extracted and 

classified: (1) criminal liability 	 summary, (2) administrative liability 	 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
15 This quotation is translated from the Chinese text. (=ʛʐ�ʐǒ¦ʰ%òƅʅʰ²Z̑Áǖ
Ǜ`Ⱥ˂Ğ��Ȯʰ%òƅ�^� ̇�Ą��Ǣ̰�ÂĿ�WƪƂʙK�GƻŖ_ȮØ

ǑǖǛ`ɩ®èǛ˂ĞɑǱØǑȺ�ħȺhŴ�˅Ȧ�ťȺ�bȂ̕ɟ�:˰O
İ!ć�

:ĂʑȺ�ȯ}Ěǘ�ʈ8ˈÛ�ǿƭ̑ȂƅŦ
̑Ȃʅʰ͓ � �tK�Ⱥ�ňĂ̑Ȃʅʰ

͓ � jK� � jK Ⱥʑǯ
̑Ȃʅʰ͓!̀ � �tȺ�ňĂ � �tK� � �tK Ⱥʑǯ


ŷʨ(̣Ⱥ�˰Jo%ƶ͍�ȿʠȯƷ¬ʸƱ̞̫Ņ̃�ʐʉƷ¬ʅʰ˒Ê˗��) 
Hulianwang Shangwang Fuwu Yingye Changsuo Guanli Tiaoli (=ʛʐ�ʐǒ¦ʰ%òƅɰȬ

Ǜ`) [Regulation on the Administration of Business Premises of Internet Access Service], para. 1, 
art. 30, (promulgated by the State Council, Sep. 29, 2002, effective Nov. 15, 2002, revised Jan. 8, 
2011 & Feb. 6, 2016) (Lawinfochina) (China). 
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administrative penalties 	 warning, (3) administrative liability 	 administrative 

penalties 	 confiscating the illegal income, (4) administrative liability 	 

administrative penalties 	 imposing a fine, (5) administrative liability 	 

administrative penalties 	 ordering an entity to suspend its business for 

rectification, and (6) administrative liability 	 administrative penalties 	 

revoking a permit. Accordingly, the number 1 was marked when it applied and the 

quotation was inserted. Through this design, this part sought to answer what 

penalties had been imposed as the final guarantee to maintain the normal state 

promised by law. 

 

2.2.10 Part 10: Other 

Finally, information that was not suitable to be coded in the former parts of the 

codebook was recoded in Part 10. Many of these entries appeared in the 

supplementary provisions of legislative documents. In addition, a notes field was 

provided for taking down remarks during the coding process, which was helpful 

for checking the coding procedure and assessing the quality of coding results. 

 

2.3 Performing the analysis 

When the database was generated and the coding was completed, analysis was 

conducted using comprehensive analysis methods. These methods included both 

simple quantitative analysis and conventional legal interpretation methods. As 

Hall and Wright (2008) point out, despite some overlap, content analysis and legal 

analysis have different epistemological bases. As a research method common to 
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the social sciences in general, content analysis emphasises the connections 

between legal content and its macro-social context. Compared to the legal 

analysis, it is said to be ‘more systematic and objective’ (p. 99). On the other hand, 

legal analysis focuses more on the connotations and denotations of the law itself. 

This study attempts to take advantage of both analytical methods to gain insights 

into China’s Internet regulatory mechanism. 

Quantitative analysis in this study referred to simple descriptive statistics 

rather than complicated statistical analysis. It was often used to show trends or 

orientations. For example, by analysing the issue date of legislative documents 

along with their properties, the study was able to examine the development of 

Internet legislation and the trends within relevant legislative activities; by 

categorising, counting and comparing legislative purposes, it was able to explore 

the value-orientation of China’s Internet law. 

While quantitative analysis described some general characteristics of the 

evidence gathered, legal analysis offers more normative insights. Such an 

approach could interpret the meanings, connotations and denotations of the 

concepts set out in legislative documents, explore legal principles and legislative 

intentions, and seek the best application of legal rules (Su, 2003). Several methods 

of legislative document analysis were available for this study, including the 

method of literal interpretation, the method of contextual interpretation, the 

method of historical interpretation, and the method of teleological interpretation. 

The primary method of legal analysis in this study was literal interpretation, 

focusing on the literal meaning of legislative documents. It followed the plain 

meaning as the basis of interpretation, without considering its historical and social 

context. In this sense, literal interpretation read the text as if it were written in 
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one’s own time (Poythress, 1987). Technically, this approach included but was 

not limited to the original meaning interpretation, which was in strict accordance 

with legal text; the expansive interpretation, which expanded the literal meaning 

to meet the substantial requirements of law; and the restrictive interpretation, 

which restricted the literal meanings to better manifest the legislative intent. In 

this process, relevant grammatical rules and logical rules were also introduced (Su, 

2003).  

In addition to the use of the literal interpretation method, legislative 

document analysis in this study also considered the legislative background, 

legislative intents, legislative purposes and values of law to interpret the Internet 

law in China. In general, the combination of analytical methods was conducive to 

the exploration of the original meanings of law and its actual applications in the 

social context, thus deepening the understanding of the Internet regulatory 

mechanism in China.  

 

2.4 Performing the empirical research 

2.4.1 Supplementary empirical research  

To illustrate the Internet regulatory mechanism in China in a more intuitive and 

understandable way, empirical research was conducted. The empirical approach 

supported the inquiry into the social phenomena surrounding Internet regulation. 

While legislative document analysis offered a normative framework to establish 

both the general structure and operational details of the Internet regulatory 

mechanism in China, the resulting framework or model still needed the test of 

practice. One important area for Internet regulation was content regulation, which 
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was closely related to freedom of expression and other political rights and 

freedom, and was relatively sensitive in the Chinese context. Thus some 

documents regarding regulatory strategies and measures were not open to the 

public. In this case, another research method should be used as a supplement to 

the document-based approach. Also, the panoptic-fortification model supported 

by law reflected a choice among political and economic values, while other 

competing values were neglected. In this situation, empirical research was helpful 

to recognise other previously unrevealed values, and to propose means to improve 

the Internet regulatory ecosystem in China. 

Specifically, some recent Internet-related issues were selected and analysed 

to see how the mechanism operated and what measures were taken to support it in 

practice. The investigative approach to perform the empirical research was online 

observation in the naturalistic setting of the Internet. Besides, second hand 

resources were collected to better understand these issues. 

 

2.4.2 The ‘Occupy Movement’ case study 

In addition to general observation, this study paid special attention to an 

individual case regarding the Occupy Movement. This movement was a civil 

disobedience campaign in Hong Kong in 2014. By investigating how issues 

relevant to the Occupy Movement was regulated online in mainland China, the 

case study aimed to gain in-depth understanding of the actual operation of the 

normative Internet regulatory mechanism. 

Under the ‘One Country Two Systems’ principle, Internet regulation in 

Hong Kong is quite different from that in mainland China. The Internet 

environment in Hong Kong is more inclusive, and closer to the concept of a 
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‘marketplace of ideas’. As the location where the Occupy Movement occurred, 

relevant information in Hong Kong was supposed to be readily available. In 

contrast, Internet censorship in China is tight, especially concerning sensitive 

political events. As a political movement, the Occupy Movement was officially 

labelled as illegal, so relevant information was under strict control. As a result, 

observing how the Internet regulatory mechanism in mainland China responded to 

this sensitive event in Hong Kong was both feasible and meaningful. 

The initial period for online observation was between September 28, 2014 

and October 1, 2014, when the Occupy Movement commenced. During this 

period, online observation was conducted in mainland China, and the field for the 

study was the Internet in this context. At this stage, observation captured the most 

direct responses of relevant stakeholders to the available online information about 

the Occupy Movement. 

To examine the consistency of relevant policies and measures applied to this 

incident over a relatively long period, online observation continued over the 

following year, especially during the anniversary of the beginning of Occupy 

Movement. In the follow-up phase, online observation was conducted in both 

mainland China and in Hong Kong. Research in this phase provided additional 

details about Internet regulation regarding this issue in mainland China that did 

not come to light in the short initial observation. Also, the abundant information 

on the Internet in Hong Kong would give an opportunity to identify what content 

the Internet in mainland China had included or suppressed. 

Data collection featured several conversations. Most of these happened 

during the main stage of the research, when the Occupy Movement had just begun. 

As a person from mainland China living in Hong Kong at that time, the researcher 
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was often considered as a potential source of information, being asked for Hong 

Kong local news by mainland Chinese residents. As a result, the researcher had 

opportunities to exchange views with informants from mainland China, who 

showed interests in the Occupy Movement issue and took the initiative to extend 

the discussion. 

Conversations usually happened in natural settings, and informants were not 

initially aware that they were being studied. However, the identity of the 

researcher, the purpose and details of the conversation, and the overview of the 

research project were disclosed in subsequent conversations. Informants had full 

rights to decide whether to answer questions, whether to continue the 

conversation, and whether or how the conversation could be used in this study, as 

well as the level of confidentiality required. Some informants were concerned at 

the outset that they were not familiar with this issue; however, they were 

encouraged to talk as much as possible about their real thoughts and their own 

experiences. By talking to Internet users from mainland China, new perspectives 

were expected to emerge.  
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Chapter 4 – Building the Internet panoptic-fortification model 

This chapter presents and discusses results of the legislative document analysis. Based 

on the collected data, the chapter introduces legal connotations and extensions of 

elements that constitute the Internet panoptic-fortification model of China’s Internet 

regulatory mechanism (see Figure 2); moreover, it illustrates how China’s Internet 

law has built this model step by step. Since law provides the foundation for the whole 

Internet regulatory mechanism in China, this chapter offers an overview of Internet 

law in China, and reaches the conclusion that Internet law in China indicates a strong 

regulatory orientation. Next, it examines how traditional political power holders form 

the core of the Internet panoptic-fortification model, and how the core further position 

emerging technical power holders to comprise the sub-core in this model. Around the 

core, boundary is defined from the perspective of political territory, jurisdiction and 

technical barrier. Within this boundary, the network real-name system is implemented 

to identify each Internet user, and the Internet-surfing record backup system is used to 

surveil their online behaviours. Facing the strong power of the authorities and ISPs 

that is exercised to control the Internet users, protection of individual rights and 

interests is rather weak in reality. 

 

1. General situation of Internet law in China 

By the end of 2016, the number of valid nationwide Internet legislative instruments 

had reached 238. Figure 3 illustrates the issue year of valid Internet law in China. It 

should be noted that this illustration does not equal to the history of Internet 

legislation in China, because some legislative instruments had been annulled or 

invalidated, and were therefore omitted in this study. Meanwhile, for some general 
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laws that stipulate general matters and that are characterised as applicable to all 

citizens within the country, only when the specific provision relevant to the Internet 

was made or added in the law, was information of the issue date or the amended date 

recorded. For example, Law of the People’s Republic of China on Guarding State 

Secrets was made and issued in 1988. At that time, Internet was not available in China; 

therefore, there was no provision in this Law directly related to the Internet. In 2010, 

22 years later, with the popularisation of the Internet, provisions concerning behaviors 

of divulging state secrets on the Internet were formally introduced in this Law.16 

An investigation of the amended date of the Internet law reveals that, 11 out of 

13 Laws and all Administrative Regulations issued before 2010 have been amended, 

even for several times. Some of these amendments covered Internet-related provisions. 

Amending Laws and Regulations is a!universal phenomenon to better adapt to the 

ever-changing social reality. However, amendment is not so common for 

Departmental Rules and Administrative Normative Documents. Only 6 out of 47 

Departmental Rules and 2 out of 148 Administrative Normative Documents in this 

study have been amended. It is probably due to that issuing new legislative documents 

to annul old ones is a more effective and economically feasible way for administrative 

legislation. To facilitate the illustration, Figure 3 does not present all information 

about the amended year; it contains information of the amended year only when the 

Internet-related provision was written in a law for the first time. Keeping these 

limitations in mind, Figure 3 still offers an important reference to the development of 

Internet law in China. 

 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
16 Zhonghua Renmin Gongheguo Baoshou Guojia Mimi Fa (*°Aǻ~ßígęíĦɕĨȂ) [Law 
of the People’s Republic of China on Guarding State Secrets] (promulgated by the Standing Committee 
of the National People’s Congress, Sep. 5, 1988, revised Apr. 29, 2010) (Lawinfochina) (China). 
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1.1 Development of Internet law in China 

 

Figure 3. Number of nationwide Internet law issued each year in China (by the end of 2016). 

 

As it is shown in Figure 3, in general, legislative activities concerning the 

Internet were quite frequent at every legislative level. The Internet-related legislation 

normally began with the formulation of Administrative Regulations, Departmental 

Rules and Administrative Normative Documents. On the basis of the practice of 

administrative legislation, Laws were then made or amended in accordance with the 

development needs at that time. The formulation of Laws was followed by the 

formulation supporting legislative instruments, such as Judicial Interpretations and 

administrative legislative documents, to implement these Laws. 

The Internet-related legislation commenced in 1994, at the same year when the 

Chinese network officially accessed the Internet for the first time (Wang & Hu, 2016). 

Developing the Internet became a national policy issue, and the authorities began their 

attempt to regulate the Internet by law. During the period between 1994 and 1999, the 
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main focus of the Internet law stayed on the physical infrastructure layer, with an 

emphasis on the network security. In 1994 and 1996 separately, two Administrative 

Regulations concerning information network security and Internet access were 

issued17, accompanied by the formulation of a series of corresponding Departmental 

Rules and Administrative Normative Documents. In 1997, the Criminal Law for the 

first time introduced provisions concerning telecommunications facilities and 

computer information systems in Law.18 In addition to the physical layer, some 

legislative documents began to regulate the logic layer and the content layer of the 

Internet. 

The next ten years, from 2000 to 2009, were considered as ‘the period of steady 

development of the Internet in China’ (Wang & Hu, 2016, p. 129). During this period, 

the Standing Committee of the NPC promulgated two important Internet Laws, i.e. 

Decision of the Standing Committee of the National People’s Congress on Preserving 

Computer Network Security, and Electronic Signature Law of the People’s Republic 

of China.19 Meanwhile, five general Laws with Internet-related provisions, not 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
17 Jisuanji Xinxi Xitong Anquan Baohu Tiaoli (ˉɯǘhŴɵʊĚ|gƐǛ`) [Regulation on 
Safeguarding the Security of Computer Information Systems] (promulgated by the State Council, Feb. 
18, 1994, revised Jan. 8, 2011) (Lawinfochina) (China); Jisuanji Xinxi Wangluo Guoji Lianwang 
Guanli Zanxing Guiding (ˉɯǘhŴʐʉí̷ʛʐɰȬǊʸ˂Ğ) [Interim Provisions on the 
Management of International Networking of Computer Information Networks], supra note 6.  
18 Zhonghua Renmin Gongheguo Xingfa (*°Aǻ~ßí�Ȃ) [Criminal Law of the People’s 
Republic of China], arts. 124, 285, 286 & 287, (promulgated by the National People’s Congress, Jul. 1, 
1979, revised Mar. 14, 1997, Dec. 25, 1999, Aug. 31, 2001, Dec. 29, 2001, Dec. 28, 2002, Feb. 28, 
2005, Jun. 29, 2006, Feb. 28, 2009, Feb. 25, 2011, & Aug. 29, 2015) (Lawinfochina) (China). 
19 Quanguo Renmin Daibiao Dahui Changwu Weiyuanhui guanyu Weihu Hulianwang Anquan de 
Jueding (|íAǻIʺĈUł¦ēÜU�<ʋƐ=ʛʐĚ|Ⱥ�Ğ) [Decision of the Standing 
Committee of the National People’s Congress on Preserving Computer Network Security] 

(promulgated by the Standing Committee of the National People’s Congress, Dec. 28, 2000, revised 

Jan. 8, 2011) (Lawinfochina) (China); Zhonghua Renmin Gongheguo Dianzi Qianming Fa (*°Aǻ

~ßíȱĖɭÓȂ) [Electronic Signature Law of the People’s Republic of China] (promulgated by 

the Standing Committee of the National People’s Congress, Aug. 28, 2004, effective Apr. 1, 2005, 
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specialised Internet Law, were made or amended to regulate the Internet from 

multiple aspects.20 In addition, 7 out of all 10 Administrative Regulations were issued, 

covering areas of basic telecommunications business, Internet access services and 

Internet content services. 21 Mainly due to the formulation of Internet Laws and 

Regulations in this period, the number of Departmental Rules, Judicial Interpretations 

and Administrative Normative Documents all climaxed in this period. It is worth 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
revised Apr. 24, 2015) (Lawinfochina) (China). 
20 Zhonghua Renmin Gongheguo Zhuzuoquan Fa (*°Aǻ~ßíʲ^ǚȂ) [Copyright Law of the 
People’s Republic of China] (promulgated by the Standing Committee of the National People’s 
Congress, Sep. 7, 1990, revised Oct. 27, 2001 & Feb. 26, 2010) (Lawinfochina) (China); Zhonghua 
Renmin Gongheguo Zhi'an Guanli Chufa Fa (*°Aǻ~ßíȀĚɰȬĂʑȂ) [Public Security 
Administration Punishments Law of the People’s Republic of China] (promulgated by the Standing 
Committee of the National People’s Congress, Aug. 28, 2005, effective Mar. 1, 2006, revised Oct. 26, 
2012) (Lawinfochina) (China); Zhonghua Renmin Gongheguo Weichengnianren Baohu Fa (*°Aǻ
~ßíǕſŇAgƐȂ) [Law of the People’s Republic of China on the Protection of Minors] 
(promulgated by the Standing Committee of the National People’s Congress, Sep. 4, 1991, revised 
Dec. 29. 2006 & Oct. 26, 2012) (Lawinfochina) (China); Zhonghua Renmin Gongheguo Shipin 
Anquan Fa (*°Aǻ~ßí͖àĚ|Ȃ) [Food Safety Law of the People’s Republic of China] 
(promulgated by the Standing Committee of the National People’s Congress, Feb. 28, 2009, effective 
Oct. 1, 2015, revised Apr. 24, 2015) (Lawinfochina) (China); and Zhonghua Renmin Gongheguo 
Qinquan Zeren Fa (*°Aǻ~ßídǚ˰OȂ) [Tort Law of the People’s Republic of China] 
(promulgated by the Standing Committee of the National People’s Congress, Dec. 26, 2009, effective 
Jul. 1, 2010) (Lawinfochina) (China). 
21 Dianxin Tiaoli (ȱhǛ`) [Telecommunication Regulation], supra note 13; Hulianwang Xinxi 
Fuwu Guanli Banfa (=ʛʐhŴǒ¦ɰȬ¤Ȃ) [Administrative Measures for Internet Information 
Services] (promulgated by the State Council, Sep. 25, 2000, revised Jan. 8, 2011) (Lawinfochina) 
(China); Waishang Touzi Dianxin Qiye Guanli Guiding (ąåƎ˼ȱhQ%ɰȬ˂Ğ) [Provisions on 
the Administration of Foreign-funded Telecommunications Enterprises] (promulgated by the State 
Council, Dec. 11, 2001, effective Jan. 1, 2002, revised Sep. 10, 2008 & Feb. 6, 2016) (Lawinfochina) 
(China); Jisuanji Ruanjian Baohu Tiaoli (ˉɯǘ̆MgƐǛ`) [Regulations on the Protection of 
Computer Software] (promulgated by the State Council, Dec. 20, 2001, effective Jan. 1, 2002, revised 
Jan. 8, 2011 & Jan. 30, 2013) (Lawinfochina) (China); Chuban Guanli Tiaoli (�ȡɰȬǛ`) 
[Regulation on the Administration of Publication] (promulgated by the State Council, Dec. 25, 2001, 
effective Feb. 1, 2002, revised Mar. 19, 2011, Jul. 18, 2013, Jul. 29, 2014 & Feb. 6, 2016) 
(Lawinfochina) (China); Hulianwang Shangwang Fuwu Yingye Changsuo Guanli Tiaoli (=ʛʐ�ʐ
ǒ¦ʰ%òƅɰȬǛ`) [Regulation on the Administration of Business Premises of Internet Access 
Service], supra note 15; Xinxi Wangluo Chuanboquan Baohu Tiaoli (hŴʐʉWƪǚgƐǛ`) 
[Regulation on the Protection of Rights to Disseminate on Information Network], supra note 8. 



! 82 

pointing out that the number of Administrative Normative Documents reached 20 in 

2009, covering various aspects of the Internet regulation. It suggests that Internet 

legislation had become a major measure to regulate the Internet. 

Since 2010, Internet-related legislative activities have been both active and 

frequent. On the one hand, the Xi-Li government continued basic Internet policies 

made by former leaderships; on the other hand, the new leaderships re-designed the 

Internet regulatory mechanism from the perspective of national security (Wang & Hu, 

2016, p. 131). This was also reflected in the Internet-related legislation. In five Laws 

issued after 2010, four concerned cybersecurity.22 In addition, the Cyberspace 

Administration of China (íĦ=ʛʐhŴ¤}ģ) was authorised by the State 

Council to regulate Internet information content, in order to ‘safeguard the national 

security and the public interests’.23 In this context, a large number of Departmental 

Rules, Judicial Interpretations and Administrative Normative Documents were made 

to handle all kinds of emerging issues on the Internet. Meanwhile, the vast majority of 

amendments of Laws and Administrative Regulations appeared in this period to better 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
22 These four Laws are: Quanguo Renmin Daibiao Dahui Changwu Weiyuanhui guanyu Jiaqiang 
Wangluo Xinxi Baohu de Jueding (|íAǻIʺĈUł¦ēÜU�<¥ŚʐʉhŴgƐȺ�Ğ) 
[Decision of the Standing Committee of the National People’s Congress on Strengthening Information 

Protection on Networks], supra note 7; Zhonghua Renmin Gongheguo Guojia Anquan Fa (*°Aǻ~

ßííĦĚ|Ȃ) [National Security Law of the People’s Republic of China], (promulgated by the 

Standing Committee of the National People’s Congress, Jul. 1, 2015) (Lawinfochina) (China); 

Zhonghua Renmin Gongheguo Fankongbuzhuyi Fa (*°Aǻ~ßíÁűŭ,/Ȃ) 
[Counterterrorism Law of the People’s Republic of China] supra note 14; and Zhonghua Renmin 

Gongheguo Wangluo Anquan Fa (*°Aǻ~ßíʐʉĚ|Ȃ) [Cybersecurity Law of the People’s 

Republic of China] (promulgated by the Standing Committee of the National People’s Congress, Nov. 

7, 2016, effective Jun. 1, 2017) (Lawinfochina) (China). 
23 Guanyu Shouquan Guojia Hulianwang Xinxi Bangongshi Fuze Hulianwang Xinxi Neirong Guanli 
Gongzuo de Tongzhi (�<ƟǚíĦ=ʛʐhŴ¤}ģˮ˰=ʛʐhŴ�ħɰȬĺ^Ⱥ̘Ʌ) 
[Notice on Authorizing Cyberspace Administration of China to be in Charge of the Management of 
Internet Information Content] (promulgated by the State Council, Aug. 26, 2014) (Lawinfochina) 
(China). 
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meet the needs of the times. To some extent, China’s Internet law is featured by its 

instrumentality, serving for the goal of cybersecurity. Such a comprehensive 

legislative mode will continue in the near future. 

 

1.2 Distribution of legal sources and legislators 

 

Figure 4. Proportions of different sources of 238 nationwide Internet laws in China. 

 

As Figure 4 shows, legislative documents issued by administrative organs 

account for 82% of all legislative documents. While Laws and Administrative 

Regulations are made to oversee basic but important issues related to the Internet, 

Departmental Rules and Administrative Normative Documents have become major 

sources for Internet regulatoion. Meanwhile, Judicial Interpretations focus on the 

elaboration and application of Laws and Regulations, rather than on making new rules. 

In terms of the number of different sources of law, Figure 4 indicates that 

administrative authorities have played a significant role in the process of Internet 

regulation. 
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Actually, Internet-related legislation involves a variety of administrative 

authorities, which indicates the complexity of Internet regulation. Specifically, 20 

departments under the State Council have been involved in the formulation of 47 

Internet-related Departmental Rules. Among them, departments in charge of the 

telecommunication industry and the Internet industry, including the former Ministry 

of Posts and Telecommunications (̝ȱ̞), the former Ministry of Information 

Industry (hŴ@%̞) and the Ministry of Industry and Information Technology (ĺ

%ßhŴ¬̞), have played a leading role in the formulation of 29 Departmental 

Rules. This is followed by the formulation of six Internet-related Departmental Rules 

by the Ministry of Public Security (}Ě̞), which underscores the importance of 

cybersecurity. In addition, the former State Administration of Press, Publication, 

Radio, Film and Television (íĦƺ̯�ȡŉȱŰĳ) (including the former State 

Administration of Radio Film and Television (íĦŉƪȱŠȱ˃Űĳ)), the former 

Administration for Industry and Commerce (íĦĺåʸƱɰȬŰĳ) and other 

administrative authorities have also promulgated Internet-related Departmental Rules 

within their respective functions and authorities. 

Comparably, as many as 50 authorities have participated in the formulation of 

148 Administrative Normative Documents, including not only governmental organs 

but also inner-Party organs, the department of the Chinese People’s Liberation Army 

(hereinafter referred to as the PLA), government-affiliated institutions, and even 

officially recognised nationwide social organisations. It should be noted that, in 

essence, Administrative Normative Documents is a kind of informal source of law, 

and the formulation of Administrative Normative Documents is a kind of abstract 

administrative acts. Therefore, in practice, administrative organs are the dominant 
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legislators in administrative legislation; other organisations and institutions should 

attach to governmental bodies to participate in the formulation of Administrative 

Normative Documents. For example, the former General Administration of Press and 

Publication (ƺ̯�ȡŰʔ), Civilisation Office of the Central Communist Party 

Committee (*ċƷǃ¤), Ministry of Education (ƴʝ̞), Ministry of Public 

Security (}Ě̞), the former Ministry of Industry and Information Technology (h

Ŵ@%̞), the Central Committee of the Communist Young League (~̈́ê*ċ), 

All-China Women’s Federation (*°|íđďʛÐU) and Working Committee for 

the Care of the Next Generation (*í�Ū �Iĺ^ēÜU) jointly issued several 

Administrative Normative Documents concerning the Online Game Addiction 

Prevention System.24 

 Similarly, departments in charge of the telecommunication industry and the 

Internet industry, the former State Administration of Press, Publication, Radio, Film 

and Television (íĦƺ̯�ȡŉȱŰĳ), and the Ministry of Public Security (}Ě

̞) play important roles in issuing relevant Administrative Normative Documents. 

Additionally, the former Ministry of Culture (Ʒ¬̞), the former State 
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
24 Guanyu Baohu Weichengnianren Shenxin Jiankang Shishi Wangluo Youxi Fangchenmi Xitong de 
Tongzhi (�<gƐǕſŇÃŪpŒğƼʐʉȒž̳Ǿ̔ɵʊȺ̘Ʌ) [Notice on Application of 
the Online Game Addiction Prevention System for Protecting the Physical and Mental Health of the 
Minors] (promulgated by General Administration of Press and Publication, Civilization Office of the 
Central Communist Party Committee, Ministry of Education, Ministry of Public Security, Ministry of 
Information Industry, the Central Committee of the Communist Young League, All-China Women’s 
Federation & Working Committee for the Care of the Next Generation, Apr. 15, 2007) (LexisNexis) 
(China); and Guanyu Qidong Wangluo Youxi Fangchenmi Shiming Yanzheng Gongzuo de Tongzhi (
�<Ú§ʐʉȒž̳Ǿ̔ğÓ͚˗ĺ^Ⱥ̘Ʌ) [Notice on Initiating the Real-name Authentication 
for Online Game Addiction Prevention] (promulgated by General Administration of Press and 
Publication, Civilization Office of the Central Communist Party Committee, Ministry of Education, 
Ministry of Public Security, Ministry of Industry and Information Technology, the Central Committee 
of the Communist Young League, All-China Women’s Federation & Working Committee for the Care 
of the Next Generation, Jul. 1, 2011) (LexisNexis) (China). 
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Administration for Industry and Commerce (íĦĺåʸƱɰȬŰĳ) and other 

governmental bodies also perform actively in the formulation and implementation of 

Internet-related Administrative Normative Documents. 

It is worth mentioning that the Cyberspace Administration of China (íĦ=ʛ

ʐhŴ¤}ģ), which was reorganised in 2014, was authoritised to formulate and 

implement cyber policies in China. By the end of 2016, in just two years, it had made 

and issued two Departmental Rules and 13 influential Administrative Normative 

Documents. The Cyberspace Administration of China has become a key regulator in 

the process of Internet regulation in China. 

 

 

Figure 5. Number of administrative legislative documents made by multilegislators. 

 

In addition to the diversity of legislators, joint legislation is another 

characteristic of Internet-related legislation in China. Figure 5 presents the number of 

Departmental Rules and Administrative Normative Documents made by 

multilegislators. In most situations, two or three legislators are involved. But in 

individual cases, the number of legislators might reach seven for Departmental 
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Rules25 and even 16 for Administrative Normative Documents26. It suggests that the 

authorities tend to adopt the networked regulatory model to better handle ever-

changing Internet issues. 

 

1.3 Value orientation of China’s Internet law 

As Jenkins (1978) explained: 

policy is a set of interrelated decisions taken by a political actor or group of 

actors concerning the selection of goals and the means of achieving them within 

a specified situation where these decisions should, in principle, be within the 

power of these actors to achieve. (p. 15) 

While the emergence and penetration of the Internet provide an unprecedented and 

unparalleled potential for changing the society, the process of Internet regulation 

inevitably involves all kinds of value demands from multiple stakeholders. Therefore, 

the formulation and implementation of Internet law should recognise these values, 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
25 Wangluo Yuyue Chuzu Qiche Jingying Fuwu Guanli Zanxing Banfa (ʐʉ͎ɺ�ɖǽ̄ʅʰǒ¦

ɰȬǊʸ¤Ȃ) [Interim Measures for the Administration of Online Taxi Booking Business Operations 
and Services] (promulgated by Ministry of Transport, Ministry of Industry and Information 

Technology, Ministry of Public Security, Ministry of Commerce, State Administration for Industry and 

Commerce, General Administration of Quality Supervision, Inspection and Quarantine & Cyberspace 

Administration of China, Jul. 27, 2016, effective Nov. 1, 2016) (Lawinfochina) (China). 
26 Hulian Wangzhan Guanli Xietiao Gongzuo Fangan (=ʛʐɤɰȬ±˦ĺ^ƻǨ) [Work Program 

on the Coordination of Internet Website Administration] (promulgated by the Publicity Department of 

the Central Committee of the Communist Party of China, Ministry of Information Industry, the State 

Council Information Office, Ministry of Education, Ministry of Culture, Ministry of Health, Ministry 

of Public Security, Ministry of State Security, Ministry of Commerce, State Administration of Radio, 

Film and Television, General Administration of Press and Publication, National Administration for the 

Protection of State Secrets, State Administration for Industry and Commerce, China Food and Drug 

Administration, Chinese Academy of Sciences & General Staff Department of China People’s 

Liberation Army, Feb. 17, 2006) (LexisNexis) (China). 
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and should further recommend certain choices among these different or even 

competing values. 

In order to understand values and choice in China’s Internet law, it would be 

better to examine the legislative purposes. According to Stewart (2009), in any kind 

of collective activity, relationships between the individual, group or organisation, and 

the resources of the state are constructed. Values of law, therefore, operationalise 

these relationships. In the prior coding process, 55 legislative purposes have been 

recognised. These legislative purposes have subsequently been categorised into a 

framework constituted by different relationship levels, including the level of private 

rights and interests (hereinafter referred to as Level 1), the level of justice and 

administration (hereinafter referred to as Level 2), and the level of national stability 

and social development (hereinafter referred to as Level 3). The results of allocating 

legislative purposes can be found in Appendix 3. 

The results show that legislative purposes in Level 2 are mentioned the most 

(299 times), followed by those in Level 3 (189 times). Expressions for purposes in 

these two levels are quite diverse. Among them, ‘to promote the development’ in 

Level 3 appears the most (81 times); ‘to enhance the regulation’ and ‘to regulate 

behaviours’ in Level 2 are also dominant values (61 times and 60 times, respectively). 

This reflects the authorities’ dual attitudes towards the Internet: promoting rapid 

economic development while maintaining political control (Zheng, 2014, p. 67). 

Meanwhile, although the purpose ‘to protect lawful rights and interests’ is frequently 

used in all kinds of sources of law (74 times), in general, purposes in Level 1 only 

appear for 82 times, fewer than one-half of those in the other two levels.  

Specifically in terms of Laws and Regulations, more focus is placed on 

purposes in Level 3. Comparably, frequencies of purposes in Level 1 and Level 2 are 



! 89 

mentioned less. This suggests that Laws and Regulations tend to emphasise the 

overall situation. Yet for Judicial Interpretation, the main concern is the judicial 

practice, thus frequencies of purposes in Level 1 and Level 3 are not as significant as 

those in Level 2. This preference is especially obvious in Departmental Rules and 

Administrative Normative Documents, where the main purposes are to strengthen the 

regulation and to meet administrative demands. In contrast, purposes in Level 1 are 

less involved. The results of value analysis show that China’s Internet law presents a 

strong regulatory orientation. By developing a series of regulatory measures, it 

pursues to a comprehensive and efficient Internet regulatory model. To some extent, 

Internet law in China has become an instrument for the authorities to govern the 

cyberspace. 

The essence of choice among different values indicates an inclination between 

power of the authorities and individual rights and freedom. The expansion of power 

of the authorities in some sense means the withdrawal of individual rights and 

freedom. Traditional Chinese culture has a long history of advocating power of the 

authorities while ignoring or even debasing the pursuit of individual rights and 

freedom. Even though awareness of protecting individual rights and freedom has 

begun to increase since market economy system reforms, the traditional thought of 

great unity (Ĉ�ʊŮź) remains influential in practice (Wang, 2007, pp.227�230). 

As L!ü (2005) pointed out, contemporary China is undergoing social 

transformation. As a result, China neither solely positions power as its only standard – 

as traditional Chinese society did – nor positions rights and freedom as its only 

standard, as occurs in most fully modern societies. This is specifically manifested in 

the fact that, on the one hand, individual rights and freedom have been gradually 

recognised and protected by law; and on the other, that these rights and interests are 
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subject to many restrictions, especially power of the authorities. Exercising the power 

to strengthen the regulation over individuals remains the main focus of legislative and 

administrative activities. Such a value orientation penetrates the entire process of 

Internet regulation as well. 

 

2. Forming the core 

2.1 Traditional political authorities as the core 

As the research outcome summarised through legislative document analysis on 

regulators and their functions, Figure 6 displays the framework of current central 

political institutions for Internet regulation.27 The legislative document analysis finds 

that, the CPC and the central government constitute the core of the Internet regulatory 

mechanism, where the CPC is the absolute leading core of Internet regulation. 

 

2.1.1 The CPC as the absolute leading core 

The leadership of the CPC is said to be the most essential feature of socialism with 

Chinese characteristics.28 The CPC’s leadership is based on its existing power in state 

governance and is embodied in aspects of political leadership, ideological leadership 

and organisational leadership (people.cn, 2006). Firstly, as the most important aspect 

of the CPC’s leadership, political leadership is reflected in their function to formulate 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
27 This study collected Internet law in China issued on or before December 31, 2016. However,!in 
2018, CPC and state institutions experienced the institutional reform.!During the institutional reforms, 

functions of some existing institutions have been adjusted or changed, and some institutions have even 

been integrated, dissolved or replaced. See Shenhua Dang he Guojia Jigou Gaige Fang’an (ȍ¬zßí

ĦǘǞƮ͈ƻǨ) [Decision on Deepening Reform of Party and State Institutions], supra note 11. As a 

supplement to the legislative document analysis that was conducted in 2017, this study will introduce 

this latest development of the 2018 institutional reform in the part of findings and discussion. 
28 Ibid.!
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relevant routes, principles and policies. For example, Decision of the Central 

Committee of the Communist Party of China on Some Major Issues Concerning 

Comprehensively Deepening the Reform confirmed the basic principles of Internet 

regulation as ‘active utilisation, scientific development, law-based regulation and 

guaranteed security (ɘǝ�Ȯ�ɔĘÂĶ�bȂɰȬ�ɌgĚ|)’.29 Later, 

cybersecurity and informational development as main foci of China’s Internet 

regulation were raised by Xi Jinping (2016), General Secretary of the CPC Central 

Committee, and a series of policies and measures were issued accordingly.  

Secondly, ideological leadership is the significant premise and foundation of the 

CPC’s leadership. It provides the ideological guarantee for the CPC to lead the 

masses to accomplish political tasks. To better regulate the Internet and to create a 

cyberspace that is compatible with China’s socialist core value system, the 

Propaganda Department of the CPC Central Committee (�����W�) is in 

charge of the macro coordination and guidance of ideological work over the 

Internet.30 In the 2018 institutional reform, the Propaganda Department of the CPC 

Central Committee further strengthens its ideological control by taking over 

regulatory functions of press, publication and film from administrative organs.31 To 

some extent, the CPC’s ideological control agrees with Foucault’s exposition on 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
29 This quotation is translated from the Chinese text. (ɘǝ�Ȯ�ɔĘÂĶ�bȂɰȬ�ɌgĚ
|�) See Zhonggong Zhongyang guanyu Quanmian Shenhua Gaige Ruogan Zhongda Wenti de 

Jueding (*~*ċ�<|͇ȍ¬Ʈ͈ʪŅ̣Ĉ̭͒Ⱥ�Ğ) [Decision of the Central Committee of 

the Communist Party of China on Some Major Issues Concerning Comprehensively Deepening the 

Reform] (promulgated by the Third Plenary Session of the 18th Central Committee of the Communist 

Party of China, Nov. 12, 2013) (www.gov.cn) (China). 
30 See Hulian Wangzhan Guanli Xietiao Gongzuo Fangan (=ʛʐɤɰȬ±˦ĺ^ƻǨ) [Work 

Program on the Coordination of Internet Website Administration], supra note 26, art. 2. 
31 See Shenhua Dang he Guojia Jigou Gaige Fang’an (ȍ¬zßíĦǘǞƮ͈ƻǨ) [Decision on 

Deepening Reform of Party and State Institutions], supra note 11. 
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power/knowledge. How Internet users are trained through ideological control to 

realise self-discipline will be explored later. 

Thirdly, organisational leadership is the means by which the CPC can achieve 

leadership. On the one hand, the CPC establishes relevant party organisations in the 

PLA, governmental organs, social organisations, enterprises and institutions, city 

communities and rural grassroots. Leaders in these organisations and institutions 

should be CPC members, thereby guaranteeing the CPC’s leadership in all fields and 

at every level. On the other hand, a specialised agency, the Office of the Central 

Cyberspace Affairs Commission (*~*ċʐʉĚ|ßhŴ¬ēÜU¤}ģ) 

(formerly known as the Office of the Central Leading Group for Cyberspace Affairs 

(*ċʐʉĚ|ßhŴ¬͏īĮʀ)), has been set up under the Central Committee of 

the CPC to handle Internet-related issues. The Commission is directly headed by Xi 

Jinping, General Secretary of the CPC Central Committee. Actually, the Office of the 

Central Cyberspace Affairs Commission and the Cyberspace Administration of China 

are the same agency with two brands (�)ǘǞ�'õȢĖ), and are directly under 

the CPC Central Committee (�{*~*ċȿķǘǞŊ�). In order to safeguard the 

security and interests of national cyberspace, the regulatory function of National 

Computer Network and Information Security Management Center (íĦˉɯǘʐʉ

"hŴĚ|ɰȬ*Ū) has been transferred from the Ministry of Industry and 

Information Technology (ĺ%ßhŴ¬̞) to the Office of the Central Cyberspace 

Affairs Commission during the 2018 institutional reform.32 In this way, the CPC!

tightens its grip on critical power in the process of Internet regulation. 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
32 See Guanyu Shouquan Guojia Hulianwang Xinxi Bangongshi Fuze Hulianwang Xinxi Neirong 

Guanli Gongzuo de Tongzhi (�<ƟǚíĦ=ʛʐhŴ¤}ģˮ˰=ʛʐhŴ�ħɰȬĺ^Ⱥ̘

Ʌ) [Notice on Authorizing Cyberspace Administration of China to be in Charge of the Management of 
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Figure 6. Framework of traditional central authorities as Internet regulators in China (2018). 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
Internet Information Content], supra note 23; Shenhua Dang he Guojia Jigou Gaige Fang’an (ȍ¬z

ßíĦǘǞƮ͈ƻǨ) [Decision on Deepening Reform of Party and State Institutions], supra note 11. 
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2.1.2 Administrative authorities as major regulators 

Led by the CPC, the State Council and its subordinate departments engage in the 

Internet-related administrative work. The State Council leads the national 

administration system. It is responsible for carrying out policies formulated by the 

CPC and Laws promulgated by the NPC, and for dealing with major issues relevant to 

the Internet, such as establishing or authorising relevant administrative bodies33, 

approving important international telecommunications construction projects34 and 

establishing new interconnected networks35, etc.  

Meanwhile, departments under the State Council are in charge of specific 

Internet-related affairs. According to statistics of legislative document analysis, by the 

end of the year 2016, there were at least 14 ministries and commissions under the 

State Council (í¦̹ʀſ̞̫), eight organisations directly under the State Council 

(í¦̹ȿķǘǞ), two administrative offices under the State Council (í¦̹¤:

ǘǞ), two institutions directly under the State Council (í¦̹ȿķ:%²Z), and 

four administrations and bureaus under the ministries and commissions (í¦̹̞ē

ɰȬȺíĦĳ) that have directly participated in the Internet regulation. Beyond these 

30 departments under the State Council, numerous other governmental departments 

have engaged in the Internet-related work as well. With the promotion of the Internet 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
33 Ibid. 
34 Dianxin Jianshe Guanli Banfa (ȱhŔ˕ɰȬ¤Ȃ) [Administrative Measures for 
Telecommunication Construction], art. 20 (promulgated by Ministry of Information Industry, Jan. 4, 
2002, effective Feb. 1, 2002) (pkulaw.cn) (China). 
35 Jisuanji Xinxi Wangluo Guoji Lianwang Guanli Zanxing Guiding Shishi Banfa (ˉɯǘhŴʐʉí
̷ʛʐɰȬǊʸ˂ĞğƼ¤Ȃ) [Measures for the Implementation of Interim Provisions on the 
Management of International Networking of Computer Information Networks], art. 9 (promulgated by 
State Council Leading Group for Informatization Work, Mar. 13, 1998) (Lawinfochina) (China). 



! 95 

plus policy36, more governmental bodies are extending their traditional functions and 

authorites to the Internet, thus becoming involved in the process of Internet regulation. 

The governmental bodies work around three layers of Internet regulation, i.e., 

the physical infrastructure layer, the logic layer and the content layer. The physical 

infrastructure layer focuses on the basic physical supports for the building and 

operation of the Internet, including but not limited to network construction, network 

interconnection and network access. The existing political and economic power of the 

authorities enables them to support the construction and operation of physical 

infrastructure, which is the prerequisite for developing the Internet. 

The logic layer focuses on codes and protocols, such as Internet Protocol (IP) 

and DNS, that enable functions of physical infrastructure to be realised, in order to 

regulate the information transmission. In this layer, the authorities are authorised by 

law to participate in the assignment and management of critical logic resources. 

The content layer focuses on various forms of information and its flow on the 

Internet. Unlike the physical infrastructure layer and the logic layer that are regulated 

mainly from the economic and technical perspectives, the content layer is regulated in 

the interests of political control. While some authorities exercise their existing 

functions to conduct the content regulation, more governmental bodies are eager to 

share this emerging power. 

 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
36 Internet plus refers to the in-depth integration of Internet innovation with various economic and 

social fields, in order to promote the technological advance, to improve efficiency, and to drive 

organisational change, thus to enhance the creativity and productivity of the real economy, and finally 

to generate a new form for economic and social development that recognises the Internet as 
infrastructure and innovation element in a broader way. See Guowuyuan guanyu Jiji Tuijin 

‘Hulianwang +’ Xingdong de Zhidao Yijian (í¦̹�<ɘǝƤ̐“=ʛʐ+”ʸ§ȺƚīŻˀ) 
[Guiding Opinions of the State Council Concerning Advancing the ‘Internet Plus’ Action Actively] 
(promulgated by the State Council, Jul. 1, 2015) (www. gov.cn) (China). 
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2.1.3 Regulators of the physical infrastructure layer 

The legislative document analysis reveals that department in charge of the Internet 

industry is the major regulator of the physical infrastructure layer of the Internet. The 

central department in charge of the Internet industry is the Ministry of Industry and 

Information Technology (ĺ%ßhŴ¬̞), who tends to view the Internet from a 

technical perspective and mainly uses technical and market means to achieve its 

regulation. It dominates the construction and development plan of the network 

infrastructure. 

The Ministry of Industry and Information Technology discharges the following 

main functions and authorities: (1) formulating and implementing relevant 

development planning, policies and criteria; (2) coordinating, supervising and 

managing the construction of Chinanet, Internet and private wire networks; (3) 

managing and supervising the operation of networks, Internet exchange centres and 

international communications gateway exchanges; (4) coordinating, guiding and 

supervising interconnections between telecommunication networks; (5) building and 

managing the network and information security supporting system; (6) guaranteeing 

network security; (7) regulating the Internet industry and guiding self-regulation; and 

(8) supervising relevant services, including telecommunications services and Internet 

access services.37 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
37 See Gongye he Xinxihua Bu Zhuyao Zhize Neishe Jigou he Renyuan Bianzhi Guiding (ĺ%ßhŴ

¬̞,ʾʚ˰�˕ǘǞßAÜʎ�˂Ğ) [Provisions on Key Functions, Internal Institutions and 

Staffing of Ministry of Industry and Information Technology] (promulgated by General Office of the 
State Council, Jul. 11, 2008) (www.miit.gov.cn) (China); Zhongyang Bianban guanyu Gongye he 

Xinxihua Bu Youguan Zhize he Jigou Tiaozheng de Tongzhi (*ċʎ¤�<ĺ%ßhŴ¬̞Ǒ�ʚ

˰ßǘǞ˦ƶȺ̘Ʌ) [Notice of State Commission Office of Public Sectors Reform on the 

Adjustment of Relevant Functions and Institutions of Ministry of Industry and Information 

Technology] (promulgated by State Commission Office of Public Sectors Reform, Apr. 20, 2015) 
(www.miit.gov.cn) (China). 
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Specifically, the Ministry of Industry Information Technology is mainly in 

charge of overseeing for-profit networks, including the China Net (ChinaNet) (*í

ȱh=ʛʐ), the Unicom Net (UniNet) (*íʛ̘=ʛʐ), the China Mobile Net 

(CMNet) (*íɚ§=ʛʐ), the China Golden Bridge Network (ChinaGBN) (*í

̥ǩʐ) and others. In addition, the Ministry of Education (ƴʝ̞) and the Chinese 

Academy of Sciences (*íɔĘ̹) are responsible for operating and regulating the 

China Education and Research Network (CERNET) (*íƴʝßɔɈˉɯǘʐ) and 

the China Science Technology Network (CSTNET) (*íɔƌʐ). Meanwhile, the 

China International Economy Trade Internet (CIETNET) (*íí̷ʅȈ˹Ǆ=ʛʐ) 

was built in 2000 and is overseen by the Ministry of Commerce (å¦̞). Yet, its 

total international Internet bandwidth was merely 2 Mbps at the end of 2016 and 0 

Mbps in 2017 (China Internet Network Information Center, 2017a, p. 9, 2017b, p. 9). 

It would thus seem that CIETNET is gradually being phased out. Other than these 

networks, the China Great Wall Network (CGWNET) (*í̪ù=ʛʐ) is used for 

military purposes and is under the control of the Information Technology Department 

of the General Staff Headquarters of the PLA (˄ư�Ű¾˨̞hŴ¬̞) (China 

News Agency, 2011). 

 

2.1.4 Regulators of the logic layer 

The Ministry of Industry and Information Technology is also in charge of the logic 

layer of Internet regulation. It is responsible for the assignment, management and 

international coordination of communication resources, including resources of 
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communication network code number, domain name and IP address.38 To be specific, 

the main functions and authorities of the Ministry of Industry and Information 

Technology in this regard are (1) formulating and implementing relevant development 

regulations, planning, policies and measures; (2) formulating the DNS; (3) building 

and managing the national IP address database; (4) managing communication 

resources; (5) regulating relevant institutions; (6) regulating relevant services, such as 

domain name registration services; (7) safeguarding the DNS security, and (8) 

representing the state to participate in relevant international organisations and the 

international coordination of communication resources. 

In terms of communication resources, the CNNIC (*í=ʛʐʉhŴ*Ū) 

was authorised by law to manage national network fundamental resources, and to 

provide relevant service.39 The role of the CNNIC are summarised as: (1) agency for 

operating and managing fundamental national network resources (including the CN 

DNS, the Chinese DNS, and Internet addresses, etc.), and for providing relevant 

services; (2) technology research and development centre, and security centre for 

fundamental national network resources; (3) Internet development research institution 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
38 Ibid. 
39 See Zhongguo Hulian Wangluo Yuming Zhuce Zanxing Guanli Banfa (*í=ʛʐʉúÓȃ�Ǌ
ʸɰȬ¤Ȃ) [Interim Measures for the Administration of Registration of Internet Domain Name in 
China], arts 3 & 4 (promulgated by State Council Leading Group for Informatization Work, May. 30, 
1997) (LexisNexis) (China); Jisuanji Xinxi Wangluo Guoji Lianwang Guanli Zanxing Guiding (ˉɯ
ǘhŴʐʉí̷ʛʐɰȬǊʸ˂Ğ) [Interim Provisions on the Management of International 
Networking of Computer Information Networks], supra note 6, art. 6; Guanyu Shouquan Zhongguo 
Hulian Wangluo Xinxi Zhongxin Xingshi Yuming Zhuce Guanli Jigou Zhize de Tongzhi (�<Ɵǚ*
í=ʛʐʉhŴ*Ūʸ_úÓȃ�ɰȬǘǞʚ˰Ⱥ̘Ʌ) [Notice on Authorizing China Internet 
Network Information Center to Excise Functions of Domain Name Registration Administration], art. 
10 (promulgated by Ministry of Information Industry, Sep. 16, 2002) (www.cnnic.net.cn) (China); 
Zhongguo Hulian Wangluo Yuming Guanli Banfa (*í=ʛʐʉúÓɰȬ¤Ȃ) [Administrative 
Measures for Internet Domain Names of China], arts. 3 & 4 (promulgated by Ministry of Information 
Industry, Aug. 1, 2002, effective Sep. 30, 2002) (Lawinfochina) (China). 
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and consulting service provider; and (4) platform for Internet open cooperation and 

technological exchange. 

The CNNIC was established in 1997 as the national Internet network 

information center. For quite a long time, it was headed by the Chinese Academy of 

Sciences (*íɔĘ̹) and guided by the Ministry of Industry and Information 

Technology (ĺ%ßhŴ¬̞) (Ma, 2014, p. 41). However, such an institutional 

arrangement was not conducive to the emergency disposal, the development of the 

Internet infrastructure and the law enforcement. In light of this, in 2014, the CNNIC 

experienced the institutional reform, and is now an institution directly under the 

Office of the Central Cyberspace Affairs Commission (the Cyberspace 

Administration of China) (*ċʐʉĚ|ßhŴ¬ēÜU¤}ģ�íĦ=ʛʐh

Ŵ¤}ģ�ȿķ:%²Z) (Shen, 2015). It means that the CNNIC will play a 

greater role in both Internet regulation and Internet development. 

 

2.1.5 Regulators of the content layer 

Compared to the physical infrastructure layer and the logic layer, regulators of the 

content layer are much more complicated. According to the Work Program on the 

Coordination of Internet Website Administration40 and other relevant legislative 

documents, regulators of the content layer can be further classified into  (1) the 

department in charge of the Internet industry (=ʛʐʸ%,ɰ̞̫), (2) 

departments in charge of the special content (#͌�ħ,ɰ̞̫), (3) departments in 

charge of the prior approval ( ʓĠƊ̞̫), and (4) the department in charge of the 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
40 Hulian Wangzhan Guanli Xietiao Gongzuo Fangan (=ʛʐɤɰȬ±˦ĺ^ƻǨ) [Work Program 

on the Coordination of Internet Website Administration], supra note 26. 
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enterprise registration (Q%ȸː,ɰ̞̫). A single authority might play several 

roles mentioned above. 

The Ministry of Industry and Information Technology (ĺ%ßhŴ¬̞) is the 

department in charge of the Internet industry, yet its power in the Internet content 

regulation is relatively limited. The main functions for the Ministry of Industry and 

Information Technology in this regard are regulating the Internet industry and Internet 

content services.41 This means that the Ministry of Industry and Information 

Technology does not regulate the Internet information directly. Instead, it cooperates 

with other departments to carry out Internet content regulation. 

This is because the Internet is not merely technically important, but also 

economically and politically significant, which attracts to the CPC and governmental 

agencies to strengthen the intervention. Consequently, in addition to the Ministry of 

Industry and Information Technology, the CPC and other governmental bodies also 

claim their legitimate powers to regulate the Internet based on national security and 

ideological control. For example, the Ministry of Industry and Information 

Technology’s functions of promoting industrial development and safeguarding the 

network and information security have been transferred to the Office of the Central 

Cyberspace Affairs Commission (the Cyberspace Administration of China) (*ċʐ

ʉĚ|ßhŴ¬ēÜU¤}ģ(íĦ=ʛʐhŴ¤}ģ)) 42 In this situation, the 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
41 See Gongye he Xinxihua Bu Zhuyao Zhize Neishe Jigou he Renyuan Bianzhi Guiding (ĺ%ßhŴ

¬̞,ʾʚ˰�˕ǘǞßAÜʎ�˂Ğ), supra note 37; Zhongyang Bianban guanyu Gongye he 

Xinxihua Bu Youguan Zhize he Jigou Tiaozheng de Tongzhi (*ċʎ¤�<ĺ%ßhŴ¬̞Ǒ�ʚ

˰ßǘǞ˦ƶȺ̘Ʌ) [Notice of State Commission Office of Public Sectors Reform on the 
Adjustment of Relevant Functions and Institutions of Ministry of Industry and Information 

Technology], supra note 37. 
42 Ibid. 
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Ministry of Industry and Information Technology has to share its power with the 

party’s organs and other government bodies (Zheng, 2014, pp. 73–75). 

Under the uniform ideological leadership of the Propaganda Department of the 

CPC Central Committee (*~*ċĢW̞)43, multiple departments take charge of 

the special content on the Internet within their departmental functions. According to 

the legislative document analysis, departments in charge of the special content (#͌

�ħ,ɰ̞̫) include but are not limited to departments in charge of press and 

publishing, departments in charge of radio, film and television, departments in charge 

of culture, departments in charge of education, public security organs, national 

security organs, and departments in charge of the protection of state secrets, etc. 

These departments in charge of the special content (#͌�ħ,ɰ̞̫) shall 

examine the specific content within their respective functions, and shall provide 

examination opinions to the department in charge of the Internet industry (=ʛʐʸ

%,ɰ̞̫) for further action. 

In the previous Internet regulatory mechanism, the former State Administration 

of Press, Publication, Radio, Film and Television (íĦƺ̯�ȡŉȱŰĳ) 

performed as the central department in charge of press and publishing administration 

that regulated online publishing activities. As the legislative document analysis 

reveals, these activities covered the online publishing and distribution of books, 
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
43 In earlier stage, the Information Office of the State Council (í¦̹ƺ̯¤}ģ) was a national 

administrative office under the State Council. In the Internet regulatory mechanism, it used to be in 

charge of the concrete ideological work over the Internet, as well as the online culture and propaganda. 

Some of its content regulation functions were then transferred to the Cyberspace Administration of 

China (íĦ=ʛʐhŴ¤}ģ). During the 2018 institutional reform, the Information Office of the 
State Council is incorporated to the Propaganda Department of the CPC Central Committee (����

�W�), with the Propaganda Department assuming relevant functions and authorities.See organisation 

of the State Council, available at http://www.gov.cn/guowuyuan/zuzhi.htm (last visted on June 5, 

2018). 
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newspapers, periodicals, maps, broadcasts, movies, TV programmes, audio-visual 

products, electronic publications (including online games) and other forms of 

publications.  

However, ‘in order to strengthen the party’s centralised and unified leadership 

in the work of news and public opinion, to strengthen the regulation of important 

propaganda fields, and to firmly control the leadership of the ideological work’44, 

during the 2018 institutional reform, the former State Administration of Press, 

Publication, Radio, Film and Television (íĦƺ̯�ȡŉȱŰĳ) was dissolved. 

Three institutions undertake its departmental functions. One is the newly formed State 

Administration of Radio and Television (íĦŉƪȱ˃Űĳ), an organisation 

directly under the State Council (í¦̹ȿķǘǞ). In regard of Internet content 

regulation, the State Administration of Radio and Television takes charge of 

supervising, administering and examining contents and qualities of network audio-

visual programs. The second one is the State Administration of Press and Publication 

(íĦƺ̯�ȡʔ). As an Internet regulatory body, it is responsible for supervising 

and administering contents, qualities and copyright issues of Internet news and online 

publications. The third one is the State Administration of Film (íĦȱŠĳ). It 

regulates the film business and examines contents of films. It should be noted that 

functions and authorities of the latter two institutions, i.e. the State Administration of 

Press and Publication and the State Administration of Film, are essentially exercised 

by the Propaganda Department of the CPC Central Committee (*~*ċĢW̞).45 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
44 This quotation is translated from the Chinese text (+¥ŚzĪƺ̯ʢ˓ĺ^Ⱥ̿*ʊ�͏ī�¥
ŚỊ̄ʾĢW̵ñȺɰȬ�ȣȣƠƧŻ˙ŞŬĺ^͏īǚ). Shenhua Dang he Guojia Jigou Gaige 

Fang’an (ȍ¬zßíĦǘǞƮ͈ƻǨ) [Decision on Deepening Reform of Party and State 

Institutions], supra note 11.!
45 Ibid. 
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Another important departments in charge of the special content are departments 

in charge of culture and the comprehensive law enforcement team in cultural markets 

(Ʒ¬ľòʌÐƇȂ̲R). They are responsible for regulating online cultural 

activities. Stated by law, these cultural activities cover online games, online 

performances, Internet cafes and other types of Internet access service business, etc. 

In 2018, functions and authorities of the former Ministry of Culture (Ʒ¬̞) and the 

former National Tourism Administration (íĦƽȒĳ) are further integrated, and, on 

this basis, the Ministry of Culture and Tourism (Ʒ¬ßƽȒ̞) is formed as a 

ministry under the State Council to replace the former two departments. 

Correspondingly, the comprehensive law enforcement team in cultural markets is also 

integrated with the comprehensive law enforcement team in tourism markets, in order 

to perform their duties in cultural and tourism markets in a uniform manner.46 

Cybersecurity is the priority of Internet regulation. Public security organs, state 

security organs and departments in charge of the protection of state secrets play 

important roles in regulating the content related to the cybersecurity. First, the main 

function of public security organs is to safeguard network and information security. 

Thus, public security organs are responsible for controlling computer viruses, 

conducting security supervision over Internet services, and both preventing and 

cracking down on Internet-related criminal acts, such as releasing illegal information 

or using the Internet to commit crimes. Second, national security organs supervise, 

investigate and deal with online information that might undermine national security. 

Third, departments in charge of the protection of state secrets take charge of 

confidential affairs, investigating and handling Internet leaks. These departments, 

with support from others, defend cybersecurity from the content layer. 
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
46 Ibid. 
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In addition, other governmental bodies, such as departments in charge of 

education, also exercise their power to regulate special content on the Internet 

according to law. To better sort out relations among multiple authorities and further 

determine their divisions, the Cyberspace Administration of China (íĦ=ʛʐhŴ

¤}ģ) was established in May, 2011. One main function of the Cyberspace 

Administration of China was to guide, coordinate and urge relevant departments to 

strengthen the Internet content regulation (Guanchazhe, 2014). Instead of setting up a 

new institution, the Cyberspace Administration of China was attached to the former 

Information Office of the State Council (í¦̹ƺ̯¤}ģ).  

In 2014, the Cyberspace Administration of China was re-organised and 

authorised by the State Council to take charge of Internet content regulation, and of 

supervision of law enforcement.47 According to the legislative document analysis, 

Internet content regulated by the Cyberspace Administration of China includes but is 

not limited to news, information of dangerous goods, financial information, content in 

network audio-visual programmes, content of Internet live-streaming, content of web 

searching, user accounts, content of mobile Internet application, and public 

information provided through instant messaging tools. Meanwhile, as the general 

department in charge of Internet content regulation, the Cyberspace Administration of 

China is responsible for dealing with illegal or harmful information, and coordinating 

efforts to safeguard cybersecurity. This re-organisation further consolidates the 

position of the Cyberspace Administration of China in the Internet regulatory 

mechanism.  

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
47 See Guanyu Shouquan Guojia Hulianwang Xinxi Bangongshi Fuze Hulianwang Xinxi Neirong 
Guanli Gongzuo de Tongzhi (�<ƟǚíĦ=ʛʐhŴ¤}ģˮ˰=ʛʐhŴ�ħɰȬĺ^Ⱥ̘
Ʌ) [Notice on Authorizing Cyberspace Administration of China to be in Charge of the Management of 
Internet Information Content], supra note 23. 
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In the 2018 institutional reform, the Office of the Central Cyberspace Affairs 

Commission and the Cyberspace Administration of China are set as directly under the 

CPC Central Committee (�{*~*ċȿķǘǞŊ�), with the Vice Minister of 

the Central Propaganda Department (���W���̪) serving as the Head of both 

the Office of the Central Cyberspace Affairs Commission and the Cyberspace 

Administration of China. The Cyberspace Administration of China becomes 

significant in China’ s central political system. 

In addition to the department in charge of the Internet industry and numerous 

departments in charge of the special content, there is a third category involving the 

administrative licensing function, i.e. departments in charge of the prior approval. The 

prior approval is an administrative procedure. It demands the applicants to go through!

administrative examination and approval to obtain necessary licenses required by 

Laws and Administrative Regulations before applying to the department in charge of 

the Internet industry for the!Internet Content Provider (hereinafter referred to as ICP) 

license or before submitting documents to the department in charge of the Internet 

industry for the record.  

As the legislative document analysis reveals, the prior examination and 

approval system applies to providing Internet content services related to news, 

publication, education, pharmaceuticals and medical equipment, culture, as well as 

radio, film and television programs, etc. Correspondingly, departments in charge of 

the prior approval include departments in charge of the Internet content, departments 

in charge of press and publishing, departments in charge of education, departments in 

charge of drug, departments in charge of culture, and departments in charge of radio, 

film and television, etc. These departments in charge of the prior approval should take 

charge of the examination and approval prior to the ICP application procedure, should 
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regulate the Internet content services, and should provide annual examination 

opinions to the department in charge of the Internet industry. 

Actually, there are some intersections between departments in charge of the 

prior approval and departments in charge of the special content. However, the former 

focuses on regulating Internet content services, while the latter emphasises the content 

regulation. Moreover, following the trend of reducing unnecessary administrative 

examination and approval, the scope of departments in charge of the prior approval is 

much narrower than that of departments in charge of the special content. 

Finally, based on administrative decisions made by the department in charge of 

the Internet industry, the department in charge of the enterprise registration handles 

the enterprise registration, the change of registration, and the cancellation of 

registration for the for-profit ICPs.48 For quite a long time, Administration for 

Industry and Commerce (ĺåʸƱɰȬĳ) was the department in charge of the 

enterprise registration. However, during the 2018 institutional reform, the State 

Administration for Industry and Commerce (íĦĺåʸƱɰȬŰĳ) was dissolved, 

and its functions were transferred to the newly formed State Administration for 

Market Regulation (íĦľòȼɄɰȬŰĳ).49 Therefore, the State Administration 

for Market Regulation will exercise functions of market regulation in a uniform 

manner. 

 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
48 See Hulian Wangzhan Guanli Xietiao Gongzuo Fangan (=ʛʐɤɰȬ±˦ĺ^ƻǨ) [Work 

Program on the Coordination of Internet Website Administration], supra note 26. 
49 See Shenhua Dang he Guojia Jigou Gaige Fang’an (ȍ¬zßíĦǘǞƮ͈ƻǨ) [Decision on 

Deepening Reform of Party and State Institutions], supra note 11.!
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2.1.6 Networked regulation as a trend 

The legislative document analysis also suggests that, in the process of Internet 

regulation, the authorities are encouraged to establish coordination and cooperation 

mechanisms in order to jointly address new issues and challenges brought about by 

the rapidly changing Internet, as well as to minimise conflicts of interests between 

departments and to improve regulatory efficiency. 

Firstly, information sharing and circulation is emphasised. Relevant information 

is shared within different levels of the same department or institution, as well as 

among different departments and institutions. For example, according to Notice on 

Establishing the Blacklist Management System for Illegal Internet Websites in China, 

administration for industry and commerce, public security organs and department in 

charge of the Internet industry should establish mechanisms to verify and exchange 

information regarding business registration and citizenhood.50 These mechanisms of 

information sharing and circulation enable the authorities to produce basic knowledge 

of the regulated objects, thus strengthening the regulation more efficiently. Besides, 

information circulation focuses more on specific situations or individual cases, such 

as work progress, network security incidents and illegal activities, which is conducive 

to the real-time monitoring of the Internet. 

Furthermore, cooperation among different authorities is encouraged to better 

cope with Internet-related issues. In reality, a simple Internet-related activity might 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
50 Guanyu Jianli Jingnei Weifa Hulian Wangzhan Heimingdan Guanli Zhidu de Tongzhi (�<Ŕɣþ

�̑Ȃ=ʛʐɤ͟Ó²ɰȬ�ŏȺ̘Ʌ) [Notice on Establishing the Blacklist Management System 

for Illegal Internet Websites in China], art. 25 (promulgated by Ministry of Industry and Information 

Technology, the State Council Information Office, Ministry of Education, Ministry of Public Security, 

Ministry of State Security, Ministry of Culture, Ministry of Health, State Administration for Industry 
and Commerce, State Administration of Radio, Film and Television, General Administration of Press 

and Publication, China Food and Drug Administration & National Administration for the Protection of 

State Secrets, Jul. 29, 2009) (www.miibeian.gov.cn) (China). 
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involve multiple regulatory bodies. Take the for-profit online game service for 

example. Before publishing an online game, online game service providers should 

obtain the Internet Publishing License (�=ʛʐ�ȡ˒Ê˗�) and the Business 

License for Internet Culture (�ʐʉƷ¬ʅʰ˒Ê˗�) from departments in charge 

of the prior approval. On this basis, they are able to apply for the ICP license (ȱh"

hŴǒ¦%¦ʅʰ˒Ê˗) to the department in charge of the Internet industry, and 

to go through the commercial registration procedure demanded by the administration 

for industry and commerce. The release of the online game is then regulated by the 

department in charge of publication, while the daily regulation is conducted by the 

department in charge of culture. The public security organs are responsible for online 

game real-identity verification, as well as investigating and dealing with illegal or 

criminal acts. In addition, department in charge of education and other organisations 

and institutions make efforts to prevent minors from being addicted to online games. 

This example indicates the necessity to strengthen inter-departmental coordination 

and cooperation. Building a comprehensive and flexible regulatory network is an 

attempt to reduce regulatory conflicts and to improve the regulatory efficiency. So far, 

relevant measures have been introduced by law, such as the daily coordination system 

(ǁł±˦�ŏ),51 the inter-ministerial joint conference system (̷̞ʛŀUˎ�

ŏ),52 and the joint action mechanism (ʛÐƇȂǘ�).53 In summary, networked 

regulatory has become a major trend in China. 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
51 See Hulian Wangzhan Guanli Xietiao Gongzuo Fangan (=ʛʐɤɰȬ±˦ĺ^ƻǨ) [Work 
Program on the Coordination of Internet Website Administration], supra note 26. 
52 See Guanyu Tongyi Jianli Wangluo Shichang Jianguan Buji Lianxi Huiyi Zhidu de Han (�'�%
�� ����	���"�&)���) [Letter on Approval of the Establishment of the Inter 
Ministerial Joint Conference System for Network Market Supervision] (promulgated by the General 
Office of the State Council, Dec. 19, 2016) (LexisNexis) (China). 
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2.2 Developing technical power holders as the sub-core 

Yet, the authorities are not always involved in specific Internet-related affairs; instead, 

they develop a number of ISPs – the emerging technical power – as the sub-core of 

the Internet panoptic-fortification model. As introduced, ISPs include basic 

telecommunication business operators, Internet access service providers and Internet 

content service providers. The legislative document analysis finds that multiple 

measures and means have been taken by the authorities to regulate ISPs’ behaviours, 

including the administrative licensing and filing systems, the daily supervision, 

penalties and rewards, and the blacklist system. Essentially, these measures are basic 

regulatory methods mentioned by Foucault, including recording, observation, 

normalising judgment and disciplinary control. The comprehensive application of 

these measures is to ensure that ISPs are under the political control of the authorities. 

 

2.2.1 The administrative licensing and filing systems 

The most critical measures taken by the authorities to control ISPs are the ubiquitous 

administrative licensing system and administrative filing system. The main function 

of the administrative licensing system is to concentrate the granting of industry access 

and behavioural qualifications in the hands of the authorities. ‘The establishment and 

implementation of an administrative license shall tally with legal authority, scope, 

conditions and procedures.’54 Nationwide administrative licensing should be 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
53 See Wangluo Wenhua Shichang Zhifa Gongzuo Zhiyin (Shixing) (ʐʉƷ¬ľòƇȂĺ^ƚŗ�
˟ʸ�) [Guidelines on Law Enforcement in the Internet Culture Market (for Trial Implementation)] 
(promulgated by Ministry of Culture, Sep. 24, 2012) (LexisNexis) (China). 
54 This quotation is translated from the Chinese text. (˕ĞßğƼʸƱ˒Ê�ŋŜbȝȂĞȺǚ̸�
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established by means of Laws, Administrative Regulations and State Council’s 

decisions (in individual cases).55 According to the legislative document analysis, there 

are one Law and seven Administrative Regulations that involve administrative 

licensing provisions, with more specific requirements written in numerous 

Departmental Rules to implement the administrative licensing within the scope of the 

matters established by Laws and Administrative Regulations. These provisions 

constitute the basis for investigating the Internet administrative licensing system.  

Meanwhile, the administrative filing system is implemented as an important 

supplement to the administrative licensing system. Administrative filing refers to that 

citizens, legal persons or other entities submit documents regarding the conduct of 

specified activities to the administrative authorities for records. Compared to 

administrative licensing, administrative filing is based on existing facts, and aims at 

factual consequences rather than legal consequences (Zhang, 2016). In most situations, 

multiple administrative licensings and/or filings are required. To some degree, the 

multiple administrative licensings and filings are related to the phenomenon of multi-

thread regulation and the developing networked regulatory mode. Through the 

implementation of the administrative licensing system and administrative filing 

system, the authorities not only control the industry access and some behavioural 

qualifications, but also produce sufficient knowledge about ISPs, which in turn 

generates more power towards their better regulation. It can be argued that the 

combination of administrative licensing system and administrative filing system is the 

most effective tool the authorities have to control ISPs. 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
ʬì�ǛMßɜŊ�) Zhonghua Renmin Gongheguo Xingzheng Xuke Fa (*°Aǻ~ßíʸƱ˒

ÊȂ) [Administrative License Law of the People’s Republic of China], art. 4 (promulgated by the 

Standing Committee of the National People’s Congress, Aug. 27, 2003, effective Jul. 1, 2004) 

(www.gov.cn) (China). 
55 Ibid, art. 14. 
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According to the Administrative License Law56, there are five kinds of 

administrative licensing, namely ordinary licensing (ǈ̘˒Ê), franchise (ȥ˒), 

approval (ǥ�), recognition (ˋÊ), and registration (ȸː). For different purposes, 

different administrative licensing methods are explored flexibly. Simply put, the 

authorities have an absolute control of the industry access for basic 

telecommunication business operators and Internet access service providers; this 

control further serves the establishment of the boundary in the Internet panoptic-

fortification. Meanwhile, the authorities implement the administrative licensing 

system for for-profit Internet content service providers, and the administrative filing 

system for not-for-profit Internet content service providers, with the prior approval 

system and other licensing schemes effective in specified areas. 

Specifically, for basic telecommunication business operators, franchise should 

be granted to operate the basic telecommunications business. Franchise is an 

authorisation granted by administrative organs on behalf of the state to the applicant, 

in order to properly assigns scarce resources. There are normally some quantitative or 

other restrictions for franchise (Shen & Zou, 2007, pp. 169–170). According to the 

Telecommunication Regulation, the construction of public telecommunication 

network (}Ȯȱhʐ), private telecommunication network (#Ȯȱhʐ) and radio 

and television transmission network (ŉƪȱ˃W̉ʐ) shall be subject to the overall 

planning and industry regulation of the department in charge of the Internet industry 

under the State Council.57 In order to operate the basic telecommunications business, 

one should get the approval from the Ministry of Industry and Information 

Technology (ĺ%ßhŴ¬̞) and should obtain a Business License for Basic 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
56 Ibid. 
57 Ibid, art. 44. 
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Telecommunications Business (�üɋȱh%¦ʅʰ˒Ê˗�).58 When examining 

applications for providing basic telecommunications business, the department in 

charge of the Internet industry should comprehensively consider several factors, 

including the national security, the safety of telecommunication networks, the 

sustainable development of telecommunication resources, the environmental 

protection and the competition in the telecommunications market, etc. The Business 

License for Basic Telecommunications Business should be granted by way of inviting 

tenders.59  

Similarly, ‘the state establishes a system for the unified planning, centralised 

regulation, rational allocation and paid utilisation of the telecommunication 

resources’.60!The allocation of telecommunications resources should consider factors 

including ‘the planning, use and expected service capacity of such resources’, and 

should be done through distribution or auction.61  

The Telecommunication Regulation also demands that the basic 

telecommunications business operator should be a company in which state-owned 

shares should not be lower than 51%.62 If foreign investment is involved, the prior 

examination and approval procedure would be much more complicated. According to 

the legislative document analysis, Figure 7 shows the basic administrative licensing 

flow for a foreign-invested!telecommunications enterprise to obtain the Business 

License for Basic Telecommunications Business. First of all, the major Chinese 

investor (*ƻ,ʾƎ˼ʙ) of the foreign-invested basic telecommunications 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
58 See Dianxin Tiaoli (ȱhǛ`) [Telecommunication Regulation], supra note 13, art. 9. 
59 Ibid, art. 12. 
60 This quotation is translated from the Chinese text. (íĦĪȱh˼Ȕʊ�˂��̿*ɰȬ�ÐȬ�
̟�ğʸǑq_Ȯ�ŏ�) Ibid, art. 26. 
61 Ibid, art. 28. 
62 Ibid, art. 10. 
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enterprise should apply to the Ministry of Industry and Information Technology (ĺ%

ßhŴ¬̞) for the Opinions on the Examination and Approval of Foreign 

Investment in Telecommunications Business (�ąåƎ˼ʅʰȱh%¦ĠĞŻˀ

4�). Under legal conditions, some foreign-invested projects should obtain the 

approval from the National Development and Reform Commission (íĦÂĶßƮ͈

ēÜU) before issuing the Opinions on the Examination and Approval of Foreign 

Investment in Telecommunications Business.63 

Based on the Opinions on the Examination and Approval of Foreign Investment 

in Telecommunications Business, the major Chinese investor of the foreign-invested 

basic telecommunications enterprise should further submit relevant materials to 

Ministry of Commerce (å¦̞) for the approval and issuance of Certificate of the 

Approval for Foreign-Invested Enterprise (�ąåƎ˼Q%Ɗ�˗4�). On this 

basis, the major Chinese investor of the foreign-invested basic telecommunications 

enterprise should apply to the administration for industry and commerce for the 

business registration. Registration is a common administrative licensing that demands 

formality examination, in order to establish, to change or to cancel the capacity of a 

legal subject (Shen & Zou, 2007, p. 170). Finally, with the Certificate of the Approval 

for Foreign Invested Enterprise and the business registration, the major Chinese 

investor of the foreign-invested basic telecommunications enterprise would apply to 

the Ministry of Industry and Information Technology for the Business License for 

Basic Telecommunications Business.64 

 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
63 See Waishang Touzi Dianxin Qiye Guanli Guiding (ąåƎ˼ȱhQ%ɰȬ˂Ğ) [Provisions on 
the Administration of Foreign-invested Telecommunications Enterprises], supra note 21. 
64 Ibid. 
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Figure 7. Administrative licensing procedure for foreign-invested basic telecommunications business. 

 

For Internet access service providers, they should obtain the Business License 

for Value-added Telecommunications Business (�ÿlȱh%¦ʅʰ˒Ê˗�) or 

the Business License for Trans-regional Value-added Telecommunications Business 

(�́ñÿlȱh%¦ʅʰ˒Ê˗�) from departments in charge of the Internet 

industry. The Business License should indicate the specific business type in the first 

category of value-added telecommunications business (ɩ�ɳÿlȱh%¦), for 

example, the Internet access service business (=ʛʐƢ{ǒ¦%¦).65 In essence, 

the grant of the Business License for Value-added Telecommunications Business is a 

kind of ordinary licensing. In ordinary licensing, if administrative organs confirm that 

the applicant meets the statutory requirements to engage in specified activities, then 

the applicant is able to obtain the right or qualification to conduct the specified 

activities (Shen & Zou, 2007, p. 169). Meanwhile, if the Internet access service 

providers intend to engage in not-for-profit activities, they should obtain the approval 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
65 See Dianxin Tiaoli (ȱhǛ`) [Telecommunication Regulation], supra note 13. See also Zhongguo 
Gongyong Jisuanji Hulianwang Guoji Lianwang Guanli Banfa (*í}Ȯˉɯǘ=ʛʐí̷ʛʐɰ
Ȭ¤Ȃ) [Administrative Measures for the International Networking of the Chinanet], supra note 6. 
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from corresponding departments in charge of the Internet access service. Otherwise, 

no Internet access service would be allowed.66 

Furthermore, Internet access service providers and IP address allocation 

institutions at all levels have the responsibilities to submit the information of IP 

address via the specified website, faithfully and completely, to the department in 

charge of Internet industry for the record. An IP address is ‘a numerical label assigned 

to each device participating in a computer network that uses the Internet Protocol for 

communication’ (‘IP address’, n.d., para. 1; Information Sciences Institute, University 

of Southern California, 1980). The information of IP address includes Internet access 

users’ basic information, source of IP address, allocation and use of IP address, as 

well as basic information of Internet access service users with self-contained IP 

address.67 By recording the information of IP addresses and corresponding domain 

names, the authorities master the specific location information of ISPs and their users, 

thus facilitating the regulation over the whole population as well as each individual. 

Similarly, when there is foreign investment involved in the Internet access 

service business, the prior examination and approval procedure would be more 

complicated. (1) If the foreign-invested telecommunications enterprise applies to 

operate the value-added telecommunications business across provinces, autonomous 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
66 See Zhongguo Gongyong Jisuanji Hulianwang Guoji Lianwang Guanli Banfa (*í}Ȯˉɯǘ=

ʛʐí̷ʛʐɰȬ¤Ȃ) [Administrative Measures for the International Networking of the Chinanet], 

supra note 6. 
67 See Hulianwang IP Dizhi Beian Guanli Banfa (=ʛʐ IPñóăǨɰȬ¤Ȃ) [Administrative 
Measures for IP Address Filing] (promulgated by Ministry of Information Industry, Feb. 8, 2005, 
effective Mar. 20, 2005) (Lawinfochina) (China); Hulian Wangzhan Guanli Gongzuo Xize (=ʛʐɤ
ɰȬĺ^ʁ�) [Detailed Rules for the Administration of Internet Websites] (promulgated by Ministry 
of Information Industry, Oct. 25, 2005) (www.miit.gov.cn) (China); and Hulianwang Dianzi Youjian 
Fuwu Guanli Banfa (=ʛʐȱĖ̝Mǒ¦ɰȬ¤Ȃ) [Administrative Measures for Internet E-mail 
Services] (promulgated by Ministry of Information Industry, Feb. 20, 2006, effective Mar. 30, 2006) 
(Lawinfochina) (China). 
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regions, and/or municipalities, then it will go through the same administrative 

licensing procedure as that operates the basic telecommunications business. (2) If the 

foreign-invested telecommunications enterprise applies to operate the value-added 

telecommunications business within a province, autonomous region or municipality, 

then its major Chinese investor should firstly submit the application to the provincial 

department in charge of telecommunications for the prior examination. If the 

application is approved in the prior examination, then it will be sent to the Ministry of 

Industry and Information Technology (ĺ%ßhŴ¬̞) for the final decision on the 

issuance of the Opinions on the Examination and Approval of Foreign Investment in 

Telecommunications Business. In some cases, the application should also be sent to 

the National Development and Reform Commission (íĦÂĶßƮ͈ēÜU) for 

approval.  

On receiving the Opinions on the Examination and Approval of Foreign 

Investment in Telecommunications Business, the major Chinese investor should apply 

to the provincial department in charge of commerce for the grant of the Certificate of 

the Approval for Foreign Invested Enterprise, and then apply to the administration for 

industry and commerce for the business registration. Based on the Certificate of the 

Approval for Foreign Invested Enterprise and the business registration, the major 

Chinese investor should apply to the Ministry of Industry and Information 

Technology for the Business License for Value-added Telecommunications Business. 

(3) If the foreign-invested telecommunications enterprise intends to operate the cross-

border telecommunications business, it must further seek the approval from the 

Ministry of Industry and Information Technology, and must conduct the business 
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through the International Communications Gateway Exchanges (í̷ȱh�{Åĳ) 

approved by the Ministry of Industry and Information Technology.68 

The Internet content service providers also experience a complicated 

administrative review system. According to the!Administrative Measures for Internet 

Content Services, ‘the state implements the administrative licensing system for the 

for-profit Internet content services, and the administrative filing system for the not-

for-profit Internet content services.’69 Meanwhile, as the legislative document analysis 

reveals, in order to provide Internet content services related to news, publication, 

education, pharmaceuticals and medical equipment, culture, as well as radio, film and 

television programs, the Internet content service providers should obtain the approval 

from corresponding departments in charge of the prior approval before applying for 

the ICP license or submitting documents for records.70 The prior approval system 

enables the authorities to strengthen the control over key Internet content areas.  

After obtaining the necessary prior approval (if any), the for-profit Internet 

content service providers should apply to the department in charge of the Internet 

industry for the Business License for Value-added Telecommunications Business or 

the Business License for Trans-regional Value-added Telecommunications Business, 

with the license specially indicating the business type in the second category of value-

added telecommunications business, for example, ICP. In addition to the requirements 

prescribed in the Telecommunication Regulation, Administrative Measures for 

Internet Content Services further demands the applicant to provide the business 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
68 See Waishang Touzi Dianxin Qiye Guanli Guiding (ąåƎ˼ȱhQ%ɰȬ˂Ğ) [Provisions on 

the Administration of Foreign-invested Telecommunications Enterprises], supra note 21.!
69 This quotation is translated from the Chinese text. (íĦĪʅʰů=ʛʐhŴǒ¦ğʸ˒Ê�ŏ�
Īͅʅʰů=ʛʐhŴǒ¦ğʸăǨ�ŏ�) Hulianwang Xinxi Fuwu Guanli Banfa (=ʛʐhŴ
ǒ¦ɰȬ¤Ȃ) [Administrative Measures for Internet Content Services], supra note 21, art. 4. 
70 Ibid, art. 5. 
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development plans and related technical solutions, as well as the sound network and 

information security safeguards. After obtaining the business license, the applicant 

should further go through the business registration procedures.71 

For the not-for-profit Internet content service providers, conducting the 

administrative filing is required; otherwise such services are not allowed.72 According 

to the information provided by the file management system of the Ministry of 

Industry and Information Technology, the not-for-profit Internet content service 

providers should demand their Internet access service providers to submit necessary 

documents for the record.73 These documents include: basic information of the host 

and the person in charge of the website, website information and access information, 

as well as relevant administrative licensing documents. After completing the filing, a 

corresponding record number will be assigned.74  

In general, the main function of the administrative filing system rests in 

information collection and recording for further reference. It is helpful to conduct the 

real-time monitoring of ISPs. Moreover, since administrative filing corresponds to the 

confirmation of facts, it reduces direct intervention by the authorities while 

maintaining effective regulation at a low administrative cost (Zhang, 2016). 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
71 Ibid. 
72 Yet, this study argues that the essence of the filing of the not-for-profit Internet content services rests 

in administrative licensing rather than administrative filing, because the filing activity in this case will 
lead to legal consequences – that is, whether or not to obtain the qualification of providing Internet 

content services. 
73 Regarding the ICP, IP address and Domain Name File Management System (ICP/IPñó/úÓhŴ
ăǨɰȬɵʊ), please refer to the website: http://www.miibeian.gov.cn/ 
74 See Hulianwang Xinxi Fuwu Guanli Banfa (=ʛʐhŴǒ¦ɰȬ¤Ȃ) [Administrative Measures 
for Internet Content Services], supra note 21; and Feijingyingxing Hulianwang Xinxi Fuwu Bei’an 
Guanli Banfa (ͅʅʰů=ʛʐhŴǒ¦ăǨɰȬ¤Ȃ) [Measures for the Archival Administration 
of Not-for-profit Internet Content Services] (promulgated by Ministry of Information Industry, Feb. 8, 
2005, effective Mar. 20, 2005) (Lawinfochina) (China). 
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Meanwhile, since some records are open to the public according to law, it is 

conducive to the public’s right to know and the public supervision. 

Last but not the least, recognition has been used by the authorities to strengthen 

the control. Recognition (ˋÊ) is the cognisance by the authorities to decide whether 

applicants possess the specified qualifications – credits, conditions or skills – to serve 

the public in the interests of the public. Decisions about recognition are usually made 

by ways of examination and assessment (Shen & Zou, 2007, p. 170). For example, 

full-time staff who engage in newsgathering work for news websites should apply for 

press cards (ƺ̯ːʙ˗), which serve as recognition of the journalist’s qualifications. 

To obtain such recognition, applicants must meet the following requirements: (1) 

comply with Laws, Regulations and professional ethics; (2) the requirement of work 

experience; (3) the requirement of education background; and (4) the Certificate for 

Internet Newsgathering Training (�=ʛʐƺ̯̠ʎûˍÐǧ˗�) issued by the 

Cyberspace Administration of China (íĦ=ʛʐhŴ¤}ģ) or the professional 

qualification certificate issued by departments in charge of press and publishing.75 In 

addition, as revealed in the legislative document analysis, relevant training and 

assessments are also organised for those who engage in network and information 

security management, online publishing services, Internet drug information services, 

Internet mapping services, online gaming services, Internet audio-visual programme 

services, and online performance services, etc. These measures enable the authorities 

to regulate not only ISPs, but also their individual staff, thus strengthening the 

authorities’ substantial controlling power. 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
75 See Guanyu zai Xinwen Wangzhan Hefa Xinwen Jizhezheng de Tongzhi (�<ðƺ̯ʐɤǥÂƺ
̯ːʙ˗Ⱥ̘Ʌ) [Notice on the Verification and Issuance of Press Cards for News Websites] 
(promulgated by State Administration of Press, Publication, Radio, Film and Television & Cyberspace 
Administration of China, Oct. 21, 2014) (Lawinfochina) (China). 
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2.2.2 Supervision in the process 

The implementation of the administrative licensing system and the administrative 

filing system offers a solid foundation for subsequent supervision and management. It 

benefits the authorities, allowing them to possess basic information about ISPs and to 

determine whom to include or exclude, thereby gradually developing loyal, 

cooperative partners to participate in the Internet regulation. During this progress, 

diversified measures and means are taken to strengthen the regulation of ISPs.  

After obtaining the necessary licenses and/or fulfilling the filing requirements, 

ISPs must provide Internet services according to the permit, and must accept and 

cooperate with administrative supervision. The licenses obtained should not be altered, 

rented, lent, sold or transferred to others. When there is any change, suspension or 

termination of the permit, ISPs must report to the authorities for review immediately. 

If the licensing or filing conditions are no longer met, the authorities will take 

corresponding actions, such as to suspend or to revoke the license, to rescind the 

permit, to revoke the approval, or to cancel the registration, according to law. 

Time limits apply to most licenses obtained. For example, the time limit is three 

years for the License for Dissemination of Audio-visual Programmes through 

Information Network (hŴʐʉWƪ˃ÙʨȾ˒Ê˗), and five years for the 

Internet Publishing License (=ʛʐ�ȡ˒Ê˗). When the deadline is approaching, 

ISPs must apply to the authorities for renewing the license; otherwise, the license will 

be invalid. The renewal procedure is in essence an independent administrative 

licensing procedure, which enables the authorities to update relevant information 

about ISPs and to deliver new decisions based on the updated information. 
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At the same time, the authorities carry out supervision in order to gain 

information about ISPs, and to produce corresponding knowledge for further 

judgments and decisions. There are several ways to obtain the knowledge, such as 

conducting annual reviews by ways of administrative licensing and filing. All types of 

ISPs are required to take the initiative to submit the annual report and other relevant 

information to the authorities for the annual review. Then, the authorities make 

decisions and provide comments on the review results within their respective 

functions and authorities. During this process, ISPs must pass all checks and reviews; 

otherwise they might fail to maintain their status and qualifications. In addition to the 

annual report, in individual cases, for example, when accidents happen, ISPs must 

report to the authorities for further handling or record according to Laws and 

Regulations. 

Another common measure is to conduct inspections. An inspection can be either 

regular or irregular, and can be made via file review (4͇ĠǢ), on-the-spot 

inspection (ȫòǥǢ), cyber patrol (ʐʉĹǢ),76 or spot check by telephone (Aĺ

ȱˠƔǢ). Particularly, the following means can be taken to conduct inspections: 

asking the staff, consulting and copying relevant materials, retrieving and accessing 

electronic data, checking relevant facilities, making detections and identifications, and 

investigating relevant situations, etc. The inspection should not impede ISPs’ normal 

productive and operative activities, and no fees should be charged. The whole 

inspection process should be recorded accurately and exhaustively, and the inspection 

results should usually be open to the public for mass supervision.  

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
76 Cyber patrol refers to inspection on ISPs and their activities conducted by the law enforcement 
officials using search engines, online browsing and other technical means. See Wangluo Wenhua 
Shichang Zhifa Gongzuo Zhiyin (Shixing) (ʐʉƷ¬ľòƇȂĺ^ƚŗ�˟ʸ�) [Guidelines on 
Law Enforcement in the Internet Culture Market (for Trial Implementation)], supra note 53. 
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In addition, the monitoring platform offers a useful tool for the authorities to 

accomplish dynamic monitoring: ‘using networks to govern networks (Kʐɰʐ)’77 

has become a trend in Internet regulation. As the legislative documents reveal, in 

areas of domain name services, Internet information security, online taxi booking 

services, Internet publishing services, Internet mapping and geoinformation services, 

Internet cafe services and online transaction services, monitoring platforms have been 

built and put into operation. Relevant ISPs are required to access to the monitoring 

platforms to accept administrative supervision. Adopting technical means in Internet 

regulation is helpful for the improvement of databases and data quality, thus 

improving the foresight and effectiveness of supervision. This further facilitates 

information sharing and cooperation among multiple authorities towards achieving 

the networked regulation.  

It is worth mentioning that the authorities have attempted to introduce the 

liaison system (ĺ^ʛɵ�ŏ) and to establish the working relationship with ISPs in 

the daily supervision. To be specific, both the authorities and ISPs must designate 

specified staff as contacts whose information should be updated in order to ensure the 

smooth flow of working channels. In some cases, a regular meeting system is 

established to strengthen communication between the authorities and ISPs, and to 

discuss and to solve outstanding problems in a direct way. The liaison system is 

beneficial for the authorities to strengthen the regulation of ISPs and to receive 

intelligence more quickly and directly. 

 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
77 See Guanyu Jiaqiang Wangluo Shichang Jianguan de Yijian (�<¥ŚʐʉľòȼɰȺŻˀ) 
[Opinions on Strengthening the Supervision of the Online Market], art. 2 (promulgated by State 
Administration for Industry and Commerce, Nov. 6, 2015) (Lawinfochina) (China). 
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2.2.3 Rewards and penalties 

When the information is collected, files and databases are established and updated 

correspondingly. These materials, together with other relevant information, are 

subject to various kinds of analysis where and when needed, such as classification 

statistics and case studies. New knowledge is thereby generated for further actions. At 

the macro level, such knowledge constitutes the foundation for the authorities to 

exercise their power by making policies, planning, formulating administrative 

documents and developing criteria and catalogues. At the micro level, such 

knowledge enables the authorities to further evaluate and classify ISPs, and to take 

corresponding measures. From the Foucauldian perspective, these measures contain 

not only punishment stipulated by law, but also a mix of micro-penalties and rewards 

deployed by discipline. 

On the one hand, the authorities motivate ISPs to act in accordance with their 

intentions in multiple, inter-related ways to achieve common goals. First, they 

encourage and support ISPs to engage in certain activities by providing preferential 

policies and facilitated measures. For example, press and propaganda entities are 

encouraged to provide Internet audio-visual programme services. For enterprises 

established by press and propaganda institutions, their applications to provide not-for-

profit Internet audio-visual programme services will not be subject to the minimum 

registered capital limitation. For central press institutions, as well as radio and 

television stations at the prefecture level or above, to provide relay services for 

Internet audio-visual programmes, they will merely need to go through the 

administrative filing procedure instead of the licensing procedure.78  

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
78 See Guanyu Zuohao ‘Xinxi Wangluo Chuanbo Shiting Jiemu Xukezheng’ Shenbao Shenhe Gongzuo 
Youguan Wenti de Tongzhi (�<nĐ�hŴʐʉWƪ˃ÙʨȾ˒Ê˗�ȰƑĠǥĺ^Ǒ�̭͒
Ⱥ̘Ʌ) [Notice on Issues Concerning Effectively Conducting the Examination of Application for the 
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Second, the authorities guide ISPs’ certain actions by ways of providing 

technical guidance, putting forward proposals of administrative guidance, 

strengthening training and education, and implementing relevant systems and 

measures. Third, the authorities conduct the ideological guidance to lead ISPs and 

others to conduct in the way the authorities prefer. For example, by training, holding 

seminars, conducting literary criticism, organising broadcast exhibitions and in other 

ways, the authorities aim to guide producers and chief creative staff of Internet audio-

visual programmes to adhere to the correct ideological orientation.79  

Fourth, the authorities commend and reward those ISPs and individuals who 

have made great contributions to Internet regulation and industry development. For 

example, security officers in networking entities should be commended or rewarded 

in the following situations: (1) actively reporting the security situation to the public 

security administration and effectively completing the security protection tasks, which 

leads to significant contributions to the security of nationally important computer 

information systems; (2) providing important information that plays a vital role in 

safeguarding national security and social stability; (3) actively assisting the 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
License for Dissemination of Audio-visual Programs through Information Network], art. 2 
(promulgated by State Administration of Radio, Film and Television, Dec. 31, 2008, revised Oct. 26, 
2015) (Lawinfochina) (China). 
79 See Guanyu Jinyibu Wanshan Wangluoju, Weidianying deng Wangluo Shiting Jiemu Guanli de 
Buchong Tongzhi (�<̐�ǳěæʐʉ¡�ŨȱŠɪʐʉ˃ÙʨȾɰȬȺʹv̘Ʌ) 
[Supplementary Notice on Further Improving the Administration of Online Audio-visual Programs 
including Online Drama and Micro Films], art. 4 (promulgated by State Administration of Press, 
Publication, Radio, Film and Television, Jan. 2, 2014) (LexisNexis) (China); Guanyu Jinyibu Jiaqiang 
Wangluo Yuanchuang Shiting Jiemu Guihua Jianshe he Guanli de Tongzhi (�<̐�ǳ¥Śʐʉ¼
�˃ÙʨȾ˂�Ŕ˕ßɰȬȺ̘Ʌ) [Notice on Further Strengthening the Planning, Construction 
and Administration of Original Online Audio-visual Programs], arts. 1 & 5 (promulgated by State 
Administration of Press, Publication, Radio, Film and Television, Dec. 20, 2016) (Lawinfochina) 
(China). 
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investigation of the public security administration and playing an important role in 

detecting cases; and (4) providing other important information.80 

On the other hand, the authorities take multiple actions to deal with ISPs’ illegal 

or irregular activities. Holding an interview (ɺ˧, yue tan) is a measure taken by the 

authorities in the event of security risks, safety accidents or irregular acts. The 

authorities should hold interviews with the representative of a legal person and/or the 

principal officer of ISPs in accordance with legal authority and procedures. Before the 

meetings, the authorities must inform the interview subjects and make time, place and 

participant arrangements. During the interview, the authorities usually give a warning, 

point out problems and command ISPs to correct them. The meetings constitute a 

direct dialogue between the authorities and ISPs, with a highlight of the authorities’ 

dominance. 

Meanwhile, backed by the coercive force of the state, the authorities can pursue 

corresponding legal liabilities from ISPs that break Laws, Regulations and Rules. The 

administrative penalty (ʸƱĂʑ) is a common form of liability that comprise 

penalties imposed by specified administrative subjects on those citizens, legal persons 

and other entities that are considered to violate the administrative law. Types of 

administrative penalties are varied and scattered across a variety of Laws, Regulations 

and Rules. As revealed by the legislative document analysis, there are 52 kinds of 

specific administrative penalties in this study. According to the Administrative 

Penalty Law, these administrative penalties can be further divided into the following 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
80 See Lianwang Danwei Anquanyuan Guanli Banfa (Shixing) (ʛʐ²ZĚ|ÜɰȬ¤Ȃ�˟ʸ�) 
[Administrative Measures for Security Officers of Networking Entities (for Trial Implementation)], art. 
11 (promulgated by Ministry of Public Security, Sep. 29, 2000) (Lawinfochina) (China). 
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categories.81 The first category is disciplinary warning, including warning, written 

and/or public acknowledgment by ISPs of their mistakes (4͇ǪǢ�}ŕǪˌ), and 

the circulation of a notice of criticism (̘ƑƊ˘), etc. By having adverse effects on 

ISPs’ reputation, such kind of administrative penalties seek to prevent their further 

violations of law.  

The second category is fine, a common kind of punitive measures. The third 

category is confiscation of illegal gains or confiscation of unlawful property or things 

of value (ǿƭ̑ȂƅŦ�ǿƭͅȂ˯Ȥ). According to the legislative document 

analysis, ‘unlawful property or things of value’ include illicit money, tools and 

equipment that are specially used for illegal activities, and illegal products, etc. 

Essentially, the category of confiscation of illegal gains or confiscation of unlawful 

property or things of value is a form of liability rather than a kind of penalty, thus it is 

always applied in conjunction with fine. 

The fourth category is ordering for suspension of production or business (˰J

o@o%). In this category, the following kinds of penalties are listed by law, 

including interruption of Internet service, suspension or termination of the business, 

suspension or termination of relevant website(s), cessation of networking, and 

suspension of the business towards rectification (o%ƶ͍), etc. The fifth category is 

suspension or revocation of permit or license. As mentioned above, the authorities 

might even revoke the license, rescind the permit, revoke the approval, or cancel the 

registration according to Laws and Regulations. In essence, penalties in the fourth 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
81 Zhonghua Renmin Gongheguo Xingzheng Chufa Fa (ʸƱĂʑȂ) [Administrative Penalty Law of 
the People’s Republic of China], art. 2 (promulgated by the Standing Committee of the National 
People’s Congress, Mar. 17, 1996, effective Oct. 1, 1996, revised Aug. 27, 2009 & Sep. 1, 2017) 
(npc.gov.cn) (China). 
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category and the fifth category impose restrictions on ISPs’ actions or specified 

capacities for action. 

In most situations, administrative penalties are directed against ISPs. Yet under 

statutory conditions, the principal officer of the ISP (,ʾˮ˰A) and the person who 

is liable for the illegality (ȿƢ˰OA) might also be warned, fined, prohibited to 

engage in relevant work, and even imposed the administrative detention (ʸƱƗȴ). 

For example, Article 84 of the Counterterrorism Law lists three kinds of 

circumstances involving terrorism and extremism, in which the telecommunications 

operators and ISPs will be fined, and in which the principal officer and the person 

who is liable for the illegalitywill also be fined and even be detained.82 

Another form of liability is criminal punishment, which refers to the legal 

consequences criminals bear in accordance with provisions of the Criminal Law. 

Criminal punishment is the most severe legal sanction; thus, criminal acts must be 

investigated by public security organs (}Ěǘ�) and/or procuratorial organs (Ǫĩ

ǘ�), prosecuted by procuratorial organs (or, in private prosecution cases, the injured 

party) and sentenced by courts (Ȃ̹) according to Criminal Law. In addition to 

common charges, there are several charges specifically targeting ISPs, such as crimes 

on malpractice in network service (ʐʉǒ¦ȏʚʒ) and crimes on the refusal to 

fulfil the obligations of information network security management (Ɩ!ĸʸhŴʐ

ʉĚ|ɰȬ/¦ʒ).83 It is suggested that punishment is the toughest instrument the 

authorities can use to exert their power over ISPs. 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
82!See Zhonghua Renmin Gongheguo Fankongbuzhuyi Fa (*°Aǻ~ßíÁűŭ,/Ȃ) 
[Counterterrorism Law of the People’s Republic of China], supra note 14, art 84.!
83 See Zhonghua Renmin Gongheguo Xingfa (*°Aǻ~ßí�Ȃ) [Criminal Law of the People’s 
Republic of China], supra note 18, art. 286. 
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2.2.4 The blacklist system 

Based on the administrative licensing and filing system, the daily supervision, and the 

corresponding rewards and penalties, the authorities gradually develop files of ISPs. 

The authorities also evaluate or organise related Internet users to assess services and 

products provided by ISPs. These files and evaluation results provide necessary 

knowledge for the authorities to strengthen the regulation of ISPs. The blacklist 

system is a typical measure in this regard. 

When an ISP engages in any serious illegal and/or irregular practices, the 

authorities will handle them and keep corresponding records; if necessary, the ISP 

will be blacklisted. Once placed on a warning list or blacklist, the ISP will be 

restricted or prohibited from participating in some activities for a certain period. In 

principle, such a record should not be removed from the blacklist even after the said 

period. Meanwhile, the blacklist is shared among the authorities.84 In order to prevent 

the resurgence of illegal websites and their hosts through alternative means, joint 

disciplinary action (ʛÐŸƁ) is recommended, which would restrict the blacklisted 

ISPs everywhere, regardless of the domain name resolution service, the Internet 

access service or the Internet content service. Essentially, the blacklist system is a 

comprehensive application of Foucauldian observation, recording, classification and 

discipline. By temporarily removing the disobedient ISPs from the normal operation 
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
84 These authorities include Ministry of Industry and Information Technology, the State Council 

Information Office, Ministry of Education, Ministry of Public Security, Ministry of State Security, 
Ministry of Culture, Ministry of Health, State Administration for Industry and Commerce, State 
Administration of Press, Publication, Radio, Film and Television, China Food and Drug 

Administration, and China Food and Drug Administration. See Guanyu Jianli Jingnei Weifa Hulian 
Wangzhan Heimingdan Guanli Zhidu de Tongzhi (�<Ŕɣþ�̑Ȃ=ʛʐɤ͟Ó²ɰȬ�ŏȺ̘

Ʌ) [Notice on Establishing the Blacklist Management System for Illegal Internet Websites in China], 

supra note 50. 
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of the Internet, it is expected to train these ISPs to behave in a normal and acceptable 

way. 

Moreover, industry self-regulation plays a supplementary role in this Internet 

regulatory mechanism. The term ‘strengthen the industry self-regulation’ is expressly 

stated in the Cybersecurity Law,85 one Administrative Regulation, 10 Departmental 

Rules and 14 Administrative Normative Documents. The goal of self-regulation is to 

promote the healthy and orderly development of the industry. To this end, industry 

organisations, which are organised and participated in by relevant ISPs, are greatly 

encouraged and supported; yet they must be subject to guidance from the authorities.  

The first task for industry organisations is to make relevant rules, regulations 

and criteria according to the law and organisational constitutions. These guidelines 

provide the basis for industry organisations’ further actions. On the one hand, industry 

organisations play the role of server by offering relevant services to their members, 

such as maintaining members’ rights and interests, coordinating member relations, 

organising related trainings, safeguarding network security, providing industry 

information and legal advice, as well as settling disputes. On the other hand, they also 

play the role of supervisor. Multiple measures are taken to strengthen membership 

management, including guiding and instructing, supervising, accepting complaints 

and reports, conducting internal investigation, and establishing the industry credit 

system and bad record list system.  

In addition, industry organisations promote themselves by establishing 

cooperative mechanisms within the industry and with external resources, building and 

improving expert databases for industry regulation and development, and 

participating in international exchanges and collaboration. In this way, industry 
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
85 Zhonghua Renmin Gongheguo Wangluo Anquan Fa (*°Aǻ~ßíʐʉĚ|Ȃ) [Cybersecurity 
Law of the People’s Republic of China], supra note 22, art. 11. 
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organisations provide a buffer zone between the authorities and ISPs. While 

supervised by the authorities, ISPs have some room for self-regulation, which is 

beneficial to ease the conflicts and to stimulate ISPs’ initiative in the process of 

Internet regulation. 

 

3. Defining the boundary 

In the Internet panoptic-fortification model, there is a boundary around the core, 

which divides the cyberspace into the inside and the outside. This is significant 

because the inside comprises an independent space, thus defining the scope of 

regulation. Although the Internet has been designed in the form of network with the 

possibility of unlimited expansion, regulating the Internet is subject to realistic 

boundary constraints. In this study, this boundary is further defined with respect to 

political territory, jurisdiction and technical barrier. 

 

3.1 Political territory 

Political territory represents the natural boundary for Internet panoptic-fortification. 

China always adheres to the sovereignty principle, which emphasises the state’s 

independent role in dealing with both foreign and domestic affairs. The sovereignty 

principle is further extended to the cyberspace, and constitutes the foundation of the 

cyberspace sovereignty principle. Actually, the cyberspace sovereignty principle has 

been implemented in long-term practices in China, as Internet regulation has been 

considered to be a part of state regulation. The cyberspace sovereignty has also been 

expressly written into Law. Both the National Security Law and the Cybersecurity 

Law require the state to take various measures to maintain cyberspace sovereignty, 
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security and development interests.86 The cyberspace sovereignty principle has been 

reflected in the physical infrastructure layer, the logic layer and the content layer. 

First, the cyberspace sovereignty principle is reflected in the Internet 

infrastructure construction and operation. In Internet legislative documents issued 

between the late 1990s and early 2000s, network construction and popularisation are 

the main foci. Relevant projects have been carried out following the principle of 

national communication sovereignty.87 Specifically, the state possesses the power to 

make overall plans for the construction layout and resource utilisation for 

international networking. Strict licensing administration is implemented for the 

construction and operation of international telecommunication facilities. If a 

construction project involves the utilisation of foreign capital, it should be reported 

for multiple approvals according to Laws and Regulations. The foreign capital 

limitation is equally applied to the operation of telecommunication businesses. For 

enterprises that operate basic telecommunications business, state-owned shares should 

not be less than 51%. For enterprises that operate value-added telecommunications 

business, the proportion of foreign investors should not exceed 50%. Meanwhile, 

international communications gateway exchanges (í̷̘h�{Åĳ) should be 

established and maintained by wholly state-owned telecommunication service 

providers, and are subject to unified regulation.88 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
86 See Zhonghua Renmin Gongheguo Guojia Anquan Fa (*°Aǻ~ßííĦĚ|Ȃ) [National 

Security Law of the People’s Republic of China], supra note 22; Zhonghua Renmin Gongheguo 

Wangluo Anquan Fa (*°Aǻ~ßíʐʉĚ|Ȃ) [Cybersecurity Law of the People’s Republic of 

China], supra note 22. 
87 See Dianxin Jianshe Guanli Banfa (ȱhŔ˕ɰȬ¤Ȃ) [Administrative Measures for 
Telecommunication Construction], supra note 34, art. 6. 
88 See Waishang Touzi Dianxin Qiye Guanli Guiding (ąåƎ˼ȱhQ%ɰȬ˂Ğ) [Provisions on 
the Administration of Foreign-invested Telecommunications Enterprises], supra note 21, art. 4; 
Guanyu Mingque Guoji Hailan Guanglan Jianshe Youguan Wenti de Tongzhi (�<ǃɌí̷ȉʍx
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Moreover, the state claims its ownership of logic resources and participates in 

relevant international affairs in its own name. For example, the Ministry of Industry 

and Information Technology (ĺ%ßhŴ¬̞) and its authorised institution 

represent the state to apply to international organisations for code number resources 

and to propose suggestions for modifying and allocating international code number 

resources. These allocated code number resources are owned by the state. Based on 

the ownership, the state further assigns and charges for the use of the code number 

resources, which guarantees the state’s effective control over scarce logic resources.89  

With respect to domain name resources, the state officially registers with the 

Internet Network Information Center and operates the top-level domain name CN. 

Under CN, a hierarchical structure is used to set up domain names at all levels. 

Similarly, the domain name resource is for compensated use. At the same time, 

anyone who applies for top-level domains concerning the geographical name should 

submit the supporting or non-objecting documents issued by the government. Besides, 

setting up domain name root servers, as well as establishing domain name registration 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
ʍŔ˕Ǒ�̭͒Ⱥ̘Ʌ) [Notice on Relevant Issues Concerning Construction of International 
Submarine Cable and Optical Cable] (promulgated by Ministry of Information Industry, Nov. 27, 
2000) (LexisNexis) (China); Guoji Tongxin Churukouju Guanli Banfa (í̷̘h�{ÅĳɰȬ¤Ȃ) 
[Administrative Measures for International Communications Gateway Exchanges], art. 6 & 8 
(promulgated by Ministry of Information Industry, Jun. 26, 2002, effective Oct. 1, 2002) 
(Lawinfochina) (China); Dianxin Tiaoli (ȱhǛ`) [Telecommunication Regulation], supra note 13, 
art. 12; Dianxin Jianshe Guanli Banfa (ȱhŔ˕ɰȬ¤Ȃ) [Administrative Measures for 
Telecommunication Construction], supra note 34, art. 15. 
89 Code number resources refer to user numbers and network numbers constituted by numbers and 
symbols for telecommunications functions. See Dianxinwang Mahao Ziyuan Zhanyongfei Zhengshou 
Guanli Zanxing Banfa (ȱhʐɇÍ˼ȔµȮ˺ţƭɰȬǊʸ¤Ȃ) [Interim Measures for Collection 
and Administration of the Occupancy Fee of Code Number Resource in Telecommunication Network], 
art. 2 (promulgated by Ministry of Information Industry, Ministry of Finance & National Development 
and Reform Commission, Dec. 31, 2004) (www.miit.gov.cn) (China); Dianxin Wangmahao Ziyuan 
Guanli Banfa (ȱhʐɇÍ˼ȔɰȬ¤Ȃ) [Administrative Measures for Telecommunication Network 
Code Numbers], arts. 3 & 9 (promulgated by Ministry of Information Industry, Jan. 29, 2003, effective 
Mar. 1, 2003, revised Sep. 23, 2014) (Lawinfochina) (China). 
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institutions and domain name root server operating agencies within the territory of 

China, should be authorised by the Ministry of Industry and Information Technology. 

To apply for domain name registration in China, a main domain name server should 

be set up and operated within Chinese territory.90 It is clear that the state both 

possesses and dominates important logic resources, which in turn consolidates its 

strong position in Internet regulation. 

The cyberspace sovereignty principle is also reflected in the content layer of 

Internet regulation. According to the legislative document analysis, in the following 

categories, foreign investment is absolutely prohibited: Internet audio-visual 

programme services, Internet news information services, online publishing services, 

online games and Internet mapping services. All these categories directly concern 

ideological control or national security, thus excluding foreign capital interventions.  

In fields like Internet audio-visual programme services, wholly state-owned 

enterprises (íǑȨ˼Q%) or state-controlled enterprises (íǑƣʜQ%) are 

further required. However, as a trend, the special management share system (ȥǶɰ

Ȭʜ) has been promoted and implemented in online publishing enterprises and some 

other cultural and media enterprises.91 Special management share refers to a kind of 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
90 See Zhongguo Hulian Wangluo Yuming Zhuce Zanxing Guanli Banfa (*í=ʛʐʉúÓȃ�Ǌ
ʸɰȬ¤Ȃ) [Interim Measures for the Administration of Registration of Internet Domain Name in 
China], supra note 39, art. 7; Zhongguo Hulian Wangluo Yuming Guanli Banfa (*í=ʛʐʉúÓ
ɰȬ¤Ȃ) [Administrative Measures for Internet Domain Names of China], supra note 39, arts 4 & 10; 
Guanyu Hulianwang Tongyong Dingjiyu Shenqing Youguan Wenti de Tonggao (�<=ʛʐ̘Ȯ͋
ɻúȰˣǑ�̭͒Ⱥ̘Û) [Circular on Issues Concerning Applications for Generic Top-level 
Domains], art. 2 (promulgated by Ministry of Industry and Information Technology & Ministry of 
Civil Affairs, Feb. 23, 2012) (LexisNexis) (China). 
91 See Wangluo Chuban Fuwu Guanli Guiding (ʐʉ�ȡǒ¦ɰȬ˂Ğ) [Provisions on the 
Administration of Online Publishing Services], art. 22 (promulgated by State Administration of Press, 
Publication, Radio, Film and Television & Ministry of Industry and Information Technology, Feb. 4, 
2016, effective Mar. 10, 2016) (Lawinfochina) (China). 
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classified shares, each share of which has prior voting rights or special governance 

power (Jin, 2016). On the one hand, it has been gradually recognised that wholly 

state-owned or state-controlled systems might not be well-suited to the establishment 

of a modern enterprise system or the improvement of corporate governance structure; 

thus, shareholding system reform has been introduced to convert state-owned or state-

controlled enterprises into shareholding corporations. But, on the other hand, the 

culture and media industries are closely related to ideological control. Facing 

diversified shareholders, the question of how to insist on the correct ideological 

direction becomes a great challenge. The introduction of the special management 

share system in the culture and media industries offers a possible solution for 

maintaining enterprise vitality while preserving ideological control. 

Another measure for maintaining cyberspace sovereignty and cybersecurity is to 

demand that servers and storage devices in key areas be stored within the territory of 

China (not including Hong Kong, Macao and Taiwan). As stated by law, these key 

areas include but are not limited to online publishing services, Internet drug 

transaction services, online lending services, Internet mapping services, online taxi 

booking services, data centres and cloud computing service platforms for use by the 

Party and government institutions, as well as other critical information services. 

Unless otherwise provided by Laws or Regulations, key information and data 

collected and produced should not be allowed to provide overseas. 

Beyond asset composition requirements and server location requirements, 

activities involving foreign elements are also strictly limited. First, for the for-profit 

Internet content service providers that seek to be listed on domestic and overseas 

stock markets or to invest cooperatively or jointly with foreign investors, they should 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
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undergo review and obtain approval from the authorities.92 Foreign investments 

should strictly obey special provisions in relevant Laws and Regulations. 

Furthermore, when Internet news information service providers or online 

publishing service providers intend to cooperate with Chinese–foreign equity joint 

ventures (*ąÐ˼Q%), Chinese–foreign co-operative joint ventures (*ąÐ^Q

%), wholly foreign-capital enterprises (ąåȨ˼Q%) or even overseas 

organisations and individuals on Internet news information services or online 

publishing services, they should report to the authorities for safety assessment and 

approval. 

Other activities involving foreign factors, such as introducing overseas TV 

dramas, overseas maps, imported online games and other overseas products, news 

information published by overseas news media and Internet sites, and legal effects of 

overseas electronic signature authentication certificates, are also closely monitored. 

When there is any illegal information from outside China, the authorities have the 

power to take technical and other necessary measures to interrupt the transmission.93 

This is analogous to performing the function of gatekeepers of the panoptic-

fortification in order to defend against foreign attacks. 

 

3.2 Jurisdiction 

Jurisdiction is another dimension for defining the regulation boundary. Jurisdiction 

describes the effect of law over a particular geographic area: 51 collected legislative 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
92 See Hulianwang Xinxi Fuwu Guanli Banfa (=ʛʐhŴǒ¦ɰȬ¤Ȃ) [Administrative Measures 
for Internet Content Services], supra note 21, art. 17. 
93 See Zhonghua Renmin Gongheguo Wangluo Anquan Fa (*°Aǻ~ßíʐʉĚ|Ȃ) 
[Cybersecurity Law of the People’s Republic of China], supra note 22, art. 50. 
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documents in this study expressly emphasise their legal effects within the territory of 

China. The following acts within the territory of China should follow the Chinese law: 

building, operating and maintaining infrastructure, managing and using logic 

resources, providing Internet services, carrying out Internet activities, safeguarding 

information network security and regulating the network. 

Meanwhile, China’s Internet law attempts to provide maximum jurisdiction 

over all kinds of Internet-related affairs pertinent to China by establishing multiple 

connecting factors (̒Ƣș). A connecting factor is a concept used in international 

law that refers to the factual foundation for conflict of laws (Ȃť�ɡ) to decide the 

jurisdiction. The extensive use of the Internet presents great challenges to traditional 

connecting factors, especially the territorial connecting factor. The Internet enables 

users in one location to post some behaviours online that can have consequences in 

other locations (e.g., other countries); thus, a simple Internet-surfing action can have 

complicated implications in terms of international law (Yuan, 2009).  

In view of this, the Internet law in China establishes multiple and flexible 

connecting factors to claim its jurisdiction over Internet-related cases. These 

connecting factors include (1) the location of the actor, including the actor’s domicile, 

an enterprise’s registration site, an actual business site, Internet service licensing or 

filing site, and the location of the website server; (2) the location where an action 

takes place, including the location of the server, the computer terminal and other 

relevant devices used for said action, the location of the network access, and the 

location of the computer terminal and other devices on which said action is viewed; 

and (3) the location where the action’s consequences occur, including the location of 

the infringed and the location where the damage occurred. In this situation, even if the 
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actor or the location where the action has taken place is overseas, the state is still able 

to claim jurisdiction by adopting other connecting factors. 

It is worth mentioning that, China is a sovereign state, with Hong Kong, Macao 

and Taiwan as parts within its territory. However, for historical and political reasons, 

under the principle of ‘One Country Two Systems’, mainland China, Hong Kong, 

Macao and Taiwan have separate legal systems and legal authorities (Liu, 2004; Si, 

2006). Under this circumstance, China’s Internet law is not applicable to Hong Kong, 

Macao and Taiwan. In this situation, China’s Internet law have made some special 

legal arrangements to deal with jurisdictional problems involving Hong Kong, Macao 

and Taiwan. The first solution is to make special provisions. For example, the State 

Council shall formulate specific measures on the investment into and provision of 

telecommunications services on the Chinese mainland by organisations or individuals 

from Hong Kong, Macao, and Taiwan.94 The second solution is to consult relevant 

substantive laws of China. For example, Article 22 of Provisions on the 

Administration of Foreign-invested Telecommunications Enterprises states, ‘these 

Provisions shall apply mutatis mutandis to the investment into and provision of 

telecommunications services in mainland China by the companies and enterprises 

from Hong Kong, Macao and Taiwan’.95 In principle, the solution of conflict of laws 

between mainland China and Hong Kong, Macao and Taiwan concerning the Internet 

regulation depends on the communication and negotiation among different legal 

districts (Ȃú). 
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
94 This quotation is translated from the Chinese text. (͘Ȑȥ�ʸƱ�ȗ̫ȥ�ʸƱ"Ëȓñ
ȺʀʂƂʙ)Að�ñƎ˼"ʅʰȱh%¦Ⱥ�\¤Ȃ�ȯí¦̹Çʸ�Ğ) See Dianxin Tiaoli 
(ȱhǛ`) [Telecommunication Regulation], supra note 13, art. 79. 
95 This quotation is translated from the Chinese text. (͘Ȑȥ�ʸƱ�ȗ̫ȥ�ʸƱßËȓñ
Ⱥ}Î�Q%ð�ñƎ˼ʅʰȱh%¦�ǹȝ̖Ȯǖ˂Ğ) See Waishang Touzi Dianxin Qiye 

Guanli Guiding (ąåƎ˼ȱhQ%ɰȬ˂Ğ) [Provisions on the Administration of Foreign-invested 
Telecommunications Enterprises], supra note 21, art. 22. 
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3.3 Technical barrier 

To adhere to the cyberspace sovereignty principle, the state provides substantial 

technical support for building the panoptic-fortification. State technical support 

enables connections between domestic networks and the international network, yet 

such connections are conditional and subject to political control. 

 

 

Figure 8. Model of Internet access regulatory system in China. 

 

According to law, Internet access in China is regulated by level (�ɻɰȬ) – 

that is, the level of interconnected entities (=ʛ²Z), the level of access entities (Ƣ

{²Z), and the user level.96 Figure 8 offers a simple illustration of the current 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
96 See Jisuanji Xinxi Wangluo Guoji Lianwang Guanli Zanxing Guiding (ˉɯǘhŴʐʉí̷ʛʐɰ
ȬǊʸ˂Ğ) [Interim Provisions on the Management of International Networking of Computer 
Information Networks], supra note 6; Dianxin Tiaoli (ȱhǛ`) [Telecommunication Regulation], 
supra note 13; Zhongguo Gongyong Jisuanji Hulianwang Guoji Lianwang Guanli Banfa (*í}Ȯˉ
ɯǘ=ʛʐí̷ʛʐɰȬ¤Ȃ) [Administrative Measures for the International Networking of the 
Chinanet], supra note 6; Jisuanji Xinxi Wangluo Guoji Lianwang Guanli Zanxing Guiding Shishi 
Banfa (ˉɯǘhŴʐʉí̷ʛʐɰȬǊʸ˂ĞğƼ¤Ȃ) [Measures for the Implementation of 
Interim Provisions on the Management of International Networking of Computer Information 
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Internet access regulatory system in China. Specifically, users’ computers, computer 

information networks and other communication terminals must access the Internet 

through access networks (Ƣ{ʐʉ). Access networks refer to the computer 

information networks that connect to the international network through interconnected 

networks (=ʛʐʉ). Access networks can be connected at multiple levels. Either the 

leased circuit (#ɿ) or the public switched telecommunications network (}Ȯȱh

?Ɲʐ) can be provided for entering the access network. Connecting to access 

networks demands approval from the access entities in charge of the operation of 

access networks, and should undergo registration procedures. 

Next, these access networks (Ƣ{ʐʉ) should be connected to the Internet 

through interconnected networks (=ʛʐʉ). Interconnected networks are computer 

information networks that access the Internet directly. Access network entities must 

obtain international networking licenses or administrative approval before accessing 

interconnected networks for international networking. It is worth noting that special 

purpose computer networks (#%ˉɯǘhŴʐʉ) that are connected to 

international networks should not be engaged in the business operation of 

international networking. Meanwhile, computer information networks of enterprises 

(Q%ˉɯǘhŴʐʉ) and other computer information networks that are connected 

to international networks via the leased circuit (�G̘̍#ɿ̐ʸí̷ʛʐȺˉɯ

ǘhŴʐʉ) should be for internal use only. 

Finally, all computer information networks within the territory of China, 

including ordinary computer information networks, specific computer networks, 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
Networks] supra note 35; Jisuanji Xinxi Wangluo Guoji Lianwang Churukou Xindao Guanli Banfa (ˉ
ɯǘhŴʐʉí̷ʛʐ�{Åh̚ɰȬ¤Ȃ) [Administrative Measures for International 
Networking Exchange Gateway Channel of Computer Information Network], supra note 6. 
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enterprise computer networks and other computer information networks that are 

connected to international networks via the leased circuit, should use the international 

networking exchange gateway channel (í̷ʛʐ�{Åh̚) provided by the 

public telecommunications network (}Ȯȱhʐ) to access the Internet. No other 

information channels are allowed for international networking.  

Take, for example, the China Education and Research Network (CERNET) (*

íƴʝßɔɈˉɯǘʐ). The CERNET adopts a three-level administrative structure, 

which is constituted by the national backbone network (|í,Ņʐ), district 

networks (ñʐ) and user networks (ȮƄʐ). Among them, the national backbone 

network centre plays the role of the interconnected network (=ʛʐʉ), which 

manages and operates the international gateway (í̷ʐ�). Under the national 

backbone network, the access networks (Ƣ{ʐʉ) consist of district networks (as 

the first-level access network) and user networks (as the second-level access network, 

such as campus networks). Only entities that conform to the networking conditions of 

the CERNET are able to join the network. Finally, CERNET users access the Internet 

via access networks.97 

To better implement the Internet access administrative mechanism and further 

regulate the Internet access service market, the Ministry of Industry and Information 

Technology issued the Notice on Cleaning up and Regulating the Internet Access 

Service Market recently.98 The notice aims to regulate unauthorised Internet access 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
97 See Zhongguo Jiaoyu he Keyan Jisuanjiwang Zanxing Guanli Banfa (*íƴʝßɔɈˉɯǘʐǊ
ʸɰȬ¤Ȃ) [Interim Measures for the Administration of China Education and Research Network], 
(promulgated by National Education Commission, Nov. 15, 1996) (LexisNexis) (China). 
98 See Guanyu Qingli Guifan Hulianwang Wangluo Jieru Fuwu Shichang de Tongzhi (�<ȎȬ˂ʬ=

ʛʐʐʉƢ{ǒ¦ľòȺ̘Ʌ) [Notice on Cleaning up and Regulating the Internet Access Service 

Market], (promulgated by Ministry of Industry and Information Technology, Jan. 17, 2017) 
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services, including illegally providing international private leased circuit (IPLC) (í

̷#ɿ) services or virtual private network (VPN) (ʶƘ#Ȯʐʉ) services. 

Consequently, a large number of Internet users in China who once relied on these 

unauthorised Internet connection services to bypass the barrier have no other choices 

but to remain inside the panoptic-fortification now. However, foreign trade 

enterprises, transnational enterprises and other institutions and organisations are still 

able to apply for leased circuits to qualified basic telecommunications business 

operators, in order to use the Internet to connect with their home office and to operate 

the international business in a lawful manner (Liu & Sun, 2017; Sun & Shi, 2017). 

The structure of Internet access in China reflects a strong hierarchy. By firmly 

controlling the international networking exchange gateway channel (í̷ʛʐ�{Å

h̚), the authorities actually control the only legitimate thoroughfare for accessing 

the Internet. On this basis, the authorities further demand ISPs to strengthen the 

management of networks and users. In this way, the authorities are able to obtain 

knowledge from Internet access at all levels comprehensively and dynamically, which 

helps them to exercise powers for daily regulation as well as for incident processing. 

 

4. Establishing unidirectional links 

The establishment of the boundary enables the core to confirm the fundamental 

jurisdiction. To regulate the booming Internet use in China, the core adopts 

comprehensive measures to exercise its power over the Internet. Among them, the 

network real-name system and the Internet-surfing record backup system are typical 

means for managing such a huge population and regulating each individual Internet 

user. 
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
(www.miit.gov.cn) (China). 
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4.1 The network real-name system 

Simply speaking, the network real-name system is a regulatory tool by which the 

virtual identities of Internet users could correspond to their real identities. Anonymity 

is one of the original features of the Internet. Regarding the Internet as a new kind of 

public sphere, anonymity first refers to freedom from identification, and then further 

refers to freedom from surveillance (Westin, 1967), Yet, the real-name system is 

designed to lift veils of anonymity in cyberspace.  

In the current mechanism, ISPs are authorised to manage the personal 

information of Internet users directly. By requiring users to submit relevant 

information or make relevant agreements before using Internet services, ISPs take the 

initiative to obtain users’ basic identity information and to turn this information into 

ISPs’ knowledge, which in turns strengthens their power and facilitates more effective 

management. Meanwhile, ISPs have the responsibility to report relevant identity 

information to the authorities according to law or on demand. As a result, the 

authorities also share such knowledge to achieve regulation over the entire population 

as well as each individual user. 

The currently valid legislative documents concerning the network real-name 

system can be traced to the year 1997. In Interim Provisions on the Management of 

International Networking of Computer Information Networks, it is clearly stated that 

when applying for Internet access, users should submit a user record form. Meanwhile, 

the interconnected entities, Internet access service providers and other relevant 
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institutions should register those who are authorised to publish information, as well as 

those who use BBS services.99  

Since then, legislative documents have been crafted in a planned and systematic 

way. At the initial stage, focus was placed on network access, such as applying for 

international networking, registering for a domain name, subscribing to a telephone 

(mobile phone) network, and entering business sites for Internet access services. 

Identity cards or other valid certificates are required for further verification in these 

situations.  

Gradually, an increasing number of legislative documents have been 

promulgated to promote the network real-name system in the content layer. As the 

legislative document analysis reveals, the real-name system covers most Internet 

content services, including but not limited to the BBS service, the electronic 

authentication service, e-commerce, online games, the online payment service, the 

network audio-visual programme service, the instant messaging service, the cloud 

storage service, the mobile Internet applications information service, the online taxi 

booking service, the online lending service and the Internet live-streaming service.100 

In addition to identity certificates, some legislative documents even require additional 

personal information, such as telephone numbers and contact addresses.  

Later, several Internet Laws, Decision of the Standing Committee of the 

National People’s Congress on Strengthening Information Protection on Networks, 101 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
99 See Jisuanji Xinxi Wangluo Guoji Lianwang Anquan Baohu Guanli Banfa (ˉɯǘhŴʐʉí̷ʛ
ʐĚ|gƐɰȬ¤Ȃ) [Administrative Measures for the Security Protection of the International 
networking of Computer Information Networks], arts. 10, 11 & 13 (promulgated by Ministry of Public 
Security, Dec. 16, 1997, effective Dec. 30, 1997, revised Jan. 8, 2011) (Lawinfochina) (China). 
100 It is worth mentioning that the implementation of real-name authentication in Internet access 

business sites and online games is partly due to the need for minor protection. 
101 Quanguo Renmin Daibiao Dahui Changwu Weiyuanhui guanyu Jiaqiang Wangluo Xinxi Baohu de 

Jueding (|íAǻIʺĈUł¦ēÜU�<¥ŚʐʉhŴgƐȺ�Ğ) [Decision of the Standing 
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Counterterrorism Law of the People’s Republic of China102 and Cybersecurity Law of 

the People’s Republic of China,103 further confirmed the prior practices of the 

network real-name system. These Laws definitely require users to provide personal 

information when applying for telecommunication services and Internet services. 

Only when their real identities are provided and authenticated can Internet users 

register accounts and use Internet services. 

‘Compulsory to register with real identity, voluntary to use real identity online 

(ÔËğÓ� ËʟŽ)’ is the basic principle of the network real-name system. 

Apparently, it allows Internet users to enjoy a certain degree of privacy. Yet in 

essence, it enables the authorities and ISPs to firmly obtain key information about 

personal identities, which destroys rather than just compromises Internet anonymity. 

As the implementers of the network real-name system, ISPs should take reasonable 

and feasible measures to verify the authenticity of users’ identity information, to 

properly preserve relevant information and to keep it updated. Meanwhile, when 

demanded by the authorities according to law, ISPs have the responsibility to provide 

relevant personal information for the regulatory purpose. 

Furthermore, the state vigorously promotes the cyberspace trustworthy identity 

strategy (ʐʉÊh̃Pƃȵ). On the one hand, the state supports the research and 

development of secure and convenient electronic identity authentication technologies, 

which leaves little room for identity fraud. On the other hand, the state promotes 

mutual recognition among different electronic identity authentication technologies, 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
Committee of the National People’s Congress on Strengthening Information Protection on Networks], 

supra note 7, art. 6. 
102 Zhonghua Renmin Gongheguo Fankongbuzhuyi Fa (*°Aǻ~ßíÁűŭ,/Ȃ) 
[Counterterrorism Law of the People’s Republic of China], supra note 14, art. 21. 
103 Zhonghua Renmin Gongheguo Wangluo Anquan Fa (*°Aǻ~ßíʐʉĚ|Ȃ) [Cybersecurity 
Law of the People’s Republic of China], supra note 22, art. 24. 
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which benefits the unified management of related information so as to better 

accomplish networked regulation.104 

 

4.2 The Internet-surfing record backup system 

While the network real-name system challenges Internet anonymity by investigating 

users’ identities, surveillance conducted via the concomitant Internet-surfing record 

backup system destroys Internet anonymity completely. 

In currently valid legislative documents, the earliest provision concerning the 

Internet-surfing record backup system appears in Interim Provisions on the 

Management of International Networking of Computer Information Networks, Article 

10 of which mentions the establishment of the information management system for 

the electronic BBS service.105 Since 2000, legislative documents involving provisions 

on Internet-surfing record backup have been promulgated one after another.  

The Internet-surfing record backup system requires ISPs to preserve the 

Internet-surfing records for a certain period as stipulated by law. According to law, 

Internet access service providers should record the following information of Internet 

users: user accounts, login and logout times, corresponding IP addresses, Internet 

addresses or domain names, and phone numbers. For Internet content service 

providers, beyond the abovementioned items, they should also record user logs, 

including users’ online activities, the information content provided, publication date 

and time, sources (e.g., IP addresses and email addresses), and Internet addresses or 

domain names. These records and backups should be preserved, accurately and safely, 
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
104 Ibid. 
105 See Jisuanji Xinxi Wangluo Guoji Lianwang Guanli Zanxing Guiding (ˉɯǘhŴʐʉí̷ʛʐ

ɰȬǊʸ˂Ğ) [Interim Provisions on the Management of International Networking of Computer 

Information Networks], supra note 6, art. 10. 
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for 60 days or more,106 and should be provided on demand by the authorities 

according to law.  

Based on daily real-time surveillance, ISPs further develop the hierarchical 

management system and the blacklist management system. The former attempts to 

classify users according to their credit ratings and daily behaviours, and to provide 

corresponding services and management. The latter emphasises disciplinary functions 

and disposes users who violate laws or agreements.107 Both measures divide the user 

population into different categories, label these categories from good to bad, and take 

corresponding measures targeted at individual users. In this way, management 

efficiency has been greatly improved. 

In general, the comprehensive implementation of the network real-name system 

and the Internet-surfing record backup system is an overall trend in China. In the 

Internet panoptic-fortification model, the network real-name system plays an 

important role in linking the core and each individual user within the boundary, and 

offers an institutional foundation for the implementation of other measures. On this 

basis, the Internet-surfing record backup system serves as a surveillance tool for the 

core to monitor the overall situation on the Internet as well as online behaviours of 

each individual Internet user. 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
106 For example, tax-related information in e-commerce should be well kept for 10 years. See Dianzi 
Shangwu Moshi Guifan (ȱĖå¦ǫŖ˂ʬ) [E-commerce Mode Specifications] (promulgated by 

Ministry of Commerce, Apr. 2, 2009, effective Dec. 1, 2009) (Lawinfochina) (China). 
107 See Gaodeng Xuexiao Jisuanji Wangluo Dianzi Gonggao Fuwu Guanli Guiding (͝ɪĘǣˉɯǘ
ʐʉȱĖ}Ûǒ¦ɰȬ˂Ğ) [Administrative Provisions on Computer Network Bulletin Board 
Services of Colleges and Universities] (promulgated by Ministry of Education, Nov. 21, 2001) 
(moe.gov.cn) (China); Yidong Hulianwang Yingyong Chengxu Xinxi Fuwu Guanli Guiding (ɚ§=
ʛʐŋȮɜŊhŴǒ¦ɰȬ˂Ğ) [Provisions on the Administration of Mobile Internet Applications 
Information Services] (promulgated by Cyberspace Administration of China, Jun. 28, 2016, effective 
Aug. 1, 2016) (Lawinfochina) (China); and Hulianwang Zhibo Fuwu Guanli Guiding (=ʛʐȿƪǒ
¦ɰȬ˂Ğ) [Provisions on the Administration of Internet Live-Streaming Services] (promulgated by 
Cyberspace Administration of China, Nov. 4, 2016, effective Dec. 1, 2016) (Lawinfochina) (China). 
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The combination of these measures offers a considerable body of knowledge 

about who users are, where they are, and what they do. To some extent, the design of 

these systems follows the tradition of utilitarianism to establish an effective and 

efficient regulatory model, within which the regulated can be easily recognised and 

traced. In addition, the chilling effect it brings would probably result in the 

normalisation of users’ online behaviours and the enhancement of their self-discipline. 

In this sense, it coincides with Foucault’s theory of governmentality, which is 

concerned with modern forms of institutional power aimed at achieving political ends, 

as well as with the use of that power to produce the ideal citizen for that form of 

society (Gorman, 2012).  

 

4.3 Personal information protection 

The implementation of the network real-name system and the Internet-surfing record 

backup system provides a great deal of personal information. After systematic 

collection, collation and analysis, such information generates useful knowledge, 

thereby producing new powers. But for individuals, submitting personal information 

means transferring their private interests to others in order to obtain certain services. 

Once submitted, the consequence is irreversible: The submitted personal information 

is nearly impossible to withdraw even after the Internet user who has submitted the 

information ends the use of service. Simply put, personal information is of great value, 

but its confidentiality is quite fragile. 

In addition, difficulties of protecting personal information also result from the 

lack of awareness of personal information protection. Personal information protection 

is a kind of legal protection that regulates the collection and use of information that 
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can identify an individual person on its own or combined with other information. The 

idea of personal information protection originated in Western society, where concepts 

of public and private spheres have been equally developed. But in traditional Chinese 

culture, only the pursuit of public interests would be considered legitimate; apart from 

this, any attempt to defend private interests used to be judged as shameful. 

Consequently, neither privacy protection nor personal information protection has ever 

been an issue in Chinese history. After the founding of the PRC, communism and 

socialism became dominant ideologies, strictly limiting opinions about ‘privacy’. 

With the reform and opening-up policy and the increasing social diversity, awareness 

about the importance of protecting individual rights and interests has gradually taken 

hold.  

The history of legal protection of personal information in China is brief. In 

currently valid Internet law, the earliest laws concerning personal information 

protection comprised two Administrative Normative Documents made in 2001. These 

two legislative documents require BBS service providers to take technical measures to 

keep personal information safe and confidential.108 Afterwards, several Departmental 

Rules and Administrative Normative Documents have been created, also concerning 

the general protection of personal information.  

In 2012, the Departmental Rule, Several Provisions on Regulating the Market 

Order of Internet Content Services, first defined personal information as information 

that is related to a user and is capable of identifying the user individually or in 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
108 See Guanyu Jinyibu Zuohao Hulianwang Xinxi Fuwu Dianzi Gonggao Fuwu Shenpi Guanli 
Gongzuo de Tongzhi (�<̐�ǳnĐ=ʛʐhŴǒ¦ȱĖ}Ûǒ¦ĠƊɰȬĺ^Ⱥ̘Ʌ) 
[Notice on Further Effectively Conducting the Examination, Approval and Administration of Internet 
Content Services and Bulletin Board Services], (promulgated by Ministry of Information Industry, 
Mar. 7, 2001) (LexisNexis) (China); and Gaodeng Xuexiao Jisuanji Wangluo Dianzi Gonggao Fuwu 
Guanli Guiding (͝ɪĘǣˉɯǘʐʉȱĖ}Ûǒ¦ɰȬ˂Ğ) [Administrative Provisions on 
Computer Network Bulletin Board Services of Colleges and Universities], ibid, art. 10. 
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combination with other information. Besides, it imposes specific demands for ISPs to 

protect personal information, including (1) obtaining the consent of the person whose 

data is gathered, (2) explicitly stating the purposes, means and scope for collecting or 

using information, (3) abiding by the principle of necessity, (4) safekeeping, (5) 

taking remedial measures when information leaks, (6) reporting accidents and (7) 

cooperating with investigation and handling.109 These provisions cover almost all the 

main points of the personal information protection, while also offering a concrete 

scheme for its implementation.  

Later in the same year, the Law, Decision of the Standing Committee of the 

National People’s Congress on Strengthening Information Protection on Networks 

was promulgated. It is the first Law that systematically regulates personal 

information-related issues, extending the legal protection scope of personal 

information to all electronic information that can identify individual citizens and that 

involves their privacy. While confirming related provisions in Several Provisions on 

Regulating the Market Order of Internet Content Services, the decision further 

supplements legality, justifiability and necessity as principles (ÐȂ�ǲŜ�ūʾȺ

¼�). In addition, it proposes that the use of personal information should follow 

Laws, Regulations and bilateral agreements; that ISPs and other organisations should 

disclose rules for the collection and use of personal information; and that ISPs should 

take technical and other necessary measures to maintain the confidentiality and safety 

of the information collected. 110 The decision provides a model for personal 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
109 See Guifan Hulianwang Xinxi Fuwu Shichang Zhixu Ruogan Guiding (˂ʬ=ʛʐhŴǒ¦ľò
ɗŊʪŅ˂Ğ) [Several Provisions on Regulating the Market Order of Internet Content Services], art. 
11 & 12 (promulgated by Ministry of Industry and Information Technology, Dec. 29, 2011, effective 
Mar. 15, 2012) (Lawinfochina) (China). 
110 See Quanguo Renmin Daibiao Dahui Changwu Weiyuanhui guanyu Jiaqiang Wangluo Xinxi Baohu 

de Jueding (|íAǻIʺĈUł¦ēÜU�<¥ŚʐʉhŴgƐȺ�Ğ) [Decision of the 
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information protection legislation. In brief, these provisions are reflected in 

Provisions on Protecting the Personal Information of Telecommunications and 

Internet Users111 and other successively issued legislative documents. Again, the 

Cybersecurity Law of the People’s Republic of China, effective in 2017, 

systematically and comprehensively confirms a series of legislative practices 

mentioned above.112 In addition to ISPs’ responsibilities, Cybersecurity Law and other 

legislative documents further indicate that the authorities should maintain the 

confidentiality of personal information, privacy and trade secrets obtained during the 

performance of their duties, and should not divulge, amend, destroy, sell or 

unlawfully furnish such information to any third party.113 

But even when personal information protection is finally recognised by law, it is 

still subject to various realistic restrictions. The ordinary Internet user’s awareness of 

personal information protection is relatively weak. Most users do not pay enough 

attention to their personal information, and do not adequately consider the 

consequences their online actions might have. Even when they do realise the 

magnitude of the problem, they seem to have no better choices. Facing a strong 

alliance between political power holders and technical power holders, users have to 

exchange their personal information for rights to access to the Internet and other 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
Standing Committee of the National People’s Congress on Strengthening Information Protection on 

Networks], supra note 7, arts. 1, 2, 3 & 4. 
111 Dianxin he Hulianwang Yonghu Geren Xinxi Baohu Guiding (ȱhß=ʛʐȮƄ)AhŴgƐ˂
Ğ) [Provisions on Protecting the Personal Information of Telecommunications and Internet Users] 
(promulgated by Ministry of Industry and Information Technology, Jul. 16, 2013, effective Sep. 1, 
2013) (Lawinfochina) (China). 
112 See Zhonghua Renmin Gongheguo Wangluo Anquan Fa (*°Aǻ~ßíʐʉĚ|Ȃ) 
[Cybersecurity Law of the People’s Republic of China], supra note 22, arts. 22, 41, 42 & 43. 
113 See ibid, arts. 30 & 45. See also Dianxin he Hulianwang Yonghu Geren Xinxi Baohu Guiding (ȱh

ß=ʛʐȮƄ)AhŴgƐ˂Ğ) [Provisions on Protecting the Personal Information of 

Telecommunications and Internet Users], supra note 111, art. 18. 



! 151 

services. In this sense, the traditional notice-and-consent framework seems 

impracticable (Fan, 2016). 

The personal information protection issue becomes extremely significant in the 

era of big data. The rapid development of information technology facilitates the 

collecting, processing and using of personal information, which in turns creates great 

economic and social values. Yet it also brings great challenges to personal 

information protection. In practice, individual Internet user faces not only ISPs who 

collect the personal information and provide services to the user, but also numerous 

unknown third parties who process and use their personal data in unexpected ways. 

Internet users are actually losing the control of their personal information in the 

Internet environment (Fan, 2016). 

The information asymmetry further results in the difficulties for ordinary 

Internet users to supervise the collecting, processing and using process of their 

personal information, and to defend their rights and interests. In this situation, they 

might have to rely on the active intervention by the public power to regulate such 

behaviours and to assume legal liabilities. The major legal liabilities for the abuse of 

personal information are administrative penalties and criminal punishments.114 

However, legal remedies offered to Internet users are extremely limited, and might 

not prevent adverse consequences brought about by the abuse of personal information. 

 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
114 See Zhonghua Renmin Gongheguo Xingfa Xiuzheng’an (Jiu) (*°Aǻ~ßí�ȂiǲǨ(2)) 
[Amendment (IX) to the Criminal Law of the People’s Republic of China], art. 17 (promulgated by 
Standing Committee of the National People’s Congress, Aug. 29, 2015, effective Nov. 1, 2015) 
(Lawinfochina) (China). 
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5. Providing the institutional foundation 

Although the history of Internet legislation in China is short, both the legislative 

number and the legislative frequency are quite remarkable; especially after 2010, 

when the Xi-Li government re-designed Internet policy from the perspective of 

national security. Promoting the development of the Internet and strengthening 

political control over the Internet are dual tasks for Internet regulation. In essence, the 

Internet law in China indicates a strong regulatory orientation. For one thing, 

administrative legislation becomes major sources of Internet legislation. For another, 

most Internet legislative documents serve for the purpose of social control. As 

Foucault suggested, the disciplinary administration has gradually replaced the 

normative law to be a tool for social order and control. (Cotterrell, 1992) To achieve 

the dual ends, the Internet panoptic-fortification model has been built by law to 

institutionalise the Internet regulatory mechanism. 

Referring to the Internet panoptic-fortification model in Figure 2, the CPC and 

the central government comprise the core. The CPC plays the absolute leading role in 

this process from political, ideological and organisational aspects. Led by the CPC, 

the State Council and its subordinate departments are responsible for the formulation 

and implementation of relevant Internet policies and measures. Among them, the 

Ministry of Industry and Information Technology (ĺ%ßhŴ¬̞) performs as the 

central department in charge of the Internet industry in the physical infrastructure 

layer, the logic layer and the content layer of Internet regulation. However, in the 

content layer,!some other authorities, including but not limited to departments in 

charge of Internet content, departments in charge of press and publishing, departments 

in charge of radio, film and television, departments in charge of culture, department in 

charge of education, departments in charge of security, and departments in charge of 



! 153 

market regulation, exercise their existing administrative functions and powers to 

participate in Internet content regulation and to share the emerging power. To further 

clarify their roles and relationships, coordination and cooperation mechanisms have 

been established, and networked regulation has been agreed upon by consensus. 

Meanwhile, the authorities do not deal with all Internet affairs by themselves 

directly. Instead, they take measures to select and to develop ISPs into the sub-core of 

the Internet panoptic-fortification to regulate the Internet. In order to survive in 

China’s Internet ecosystem, ISPs have to obey China’s Internet law, to cooperate with 

the authorities, and to undergo administrative review and administrative supervision 

conducted by the authorities; otherwise, they might not be allowed to provide services 

in China. In addition, industry self-regulation is encouraged to strengthen the 

administration while maintaining some autonomy for ISPs in the process of Internet 

regulation. These measures and means are used to ensure that ISPs will behave at the 

will of the authorities, or at least, within the tolerance of the authorities. It is a crucial 

step for the authorities to manage the vast number of Internet users through ISPs. 

Another key element of the Internet panoptic-fortification model is the 

establishment of the boundary to define the population to be regulated. This is the 

embodiment of the sovereignty principle in cyberspace. Politically, China always 

adheres to the cyberspace sovereignty principle and considers Internet regulation to be 

a part of state governance. Thus, the state is the natural boundary for claiming 

cyberspace sovereignty. This is the legitimate foundation for establishing the wall in 

the Internet panoptic-fortification model. The cyberspace sovereignty principle further 

indicates the legal effects of Internet law over the whole jurisdiction. Moreover, 

China’s Internet law attempts to provide maximum jurisdiction over all kinds of 

Internet affairs related to China by establishing multiple connecting factors. 
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Technically, the structure of Internet access in China reflects a strong hierarchy, and 

the authorities firmly control the only Internet access channels within the country’s 

borders. Such a hierarchical design enables the authorities to control domestic online 

communications at multiple levels of Internet access. It also enables the authorities to 

control online communications, in the layer of physical access, between China and the 

rest of the world. Consequently, in normal situations, communication is allowed 

between the inside fortification and the outside world, with the authorities and ISPs 

performing the role of gatekeepers to monitor both information and communication. 

Yet, in an emergency, Internet access channels at multiple levels will be closed 

according to the circumstances, and communication will be interrupted accordingly. 

For example, during and after the Ürümqi 7·5 Rioting Serious Violent Criminal 

Incident (0͞ǔ͡�	��ƆɊƏț(̣ǌ£Ȧʒ:M) in 2009, mobile phone 

service in Xinjiang was limited, and Internet access within Ürümqi remained 

restricted nearly a year after the incident; it was not restored until 14 May 2010 

(Zhang, 2010). 

Within the boundary of the Internet panoptic-fortification, the network real-

name system and the Internet-surfing record backup system are implemented to 

challenge the Internet anonymity. In this way, the core obtains knowledge of 

individual Internet users’ identity information and conducts real-time monitoring over 

Internet users’ online behaviours. Thus, power of the core has expanded vigorously 

via this mechanism. In contrast, private rights and interests, such as personal 

information, do not receive sufficient attention. It means that controlling one’s own 

personal information has become extremely difficult in the digital age. Even when the 

personal information protection has been recognised by law, its realisation is still 

subject to realistic limitations. Power of the authorities and private rights and freedom 
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are out of balance; individual users’ efforts to protect and control their private rights 

and interests against surveillance often seem to be weak and ineffective. 
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Chapter 5 – Operating the security control mechanism 

Chapter 4 introduces fundamental components of the Internet panoptic-fortification 

model, including the core and the boundary, as well as the unidirectional links 

between the core and each Internet user within the boundary. In this chapter, how 

Internet law supports the operation of Internet panoptic-fortification to realise security 

control is further investigated. Cybersecurity is first recognised as the priority for 

Internet regulation in China, and connotations and extensions of network security and 

information security provided by China’s Internet law are then interpreted. Next, roles 

of stakeholders in this model, as well as measures taken by them to safeguard 

cybersecurity, are discussed. In this study, stakeholders mainly refer to the authorities, 

ISPs, the society and individual users. The legislative document analysis reveals that 

the Internet regulatory mechanism in China follows neither the traditional top-down 

model completely, nor the popular multistakeholder approach. Instead, it draws 

lessons to develop a new Internet regulatory mechanism that is led by the authorities, 

implemented by ISPs, supervised by the whole society and jointly participated in by 

Internet users. 

 

1. Cybersecurity as the priority 

Cybersecurity is the priority for Internet regulation in China. As pointed out by Xi 

Jinping (2016), cybersecurity is one important aspect of national security. 

Cybersecurity safeguards the development of information technology, while the 

development of information technology in turn promotes cybersecurity. It is necessary 

to maintain and consolidate cybersecurity in order to achieve long-term harmony and 

stability. In the current Internet regulatory mechanism, maintaining a safe information 

network is the top priority. So far, cybersecurity has reached far beyond the technical 
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field, covering security issues pertaining to politics, economics, culture, society, the 

military and other areas. To facilitate the analysis, this study introduces the 

cybersecurity from perspectives of network security and information security. 

 

1.1 What is network security? 

Network security in this study refers to the maintenance of the Internet for its reliable 

and stable operation, as well as safeguarding the integrity, secrecy and usability of 

network data by taking necessary actions to protect the network against attacks, 

invasions, disturbances, undermining and unlawful use, and unexpected accidents.115 

The definition mainly focuses on the physical and logical layers of Internet regulation 

from a technical perspective.  

According to the legislative document analysis, China’s Internet law clearly 

forbids activities that endanger network security. These activities include but are not 

limited to the following items: (1) unlawful invasion of computer information systems; 

(2) destruction of protective network security measures, such as their suspension or 

partial suspension without authorisation, intentional disruption, or deletion or 

modification without authorisation; (3) intentional production or dissemination of 

computer viruses and other destructive programmes; (4) accessing the network or 

using network resources without authorisation; (5) deletion, modification or addition 

of application programmes and stored, processed or transmitted data in computer 

information networks without authorisation; (6) interruption of network services or 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
115 This quotation is translated from the Chinese text. (ʐʉĚ|�ǆƚ̘̠̍ÃūʾƥƼ�̳ʬĪ
ʐʉȺƯ��d{�ŅƉ�ɉôßͅȂ_ȮK¿Żą:Ʋ�_ʐʉĂ<ɞĞÊ͆̎ʸȺȧŬ�

K¿g̽ʐʉƵƞȺěƶů�gĨů�ÊȮůȺʞ£�) See Zhonghua Renmin Gongheguo 
Wangluo Anquan Fa (*°Aǻ~ßíʐʉĚ|Ȃ) [Cybersecurity Law of the People’s Republic of 
China], supra note 22, art. 76. 
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communication services without authorisation; (7) disruption of normal data 

transmission using network paths, network devices, applications and other means; (8) 

stealing or destroying network data and other information; (9) providing programmes 

and tools specifically used for activities that endanger network security; and (10) 

conducting other activities prohibited by Laws and Regulations. 

 

1.2 What is information security? 

Compared to network security, information security in this study concentrates on 

information content and its influence. Information security evaluates effects that 

might be brought about by the spread of information and takes corresponding actions 

to minimise adverse effects. In this sense, safeguarding information security means 

regulating Internet content. Undeniably, no matter to what degree the content 

regulation exists, it has long been a major issue in traditional media law. In spite of 

controversies over the Internet as a network utopia that get rid of government 

involvement, in reality, Internet content regulation has become a global trend (Zittrain, 

Palfrey, Deibert, & Rohozinski , 2008). In some states, Internet content regulation is 

kept to a minimum, and only to do with ‘truth, honesty and taste’ (Ang, 2005, pp. 33–

34; Zittrain, Palfrey, Deibert, & Rohozinski, 2008). But in some states, content 

regulation has equally or even vigorously applied to cyberspace. Mainly for political 

reasons, Internet content regulation is extremely strict in China. Of the 238 legislative 

documents analysed in this study, 85 (36%) explicitly mention content that is 

prohibited or restricted for online dissemination. These documents include 10 Laws, 6 

Administrative Regulations, 15 Departmental Rules, 7 Judicial Interpretations, and 47 

Administrative Normative Documents.  
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It is worth noting that freedom of speech, of press, and of correspondence are 

citizens’ basic constitutional rights and freedoms.116 Yet these basic rights and 

freedoms are subject to the Constitution and to Laws, the exercise of which must not 

damage the interests of the state, of the society, or of the collective, and must not 

violate the lawful freedoms and rights of other citizens.117 The Law here is used in its 

narrow definition, referring to Laws formulated by the NPC and its Standing 

Committee according to legislative competence and the legislative process. As a 

result, only provisions expressly stated in the Constitution and Laws can be cited to 

limit constitutional rights and freedoms. Regulations, Rules, Judicial Interpretations 

and other Normative Documents should not go beyond the Constitution and Laws. 

 

1.2.1 Content regulation in the Constitution and Laws 

An analysis of the Constitution and relevant Laws118 reveals several categories of 

items that are prohibited or limited for dissemination. The first category is content 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
116 See Zhonghua Renmin Gongheguo Xianfa (*°Aǻ~ßíĤȂ) [Constitution of the People’s 
Republic of China], arts. 35 & 40 (promulgated by the National People’s Congress, Dec. 4, 1982, 
amended Apr. 12, 1988, Mar. 29, 1993, Mar. 15, 1999 & Mar. 14, 2004) (Lawinfochina) (China). 
117 See ibid. arts. 51 & 53. 
118 The ten Laws containing content regulation provisions are as follows: Zhonghua Renmin 
Gongheguo Xingfa (*°Aǻ~ßí�Ȃ) [Criminal Law of the People’s Republic of China], supra 
note 18; Zhonghua Renmin Gongheguo Baoshou Guojia Mimi Fa (*°Aǻ~ßígęíĦɕĨȂ) 
[Law of the People’s Republic of China on Guarding State Secrets], supra note 16; Zhonghua Renmin 
Gongheguo Zhuzuoquan Fa (*°Aǻ~ßíʲ^ǚȂ) [Copyright Law of the People’s Republic of 
China], supra note 20; Zhonghua Renmin Gongheguo Weichengnianren Baohu Fa (*°Aǻ~ßí
ǕſŇAgƐȂ) [Law of the People’s Republic of China on the Protection of Minors], supra note 20; 
Zhonghua Renmin Gongheguo Guanggao Fa (*°Aǻ~ßíŉÛȂ) [Advertising Law of the 
People’s Republic of China] (promulgated by the Standing Committee of the National People’s 
Congress, Oct. 27, 1994, effective Feb. 1, 1995, revised Sep. 1, 2015) (Lawinfochina) (China); 
Zhonghua Renmin Gongheguo Yufang Weichengnianren Fanzui Fa (*°Aǻ~ßí͎̳ǕſŇA
ȦʒȂ) [Law of the People’s Republic of China on Prevention of Juvenile Delinquency] (promulgated 
by the Standing Committee of the National People’s Congress, Jun. 28, 1999, effective Nov. 1, 1999, 
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that endangers national security, including (1) content that opposes the fundamental 

principles determined in the Constitution (ÁĪĤȂƅɌĞȺüǖ¼�); (2) content 

that damages national unity or endangers sovereignty and territorial integrity (¸ĥí

Ħʊ��,ǚß͏ïěƶȺ); (3) content that divulges state secrets, intelligence or 

military secrets (ɢÃ�ȁ̓íĦɕĨ�ŷƑƂʙ�:ɕĨ); (4) content that harms 

the security, honour and interests of the state (¸ĥíĦĚ|�ʮˇß�ȻȺ); and 

(5) content that incites the subversion of state power and the overthrow of the socialist 

system (Ȟ§͔ʿíĦƱǚ�ƤʗɎU,/�ŏȺ).  

The second category is content that undermines social stability, including (1) 

content that incites ethnic hatred or racial discrimination, and that damages inter-

ethnic unity (Ȟ§ǻƾCų�ǻƾǵ˃�ɉôǻƾêʆȺ); and (2) content that 

facilitates cult organisation or communication with members of a cult, and that incites 

resistance to or defiance of the enforcement of Laws and Regulations  (ʀʂ̜ƴʀʂ

�ʛʉ̜ƴʀʂſÜ��ɉôíĦȂť�ʸƱȂ˂ğƼȺ).  

The third category is content that disrupts the social order, including (1) 

rumours or false information (˩ˆƂʶmhŴ); (2) obscene or pornographic content 

(ȌɛʦŷhŴ); (3) gambling information (˽´hŴ); (4) content that advocates 

violence, murder, or horror (ǌ£��Ǚ�űŭhŴ); and (5) content that abets or 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
revised Oct. 26, 2012) (Lawinfochina) (China); Quanguo Renmin Daibiao Dahui Changwu 
Weiyuanhui guanyu Weihu Hulianwang Anquan de Jueding (|íAǻIʺĈUł¦ēÜU�<ʋ
Ɛ=ʛʐĚ|Ⱥ�Ğ) [Decision of the Standing Committee of the National People’s Congress on 
Preserving Computer Network Security], supra note 19; Zhonghua Renmin Gongheguo Zhi'an Guanli 
Chufa Fa (*°Aǻ~ßíȀĚɰȬĂʑȂ) [Public Security Administration Punishments Law of 
the People’s Republic of China], supra note 20; and Zhonghua Renmin Gongheguo Fankongbuzhuyi 
Fa (*°Aǻ~ßíÁűŭ,/Ȃ) [Counterterrorism Law of the People’s Republic of China], supra 
note 14; Zhonghua Renmin Gongheguo Wangluo Anquan Fa (*°Aǻ~ßíʐʉĚ|Ȃ) 
[Cybersecurity Law of the People’s Republic of China], supra note 22. 
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induces a crime, that teaches criminal methods, or that provides information for how 

to commit illegal or criminal acts (ˡÂȦʒ�ƴãȦʒƂʙWƟȦʒƻȂȺ).  

The fourth category is content that infringes upon others’ rights and interests, 

including (1) content that insults or slanders others (c̋Ƃʙ˥˪GA); (2) content 

that infringes on the business and/or product reputation of others (ƜĥGAå%hˇ

ßåàāˇ); (3) content that infringes upon the privacy of others (ƒ̼̓ɓ); (4) 

content that infringes upon the intellectual property rights of others (dȦGAɅ˙@

ǚ); (5) content that infringes upon citizens’ freedom and privacy of correspondence 

(dȦ}ǻ̘hʟȯß̘hɕĨ); (6) content that infringes upon other legitimate 

rights and interests of others (dȦGA�GÐȂǚȻ). Information in above four 

categories is summarised as ‘illegal information’ in this study.  

An additional category includes restrictions on special fields, such as 

advertisements for medical drugs, medical apparatus and instruments, health food 

products, cosmetics, liquor, cosmetology and online games that are not conducive to 

the physical and mental health of minors. Items in this category are not prohibited 

completely, but must be disseminated in the manner permitted by law. 

 

1.2.2 Interpretation of the Constitution and Laws 

The Constitution and Laws provide a framework for content that is prohibited or 

restricted for online dissemination, which could be considered as legitimate 

restrictions on constitutional rights and freedoms. However, the framework is abstract 

and ambiguous to some extent. On the one hand, the reasonable generalisation and 

abstraction of legislation guarantee that the law has a high degree of coverage of 

concrete facts, thus ensuring steady implementation (Wu, 2016). But, on the other 
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hand, due to the abstractness of the law, the fuzziness of its language and the 

limitations of cognition, the legal framework, though certain in connotation, is 

somewhat ambiguous in its application. In fact, the higher the level of 

conceptualisation, the greater the ambiguity around the core connotation (Xu, 2007). 

As a result, when applying laws to concrete cases, the interpreter plays the key role. 

In the current study, two types of official legal interpretation are involved. The 

first is administrative interpretation, which is made by the State Council and its 

subordinate departments via Administrative Regulations, Departmental Rules and 

Administrative Normative Documents. The second is Judicial Interpretation, which is 

made by the Supreme People’s Court and/or the Supreme People’s Procuratorate. On 

the issue of restriction on constitutional rights and freedoms, these bodies act as 

interpreters rather than lawmakers. They must seek proper interpretation within the 

framework of the Constitution and Laws by either providing more detailed judgment 

standards or listing specific circumstances. For example, when interpreting content 

that endangers national security, the following items are listed for illustration: content 

that attacks the Party and state leaders (Ư�zßíĦ͏īAȺ)119; content that 

maliciously derogates the image of the PLA, armed police, public security and the 

judiciary (ŵŻ˵ƜAǻ�̲�Ǵʼˈĩ�}ĚßÎȂŞˬȺ)120; content that 

disparages revolutionary leaders, heroes and important historical figures (ʴŻ˵Ɯ�

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
119 See Guanyu dui “Zhonghua Renmin Gongheguo Jisuanji Xinxi Xitong Anquan Baohu Tiaoli” 
zhong Sheji de “Youhai Shuju” Wenti de Pifu (�<Ī�*°Aǻ~ßíˉɯǘhŴɵʊĚ|gƐ
Ǜ`�*ȋ¿Ⱥ“ǑĥƵƞ”̭͒ȺƊĄ) [Reply on Issue Concerning Harmful Data Involved in 
Regulation on Safeguarding the Security of Computer Information Systems] (promulgated by Ministry 
of Public Security, May. 9, 1996) (LexisNexis) (China). 
120 See Guanyu Jiaqiang Hulianwang Shiting Jiemu Neirong Guanli de Tongzhi (�<¥Ś=ʛʐ˃Ù
ʨȾ�ħɰȬȺ̘Ʌ) [Notice on Strengthening the Administration of Internet Audio-video Program 
Content] (promulgated by State Administration of Radio, Film and Television, Mar. 30, 2009) 
(www.gov.cn) (China). 
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ŵƩ͈Þ͏ʻ�ʫ̾AȤ�̣ʾ»ÌAȤȺ)121; and content that damages the 

reputation of state organs (ƜĥíĦǘ�hˇȺ)122. Similarly, when interpreting 

content that undermines social stability, the following situations are further listed as 

banned: content that opposes ethnic customs and traditions (dĥǻƾ͕f�3Ź

Ⱥ)123; content that disparages Chinese civilization and history or distorts historical 

facts (˜Ƿ*°ǻƾ»ÌƷǃ�ŵŻǍ˄»ÌÌğȺ)124; and content that 

undermines state religious policy and/or propagates cults, feudal superstitions (ɉô

íĦĜƴƱɬ�Ģƈ̜ƴßĬŔ̔hȺ)125, etc. 

It is not difficult to find that, in some legislative documents, these interpretive 

bodies attempt to go beyond the scope of the Law to create de facto legal norms. In 

fact, legislative activities have long been dominated by policy. A large number of 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
121 Ibid. 
122 See Jisuanji Xinxi Wangluo Guoji Lianwang Anquan Baohu Guanli Banfa (ˉɯǘhŴʐʉí̷
ʛʐĚ|gƐɰȬ¤Ȃ) [Administrative Measures for the Security Protection of the International 
networking of Computer Information Networks], supra note 99. 
123 See Chuban Guanli Tiaoli (�ȡɰȬǛ`) [Regulation on the Administration of Publication], supra 
note 21; Hulianwang Shangwang Fuwu Yingye Changsuo Guanli Tiaoli (=ʛʐ�ʐǒ¦ʰ%òƅɰ
ȬǛ`) [Regulation on the Administration of Business Premises of Internet Access Service], supra 
note 15; and other four Departmental Rules and one Administrative Normative Regulation. 
124 See Zhuanwang ji Dingxiang Chuanbo Shiting Jiemu Fuwu Guanli Guiding (#ʐ¿ĞÕWƪ˃Ù
ʨȾǒ¦ɰȬ˂Ğ) [Provisions on the Administration of Private Network and Directional 
Propagation of Audio-video Program Services] (promulgated by State Administration of Press, 
Publication, Radio, Film and Television, Apr. 25, 2016, effective Jun. 1, 2016) (Lawinfochina) 
(China); and Guanyu Jiaqiang Hulianwang Shiting Jiemu Neirong Guanli de Tongzhi (�<¥Ś=ʛ
ʐ˃ÙʨȾ�ħɰȬȺ̘Ʌ) [Notice on Strengthening the Administration of Internet Audio-video 
Program Content], supra note 120. 
125 See Chuban Guanli Tiaoli (�ȡɰȬǛ`) [Regulation on the Administration of Publication], supra 
note 21; Dianxin Tiaoli (ȱhǛ`) [Telecommunication Regulation], supra note 13; Hulianwang 
Xinxi Fuwu Guanli Banfa (=ʛʐhŴǒ¦ɰȬ¤Ȃ) [Administrative Measures for Internet Content 
Services], supra note 21; Hulianwang Shangwang Fuwu Yingye Changsuo Guanli Tiaoli (=ʛʐ�ʐ
ǒ¦ʰ%òƅɰȬǛ`) [Regulation on the Administration of Business Premises of Internet Access 
Service], supra note 15; and other eight Departmental Rules and 10 Administrative Normative 
Documents. 
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legal interpretations in China are in truth interpretations of current policies rather than 

Laws. Instead of exploring the original meanings of law, legislative intentions and 

legislative purposes, such interpreters focus more on policy contexts and pursue 

political and social changes (Su, 2003, pp. 249–250). A typical example is the 

prohibition of content that violates state policies stated in an Administrative 

Normative Document.126  

Moreover, the power of legal interpretation has become an important resource 

for motivating the authorities to exercise and expand their control. As the legislative 

document analysis reveals, in this way, the authorities have extended the content 

blacklist to include (1) content that advocates a negative or decadent outlook on life, 

the world and value (ĢƈȊǝ�͑ŎȺAȭˁ�$ȳˁßNlˁȺ)127; (2) 

content that deliberately exaggerates the ignorance and backwardness of ethnic 

groups or the dark underbelly of society (�Żȑǡ�čĈǻƾżǅʱÔƂɎU̴ǋ

͇Ⱥ)128; (3) vulgar information ([f�ĕf�œfȺ)129; and (4) content that 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
126 See Jiaoyu Wangzhan he Wangxiao Zanxing Guanli Banfa (ƴʝʐɤßʐǣǊʸɰȬ¤Ȃ) 
[Interim Measures for the Administration of Education Websites and Online Schools], art. 18 
(promulgated by Ministry of Education, Jul. 5, 2000) (LexisNexis) (China). 
127 See Guanyu Jiaqiang Hulianwang Shiting Jiemu Neirong Guanli de Tongzhi (�<¥Ś=ʛʐ˃Ù

ʨȾ�ħɰȬȺ̘Ʌ) [Notice on Strengthening the Administration of Internet Audio-video Program 

Content], supra note 120. 
128 Ibid. 
129 See Guanyu Jiaqiang Dangzhengjiguan Wangzhan Anquan Guanli Gongzuo de Tongzhi (�<¥Ś
zƱǘ�ʐɤĚ|ɰȬĺ^Ⱥ̘Ʌ) [Notice on Strengthening the Security Administration of 
Websites of the Party and Governmental Organs] (promulgated by Cyberspace Administration of 
China, May. 9, 2014) (www.cac.gov.cn) (China); Guanyu Jiaqiang Yingshi Bofang Jigou he 
Hulianwang deng Xinxi Wangluo Bofang DV Pian Guanli de Tongzhi (�<¥ŚŠ˃ƪưǘǞß=
ʛʐɪhŴʐʉƪư DVȠɰȬȺ̘Ʌ) [Notice on Strengthening the Administration of DV Playing 
by Film and Television Broadcasting Institutions and Information Networks including the Internet] 
(promulgated by State Administration of Radio, Film and Television, May. 24, 2004) (LexisNexis) 
(China); Guanyu Jiaqiang Hulianwang Chuanbo Yingshiju Guanli de Tongzhi (�<¥Ś=ʛʐWƪ
Š˃¡ɰȬȺ̘Ʌ) [Notice on Strengthening the Administration of Dissemination of Films and 
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violates the spirit of Laws and Regulations (̑Áɀ�Ȃť�Ȃ˂ɴɏȺ). 

Information in the above four categories is summarised as ‘harmful information’ in 

this study. In fact, harmful information does not necessarily violate the Constitution 

and Laws, although it sometimes might. By introducing new abstract concepts, it 

produces effects similar to Law and leaves ample room for further interpretation and 

application by the authorities. Essentially, such provisions are themselves against the 

Law, and could be considered as violations of constitutional rights and freedoms. Yet, 

effective supervision of these phenomena still depends on the authorities’ internal 

error correction mechanism. In this sense, the authorities take advantage of their 

existing power to master the power to interpret knowledge, and the processed 

knowledge in turn serves their powers. 

 

1.2.3 Ideological guidance in China’s Internet law 

While conducting strict Internet censorship, the authorities also tighten ideological 

control by guiding online public opinion. As pointed out by Xi Jinping (2014c):  

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
Teleplays through the Internet] (promulgated by State Administration of Radio, Film and Television, 
Dec. 28, 2007) (Lawinfochina) (China); Guanyu dui Chubanwu Shiyong Hulianwang Xinxi Jiaqiang 
Guanli de Tongzhi (�<Ī�ȡȤ_Ȯ=ʛʐhŴ¥ŚɰȬȺ̘Ʌ) [Notice on Strengthening the 
Administration of Publications Using Internet Content] (promulgated by General Administration of 
Press and Publication, Aug. 14, 2001) (Lawinfochina) (China); Guanyu Jiaqiang Wangluo Biaoyan 
Guanli Gongzuo de Tongzhi (�<¥ŚʐʉʺȕɰȬĺ^Ⱥ̘Ʌ) [Notice on Strengthening the 
Administration of Online Performance] (promulgated by Ministry of Culture, Jul. 1, 2016) 
(Lawinfochina) (China); Guanyu Jiaqiang Wangluo Youxi Shichang Tuiguang Guanli Zhizhi Disu 
Yingxiao Xingwei de Han (�<¥ŚʐʉȒžľòƤŉɰȬ�Ǳ[fʰ̧ʸ+Ⱥ�) [Letter on 
Strengthening the Administration of Online Game Marketing and Stopping the Vulgar Marketing 
Behaviors] (promulgated by Ministry of Culture, Jul. 6, 2010) (LexisNexis) (China); and Guanyu 
Gaijin he Jiaqiang Wangluo Youxi Neirong Guanli Gongzuo de Tongzhi (�<Ʈ̐ß¥ŚʐʉȒž
�ħɰȬĺ^Ⱥ̘Ʌ) [Notice on Improving and Strengthening the Content Administration of Online 
Game] (promulgated by Ministry of Culture, Nov. 13, 2009) (LexisNexis) (China). 
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Guiding the online public opinion is a long-term task, thus it is necessary to 

innovate and improve online publicity, to apply the network communication 

rules, to highlight the themes of the times, to activate positive energy, to 

vigorously cultivate and practice the core values of socialism, to grasp the time, 

degree and effect of online public opinion guidance, and finally to make the 

cyberspace clean and clear. 

These opinions are reflected in the relevant Internet laws.  

In addition to prohibiting or restricting on online publication and dissemination 

of illegal information and harmful information (hereinafter collectively referred to as 

bad information), China’s Internet law also proposes content that is to be encouraged 

for production and dissemination on the Internet. According to the legislative 

document analysis, such content includes (1) content that develops the core values of 

socialism (ŘƈɎU,/ǥŪNlˁ); (2) content that advances and enriches 

national traditional culture (ŘƈǻƾTɒWʊƷ¬); (3) content that promotes 

positive energy (Řƈǲʞ̤); (4) content that promotes international cultural 

exchanges (e̐í̷Ʒ¬?Ȇ); (5) content that improves the public’s cultural 

quality (ǑȻ<Ʀ͝}SƷ¬ɶ˳); (6) content that promotes economic 

development (ǑȻ<Ƥ§ʅȈÂĶ); (7) content that promotes social progress (ǑȻ

<e̐ɎU̐ǳ); (8) content that spreads advanced socialist culture (ǑȻ<WƪɎ

U,/w̐Ʒ¬); (9) content that promotes people’s all-round development (ǑȻ<

Ƥ§AȺ|͇ÂĶ); (10) content that promotes social harmony (ǑȻ<Ƥ§ʅȈÂ

Ķ); (11) content that manifests epoch development and social progress (Řƈ\ȫǂ

IÂĶßɎU̐ǳ); (12) content that propagates science and truth (ǑȻ<Ƥ§ʅ

ȈÂĶ); (13) content that is beneficial to shaping beautiful souls (ý̙ʕĐŪȘ); 
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(14) content that people are delighted to see and hear (AǻʖSç̯1ˀ); (15) 

content that plays an important role in elaborating and spreading the basic principles 

established in the Constitution (Ī̱̓�WƪĤȂɌĞȺüǖ¼�Ọ̌Ĉ^ȮȺ); 

(16) content that is of great significance in carrying out education on patriotism, 

collectivism, socialism and ethnic solidarity (Ī̐ʸȟí,/�̿\,/�ɎU,

/ßǻƾêʆƴʝỌ̌ĈŻ/Ⱥ); (17) content that is of great significance in 

promoting social morality, professional ethics, family virtues and personal qualities 

(ĪŘƈɎU}ũ�ʚ%̚ũ�Ħőʕũ�)AàũỌ̌ʾŻ/Ⱥ); (18) content 

that makes significant contributions to promoting cultural innovation and introducing 

the latest scientific and cultural achievements at home and abroad (Ī̐ʸȟí,/

�̿\,/�ɎU,/ßǻƾêʆƴʝỌ̌ĈŻ/Ⱥ); (19) content that plays a 

major role in promoting public cultural services (Ī̐ʸȟí,/�̿\,/�Ɏ

U,/ßǻƾêʆƴʝỌ̌ĈŻ/Ⱥ); (20) healthy content that specifically caters 

to minors or content that is conducive to the healthy growth of minors (Ī̐ʸȟí,

/�̿\,/�ɎU,/ßǻƾêʆƴʝỌ̌ĈŻ/Ⱥ); and (21) content with 

great ideological, scientific, cultural or artistic value (Ī̐ʸȟí,/�̿\,/�

ɎU,/ßǻƾêʆƴʝỌ̌ĈŻ/Ⱥ). Information containing the above content 

is considered to be ‘good information’ in this study. 

An analysis of this extensive list reveals that most items reflect the positive 

effects such content will have on the state, the society and/or the individual. In other 

words, the list focuses more on the results of effectiveness evaluation than on the 

content itself. To a certain extent, such an evaluation depends on the subjective 

judgment and prediction of the evaluators. Similarly, the interpretative power of law 

remains the most popular power resource for power holders to dominate the public 
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opinion field and to promote their ideology, thus further consolidating their power 

positions.  

In short, prohibiting or restricting bad information that represents a threat to or 

that might have adverse consequences for dominate power holders while promoting 

good information assumed to have positive effects are two essential approaches for 

safeguarding the information security. 

 

2. Stakeholders’ efforts to guarantee cybersecurity 

The main function of the Internet panoptic-fortification model is to safeguard 

cybersecurity. To this end, the model takes full advantage of all stakeholders to ensure 

their participation in maintaining security. As the core of the Internet panoptic-

fortification model, the authorities and ISPs are main forces in Internet regulation. 

They exercise the power to perform their respective functions while coordinating 

closely with each other. At the same time, vast swaths of people from various walks 

of life are mobilised to participate in Internet regulation to create a ubiquitous 

surveillance network. In such a circumstance, Internet users are bound by external 

forces, such as laws, punishment and surveillance, and internalise ideological 

management imperceptibly, ultimately leading to self-discipline. Yet, in this process, 

Internet users are not merely regulated passively. Instead, they fully take advantage of 

the current Internet conditions to communicate and to obtain information, which is 

helpful to the generation of new knowledge and the promotion of user empowerment. 

Actually, in this Internet regulatory mechanism, the identities of stakeholders are not 

fixed. The accumulation of knowledge and the flow of power guarantee the stable 

operation of the Internet panoptic-fortification. 
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2.1 The authorities 

In the Internet panoptic-fortification model, the authorities play the leader and 

dominant power. Their functions are mainly reflected in their rule-making power, 

supervisory power, jurisdiction and punitive power, and guidance power. 

 

2.1.1 Rule-making power 

The power of the authorities is firstly embodied in their capacity to make universally 

binding laws, norms and other codes. There are five kinds of legislative documents 

accounted for in this study: Laws, Administrative Regulations, Departmental Rules, 

Judicial Interpretations and Administrative Normative Documents. Among them, 

Laws are made by organs of state power, i.e., the NPC and its Standing Committee. 

Thus, deputies of the NPC become essential state power holders who enjoy the 

legislative power.  Meanwhile, the State Council and administrative organs have the 

power to make Administrative Regulations, Departmental Rules and Administrative 

Normative Documents, while judicial organs have the power to make Judicial 

Interpretations.  

Despite the different hierarchies and scopes of application these legislative 

documents have, one feature common to all of them is that they have the universally 

binding power to normalise behaviours. Following the Foucauldian approach, 

normalisation is a typical disciplinary means by which individuals are trained to 

behave according to a normalised behavioural model, thus ensuring the normal 

operation of the regulatory mechanism. The rule-making power enables the 

authorities to decide what constitutes normal and abnormal knowledge, and to craft 

corresponding responses. 
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Moreover, the authorities further master the discursive power to interpret 

specific behaviours and classify them into different categories according to regulatory 

needs. As mentioned, although legislative documents establish various social norms 

to follow, they are usually abstract, idealised and historically limited. Their 

implementation largely depends on interpretation by the authorities. For example, 

audio-visual programmes made by social organisations or individuals must undergo 

censorship according to the law before being made available on the Internet and 

digital devices. Those programmes that contain sensitive religious, ethical or social 

issues must be submitted to departments in charge of the prior approval. If the 

authorities are not able to judge the legality of programme content, or if the content 

might result in negative social effects, then the programme will not be allowed.130 

This provision not only grants the authorities the power to decide whether specific 

information is acceptable within a legal framework, but also expands such interpretive 

power to overwhelm the law to restrict freedom of expression. In this way, the 

exercise of rule-making power facilitates administration by the authorities and 

strengthens the normal operation of the Internet regulatory mechanism as designed. 

 

2.1.2 Supervisory power 

The power of the authorities is more clearly reflected in their supervisory power. The 

authorities conduct daily supervision over all kinds of Internet-related issues. On the 

one hand, the authorities take the initiative to carry out network security defense with 

principles of active defense, comprehensive prevention and graded protection (ɘǝ

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
130 See Guanyu Jiaqiang Yingshi Bofang Jigou he Hulianwang deng Xinxi Wangluo Bofang DV Pian 
Guanli de Tongzhi (�<¥ŚŠ˃ƪưǘǞß=ʛʐɪhŴʐʉƪư DVȠɰȬȺ̘Ʌ) [Notice 
on Strengthening the Administration of DV Playing by Film and Television Broadcasting Institutions 
and Information Networks including the Internet], supra note 129, art. 1. 
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̳ŧ�ʌÐ̳ʬ��ɻgƐ).131 After ranking the network security situation, the 

authorities urge ISPs to take corresponding network security defense measures and 

conduct daily supervision. Supervision can be conducted by consulting relevant 

reports, files and records, questioning relevant staff, checking relevant devices, 

conducting technical analysis and tests, and performing other examination measures. 

By constant supervision and emergency handling, the authorities aim to minimise 

risks targeted at network security. 

On the other hand, the authorities have fully realised the significance and 

necessity of Internet censorship in strengthening social supervision and consolidating 

the leading position in promoting the mainstream ideology; thus, they implement the 

strict content censorship to guarantee information security. In order to carry out 

Internet censorship effectively, relevant authorities are equipped with professional 

censor teams and technical equipment, while content review systems and procedures 

are updated constantly. 

Firstly, the authorities exercise decisive power via the censorship system and 

the information filing system. As the legislative document analysis reveals, for 

reasons of public security and ideological control (among others), online publication 

restrictions are imposed on special forms of information. These special forms of 

information include advertisements for medicine, medical devices, medical care and 

health food, Internet maps, imported cultural products (e.g., overseas movies, TV 

dramas and online games) and audio-visual programmes made by social organisations 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
131 See Tongxin Wangluo Anquan Fanghu Guanli Banfa (̘hʐʉĚ|̳ƐɰȬ¤Ȃ) 
[Administrative Measures for Communication Network Security Protection] (promulgated by Ministry 
of Industry and Information Technology, Jan. 21, 2010, effective Mar. 1, 2010) (Lawinfochina) 
(China). 
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or individuals. Only when the information is previewed and approved by the 

authorities can it be released online, marked with license numbers. 

In addition to prior review of special forms, the authorities also conduct 

censorship targeted at different types of content. The filing system for important 

selected topics (̣Ĉ̗͒ăǨ�ŏ), which refer to ‘content that concerns national 

security and social stability, which will have a great influence on the political, 

economic, cultural and military affairs of the state (ȋ¿íĦĚ|�ɎUĚĞɪƻ͇

Ⱥ�ħ�ĪíĦȺƱȀ�ʅȈ�Ʒ¬��:ɪU@ȭ̈ĈŠáȺ̗͒)’132 is a 

typical example in this regard. To be specific, it includes the following topics: (1) 

topics concerning important documents and references of the CPC and the state (Ǒ�

zßíĦȺ̣ʾƷM�Ʒȩ̗͒); (2) topics concerning articles and other 

publications of the CPC and the state’s former and current leaders, as well as their 

living and working situations (Ǒ�zßíĦǏOßȫO,ʾ͏īAȺʲ^�Ʒɦ

K¿Ǒ��ȭȅßĺ^ŷ�Ⱥ̗͒); (3) topics concerning secrets of the CPC and 

the state (ȋ¿zßíĦɕĨȺ̗͒); (4) topics concentrating on governmental 

agencies as well as leading cadres of both the CPC and the government (̿*EʄƱ

ōǘǞ˕ʓßzƱ͏īŅ̞ŷ�Ⱥ̗͒); (5) topics concerning ethnic issues and 

religious issues (ȋ¿ǻƾ̭͒ßĜƴ̭͒Ⱥ̗͒); (6) topics concerning China’s 

national defense construction, as well as campaigns, battles, work and the lives of 

important people in all historical periods of the PLA (ȋ¿ƀíí̳Ŕ˕¿ƀ�Ï)

»ÌǂǓȺƃš�ƃƸ�ĺ^�ȭȅß̣ʾAȤȺ̗͒); (7) topics concerning 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
132 Tushu, Qikan, Yinxiang Zhipin, Dianzi Chubanwu Zhongda Xuanti Beian Banfa (î4�Ǔ��͉
r�à�ȱĖ�ȡȤ̣Ĉ̗͒ăǨ¤Ȃ) [Measures for Filing the Important Topic Selections of 
Books, Journals, Audio-visual Products and Electronic Publications], art. 3 (promulgated by General 
Administration of Press and Publication, Oct. 10, 1997) (LexisNexis) (China). 
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the Great Cultural Revolution (ȋ¿�Ʒ¬Ĉ͈ÞȺ̗͒); (8) topics concerning 

major historical events and important historical figures in the history of the CPC (ȋ

¿*~zÌ�Ⱥ̣Ĉ»Ì:Mß̣ʾ»ÌAȤȺ̗͒); (9) topics concerning top 

figures of the Kuomintang and the united front (ȋ¿íǻz�ĴAȤß�G�Ĵʊ

ƃĪˬȺ̗͒); (10) topics concerning major events and leaders of the former Soviet 

Union, Eastern Europe, and other fraternal parties and countries (ȋ¿ ʩʛ�&ǭ

K¿�GuřzßíĦ̣Ĉ:Mß,ʾ͏īAȺ̗͒); (11) topics of maps 

concerning China’s boundary (ȋ¿*ííȳȺÏɳñî̗͒); (12) topics relevant 

to books about Hong Kong, Macao and Taiwan (ȋ¿͘Ȑȥ�ʸƱßȗ̫�Ëȓ

ñî4Ⱥ̗͒); (13) topics concerning large-scale translation projects of books 

written in classical Chinese and vernacular Chinese (Ĉ÷ÆɲȹˠD˞Ⱥ̗͒); (14) 

topics concerning imported cartoon reading materials (ŗ̐ȡ§ȲˤȤȺ̗͒); and 

(15) topics concerning various directories. The specific scope of the listed topics is 

subject to adjustment by the authorities according to the situation (K²ZÓə�̘

ˏñóɪ+�ħȺÏɳ�ÓŝȺ̗͒).133  

Internet information content within the scope of the listed important selected 

topics must first be submitted to the authorities for preliminary review, and then 

reported to the State Administration of Press and Publication (íĦƺ̯�ȡʔ) for 

final review and filing. Relevant information can be published online only after going 

through the content review and filing procedure.134  

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
133 Ibid. 
134 See ibid, arts. 2 & 4. See also Chuban Guanli Tiaoli (�ȡɰȬǛ`) [Regulation on the 
Administration of Publication], supra note 21, art. 20; Wangluo Chuban Fuwu Guanli Guiding (ʐʉ�
ȡǒ¦ɰȬ˂Ğ) [Provisions on the Administration of Online Publishing Services], supra note 91, art. 
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Besides, the law further provides that, for audio-visual programmes that involve 

politics, ministries, diplomacy, national security, the united front, ethnic groups, 

religions, the judiciary, public security and other important or special topics, 

producers must consult relevant authorities for approval before shooting.135 For audio-

visual programmes that present some minor problems that can be revised, the 

authorities must demand Internet content providers to conduct the revision 

immediately. Only after the revised programmes have been re-examined and 

approved can they be published online.136 

Meanwhile, although some kinds of information and services need not undergo 

prior review, they have to be filed for further supervision. As the legislative document 

analysis shows, the following information and services should be recorded: (1) 

domestic online games, (2) issuing virtual currencies for online games, (3) online 

audio-visual programmes that have been reviewed by ISPs, (4) newly added points of 

interest on Internet maps, (5) transaction rules made by e-commerce platform service 

providers, and (6) other items provided by law.  

Through the content review and filing system, the authorities control important 

information before online publication. They fully exercise their discretionary power to 

decide what information is ‘good’ and what is ‘bad’ within the abstract legal 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
26; Guanyu dui Chubanwu Shiyong Hulianwang Xinxi Jiaqiang Guanli de Tongzhi (�<Ī�ȡȤ_
Ȯ=ʛʐhŴ¥ŚɰȬȺ̘Ʌ) [Notice on Strengthening the Administration of Publications Using 
Internet Information], supra note 129, art. 4. 
135 See Guanyu Jinyibu Jiaqiang Wangluo Yuanchuang Shiting Jiemu Guihua Jianshe he Guanli de 
Tongzhi (�<̐�ǳ¥Śʐʉ¼�˃ÙʨȾ˂�Ŕ˕ßɰȬȺ̘Ʌ) [Notice on Further 
Strengthening the Planning, Construction and Administration of Original Online Audio-visual 
Programs], supra note 79, art. 4. 
136 See Guanyu Jinyibu Wanshan Wangluoju, Weidianying deng Wangluo Shiting Jiemu Guanli de 
Buchong Tongzhi (�<̐�ǳěæʐʉ¡�ŨȱŠɪʐʉ˃ÙʨȾɰȬȺʹv̘Ʌ) 
[Supplementary Notice on Further Improving the Administration of Online Audio-visual Programs 
including Online Drama and Micro Films], supra note 79, art. 6. 
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framework. On this basis, they further require content providers to transform the ‘not-

so-bad’ information into ‘good’ information, and to eliminate ‘bad’ information from 

sources. In this way, important online information is guaranteed to be acceptable by 

the authorities. 

Secondly, the authorities take multiple measures to strengthen the real-time 

monitoring of online information and activities. One measure usually taken by the 

authorities is to develop monitoring systems to conduct daily supervision and 

administration via technical means. Accepting the administrative supervision and 

accessing to the monitoring system are common legal responsibilities of ISPs, which 

offers the legal foundation for technical supervision. The department in charge of the 

Internet industry has established a technical monitoring system to regulate all Internet 

services provided within Chinese territory. The technical monitoring system is 

implemented to realise the dynamic monitoring of online information and activities 

automatically and continuously, and to promptly dispose of bad information and 

illegal activities via the information technology administration or when directed to by 

other authorities in charge.  

Meanwhile, according to law, special technical monitoring systems have been 

put into practice in several Internet content fields, such as Internet advertisements, 

Internet audio-visual programmes, and Internet maps. Records and data generated by 

monitoring systems can be considered as electronic evidence for further actions. The 

law also demands the authorities to constantly promote and improve relevant 

monitoring systems and to strengthen supervisory teams’ technical regulatory 

capabilities, such as tracking and monitoring, risk assessment and network 

investigation. 
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In addition to technical monitoring, the authorities also organise supervision and 

inspection regularly or irregularly as needed. In this process, the authorities are 

authorised to adopt multiple means, such as inspections (either comprehensively or 

selectively), investigations, questioning relevant persons, detecting, identifying, 

consulting and copying relevant materials, retrieving and accessing data, and other 

means that do not impose restrictions on the personal or property rights of the 

supervised. The exercise of supervisory power by the authorities must strictly follow 

legal procedures and statutory authority. 

Particularly, the authorities classify and label the online information based on 

previous knowledge and pay special attention to information in important areas and 

information related to important issues. For example, Article 29 of Provisions on the 

Administration of Online Publishing Services stipulates that the state implements the 

labeling management for online publications.137 In addition, the main foci of 

censorship on online publications are those relevant to important selected topics and 

sensitive topics. Through censorship, the authorities expect to detect tendentious 

problems as early as possible and make corresponding judgments and disposals.138 

The main purposes of supervision and inspection are to collect enough information 

for further actions, and to dispose of existing problems in a timely manner. 

Thirdly, the authorities have the power to handle bad information and illegal 

activities on the Internet. Based on the intelligence provided via multichannels, the 

authorities in essence master the latest Internet public opinions and details about bad 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
137 Wangluo Chuban Fuwu Guanli Guiding (ʐʉ�ȡǒ¦ɰȬ˂Ğ) [Provisions on the 
Administration of Online Publishing Services], supra note 91, art. 29. 
138 See Guanyu Jiaqiang Yinxiang Zhipin, Dianzi Chubanwu he Wangluo Chubanwu Shendu Gongzuo 
de Tongzhi (�<¥Ś͉r�à�ȱĖ�ȡȤßʐʉ�ȡȤĠˤĺ^Ⱥ̘Ʌ) [Notice on 
Strengthening the Review of Audio-visual Products, Electronic Publications and Network Publications] 
(promulgated by General Administration of Press and Publication, Feb. 16, 2007) (LexisNexis) 
(China). 
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information. On the one hand, the authorities supervise ISPs’ efforts to eliminate bad 

information. On the other hand, the authorities provide the intelligence they have 

obtained to urge relevant ISPs to take corresponding actions, such as stopping to post 

bad information.  

In major emergencies that endanger national security, social and public security, 

or people’s lives and property, the authorities are entitled to handle such cases 

themselves or pass them to the department in charge of the Internet industry to deal 

with. The authorities can issue letters for urgent action, which must clearly state 

evidences of malfeasance, reasons for the emergency disposal request, time limit for 

processing, relevant information about illegal websites, contacts and other necessary 

information, to the information technology administration in charge. Upon requests 

for emergency disposal, the information technology administration must take coercive 

measures to stop the illegal dissemination of bad information within the time limit by 

commanding the relevant telecommunication operators in charge and the domain 

name service agencies to suspend related Internet access services and domain name 

resolution services. After emergency disposal of the information content, the 

authorities can make decisions for further processing – that is, either adding the ISP to 

the blacklist or resuming the Internet access services and domain name resolution 

services.139 Meanwhile, for illegal or irregular information, notices should also be 

circulated to the public security organs and other relevant authorities, to record cases 

for further processing according to law. 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
139 See Hulianwang Xinxi Anquan Guanli Xitong Shiyong ji Yunxing Weihu Guanli Banfa (Shixing) (
=ʛʐhŴĚ|ɰȬɵʊ_Ȯ¿̎ʸʋƐɰȬ¤Ȃ(˟ʸ)) [Administrative Measures for the Use 
and Operational Maintenance of Internet Information Security Management Systems (for Trial 
Implementation)] (promulgated by Ministry of Industry and Information Technology, Sep. 7, 2016) 
(Lawinfochina) (China); Guanyu Jianli Jingnei Weifa Hulian Wangzhan Heimingdan Guanli Zhidu de 
Tongzhi (�<Ŕɣþ�̑Ȃ=ʛʐɤ͟Ó²ɰȬ�ŏȺ̘Ʌ) [Notice on Establishing the Blacklist 
Management System for Illegal Internet Websites in China], supra note 50. 
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It is worth noting that, for bad information content provided by ISPs that are 

beyond the control of the authorities, such as information from outside China, the 

authorities should take technical measures and other necessary measures to block the 

information or to interrupt the dissemination of the information.140 For example, 

Article 19 of Counterterrorism Law provides that ‘relevant telecommunications 

departments shall take technical measures to block the dissemination of information 

with any terrorist or extremist content available on the international Internet’.141 

While this provision is often criticised for restricting the free flow of information on 

the Internet, it is considered the embodiment of cyberspace sovereignty. It also means 

the authorities perform the role of gatekeeper to!decide whether a given 

message/service can be distributed/provided within China’s Internet panoptic-

fortification. 

 

2.1.3 Jurisdiction and punitive power 

Following the Foucauldian approach, normalisation is the most effective way to 

maximise the social control with the minimum expenditure of force. In the Internet 

regulatory mechanism, the rule-making power of the authorities is exercised to 

establish idealised norms of conduct, the supervisory power of the authorities is 

exercised to guarantee conducts to follow the established norms, and the jurisdiction 

and punitive power of the authorities is exercised to judge and then to punish those 

whose conducts deviate from the ideal. By mastering the knowledge of illegal or 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
140 See Zhonghua Renmin Gongheguo Wangluo Anquan Fa (*°Aǻ~ßíʐʉĚ|Ȃ) 
[Cybersecurity Law of the People’s Republic of China], supra note 22, art. 50. 
141 This quotation is translated from the Chinese text. (Ī=ʛʐ�́þW̉ȺØǑűŭ,/�ǝɧ
,/�ħȺhŴ�ȱh,ɰ̞̫ŋŜ̠ÃƌǗƥƼ�̶ƹWƪ�) Zhonghua Renmin Gongheguo 
Fankongbuzhuyi Fa (*°Aǻ~ßíÁűŭ,/Ȃ) [Counterterrorism Law of the People’s Republic 
of China], supra note 14, art. 19. 
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irregular behaviours, the authorities classify such deviations into different categories 

to impose corresponding punishments. 

Civil liabilities are the most moderate form of liabilities to assume. The main 

purpose of civil liabilities is to restore the original state of affairs to maintain the 

normal operation of the regulatory mechanism. In general situations, the authorities 

do not actively intervene in civil disputes between private subjects, such as disputes 

involving the infringement of intellectual property rights or personal rights. Only 

when the state of affairs is upset and the party concerned voluntarily requests relief 

from the authorities, can the authorities exercise their jurisdiction and punitive power 

to make decisions, such as stopping infringement, eliminating negative effects, 

restoring the reputation of the offended party and/or compensating for losses. 

However, in some cases, if the infringement were extremely serious, which destroyed 

the social order and might cause other negative effects, active intervention by the 

authorities would be allowed. An example in this regard is the administrative 

penalties and criminal punishments caused by the infringement of intellectual 

property rights. 

In contrast to civil liabilities, administrative and criminal liabilities focus more 

on punishment. As introduced in the former chapter, depending on the severity of the 

problem, different kinds of penalties would be imposed independently or jointly. It is 

worth noting that administrative penalties and criminal punishments not only aim at 

preserving the normal social order by disrupting illegal or criminal behaviours and 

isolating law-breakers, but also emphasise the rehabilitation of law-breakers in order 

to return them to the established social order. The exercising of jurisdiction and 

punitive power is an attempt by the authorities to control those who deviate from 
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normality, both physically and mentally, to ensure the normal operation of the 

Internet regulatory mechanism. 

 

2.1.4 Guidance power 

Ideological control is an important task for the authorities in China. In addition to 

implementing strict Internet content censorship, the authorities also attempt to guide 

online ideology. For instance, the authorities support and encourage the creation and 

dissemination of ‘good’ information content that conforms to the regulatory demands, 

and reward those who make significant contributions to the development and 

prosperity of online culture. Take, for example, original Internet audio-visual 

programmes. With the rapid development of the Internet audio-visual programme 

industry, departments in charge of radio, film and television take a series of measures 

to regulate the industry. In addition to the strict censorship on the existing Internet 

audio-visual programmes142, departments in charge of radio, film and television 

further conduct ideological guidance on programme planning, in order to strengthen 

the control over key original Internet audio-visual programmes from the source.143 

Meanwhile, by restricting the proportion of foreign cultural products, the authorities 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
142 See Guanyu Jinyibu Jiaqiang Wangluoju, Weidianying deng Wangluo Shiting Jiemu Guanli de 
Tongzhi (�<̐�ǳ¥Śʐʉ¡�ŨȱŠɪʐʉ˃ÙʨȾɰȬȺ̘Ʌ) [Notice on Further 
Strengthening the Administration of Online Audio-video Programs including Online Drama and Micro 
Films] (promulgated by State Administration of Radio, Film and Television & Cyberspace 
Administration of China, Jul. 6, 2012) (www.sarft.gov.cn) (China); and Guanyu Jinyibu Wanshan 
Wangluoju, Weidianying deng Wangluo Shiting Jiemu Guanli de Buchong Tongzhi (�<̐�ǳěæ
ʐʉ¡�ŨȱŠɪʐʉ˃ÙʨȾɰȬȺʹv̘Ʌ) [Supplementary Notice on Further Improving the 
Administration of Online Audio-video Programs including Online Drama and Micro Films], supra note 
79. 
143 See Guanyu Jinyibu Jiaqiang Wangluo Yuanchuang Shiting Jiemu Guihua Jianshe he Guanli de 
Tongzhi (�<̐�ǳ¥Śʐʉ¼�˃ÙʨȾ˂�Ŕ˕ßɰȬȺ̘Ʌ) [Notice on Further 
Strengthening the Planning, Construction and Administration of Original Online Audio-visual 
Programs], supra note 79, art 2. 
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offer substantial protection for domestic cultural products, thus maintaining 

mainstream ideology on the Internet.144 

Furthermore, the authorities take full advantage of power resources to propose 

ideological guidance. They, for example, carry out various types of training and 

examinations to ensure that ISPs maintain the correct ideological direction, thus better 

managing the Internet. For campus BBS, the authorities require the establishment of a 

leading group for campus information network. Leadership of the leading group shall 

be held by leaders of the campus party committee who are responsible for ideological 

and political propaganda.145 The leading group also has the power to appoint and 

remove persons in charge of specific BBS affairs, as well as the power to make major 

decisions. Admittedly, universities are typically inclusive and progressive, which is 

significantly reflected in campus BBS. Yet, by controlling campus BBS, the 

authorities exert power over campus ideologies, which has often been criticised by the 

outside world. Such criticism, however, cannot prevent the authorities from 

promoting ideological and political education via campus networks.  

Additionally, the authorities also take the initiative to provide public 

information, and to draw support directly from Internet users to guide public opinion. 

The Fifty-Cent Party (>Ǻz) is a typical political phenomenon in this regard. The 

Fifty-Cent Party, formally known as Internet commentators �ʐʉ˘˓Ü),  refers 

Internet users who are paid by the authorities to post comments at the direction or 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
144 See Guanyu Jinyibu Luoshi Wangshang Jingwai Yingshiju Guanli Youguan Guiding de Tongzhi (
�<̐�ǳʱğʐ�þąŠ˃¡ɰȬǑ�˂ĞȺ̘Ʌ) [Notice on Further Implementing the 
Relevant Provisions on the Administration of Online Foreign Films and Teleplays], art. 3 (promulgated 
by State Administration of Press, Publication, Radio, Film and Television, Sep. 2, 2014) (LexisNexis) 
(China). 
145 See Gaodeng Xuexiao Jisuanji Wangluo Dianzi Gonggao Fuwu Guanli Guiding (͝ɪĘǣˉɯǘ
ʐʉȱĖ}Ûǒ¦ɰȬ˂Ğ) [Administrative Provisions on Computer Network Bulletin Board 
Services of Colleges and Universities], supra note 107, art. 4. 
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behest of the authorities in order to influence and guide public opinion (Chang, 2010; 

King, Pan, & Robert, 2017). According to a large-scale empirical analysis, it is 

estimated that there are about 448 million social media comments by Fifty-cent Party 

a year. Instead of participating in the social and political debates, most Fifty-cent 

Party members just cheer for the State, the regime, or the CPC. It suggests the 

authorities’ efforts at ‘strategic distraction from collective action, grievances, or 

general negativity, and so forth’ (King, Pan, & Robert, 2017, p 497). Assuming the 

identity of an ordinary Internet user, the Fifty-Cent Party is more easily integrated 

with Internet communities to conduct political tasks. Meanwhile, another group, Zi 

Gan Wu (ʟŅ>), has emerged. Zi Gan Wu refers to Internet users who support 

mainstream socialist core values and spread positive social energies spontaneously. 

They are distinguished from the Fifty-Cent Party yet sometimes mistakenly regarded 

as the Fifty-Cent Party; they thus mock themselves as the self-paid Fifty-Cent Party. 

To some extent, the emergence of Zi Gan Wu reflects the success of the authorities’ 

ideological control. 

 

2.2 ISPs 

ISPs are main defenders of cybersecurity. According to law, they establish and 

implement relevant technical measures and management systems. Of the 238 

collected legislative documents, 43 concerned the responsibilities of ISPs in 

safeguarding network security, while 53 concerned their responsibilities in 

safeguarding information security. Safeguarding network security provides a physical 

foundation for the regulation and development of the Internet, while safeguarding 

information security is the emphasis of Internet regulation. To be more specific, the 
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following measures are taken by ISPs to maintain the secure operation of the Internet 

from both network and information perspectives. 

 

2.2.1 Safeguarding network security 

The state implements the network security grade protection system. To this end, the 

authorities and relevant industry organisations have imposed a series of standards 

covering the whole process, from network construction to network operation. ISPs 

fulfil network security responsibilities according to corresponding network security 

grade standards. For example, the construction, reconstruction and expansion of 

security facilities for basic telecommunications shall be designed, constructed and put 

into production and utilisation with the main projects. On this basis, basic 

telecommunications operators strictly manage the infrastructure according to relevant 

network operation and maintenance standards and security standards, such as ensuring 

the closed-off management of the engine room.146  

Meanwhile, network security protection carried out by Internet access service 

providers and Internet content service providers must also meet the mandatory 

requirements of national standards. If there is no national standard, then industry 

technical standards for public security must be met instead. In addition, ISPs carry out 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
146 See Zhonghua Renmin Gongheguo Wangluo Anquan Fa (*°Aǻ~ßíʐʉĚ|Ȃ) 
[Cybersecurity Law of the People’s Republic of China], supra note 22; Dianxin Tiaoli (ȱhǛ`) 
[Telecommunication Regulation], supra note 13; Tongxin Wangluo Anquan Fanghu Guanli Banfa (̘
hʐʉĚ|̳ƐɰȬ¤Ȃ) [Administrative Measures for Communication Network Security 
Protection], supra note 131; Dianxin Wangluo Yunxing Jiandu Guanli Banfa (ȱhʐʉ̎ʸȼɄɰȬ
¤Ȃ) [Measures for the Supervision and Administration of Telecommunication Network Operation] 
(promulgated by Ministry of Industry and Information Technology, Apr. 24, 2009) (LexisNexis) 
(China); Guanyu Jiaqiang Guoji Tongxin Wangluo Jiagou Baohu de Ruogan Guiding (�<¥Śí̷
̘hʐʉǠǞgƐȺʪŅ˂Ğ) [Several Provisions for Strengthening the Structure Protection of 
International Telecommunication Network] (promulgated by Ministry of Industry and Information 
Technology, Sep. 26, 2010) (LexisNexis) (China). 
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network security authentication, detection, risk assessment and other activities 

regularly or on demand in order to deal with potential safety hazards in a timely 

manner and guarantee the network security index to meet industry or national 

standards. The results of detection and assessment are reported to the authorities for 

filing or further consideration. 

In addition to strengthening network security construction and management, 

ISPs also take the initiative to guard against activities that endanger network security, 

such as computer viruses and cyberattacks, and to publish relevant information to the 

public according to laws and regulations. One of the technical measures taken is to 

adopt security products, such as computer virus treatment products and digital 

certificates, to prevent and combat dangerous activities. In addition, ISPs monitor and 

record the network running state and network security incidences. Relevant 

information and records must be preserved for at least the statutory time limit, i.e., six 

months. Such information and records are classified, the most important of which 

undergoes redundant backups regularly in case of disaster. Moreover, ISPs must draw 

up emergency plans for network security incidences and organise regular drills to test 

the effectiveness of plans. When a network security incident occurs, the emergency 

plan should be activated to restore normal operation as soon as possible. The state 

also supports cooperation among ISPs in the collection, analysis, circulation and 

emergency handling of network security information, and encourages industry 

organisations to establish and improve protection and cooperation mechanisms for 

network security.  

Within an ISP, security management systems and operating instructions must be 

formulated and implemented. In particular, security officers are appointed by ISPs to 

shoulder the responsibility of network security protection. Security officers must 
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possess corresponding network maintenance and management abilities, and must 

strictly implement relevant systems and instructions. In essence, security officers are 

affiliated with ISPs, yet they work under the supervision and guidance of public 

security organs. Thus, security officers act as middlemen between ISPs and the 

authorities. Their main functions are to (1) conduct network security protection work 

for ISPs; (2) establish a contact system with the public security administration and 

report the network security situation regularly; (3) carry out network security 

detection and security propaganda work under the supervision and guidance of the 

public security administration; (4) report network security incidents and criminal 

cases to the public security administration in a timely manner, and assist the public 

security administration in protecting the field and collecting technical evidence; (5) 

report network security intelligence information to the public security administration 

in a timely manner; and (6) perform other work related to network security 

protection.147 ISPs must guarantee that the communication channels between them 

and the authorities are unimpeded at all times. For key information infrastructure 

operators, in addition to hiring security officers, they should further establish 

specialised security management institutions, and all security officers and key staff 

should undergo security clearance.148 Besides the security officer system, ISPs must 

also conduct network security education and training among their staff and users, as 

well as regular technical skills assessments.  

 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
147 See Lianwang Danwei Anquanyuan Guanli Banfa (Shixing) (ʛʐ²ZĚ|ÜɰȬ¤Ȃ�˟ʸ�) 
[Administrative Measures for Security Officers of Networking Entities (for Trial Implementation)], 
supra note 80. 
148 See Zhonghua Renmin Gongheguo Wangluo Anquan Fa (*°Aǻ~ßíʐʉĚ|Ȃ) 
[Cybersecurity Law of the People’s Republic of China], supra note 22, art. 34. 
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2.2.2 Safeguarding information security 

In addition to providing a secure network environment, ISPs are also responsible for 

providing information content and services. They must guarantee that such content 

and services are lawful, authentic and accurate. Here, information content refers to all 

content provided under the Internet domain names or IP addresses of ISPs’ websites. 

This includes not only information provided by ISPs, but also information provided 

by Internet users. ISPs must prohibit illegal and irregular information content, and 

must not facilitate the publication and dissemination of illegal and irregular 

information content. Thus, it is necessary for ISPs to multiple measures to ensure 

information security. Figure 9 illustrates the flow path of measures ISPs must take to 

safeguard information security. 

 

 

Figure 9. Measures ISPs must take to regulate online information and activities. 

 

First, ISPs must maintain a correct position and direction. Here, ‘correct’ means 

that ISPs must comply with the Constitution, Laws, Administrative regulations and 

other relevant rules and norms, must respect social morality and observe commercial 
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ethics,149 must adhere to the direction of serving the people and serving socialism (+

Aǻǒ¦�+ɎU,/ǒ¦), must give prime consideration to social effects (ƍɎ

UƳȻưð͗Z), and must maintain the correct orientation for public opinion (öƙ

ǲɌȺʢ˓īÕ). These requirements emphasise functions of both law and morality 

with strong characteristics of socialist ideology. At the same time, ISPs must provide 

high-quality services that meet relevant standards and specifications. ISPs must accept 

and cooperate with administrative supervision according to law as well, such as 

providing necessary information and technical support. 

On this basis, ISPs must take positive actions before providing relevant 

information online. Firstly, ISPs must make rules or agreements to bind all parties 

concerned. These rules and agreements should conform to Laws and Regulations, and 

must be open for user access. They must also inform the service content and rules, 

specify the legal rights, responsibilities and liabilities of all parties, and prompt 

special clauses and considerations in a significant way. ISPs must also take steps to 

ensure stakeholders’ right to know and freedom of choice. Specifically, in audio-

visual programme services, cloud storage services, BBS services and other Internet 

services that are frequently participated in by Internet users, ISPs are required to 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
149 It is noteworthy that respecting social morality is provided in Cybersecurity Law of the People’s 
Republic of China, yet the word ‘respect’ is replaced by ‘obey’ in other legislative documents. 
‘Respect’ is behaviour of one’s own accord, while ‘obey’ is enforced by outside power. In this sense, 
these Rules and Normative Documents confuse law and morality, and might exceed the Law to impose 
more obligations on ISPs. See Zhonghua Renmin Gongheguo Wangluo Anquan Fa (*°Aǻ~ßí
ʐʉĚ|Ȃ) [Cybersecurity Law of the People’s Republic of China], supra note 22, art. 12; 
Hulianwang Shangwang Fuwu Yingye Changsuo Guanli Tiaoli (=ʛʐ�ʐǒ¦ʰ%òƅɰȬǛ`) 
[Regulation on the Administration of Business Premises of Internet Access Service], supra note 15, art. 
3; Hulianwang Shiting Jiemu Fuwu Guanli Guiding (=ʛʐ˃ÙʨȾǒ¦ɰȬ˂Ğ) [Provisions on 
the Administration of Internet Audio-visual Program Services] (promulgated by State Administration 
of Radio, Film and Television & Ministry of Information Industry, Dec. 20, 2007, effective Jan. 31, 
2008) (Lawinfochina) (China). 
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prompt Internet users to obey the law. When Internet users register service accounts, 

they have to make an agreement to abide by Seven Baselines (�ǛŌɿ), including 

Laws and Regulations, the socialist system, national interests, the legitimate rights 

and interests of citizens, public order, social morality and information authenticity.150 

Secondly, the permit management is not only an effective tool for the 

authorities to control ISPs, but also a common measure for ISPs to guarantee 

information security. In order to conduct certain activities, both ISPs and Internet 

users should obtain necessary licenses or permits according to law. Detailed 

information regarding necessary licenses or permits should be marked clearly in 

prominent positions on websites; otherwise, online access will not be allowed. For 

example, only institutions that have obtained licenses to provide Internet news 

information service are able to set up public accounts or instant messaging tools to 

reproduce reports on current affairs; thus, ISPs should identify and label these public 

accounts for further management.151 To some extent, this represents a kind of 

labelling management, which broadly classifies the managed objects into categories 

of qualified and unqualified, and further labels qualified objects with a specified 

scope of functions. Ultimately, this represents a way to manifest powers as well as to 

facilitate surveillance. ISPs should also verify the identities of counterparts and 

relevant licenses and permits granted by the authorities before providing 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
150 See Hulianwang Yonghu Zhanghao Mingcheng Guanli Guiding (=ʛʐȮƄ˱ÍÓəɰȬ˂Ğ) 
[Provisions on the Administration of Account Names of Internet Users] art. 5 (promulgated by 
Cyberspace Administration of China, Feb. 4, 2015, effective Mar. 1, 2015) (Lawinfochina) (China); 
Jishi Tongxin Gongju Gongzhong Xinxi Fuwu Fazhan Guanli Zanxing Guiding (¹ǂ̘hĺ�}Sh
Ŵǒ¦ÂĶɰȬǊʸ˂Ğ) [Interim Provisions on the Administration of the Development of Public 
Information Services Provided through Instant Messaging Tools], supra note 45, art. 6. 
151 See Jishi Tongxin Gongju Gongzhong Xinxi Fuwu Fazhan Guanli Zanxing Guiding (¹ǂ̘hĺ�

}ShŴǒ¦ÂĶɰȬǊʸ˂Ğ) [Interim Provisions on the Administration of the Development of 

Public Information Services Provided through Instant Messaging Tools], ibid. art. 7. 
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corresponding services. For those ineligible or unqualified ones, corresponding 

Internet services should not be provided. 

Thirdly, ISPs, especially Internet content service providers, have the 

responsibility to conduct censorship. As revealed by the legislative document analysis, 

prior review is applicable for online audio-visual programmes, information content in 

BBS, live-streaming Internet news, Internet maps, online advertisements, online 

lending, user registration, information on Party websites and governmental organs. 

Both technical censorship and manual censorship should be used before information 

is released online. Relevant ISPs must establish specialised censorship departments 

with specially trained censors. In some areas, such as online publication services, 

online audio-visual programme services and BBS services, a content censorship 

responsibility system is carried out to strengthen censors’ responsibility, thus 

safeguarding information security. For example, before online dramas (ʐʉ¡), 

micro films (ŨȱŠ) and other non-professional audio-visual programmes are 

broadcasted by Internet audio-visual programme service providers with relevant 

qualifications, three or more censors should be organised to conduct a content review. 

Only when the programmes have been unanimously approved by all censors as well 

as the officer in charge of the content of the ISP can the programmes be published 

online.152 The main function of prior review is to prevent or eliminate the online 

dissemination of bad information from the source. In some sense, it also empowers 

ISPs to decide what information can be circulated online, even for only a limited time, 

which is valuable for communication. 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
152 Guanyu Jinyibu Jiaqiang Wangluoju, Weidianying deng Wangluo Shiting Jiemu Guanli de Tongzhi 
(�<̐�ǳ¥Śʐʉ¡�ŨȱŠɪʐʉ˃ÙʨȾɰȬȺ̘Ʌ) [Notice on Further Strengthening 
the Administration of  Online Audio-visual Programs including Online Drama and Micro Films], supra 
note 142, art. 3. 
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After the information has been released online, ISPs should continue monitoring 

the information content and activities. ISPs should not only ban bad information, but 

also guarantee that the information that is published conforms to the manner 

prescribed by law. The publication and dissemination of information via the Internet 

should follow relevant provisions regarding state secrets. Technical measures, such as 

using the security plug-in components in Internet maps, and relevant management 

measures must both be taken to prevent the leakage of confidential information. 

Additionally, for specific content, such as news information and Internet maps, ISPs 

must give clear indication of sources in order to guarantee their traceability. 

Furthermore, ISPs should also take the necessary actions to protect the lawful rights 

and interests of specific populations. Take online gaming for example. In order to 

protect the physical and mental health of minors and to prevent Internet addiction, 

ISPs should develop user guidelines  and warnings, restrict minors from logging in 

and playing online games via technical and management measures, and improve 

guardian monitoring projects (ʐʉȒžǕſŇAĦ̪ȼƐĺɜ) and age prompts 

project (̖͢Ʀɍĺɜ). In addition, ISPs should not provide virtual currency trading 

services to minors.153 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
153 See Wangluo Youxi Guanli Zanxing Banfa (ʐʉȒžɰȬǊʸ¤Ȃ) [Interim Measures for the 
Administration of Online Games] (promulgated by Ministry of Culture, Jun. 3, 2010, effective Aug. 1, 
2010) (Lawinfochina) (China); Guanyu Jiaqiang Wangluo Youxi Xuni Huobi Guanli Gongzuo de 
Tongzhi (�<¥ŚʐʉȒžʶƘ˲ĽɰȬĺ^Ⱥ̘Ʌ) [Notice on Strengthening the Administration 
of Online Game Virtual Currency] (promulgated by Ministry of Culture & Ministry of Commerce, Jun. 
4, 2009) (www.ccm.gov.cn) (China); Guanyu Gaijin he Jiaqiang Wangluo Youxi Neirong Guanli 
Gongzuo de Tongzhi (�<Ʈ̐ß¥ŚʐʉȒž�ħɰȬĺ^Ⱥ̘Ʌ) [Notice on Improving and 
Strengthening the Content Administration of Online Game], supra note 129; Guanyu Jiaqiang 
Wangluo Youxi Shichang Tuiguang Guanli Zhizhi Disu Yingxiao Xingwei de Han (�<¥ŚʐʉȒ
žľòƤŉɰȬ�Ǳ[fʰ̧ʸ+Ⱥ�) [Letter on Strengthening the Administration of Online 
Game Marketing and Stopping the Vulgar Marketing Behaviors], supra note 129; Guanyu Guanche 
Shishi ‘Wangluo Youxi Guanli Zanxing Banfa’ de Tongzhi (�<˷ŢğƼ�ʐʉȒžɰȬǊʸ¤Ȃ
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Towards this end, online censorship is strictly implemented to ensure the 

legality of both the content provided and online activities. On the one hand, ISPs 

should strengthen daily cyber patrols (ʐ�ĹǢ) to detect and deal with bad 

information as soon as possible. Such information may often come from sources 

outside an ISP. Technical screening, filtering and other tools should be applied with 

manual verification as a supplement. ISP censors must have been specifically trained 

in this regard. Facing a huge amount of information, an ISP could establish classified 

and stratified management systems (�ɻ�ɳɰȬ) according to content categories 

(�ħɳ�), user population (ȮƄ˂ǫ) and other standards, and then pay special 

attention to important areas in order to strengthen supervision. For example, censors 

of online audio-visual programme service providers should especially focus on 

programmes in categories such as online MV (ʐʉ͉1˃͐MV), variety shows (ʌ

ʧ), short TV plays (Š˃Ɇ¡) and comics (§Ȗ), as well as topics labelled as 

‘selfie (ʟƕ)’, ‘hot dance (Ȝʣ)’, ‘beautiful lady �ʕď�’, ‘funny (Ʃɨ)’, ‘original 

works (¼�)’, ‘shoot-off (ƕġ)’.154  

On the other hand, internal investigation is another common means for ISPs to 

conduct reviews, either regularly or upon demand by the authorities. Internal 

investigation provides an opportunity to review the internal operating mechanism of 

ISPs themselves. It may include certain content censorship, yet it applies to broader 

situations and is more targeted. Objects of internal investigation may cover 

information content, services provided, online activities and personal information 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
�Ⱥ̘Ʌ) [Notice on the Implementation of ‘Interim Measures for the Administration of Online 
Games’] (promulgated by Ministry of Culture, Jul. 29, 2010) (Lawinfochina) (China). 
154 Guanyu Jiaqiang Hulianwang Shiting Jiemu Neirong Guanli de Tongzhi (�<¥Ś=ʛʐ˃Ùʨ
Ⱦ�ħɰȬȺ̘Ʌ) [Notice on Strengthening the Administration of Internet Audio-visual Program 
Content], supra note 120, art. 3. 
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protection situations, among others. ISPs must also offer technical and professional 

training and examinations to enhance their staff’s security awareness and increase 

their technical and management competence. The cycle of internal investigation and 

self-correction is conducive to improving ISPs’ management capability while 

maintaining their initiative. After internal investigation, results and other relevant 

materials should be reported to the authorities for supervision and administration. 

Meanwhile, Internet law also recognises the fact that, facing such a vast number 

of users and voluminous amount of information, ISPs experience difficulties to 

carefully censor each piece of information before it is posted online. Thus, Internet 

law further establishes the bad information disposal mechanism to deal with bad 

information that has already been published online. This mechanism requires ISPs to 

detect illegal or irregular words or deeds for further processing. If they are unsure as 

to whether the content is prohibited, they should consult with the authorities to arrive 

at a conclusion. When bad information is detected, however, ISPs must take necessary 

and effective actions to prevent its spread, such as stopping illegal activities, deleting 

or masking the information, breaking links and interrupting transmission. If the illegal 

situation is serious, ISPs can suspend services and even shut down entire websites and 

servers. Regarding bad information provided by Internet users, ISPs are entitled to 

dispose relevant users by warnings, ordering corrections within a time limit, 

restricting or suspending services, cancelling user accounts and other measures. In 

addition to dealing with bad information, ISPs should also preserve relevant original 

records, report to the authorities in a timely manner, and assist the authorities in their 

investigation and treatment. Relevant original records refer to all relevant data 

recorded and stored in a computer when such information appears online or relevant 

activities occur on the Internet, including time, content (such as image, text and 



! 193 

sound), source (such as IP address and e-mail address), system network running log, 

user log and so on.155 

 

2.3 The society 

In addition to tight censorship from both the authorities and ISPs, the whole society is 

encouraged to participate in Internet regulation to create a ubiquitous surveillance 

network. This is the embodiment of mass line (ʖŜɿ) in Internet regulation. Mass 

line refers to the essential working line of the CPC, which is summarised as ‘all for 

the masses, all depend on the masses, from the masses, to the masses’.156 Mass 

supervision (ʖSȼɄ) is an important mechanism of the mass line, which is 

reflected in almost every aspect of social life. As it is introduced in the conceptual 

framework, mass supervision in the Internet regulatory mechanism is embodied in the 

bottom-up supervision aiming at the core, as well as in the peer monitoring among the 

masses. 

Stipulate by law, both the authorities and ISPs have responsibilities to place 

themselves under mass supervision. Furthermore, they should establish necessary 

channels and ways for the masses to conduct supervision. For example, ISPs should 

publish relevant information and establish relevant mechanisms for complaints and 
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155 Guanyu Zhixing ‘Jisuanji Xinxi Wangluo Guoji Lianwang Anquan Baohu Guanli Banfa’ zhong 
Youguan Wenti de Tongzhi (�<Ƈʸ�ˉɯǘhŴʐʉí̷ʛʐĚ|gƐɰȬ¤Ȃ�*Ǒ�̭
͒Ⱥ̘Ʌ) [Notice on Relevant Issues Concerning the Implementation of ‘Administrative Measures for 
the Security Protection of the International Networking of Computer Information Networks’] art. 4 
(promulgated by Ministry of Public Security, Feb. 13, 2000) (LexisNexis) (China). 
156 This quotation is translated from the Chinese text. (��+7ʖS���b͆ʖS�FʖS*ǜ�
�ʖS*½�) Guanyu Jianguo Yilai Dang de Ruogan Lishi Wenti de Jueyi (�<ŔíKǜzȺʪŅ

»Ì̭͒Ⱥ�ˎ) [Resolution on Certain Questions in the History of our Party since the Founding of 

the People’s Republic of China] (promulgated by the Sixth Plenary Session of the Eleventh Central 

Committee of the CPC, Jun. 27, 1981) (cpc.people.com.cn) (China). 
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reports issued by the masses. Specifically, they should announce channels for 

complaints and reports in a prominent manner, accept complaints and reports through 

the Internet, over telephone, and in other ways, and deal with accepted complaints and 

reports in a timely fashion within the specified time limits.  

For general complaints and reports, ISPs should take corresponding actions 

according to different situations, such as offering relevant information and records, 

removing, blocking or deleting infringed and illegal information, stopping services, 

solving disputes, and studying the opinions and suggestions that have been offered. 

For information of unlawful acts provided by the masses, ISPs should also report to 

the authorities for further processing. In addition, the law further require the online 

taxi booking services to establish the service evaluation system and to display 

evaluation results to the public for supervision.157 This serves as an efficient way for 

ISPs to strengthen network administration with the help of the masses.  

The authorities are also required to establish channels to accept complaints and 

reports on Internet-related illegal and irregular actions from the masses. These 

channels include telephone, fax, mail, website and email. Moreover, mass supervision 

could also be realised by accessing law enforcement records, making charges or 

appeals, initiating administrative reviews and bringing litigations, among other means. 

Based on the obtained information, the authorities should further investigate and 

handle illegal and criminal cases, and disclose relevant case processing results and 

information to the society. Meanwhile, the authorities also have the responsibility to 

maintain the confidentiality of reporters’ personal information and protect their legal 

rights and interests against potential retaliation.  

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
157 See Wangluo Yuyue Chuzu Qiche Jingying Fuwu Guanli Zanxing Banfa (ʐʉ͎ɺ�ɖǽ̄ʅʰ
ǒ¦ɰȬǊʸ¤Ȃ) [Interim Measures for the Administration of Online Taxi Booking Business 
Operations and Services], supra note 25, art. 19. 
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The authorities also award those who have made significant contributions to 

reporting Internet-related illegal and irregular actions in order to encourage mass 

supervision. In fact, submitting such reports is not merely a citizen’s right – some 

Administrative Normative Documents consider it a citizen’s obligation. Article 25 of 

Interim Measures for the Administration of China Education and Research Network 

provides that all users of CERNET have the obligation to report illegal acts and 

harmful information to network security officers and the authorities.158 Although it is 

debatable whether an obligation could be effectively imposed by the Administrative 

Normative Document, it does indicate the authorities’ intention to make each Internet 

user an informant. 

Actually, the state mobilises social forces to participate in Internet regulation. 

Nine of the collected legislative documents expressly mention mobilising social 

forces (§ÜɎU£̤), including one Law159 and one Departmental Rule.160 Social 

forces refer to citizens, legal persons and other organisations, including but not 

limited to Internet users, families, schools, communities, media and social 

organisations. In fact, each person is born into a network society insofar as family, 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
158 See Zhongguo Jiaoyu he Keyan Jisuanjiwang Zanxing Guanli Banfa (*íƴʝßɔɈˉɯǘʐǊ
ʸɰȬ¤Ȃ) [Interim Measures for the Administration of China Education and Research Network], 
art.25, supra note 97. See also Jisuanji Xinxi Xitong Guoji Lianwang Baomi Guanli Guiding (���
$!#���� ��	�
�) [State Secrecy Protection Regulations for the International 
Networking of Computer Information Systems], art. 16 (promulgated by National Administration for 
the Protection of State Secrets, Dec. 27, 1999, effective Jan. 1, 2000) (LexisNexis) (China). 
159 Quanguo Renmin Daibiao Dahui Changwu Weiyuanhui guanyu Weihu Hulianwang Anquan de 
Jueding (|íAǻIʺĈUł¦ēÜU�<ʋƐ=ʛʐĚ|Ⱥ�Ğ) [Decision of the Standing 
Committee of the National People’s Congress on Preserving Computer Network Security], supra note 
19, art. 7. 
160 Dianxin Fuwu Zhiliang Jiandu Guanli Zanxing Banfa (ȱhǒ¦˳̤ȼɄɰȬǊʸ¤Ȃ) [Interim 
Measures for the Quality Supervision and Management of the Telecommunications Service], art. 11 
(promulgated by Ministry of Information Industry, Jan. 11, 2001, revised Sep. 23, 2014) 
(Lawinfochina) (China). 
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affiliation and community exert a great influence over one’s behaviours. These offline 

influences are further applied to Internet regulation, and play unique roles. 

Take, for instance, Internet cafe management. The Law mandates that Internet 

cafes should not allow the admission of minors.161 In reality, its implementation 

requires not only strict law enforcement, but also efforts from all sectors of society. 

As the legislative documents suggest, family, especially parents, should fulfil their 

responsibilities as guardians to protect and educate minors. Schools should educate 

and guide minors to regulate Internet-surfing behaviours and cultivate good Internet-

surfing habits. The department in charge of education, schools and the Communist 

Youth League (~@,/̈́Ňê) should explore more Internet resources and non-

operating sites for Internet access in order to ensure that minors surf the Internet 

safely. The media should bring their guidance and supervisory functions to bear in 

play. At the same time, while the public report system is in operation, teams of social 

supervisors (ɎUȼɄÜ̲R) have been organised at the grassroots level to detect 

illegal Internet cafes and illegal practices at Internet cafes.162 This shows that Internet 

regulation has become a project involving both online and offline efforts from all 

social circles. 

In the Internet panoptic-fortification model, surveillance is conducted 

everywhere at all times. Despite no compartments having been designed to isolate 

individual users as in the original panopticon model, in the strict and ubiquitous 

surveillance environment, Internet users tend to perform as though they are being 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
161 Zhonghua Renmin Gongheguo Weichengnianren Baohu Fa (*°Aǻ~ßíǕſŇAgƐȂ) 
[Law of the People’s Republic of China on the Protection of Minors], supra note 20, art. 36. 
162 Guanyu Jinyibu Shenhua Wangba Guanli Gongzuo de Tongzhi (�<̐�ǳȍ¬ʐ×ɰȬĺ^Ⱥ
̘Ʌ) [Notice on Further Deepening the Administration of Internet Cafe] (promulgated by Ministry of 
Culture, State Administration for Industry and Commerce, Ministry of Public Security, Ministry of 
Information Industry & Ministry of Education, Apr. 12, 2005) (moe.gov.cn) (China). 
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observed. Surveillance in the Internet era is not only achieved by the centralised 

authorities and ISPs, but also by the masses in the immediate environment.  Even 

when channels and opportunities are open to communication, users cannot be certain 

of the security and confidentiality of such communication. Are they talking to an 

informant? Can informants access the communication? Will the communication bring 

adverse consequences? In fact, the more they use the Internet to communicate, the 

more information they leave behind, and thus the more easily they risk substantial 

surveillance. Thus, the non-isolated design of the Internet panoptic-fortification model, 

an innovation that distinguishes the Internet panoptic-fortification from the traditional 

panopticon that is both closed and isolated, is still able to fully achieve the deterrent 

effect. 

 

2.4 Internet users 

In the Internet panoptic-fortification model, Internet users are not merely regulated 

passively; instead, they constitute fresh recruits for maintaining the normal operation 

of the Internet regulatory mechanism. On the one hand, Internet users take full 

advantage of the Internet to obtain relevant knowledge to empower themselves. On 

the other hand, the accessibility of the Internet is premised on Internet users’ 

obedience to the law made by the authorities and rules made by ISPs. In this sense, 

Internet users fluctuate between shaping themselves and being shaped by outside 

forces, ultimately leading to self-discipline. 

Firstly, Internet users have enough motivation to use the Internet. This is crucial 

for Internet users’ participation in Internet regulation. According to a CNNIC report 

(2017b), digital technology as represented by the Internet is accelerating the in-depth 
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integration of all sectors of the economy and society. The Internet plus policy further 

supports and promotes this trend. Under such circumstances, the total number of 

Internet users in China has reached 751 million, and the Internet penetration rate has 

reached 54.3%. Internet users make full use of the Internet to obtain relevant 

information, which facilitates their online and offline lives. To some extent, the 

Internet is attracting an increasing number of users from all sectors of society. Yet, 

due to multiple reasons, such as usage habits and the binding of personal information, 

once used, it would be quite difficult for them to quit the Internet. Thus, the growing 

number of Internet users is shaping the Internet while the users themselves are being 

shaped by the Internet. 

Secondly, Internet users are bound by external forces. Law is an important 

external force for Internet users. With China’s long-term efforts to promote legal 

awareness and legal literacy among the public, the Constitution, basic Laws and other 

legislations closely related to people’s daily lives have been widely popularised, and 

compliance with the law has become a consensus of the society.  Based on this 

consensus, a variety of legislative documents expressly provide that the use of the 

Internet must observe the Constitution, Laws and Regulations, and must not violate 

the Constitution, Laws and Regulations. Observing the law is further embodied in 

users’ responsibilities to provide information that is authentic, accurate and lawful, 

and to implement a relevant system for guarding state secrets.  

Internet users are responsible for the information content they provide and for 

the consequences of releasing it on the Internet. This means that they assume 

corresponding legal liabilities caused by bad information and illegal behaviours. As 

mentioned, the coercive force of the state guarantees the pursuit of legal liabilities. 

Realising these facts, Internet users might weigh the pros and cons carefully before 
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taking actions. Thus, being aware of punishment is another external force for Internet 

users’ self-discipline. 

Meanwhile, powerful and ubiquitous surveillance convinces Internet users that 

they are strictly watched. The deterrent effect resulting from this makes Internet users 

believe that their words and deeds are easily recorded and investigated. Under this 

circumstance, Internet users might prefer to be cautious with their online words and 

actions, thus strengthening self-control. In this sense, being aware of surveillance is 

also an external force that binds Internet users. 

Thirdly, ideological management is the internal force for Internet users to 

realise self-discipline. In addition to imposing external forces, the current Internet 

regulatory mechanism further introduces ideological management to accelerate 

internalisation. On the one hand, through strict content censorship, most online 

information that can be obtained by Internet users is tolerated by the authorities. In 

other words, what Internet users can acquire online is knowledge that has been 

officially recognised. Otherwise, it would be extremely difficult for ordinary Internet 

users to obtain more in the Internet environment of China. Such information is 

gradually accepted and internalised to be Internet users’ own knowledge, based on 

which they empower themselves to take further actions. 

On the other hand, the authorities and ISPs vigorously promote ideological 

cultivation. ‘Adherence to social morality (̛ęɎU}ũ)’ and ‘using the Internet in 

a civilised and healthy manner (ŕĶƷǃpŒȺ�ʐȅ§)’ are expressly provided 

in the Law, Regulations and Administrative Normative Documents.163 In essence, 
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163 See Zhonghua Renmin Gongheguo Wangluo Anquan Fa (*°Aǻ~ßíʐʉĚ|Ȃ) 
[Cybersecurity Law of the People’s Republic of China], supra note 22, art. 12; Hulianwang 
Shangwang Fuwu Yingye Changsuo Guanli Tiaoli (=ʛʐ�ʐǒ¦ʰ%òƅɰȬǛ`) [Regulation 
on the Administration of Business Premises of Internet Access Service], supra note 15, art. 3; Guanyu 
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these requirements are typical moral claims; yet in these documents, they are raised to 

the legislative level. Such legislative practices confuse rule by virtue (KũȀí) with 

rule by law (bȂȀí); it attempts to establish the legitimacy of ideological and 

moral cultivation (Ůź̚ũŔ˕) in the written law, thus further enhancing the status 

of the mainstream ideology by law. 

Moreover, the authorities and ISPs make greatest efforts to facilitate 

propaganda and education among Internet users in almost all aspects of the Internet. 

There are 14 legislative documents expressly mentioning propaganda and education 

as responsibilities of the authorities and ISPs. The main focus of propaganda and 

education is cybersecurity, including network security and information security. For 

example, the interconnected entities, Internet access service providers, legal persons 

and other organisations that use the Internet are responsible for their users’ security 

education and training.164 Through constant propaganda and education, a vast number 

of Internet users internalise norms made by the authorities and ISPs into their own 

knowledge, which in turn guide their further actions, and finally leads to self-

discipline. 

 

3. Developing a hybrid Internet regulatory model 

Around cybersecurity, the priority of Internet regulation in China, a hybrid Internet 

regulatory model has been established and developed, namely Internet panoptic-

fortification. The Internet panoptic-fortification is featured by both function of 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
Wangshang Jiaoyi de Zhidao Yijian (Zanxing) (�<ʐ�?ǄȺƚīŻˀ�Ǌʸ�) [Guiding 
Opinions on Online Trading (for Interim Implementation)], art. 2 (promulgated by Ministry of 
Commerce, Mar. 6, 2007) (Lawinfochina) (China). 
164 See Jisuanji Xinxi Wangluo Guoji Lianwang Anquan Baohu Guanli Banfa (ˉɯǘhŴʐʉí̷
ʛʐĚ|gƐɰȬ¤Ȃ) [Administrative Measures for the Security Protection of the International 
networking of Computer Information Networks], supra. note 99, art. 10. 
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external defense and function of internal control, and combines both hierarchical 

regulation and horizontal monitoring. In this Internet regulatory mechanism, the 

authorities perform as the dominant leader and ISPs are major implementers; they 

together constitute the core to guarantee the cybersecurity. In addition, the whole 

society has been mobilised to enhance both mass supervision and peer supervision, 

and individual Internet users are encouraged to jointly participate in this process. In 

this way, it is expected to maintain the steady operation of the Internet in China, and 

to promote the development of information technology. 

As the conceptual model of China’s Internet regulatory mechanism, the Internet 

panoptic-fortification is in essence a fortification that emphases sovereign power over 

certain space. This is the foundation and premise for the construction of the whole 

Internet regulatory mechanism. The fortification concept suggests two main functions 

of the Internet regulatory mechanism: the defense function towards the foreign 

cyberspace and the regulatory function towards the sovereign cyberspace. By the 

establishment of the Internet access control mechanism and the performance of 

gatekeepers, information and communication from outside of mainland China are 

monitored and censored; only selective information distribution and communication 

between mainland China and overseas cyberspace is allowed. Meanwhile, when an 

emergency occurs, controlled gateway channels would be closed and communication 

within network would be interrupted at multiple levels according to Law for security 

reasons. 

Inside the fortification, the panoptic approach is followed to conduct the internal 

control. The term ‘panoptic’ means seeing the whole at one view. In this sense, the 

panoptic approach focuses on insight into everything from a focal point, in this model, 

the core. To support this approach, a series of measures and means have been taken, 
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combining both hierarchical regulation and horizontal monitoring. In addition to the 

traditional hierarchical control of the Internet, as most China Internet studies have 

claimed, online and offline surveillance among each other also plays a crucial role in 

this mechanism. By constant recording, observation and training, individual Internet 

users are trained to be self-disciplined and the whole population of Internet users 

tends to be satisfied with the status quo, which guarantee the steady operation of the 

Internet regulatory mechanism. Consequently, the panoptic design in the Internet 

fortification contributes to the economic and efficient regulation, as it maximises the 

regulatory effects at the minimum cost of force, which was recommended by Michel 

Foucault. 

In Foucault’s account, normalisation is a typical disciplinary means to maximise 

the regulatory impacts. Normalisation is also reflected in China’s Internet regulatory 

mechanism. There are several elements supporting the process of normalisation. One 

is laws and norms authorised by the core to normalise the execution of power and 

micro-power. By binding behaviours in predictable ways, normalisation offers a 

steady foundation for operating the mechanism. Another element is the daily training 

conducted in an imperceptible way. Through constant observation, recording, and 

labelling, online behaviours are divided into behaviours conform to the idealised 

norms of conduct and behaviours deviate from the idealised norms of conduct for 

further processing. Moreover, not only punishment but also a mix of micro penalties 

and rewards are deployed to assess the consequences of given behaviours, in order to 

train individuals to behave as the ideal. It is conducive to the normalisation of 

behaviours and the internalisation of the mainstream ideology, and finally leads to 

self-discipline at the micro level (Hunt & Wickham, 1994). 
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In this mechanism, the power/knowledge relationship has been fully reflected. 

In the information society, information is an important source for knowledge 

production. Following the Foucauldian approach, the exercise of power is a means to 

obtain information, which is a resource of the knowledge production. Meanwhile, 

knowledge, the systematically analysed information, plays the critical role in 

generating and exercising new power in the process of Internet regulation. Based on 

the existing political and economic power, the authorities naturally become dominant 

in developing and regulating the Internet. Such strong power enables the authorities to 

produce various forms of knowledge that meet their needs and interests. One 

produced form of knowledge is law and other legal instruments made by the 

authorities with universal binding forces to normalise people’s behaviours. Another 

form of knowledge is the systematic and reliable information of the regulated and 

their online behaviours obtained via multichannels. This constitutes the basis for the 

authorities’ further actions. A third form of knowledge is the Internet information 

content that is recognised or censored by the authorities, which benefits the promotion 

of ideological control. All knowledge originates from power, and all knowledge 

reinforces power. 

At the same time, although ISPs are subject to the authorities’ exertion of power, 

they draw support from their technical superiority to obtain corresponding power. 

Their technical power enables them to obtain an enormous amount of information, 

thus generating considerable knowledge. It not only constitutes the foundation for 

ISPs to manage the network and Internet users, but also serves as a valuable 

bargaining chip for deal with the authorities. For their own considerations, the 

authorities and ISPs might choose to cooperate with a common effort to form the core, 
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which to some extent reflects the hierarchy. In this process, power and knowledge 

reinforce each other and jointly contribute to the maintenance of their status. 

As Foucault claims, power is everywhere and exists in multiple ways, in tiny, 

daily forms, most of which do not manifest in coercion (Foucault, 1977; Hunt & 

Wickham, 1994). All walks of society represent different productive forces and 

modes, which empower them and create opportunities to access knowledge. They 

fully use such micro power to conduct supervision – supervision at the core as well as 

supervision among scattered Internet users. This kind of supervision becomes an 

important supplement to the current hierarchical control in the Internet regulatory 

mechanism.  

Meanwhile, the Internet provides opportunities for individual Internet users to 

obtain information in a quick and easy way. The obtained information is then 

processed into knowledge, which in turns to produce more powers at the micro level, 

in order to meet specific demands. When such micro powers are gathered via various 

means, it would become a force to be reckoned with. Thus the collective action based 

on the Internet is one of main foci of Internet regulation in China. In light of this, the 

core fully takes advantage of the Internet regulatory mechanism to strengthen the 

surveillance and the ideological control. Consequently, with the joint action of 

external forces (including law, punishment and surveillance) and the internal force (i.e. 

ideological management), Internet users are gradually trained to behave as they are 

expected to. All of these finally lead to self-discipline, which is one of most 

significant effects of the Internet panoptic-fortification. 

It should be noted that, in this Internet regulatory mechanism, the identities of 

stakeholders are not fixed. One might shift from one role to another, or even play 

multiple roles simultaneously. For example, Internet users might become ISPs or even 
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the authorities. Similarly, power and knowledge are not fixed but accumulated 

continuously. The dynamic changing process gives all kinds of possibilities and 

opportunities under the regulatory framework, which provides a buffering zone for 

releasing negative impacts, thus guaranteeing the relative stability of the Internet 

regulatory mechanism. To some extent, the design of the mechanism itself largely 

contributes to the achievement of dual goals of Internet regulation in China. 
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Chapter 6 – Case study: Regulating the Occupy Movement issue online 

The former chapters introduce China’s Internet regulatory mechanism and its 

operation from the legal perspective. To better illustrate the Internet regulatory 

mechanism, the Internet panoptic-fortification model has been developed, which 

incorporates both external defense and internal control, along with hierarchical 

regulation and horizontal monitoring. However, it still stays in the normative level. In 

this chapter, a case study is conducted to further examine the Internet panoptic-

fortification model. This case study investigates how the Occupy Movement issue 

was regulated on the Internet in mainland China. It focuses on the response of China’s 

Internet regulatory mechanism to this incident.  

In this case study, the Occupy Movement refers to the civil disobedience 

campaign happened in Hong Kong in 2014. This Movement sought that the election 

of the Chief Executive of Hong Kong beginning in 2017 be conducted by universal 

suffrage consistent with accepted international standards. The original plan of the 

Occupy Movement was to pressure the Chinese central authorities by occupying 

Central, the central business district of Hong Kong. Therefore, the Occupy Movement 

was initially known as the Occupy Central Movement. And the corresponding 

Chinese terms of the Occupy Central Movement, zhanling zhonghuan (µ͏*Ȫ) or 

zhan zhong (µ*), were widely accepted by people from mainland China. However, 

during the Occupy Movement, protesters occupied key areas in Admiralty, Causeway 

Bay and Mong Kok, but did not extend the occupied areas to Central successfully. 

Meanwhile, in the process of the Occupy Movement,!protesters often used umbrellas 

as tools to passively resist the Hong Kong Police. Therefore, this Movement was also 

known as the Umbrella Movement (̀V̎§, yusan yundong). Yet this term was 
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less familiar to people from mainland China, partly due to the Internet censorship in 

mainland China. In light of this, the term ‘the Occupy Movement’ is adopted in this 

study. At the same time, the term ‘the Occupy Central Movement’ and the term ‘the 

Umbrella Movement’ equally refer to this Movement. 

Although there are countless Internet regulation cases that happen on a daily 

bases in China, those cases that embody both functions of external defense and 

internal control are relatively limited, and quite a number of them are sensitive, thus 

difficult to obtain the first-hand materials. As a result, the selection of the Occupy 

Movement case is both feasible and meaningful. For one thing, the Occupy 

Movement had great influence, drawing the continuous attention from all over the 

world, including people in mainland China. In fact, both Chinese authorities and 

ordinary people paid close attention to the situation in Hong Kong. Considering the 

close relationship between mainland China and Hong Kong, the authorities did not 

block this issue online completely, but adopted a more strategical approach to handle 

it carefully. 

Meanwhile, under the ‘One Country Two Systems’ policy, mainland China and 

Hong Kong have different Internet regulatory mechanisms. In this sense, Hong Kong 

could be considered as outside the Internet panoptic-fortification. Thus, the function 

of external defense was effective when dealing with information and communication 

about incident happened in Hong Kong. Meanwhile, internal control over this issue 

was strict, in order to lead people perceive this movement following what the 

authorities hoped to. In this process, both hierarchical regulation and horizontal 

monitoring were involved. Consequently, how China’s Internet regulatory mechanism 

responded to the Occupy Movement is a typical case that reflects main features of the 

Internet panoptic-fortification model. 
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As introduced in Chapter 3, in this case study, online observation was 

conducted in both mainland China and Hong Kong from the commencement of the 

Occupy Movement to the anniversary of the Occupy Movement, in order to obtain 

first-hand data. Meanwhile, during the data collection, several conversations took 

place and were recorded. These conversations, together with second-hand sources, 

were used as references to deepen the understanding of how China’s Internet 

regulatory mechanism responded to the Occupy Movement issue. 

The case study finds that, compared to previous experiences of Internet 

censorship over sensitive issues (most of which were simply blocked), the Occupy 

Movement issue online was suffering more comprehensive and flexible controlling 

measures. On the one hand, these measures informed ordinary Internet users of the 

ubiquitous surveillance from both online and offline, which led to their self-discipline. 

On the other hand, the constant ideological control was conducive to ordinary Internet 

users’ internalisation of officially recognised knowledge about the Occupy Movement, 

thus achieving the goal of cybersecurity. Through the case study, it argues that the 

normative design of China’s Internet regulatory mechanism can be verified by the 

empirical experience. 

 

1. Background of the Occupy Movement 

The idea behind the Occupy Movement was conceived in 2013, with protests 

proposed for 2014, if Hong Kong’s political reform proposal failed to meet 

international standards.165 On 31 August 2014, the Standing Committee of the NPC of 

China announced its decision on Hong Kong’s electoral system for 2017, which 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
165 According to the Occupy Central with Love and Peace website, ‘to meet international standards’ 
means not only one person one vote, but also that no unreasonable restrictions deprive people of 

different genders, races, religions and political views of their right to stand for election. 
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required the formation of ‘a broadly representative nominating committee’, to uphold 

and guarantee ‘the principle that the Chief Executive has to be a person who loves the 

country and loves Hong Kong’.166 As a response to Beijing’s final denials regarding 

‘civil nomination’ and ‘party nomination’, organisers of the Occupy Movement 

announced that the occupy action would begin on September 28, 2014, in the middle 

of a heated weeklong student strike. The student strikes gradually developed into the 

three-month-long Occupy Movement, a social movement with decentralised structure 

(Cai, 2016), which received worldwide attention.  

However, as it opposed the decision by China’s official governing body, the 

Occupy Movement was designated ‘an illegal movement in Hong Kong’ by the 

Chinese authorities (RTHK, 2014). Consequently, the Chinese authorities took a 

series of measures to minimise the negative social effects brought by the social 

movement in Hong Kong, and to help manage its ideological effects, especially on the 

Internet.  

 

2. Previous research on the Occupy Movement 

So far, this massive Occupy Movement has attracted experts and scholars in various 

fields that have observed, analysed, discussed, and participated in the movement from 

multiple perspectives. One research area that has received attention, which is related 

to the current study, is the interaction between the Occupy Movement and the media, 

especially social media. Tang (2015) studied the effect of the live images of tear gas 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
166 Decision of the Standing Committee of the National People’s Congress on Issues Relating to the 
Selection of the Chief Executive of the Hong Kong Special Administrative Region by Universal 
Suffrage and on the Method for Forming the Legislative Council of the Hong Kong Special 
Administrative Region in the Year 2016 (|íAǻIʺĈUł¦ēÜU�<͘Ȑȥ�ʸƱʸƱ
̪ĝǈ̗̭͒ß 2016ŇɣȂU@ȭ¤ȂȺ�Ğ) (Adopted at the Tenth Session of the Standing 
Committee of the Twelfth National People’s Congress, Aug. 31, 2014) 
(http://www.2017.gov.hk/filemanager/template/en/doc/20140831b.pdf) (China). 
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being fired by the police into the protesting crowd and found that television created 

‘mediated instant grievances’ among the viewing public, which motivated ‘amateur 

protesters’ to participate in the Occupy Movement. In addition to the mass media, 

social media also played an important role in the formation and development of this 

social movement. Hong Kong’s young activist network, Scholarism, ‘used their media 

and information literacy skills to initiate, organize, and mobilize collective actions’ 

via street booths and traditional mass media, as well as social media and mobile 

networks (Lee & Ting, 2015). The concept of civil disobedience was widely 

discussed in the mainstream media and defused through social media, which 

contributed considerably to public understandings of the movement (Lee, 2015). As a 

channel connecting citizens to social activists and critical journalists, social media 

provided a platform for political news, which was ‘related positively to support for 

the Umbrella Movement and adversely with satisfaction and trust of established 

political authorities’ (Lee, So, & Leung, 2015). In addition, it was suggested that the 

salience of social pressure in the social media was ‘a possible triggering outlet for the 

social movement’ (Chan, 2015). These studies indicate that both traditional media and 

social media have the capacity to mobilise the masses to join a social movement. 

In fact, the Internet became an important tool for protesters to coordinate, 

organise, mobilise and communicate with the public (Tsui, 2015), as feared by the 

Chinese authorities. They aimed to guarantee that the Occupy Movement would not 

spread to mainland China, and would not undermine social stability or disrupt the 

existing social order in mainland China. As a result, the Chinese authorities 

predictably exerted pressure on or even attempted to control these means of diffusion. 

While many studies have examined the contribution that new media made to the 

Occupy Movement, few of these have paid particular attention to the authorities’ 
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responses to these issues over the Internet. Lokman Tsui (2015) focused on the Hong 

Kong government’s response to the Occupy Movement and its use of new 

technologies. According to Tsui, the Hong Kong government took a series of steps, 

including surveillance, censorship and the demonisation of foreign influence, to ‘play 

catch-up with the social movement’ (p. 447), and concluded that both Hong Kong and 

the Internet would continue to be colonised by ‘powerful institutions’ such as 

corporations and governments (p. 452). It is further suggested that the Chinese 

authorities who always paid prime attention to the cyberspace sovereignty principle, 

are looking to extend China’s Internet regulatory mechanism to Hong Kong.  

Although a number of studies have examined Internet regulation in mainland 

China, few have examined the Occupy Movement case in a systematic way. In fact, 

this case has several distinctive characteristics. For one, under the ‘One Country Two 

Systems’ policy, Hong Kong enjoys a high degree of autonomy. Hong Kong’s legal 

and political system, social ideology and civil society are quite different from those in 

mainland China. As a result, such a social movement as developed in Hong Kong is 

quite unfamiliar to most mainlanders. At the same time, with the increasing 

integration between Hong Kong and mainland China, political, economic and cultural 

exchanges between them are more and more frequent. Correspondingly, people in 

mainland China are becoming aware of current developments in Hong Kong. The 

proliferation of information on the Internet facilitates this interest, and the complete 

blocking tactic is not able to stop people’s pursuit of relevant information. In such a 

context, the Chinese authorities must employ more tactful means to control the 

situation and to manage its ideological consequences on the Internet. 

This case study aims to investigate how discourse surrounding the Occupy 

Movement was regulated on the Internet in mainland China. Online observation was 
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mainly conducted in the context of mainland China. In addition, second-hand sources 

were also collected to deepen the understanding of certain phenomena. Based on the 

materials collected, the Internet panoptic-fortification model constructed in earlier 

chapters has been examined empirically. 

 

3. Findings and discussion 

This case study found that the Occupy Movement issue was strictly censored on the 

Internet within mainland China. However, unlike some sensitive issues or words that 

were banned entirely, information about the Occupy Movement was permitted to 

spread selectively. As a result, more comprehensive and flexible measures were 

employed to deal with the spread of relevant information. Studying the regulation of 

the Occupy Movement issue online offers a good opportunity to examine the 

operation of the Internet panoptic-fortification in practice. It also reveals techniques 

and strategies embodied in Foucault’s concept of governmentality, which 

characterises contemporary forms of power by taking into account both central 

control and the dispersion of power among a population. 

 

3.1 The centralised control over the issue online 

The Internet panoptic-fortification demands the centralisation of power. In the current 

case, the Chinese authorities constituted the core in the attempt to control the Occupy 

Movement issue’s presence on the Internet in mainland China. This control was 

reflected, first, in their exercise of rule-making power. The Chinese authorities used 

this power to interpret and limit expression regarding the Occupy Movement. The 

premise for censoring this issue was that it was recognised as not suitable for free 
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dissemination on the Internet. As mentioned, the Occupy Movement itself was 

defined as illegal by the authorities (RTHK, 2014). Therefore, any online information 

about or communication directly related to the organisation and coordination of the 

movement, or related to the mobilisation of others to participate in the movement, 

would also be labelled illegal, and therefore blocked on the Internet within mainland 

China. This represented a typical practice by which the Chinese authorities would 

attempt to solve a crisis caused by possible collective action, the gathering of micro-

powers. 

However, other information concerning the Occupy Movement was not 

completely blocked. Not all information about the Occupy Movement was considered 

illegal; for example, condemnation of the movement was acceptable. Also, due to the 

close relationship between Hong Kong and mainland China, a number of Chinese 

citizens paid close attention to the situation in Hong Kong. Under contemporary 

conditions, information about the Occupy Movement could be obtained and spread 

through various official and unofficial ways using various technologies. A simple 

blocking of content could not help to solve the problem, but might even aggravate the 

dispute. In light of this, relevant information was censored according to its nature, 

content, social influence and other factors and was released selectively. In this process, 

the power of rulemaking and interpretation was crucial. It enables the power holders, 

in this case, the authorities, to have the final say on how to deal with relevant 

information. It further guaranteed the authorities’ capacity to produce and recognise 

knowledge, to serve their political and ideological demands. 

This centralised control was further reflected in the authorities’ supervisory 

power, jurisdiction or punitive power and guidance power. The authorities took full 

advantage of the institutional design of Internet panoptic-fortification to monitor the 
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entire Internet within mainland China and each individual user, to exclude undesirable 

material from the normal operation of the Internet, and to guide thought and speech 

within their range of toleration. In addition to these general measures, some particular 

practices will be mentioned in the following sections. 

One important factor here is that political goals could not be achieved without 

the full engagement of technical support. To obtain the needed technical support, the 

authorities cultivated ISPs as the sub-core within the Internet panoptic-fortification. 

For one, the authorities performed as gatekeepers to screen foreign ISPs and to 

abandon those that, while popular, were less easily controlled. This process 

emphasised the principle of cyberspace sovereignty. Also, local ISPs were 

encouraged to provide alternatives that were more adapted to the Chinese context and 

easier to control. For example, in the case under discussion, instead of being a neutral 

search engine, Baidu, the world’s largest search engine in Chinese, chose to 

manipulate its search results to cater to the authorities’ political imperatives, as it 

sought to maintain its current position and sought additional favour. However, in spite 

of this political wrangling, ISPs as major technical power holders are relatively 

independent, and most are commercially oriented. For them, innovation and constant 

improvement in both technologies and services are necessary, to maximise the 

benefits for all parties. This means that they must seek a balance between political 

pressures and commercial interests. 

 

3.2 The construction of the defensive fortification 

Based in the core, the authorities, with substantial assistance from ISPs, developed 

and introduced a set of measures to exert influence on the whole population and on 
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individual Internet users. To strengthen the management of the population and to 

consolidate its defense measures, the boundary was set from multiple perspectives 

and was fully evident in this case. From a political perspective, the boundary asserted 

China’s sovereignty over its cyberspace. The cyberspace sovereignty principle 

thereby provided a foundation for taking measures targeting the Occupy Movement 

issue on the Internet. 

The Occupy Movement was defined as illegal by both Hong Kong government 

and the Chinese authorities. For one thing, the movement did not obtain official 

authorisation for its actions. Also, the consequences of the movement were seen to 

undermine both public order and private interests in Hong Kong. Furthermore, the 

Movement and its appeals attempted to!overturn the Decision on Hong Kong’s 

electoral system for 2017 made by the Standing Committee of the NPC of China, and 

were deemed to violate of the Basic Law of Hong Kong.167 Consequently, the Occupy 

Movement was dealt with as an illegal act in China. This determination provided the 

justification, by Chinese law, for technical measures to deal with relevant information 

on the Internet.168 The authorities adopted multiple technical instruments and methods 

to control the flow of information within mainland China, including but not limited to 
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
167 Article 45 of the Basic Law of the Hong Kong Special Administrative Region states that, ‘The Chief 
Executive of the Hong Kong Special Administrative Region shall be selected by election or through 
consultations held locally and be appointed by the Central People’s Government. The method for 

selecting the Chief Executive shall be specified in the light of the actual situation in the Hong Kong 

Special Administrative Region and in accordance with the principle of gradual and orderly progress. 

The ultimate aim is the selection of the Chief Executive by universal suffrage upon nomination by a 

broadly representative nominating committee in accordance with democratic procedures. The specific 

method for selecting the Chief Executive is prescribed in Annex I “Method for the Selection of the 

Chief Executive of the Hong Kong Special Administrative Region”.’ Zhonghua Renmin Gongheguo 

Xianggang Tebie Xingzhengqu Jiben Fa (*�����͘Ȑȥ�ʸƱüǖȂ) [Basic Law of the 

Hong Kong Special Administrative Region of the People’s Republic of China], art. 45 (promulgated by 

National People’s Congress, Apr. 4, 1990, effective July 1, 1997) (www.gov.cn) (China). 
168 Zhonghua Renmin Gongheguo Wangluo Anquan Fa (*°Aǻ~ßíʐʉĚ|Ȃ) [Cybersecurity 
Law of the People’s Republic of China], supra note 22, art. 50. 
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IP blocking, backbone router keyword filter and blocking, DNS filter and redirection, 

and HTTPS certificate filter. Through these comprehensive filters and blocking 

techniques, the information available to most Internet users in mainland China would 

meet the regulatory requirements (‘Golden Shield Project’, n.d.; Li, 2009). 

Regarding the online distribution of information about the Occupy Movement, 

the authorities maintained a cautious attitude towards overseas Internet services, 

especially the most popular ones. By firmly controlling the international networking 

exchange gateway channel, the authorities held the power to decide what information 

could be accessed over the Internet. In addition to Twitter, Facebook and Google, 

which had been blocked in mainland China for a while, another popular photo-sharing 

application, Instagram, was assumed to put on the blacklist during the Occupy 

Movement and afterwards. 

At midnight on September 28, 2014, Instagram users from mainland China 

began to complain via Weibo and other social media that they could no longer access 

Instagram. They claimed that they were able to register for or login to the Instagram 

application as usual, but they were not able to receive any updates or search results, 

nor to publish or share photos, no matter which Internet access service they used. No 

pages or images could be displayed. Besides the application, the official website of 

Instagram http://instagram.com has not been available in mainland China since that 

time, although both the application and the website worked well in Hong Kong (NBC, 

2014; BBC, 2014). 

As neither the ISP nor the authorities offered any official explanation, the 

definitive reason for the breakdown of Instagram in mainland China was not available 

(NBC, 2014; Lin, 2014). According to William Long (2014), a famous technician, 

Instagram was suffering from keyword blocking by networks in mainland China, with 
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the keyword ‘.instagram.com’ blocked. Users of networks in mainland China were 

therefore unable to send or receive any data to or from Instagram’s servers. Since this 

development occurred during the sensitive period of the Occupy Movement, it was 

generally believed that the shutdown of Instagram in mainland China could be 

attributed to the flood of the images about the Occupy Movement, especially images 

featuring conflicts between the demonstrators and the police (Mullen & Shoichet, 

2014).  

A famous Sina Weibo microblogger named jiazhuang zai niuyue (mʼðɾɺ) 

posted a series of pictures with the comment ‘nine most amazing pictures in 

Instagram today’ at noon on September 29, 2014. In these pictures, the refresh 

symbols were shown repeatedly instead of real pictures (see Figure 10). This satirical 

posting received substantial engagement, being shared by more than ten thousand 

microbloggers and receiving thousands of comments. This case study collected the 

most popular ten comments for analysis, as can be seen in Figure 11. All these 

trending comments were made very soon after the post was sent out. Among them, 

five mentioned Internet censorship in mainland China expressly or implicitly, while 

five were about Hong Kong and/or the Occupy Movement (one touched both themes), 

regardless of what position they took. The remaining posting made fun of slow 

Internet connection speeds. All these quick responses indicated that at least some 

ordinary Internet users in mainland China had made a preliminary judgement about 

the relationship among the breakdown of Instagram, Internet censorship and the 

Occupy Movement. 

This ban was lifted temporarily in early 2015; however, Instagram was down 

again at the time of the anniversary of the Occupy Movement and thereafter. The 
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timing of this accentuated the correlation between the Instagram incident and the 

movement, and suggested the deployment of political power behind the scenes. 

 

 

Figure 10. A satire about the shutdown of Instagram posted in Sina Weibo.169 

 

 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
169 Screen shot was captured on October 1, 2014, from Sina Weibo: 

http://weibo.com/1645101450/BpdkDCmdI. 
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Figure 11. Ten most popular comments under the satirical post about the breakdown of Instagram in 

mainland China.170  

 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
170 Screen shot was captured on December 3, 2015, from Sina Weibo: 

http://weibo.com/1645101450/BpdkDCmdI?sudaref=passport.weibo.com&type=comment#_rnd14491

30539089. 
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3.3 Panoptic surveillance and meticulous ideological guidance 

In contrast to the foreign ISPs mentioned above, local ISPs seemed to easily survive 

in the Chinese context. They have to follow the Laws and Regulations of China, and 

to cooperate with the authorities to regulate the Internet. While the authorities held the 

overall power to censor Internet information content both within China and from 

abroad, local ISPs were major promoters and executors of both panoptic surveillance 

and ideological guidance. In addition, society as a whole and individual Internet users 

also participated in this process. 

 

3.3.1 Controlling access to knowledge 

One example concerns search engines that are ‘designed to search for information on 

the World Wide Web’. Instead of relying on human editors, these normally operate by 

‘running an algorithm on a web crawler’ to receive nearly real-time information 

(‘Web search engine’, n.d., para. 1). Baidu was the most popular search engine in 

mainland China in 2014. However, searches about the Occupy Movement on Baidu 

turned out to be censored results. Figure 12 shows the Baidu search outcome using the 

Chinese term‘zhan zhong (µ*)’ as keywords. The Chinese term ‘zhan zhong (µ*)’ 

was frequently used in mainland China to refer to the Occupy Movement. It was the 

abbreviation of the Chinese term ‘zhanling zhonghuan (µ͏*Ȫ)’, which means 

occupy Central, the original plan of the Occupy Movement.  

Usually, the layout of returned search results on Baidu would list relevant 

websites and their summaries one by one. However, the mentioned webpage offered 

the selected results with a well-organised layout that were arranged in advance. There 

were four parts to the page: recommendations (left-top), latest news (left-middle), 
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search results (lower-left), as well as an event timeline (right). The analysis of these 

elements revealed that all of them showed a strong tendency to oppose the Occupy 

Movement. 

Among the six pieces of ‘latest news’ listed, four were about the movement 

promoters’ surrender to police; one was about internal conflicts among the protest 

leadership, and the remaining one was an interview with Hong Kong citizens who 

criticised the negative effects of the Occupy Movement. Similarly, the so-called event 

timeline included carefully selected facts and media criticism of the protest, which 

clearly tended against the movement. In addition, some relevant keywords, such as 

‘what is the Occupy Movement’, ‘the Anti-Occupy Movement Campaign’ and 

‘celebrities in the Occupy Movement’, were recommended at the top of the page. 

Searches using each of these keywords would produce results arranged in advance, 

with similar layouts. 

The content of search results also reflected the perspectives the authorities 

hoped would spread. For example, the first search result for ‘zhan zhong (µ*)’ was 

from Baidu Baike, introducing the Anti-Occupy Movement campaign from an 

external perspective, instead of allowing the movement to define itself. This article 

was later renamed ‘Illegal Incident of the Occupy Movement in Hong Kong’. In fact, 

most of these search results came from mainstream media in mainland China, such as 

xinhua.net and people.cn, which occupied almost all of the search results. 
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Figure 12. Baidu search results for the keyword ‘zhan zhong ((*)’.171  

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
171 Screen shot was captured on December 3, 2014, from Baidu: http://www.baidu.com. 
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It is worth noting that, unlike the treatment of other sensitive words, inputting 

keywords about the Occupy Movement issue did not generate a sentence like 

‘according to relevant laws, regulations and policies, some of the search results 

cannot be displayed (Ǧƞɀ�ȂťȂ˂ßƱɬ�̞�ƨɷʆǟǕ8Ǉɍ)’ at the 

top of the page. Instead, it showed approximately 68,200,000 results, apparently to 

convince users that search results for the keyword ‘Zhan Zhong’ had generated a full 

set of results. However, when turning to the last page of the results (after dozens of 

pages), a tip was shown at the bottom of the page, stating, ‘due to the limitation of 

web page length, some search results cannot be displayed (̸<ʐ͊ɱŃ�̞�ƨ

ɷʆǟǕ8Ǉɍ)’. Such a technical problem would not be a valid restriction for an 

Internet giant like Baidu. Therefore, it was reasonable to infer that this tactic aimed to 

enable Baidu to cover up its censorship of search outcomes, to protect its semblance 

of technical neutrality. Using such strategies and tactics, Baidu constantly offered 

officially sanctioned knowledge to its massive users, affecting their perception of the 

Occupy Movement imperceptibly. 

This phenomenon was also reflected in Chinese social media. Sina Weibo, the 

most popular microblogging service in mainland China, was one of the main online 

platforms for Internet users to express themselves and to communicate with each 

other. The life of microblogging lies in the dissemination of user-generated content. 

Thus, the search function of Sina Weibo was not only an effective tool to find desired 

information, but also a window to examine the attitudes and standpoints of relevant 

stakeholders. Such fragmented user-generated content in social media demands more 

complicated management systems and measures than can be deployed for search 

engines.  
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Essentially, Sina Weibo engaged in tactics similar to Baidu, trying to cover up 

the censorship of certain keywords so that users will accept the offered information 

more easily. Compared to Baidu, more specific measures were set up in Sina Weibo’s 

search function to deal with expressions related to the Occupy Movement.172 For 

example, the keyword ‘Umbrella Revolution’, another label once used to refer to the 

Occupy Movement, and its corresponding simplified Chinese designation ‘yusan 

geming (̀V͈Þ)’, underwent complete censorship in Sina Weibo. When such 

terms were entered for a search, no results would be returned but a statement specified, 

‘according to relevant laws, regulations and policies, search results for “Umbrella 

Revolution”/ “yusan geming (̀V͈Þ)” cannot be displayed (Ǧƞɀ�ȂťȂ˂ß

Ʊɬ��Umbrella revolution��̀V͈ÞƨɷʆǟǕ8Ǉɍ)’. It was 

obvious that these two words were extremely sensitive in Chinese social media, 

perhaps due to the strong political colouration of the term, ‘revolution’. 

Comparatively, the keywords ‘Occupy Central’, ‘zhan zhong (µ*)’ and 

‘zhanling zhonghuan (µ͏*Ȫ)’ seemed more fortunate within Sina Weibo, despite 

the censorship of such terms. For instance, when searching the keyword ‘zhan zhong 

(µ*)’ within Weibo on 3 December, 2014, certain selected results were returned. 

These posts were from CCTV news, Breaking news (ČǛƺ̯) (a Sina Weibo 

product), and People’s Daily online, as well as a celebrity who opposed the Occupy 

Movement. There was a message at the bottom of the page, stating that ‘in order to 

provide a diversity of results, we omitted some similar results. Click here to view all 

results (+7ƦaĆǤůʆǟ�ƀLɁȵ7̞�ɀYŨ´�ŶÊKș�Ǣɂ|̞ƨ

ɷʆǟ)’. Since such a message is shown with almost all Weibo search results (except 
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
172  The address of Sina search engine was https://s.weibo.com/.  Relevant searching attempts were 
made on December 30, 2015. 
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for completely censored terms and those that match with few or no results), it 

provided the illusion that the search results of these keywords were not censored. 

However, if the link to view all results was clicked, the message ‘sorry, no relevant 

results could be found for “Zhan Zhong” (Ɠǰ�ǕƋ��µ*ɀ�ʆǟ)’ would 

result, the same message as in cases of implicit complete censorship.  

However, residual corners existed despite the core’s firm control of information 

channels. For Baidu, no exceptional measures seemed to be undertaken to exclude 

relevant foreign-language keywords. For example, the English-language search term 

‘Occupy Central’ generated usual search results without special pages. These 

outcomes even included the home site of the Occupy Movement 

(http://www.occupycentral.org/) and the Occupy Movement Facebook page 

(http://www.facebook.com/OccupyCentral), both listed on the first page of the search 

results. Yet, these websites and their web caches were blocked in mainland China, 

and inaccessible for ordinary Internet users in mainland China.  Such users had to rely 

on their skills to bypass the technical barrier and acquire the knowledge they desired. 

Meanwhile, Internet users in mainland China were also able to get some latest 

news about the Movement from certain foreign news websites. Similarly, mainland 

Internet users can learn more about the Movement by visiting relevant articles, 

revision histories and discussions in the English version of Wikipedia. Overall, as a 

result of the obstacles set by the authorities and ISPs, seeking knowledge about the 

Occupy Movement online demanded higher media and information literacy, 

information technology abilities and language skills. In this sense, technical and 

linguistic knowledge was an important resource Internet users could use to empower 

themselves. 
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3.3.2 Mobilising the production of desirable knowledge  

As reflected in local search engine services and functionality, both the authorities and 

ISPs realised the advantages to direct rather than block web surfers. Instead of 

blocking all information related to the Occupy Movement, they controlled the 

information available, selecting some favoured information to spread. Meanwhile, 

they took full advantage of the Internet to strengthen their ideological control by 

taking initiatives to produce, as well as by mobilising the society to produce, relevant 

information of this event. This officially recognised information was perceived by the 

masses and was then internalised to be their own knowledge. 

In addition to manipulating search results, Sina Weibo used additional 

techniques to prevent users from posting sensitive content. Some keywords seemed to 

be censored; their use might automatically trigger a manual review or could be 

reported by other users. For the posted information containing sensitive keywords 

relevant to the Occupy Movement, if it were against the Occupy Movement, then the 

information would be allowed to spread, even though its content were conceptually 

flawed. One instance of this was the widely distributed content that equated the 

Occupy Movement with the Hong Kong Independence Movement, assimilating these 

social activists to Hong Kong independence activists. ISPs took a laissez faire attitude 

to confuse these two Movements intentionally. To most people in mainland China, 

independence for Hong Kong was much more unacceptable than the pursuit of true 

universal suffrage. Therefore, to confuse the Occupy Movement with the Hong Kong 

Independence Movement would draw people’s attention from the pursuit of true 

universal suffrage to the separatism. It would be helpful to inspire the masses’ 

patriotic enthusiasm and then to resolutely oppose the Occupy Movement. 
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As a result of this situation, few mainland Chinese really understood what was 

going on in Hong Kong. When the Occupy Movement began, people in mainland 

China often inquired about the situation involving the movement. The conversation 

usually began with, ‘I heard that Hong Kong was in a mess. Is that true?’ and soon 

ended with simple pleasantries like, ‘Take care!’ Only a few people continued to ask 

such questions as, ‘what is zhan zhong (µ*)’ and ‘why did they occupy Central’. 

Among these, one was a staff member from a government-affiliated institution in 

Shanghai, who reported that she received a mobile message from the Shanghai 

Municipal Committee of the Communist Youth League of China (�ȉ~̈́ê), 

calling on league members to deliver their opinions online in opposition to the 

Occupy Movement. This message captured her attention by informing her of the 

seriousness of the incident and prompted her to learn more about this movement. Yet 

when asked whether the message could be shown to the researcher, she said that she 

had deleted it immediately as usual. 

However, this interaction suggested two key points. The first was that, China’s 

Internet regulatory mechanism attempts to regulate not only Internet users as a whole, 

but also each individual Internet user. Both online and offline measures are adopted to 

strengthen control over individuals. In the situation mentioned above, the Shanghai 

Municipal Committee of the Communist Youth League of China held its members’ 

contact information, and sent mobile messages to individual member respectively to 

encourage them to express their opposition to the Occupy Movement online. Similar 

practices were also adopted by other organisations and communities. Actually, in 

addition to technical measures, these softer social engineering measures were 

deployed and worked. When these offline measures were combined with the network 

real-name system and the Internet-surfing record backup system, panoptic 
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surveillance was used to its maximum effect: it not only facilitated the centralised 

regulation, but also promoted individual users’ self-discipline of their online words 

and actions.  

The second suggestion was that, in addition to negative strategies directed 

against existing content on the Internet, the core also took both online and offline 

measures to positively mobilise the whole society to produce desirable information on 

the Internet, influencing public opinion. Following the initiative previously described, 

the researcher visited the verified official microblog of the Communist Youth League 

Central (~̈́ê*ċ). Through a keyword search within the official microblog, only 

one post remained about the Occupy Movement, published on October 21, 2014. It 

stated that,  

Several Hong Kong artists, such as Anthony Perry, Chapman To and Denise Ho, 

openly supported the illegal ‘zhan zhong’, which triggered a number of Internet 

users’ appeal for a boycott. Which way will you choose to resist these 

unscrupulous artists? (The Communist Youth League Central, 2014) 

A voting link was offered, and four multiple choice options were presented: 

‘resolutely do not watch any screen works or listen to any songs made by artists who 

support the Occupy Movement’, ‘immediately unfollow the Weibo accounts of artists 

who support the Occupy Movement’, ‘call for the ban on performance and shows of 

artists who support the Occupy Movement in mainland China’, and ‘call for the ban 

of artists who support the Occupy Movement on the Internet’ (Hai Shi Re Ping, 2014). 

About 150,000 Weibo users participated in this poll. In essence, the poll offered 

different ways to declare one’s position against the Occupy Movement, rather than a 

public opinion survey in any meaningful sense. 
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With its forceful opposition to the movement, this post received strong 

engagement, gathering nearly 30,000 replies and more than 130,000 forwards. Yet a 

glance at these replies and forwards revealed that most of them repeated slogans, 

instead of offering original comments or insights. To illustrate this phenomenon more 

intuitively, two representative reply pages were selected as examples (see Figure 13 

and Figure 14).  

 

 

Figure 13. Replies left soon after the release of Communist Youth League Central’s official microblog 

about the Occupy Movement.173 

 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
173 Screen shot was captured on December 3, 2014, from Sina Weibo: 

http://weibo.com/3937348351/BszuL5wbj?type=comment. 
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Figure 13 includes replies left soon after the release of the microblog mentioned. 

As shown, most of the initial comments were made by institutions or organisations174 

while one comment was made by individual users. In fact, five of the first seven 

comments left were from Communist Youth League organisations at different levels. 

Comments left by the Xin Barag Zuoqi Communist Youth League (ƺļįʵĻƿ~

̈́ê), promoted interaction with its higher authorities – the Hulun Buir Communist 

Youth League (ÝX˭įľ~̈́ê), Committee of the Communist Youth League of 

Inner Mongolia Autonomous Region (�ʳÆʟȀêē) and the Communist Youth 

League Central (~̈́ê*ċ) – using the mentioning function ‘@’. These posts 

implied the propagation of a chosen reaction from central organisation to distributed 

organisations at different levels to individual Internet users. In this sense, the 

centralised power and the hierarchical model were effective, in combination, in the 

process of networked regulation. 

In their comments, several slogans were repeated, such as ‘oppose the Occupy 

Movement’, ‘resolutely safeguard national unity’ and ‘resist unscrupulous artists’. 

Since the Occupy Movement was a movement fighting for universal suffrage rather 

than campaigning for Hong Kong’s secession from China, the statement ‘safeguard 

national unity’ was somewhat far-fetched. It was suggested that, in spite of holding 

negative opinions on the Occupy Movement, some commentators might not really 

understand the situation in Hong Kong. 

 

 

 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
174 In Sina Weibo, institutions and organisations verified by Sina were marked by the blue letter ‘V’. 
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Figure 14. Replies left months later after the release of Communist Youth League Central’s official 

microblog about the Occupy Movement.175  

 

Unlike most other microblogs that usually trend up and down in popularity over 

a short time, this microblog received sustained attention. Figure 14 showed some 

replies left months later. In terms of the content, resisting unscrupulous artists was 

still the core of these replies. However, more attention had shifted to maintaining 

public order in Hong Kong, while the slogan ‘resolutely safeguard national unity’ was 

rarely found. These changes suggested that, as time went by, people in mainland 

China became more aware of the nature and influence of the movement. 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
175 Screen shot was captured on December 3, 2014, from Sina Weibo: 

http://weibo.com/3937348351/BszuL5wbj?type=comment. 
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It was worth noting that, for the page under discussion, half posts were made by 

the user tianxia taiping xiao qingxin (ĉ ĊņĮȎƺ). This user made comments 

quite frequently, sometimes at two-minute intervals. However, the content distributed 

by this user was repetitive to some degree, with one post even copying another user’s 

message in its entirety. Such comments were quite common among replies under the 

vote microblog, and were flooding the online public sphere. According to the 

information provided in the user page, the registration date for the account tianxia 

taiping xiao qingxin (ĉ ĊņĮȎƺ) was November 17, 2014, and this user’s first 

two microblog posts were to forward the vote microblog, on November 19, 2014 and 

on November 28 separately, 2014. It was reasonable therefore to infer that this 

account, among others, was set up to promote this microblog posted by the 

Communist Youth League Central, and the user in question was probably a member 

of the so-called Fifty Cent Party. It also supported the statement made by the staff 

from a government-affiliated institution, indicating that both online and offline forces 

were mobilised to strengthen ideological conformity about the Occupy Movement 

issue. 

 

4. Conclusion 

In general, the Occupy Movement case offers a typical example presenting some 

major tactics and strategies used in Internet regulation in mainland China. The 

Internet panoptic-fortification model has been further verified by this empirical case. 

Despite the ‘freedom’ often posited as an inherent quality of the Internet, it cannot in 

fact escape from its political and economic context, beginning in the Chinese case 

with the authorities’ assertion of the cyberspace sovereignty principle. Among its 

other effects, this principle has provided justification for political jurisdiction and 
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technical control by Chinese authorities over the Occupy Movement issue on the 

Internet in mainland China. 

Based on the principle of sovereignty, the panoptic-fortification has been built 

and operated. Traditional hierarchical structures of power still exert influence on the 

Internet. The CPC and the government, as major political power holders, act as the 

directive core in the process of Internet governance. With substantial assistance from 

those exercising technical control, a series of measures have been developed to 

regulate the Internet population within mainland China while also training each 

individual user. These measures include controlling access to knowledge, and 

mobilising the production of knowledge harmony with the governing ideology. In this 

process, foreign Internet services were limited or even blocked, while local ISPs were 

encouraged to provide alternative services and controllable information content. 

Meanwhile, society as a whole has been mobilised to participate in Internet regulation. 

Offline measures are combined with online measures, generating a dual surveillance 

on individual Internet users’ online words and deeds, thus leading to their self-

discipline. Even at the user level, quite a number of officially trained persons are 

hidden in ordinary Internet users to lead online public opinion. 

One significant consequence brought by this regulatory mechanism is the 

constructed knowledge about the Occupy Movement. In this process, the 

power/knowledge relationship is also effective. Information is a valuable source of 

knowledge, and the emergence and widespread adoption of the Internet provides 

unprecedented access to information. Ideally, every one has the power to access the 

Internet to acquire relevant information. Yet, in reality, the capabilities of different 

power holders to obtain information are not equivalent, depending on their exercise of 

the existing power. In this case, the authorities and local ISPs held the power to 
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control political discourse and the channels of communication. As a result, 

information about the Occupy Movement was selectively spread on the Chinese 

Internet and was widely perceived by ordinary Internet users in mainland China 

according to authorised interpretations. In this way, the selected information about the 

Occupy Movement was translated into officially recognised knowledge, which in 

turns served the political ends. To some extent, this result manifested the ruling 

party’s ideological control over cyberspace in China.  

By constantly guiding, shaping and channelling Internet users’ online 

experience and behaviours in a largely imperceptible way, users were trained to 

accept and internalise what they were being told. Even when some of them were 

aware of the censorship around this issue, they took the situation for granted. Their 

knowledge about this censorship might even trigger their own self-censorship. Overall, 

regulation measures towards the Occupy Movement issue online led to the 

construction of knowledge about the movement that was within the tolerance of the 

authorities, while the knowledge internalised by individuals would in turn facilitate 

further regulation. 

However, this case study does not imply that the ordinary Internet users are 

always in a subordinate position. On the one hand, their online behaviours are subject 

to various norms and disciplines that reflect the will of those in power. But on the 

other hand, the knowledge they have acquired, such as critical thinking ability, or 

information technology and language skills, empower them to exploit the Internet 

more fully. This in turn helps them to produce more knowledge and power, and even 

to resist to the dominant power. In this sense, power is everywhere, fluid and evasive 

of the centralised control. Internet users gradually become a force that cannot be 

ignored within China’s Internet regulatory ecosystem.
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Chapter 7 – Internet regulation, social discipline and national 

cybersecurity 

This study adopts a macro approach to explore China’s Internet regulatory 

mechanism. Methodologically, it uses the analysis of legislative documents as its 

major research method. Theoretically, it follows Foucault’s theory of governmentality 

to investigate China’s Internet regulatory strategies. Governmentality is the way in 

which the state exercises its central power to control the entire population and each 

individual. Governmentality characterises modern forms of the power/knowledge 

relationship. This study extends the governmentality theory to the Chinese context to 

reach an in-depth understanding of its Internet regulatory mechanism. Particularly, 

based on the governmentality theory, this study develops the metaphor of the 

panopticon to propose a conceptual framework for China’s Internet regulatory 

mechanism, namely Internet panoptic-fortification. Through a systematic analysis of 

China’s Internet law and an empirical case study, this study has presented the 

construction and operation of the Internet panoptic-fortification in detail. 

Although the concept of the Internet was articulated as a global network of 

networks without boundaries, in reality, the construction and maintenance of the 

Internet is subject to political and economic conditions. Under the conditions 

pertaining in China, only the state exercises sufficient economic and political power 

to assert overall control over the whole mechanism. Therefore, the establishment of 

the Internet panoptic-fortification is based on the principle of cyberspace sovereignty, 

which considers the Internet as a virtual space within the sovereignty of the state, 

justifying, in particular, state regulation over the Internet within China. Cybersecurity 

has been officially recognised as a supreme priority for Internet regulation in China, 
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so the main focus of the mechanism is on safeguarding cybersecurity, which provides 

the foundation and premise for the further development of information and 

communication technology. 

China’s claim to cyberspace sovereignty is reflected in the exercise of 

jurisdiction over the Internet within China and is supported by relevant technologies 

and management systems. Based on this political claim, the boundary of Internet 

panoptic-fortification has been established. The political boundary naturally provides 

a defensive perimeter within which Chinese law is applied. On this basis, the physical 

infrastructure for Internet access has been built and is regulated by level – that is, the 

level of interconnected entities, the level of access entities and the user level, with the 

authorities controlling the only international networking exchange gateway channel 

and acting as gatekeepers. Such a hierarchical design enables the authorities to control 

domestic online communications at multiple levels of Internet access. It also enables 

the authorities to control online communications, in the layer of physical access, 

between China and the rest of the world. Consequently, objecting to the closed and 

isolated design of panopticon, the Internet panoptic-fortification allows and even 

encourages communications under normal circumstances; however, in an emergency, 

Internet access channels at multiple levels would be closed and communication would 

be disrupted for security reasons. 

Inside the fortification, the state has developed a panoptic regulatory system to 

strengthen its control over the population as a whole and over each Internet user. The 

authorities and ISPs together play the role of the core in this model. Under the 

leadership of the authorities and with operational support from ISPs, various means 

are employed to regulate the Internet. Among them, the network real-name system is 

used to identify each user while the Internet-surfing record backup system is used to 
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track users’ online behaviours and offline locations. Such a design guarantees that the 

core acquires sufficient information to produce the necessary knowledge about 

Internet users to guide future actions. In addition, mass supervision both online and 

offline aggravates the deterrent effect of centralised surveillance. 

Within the panoptic-fortification, hierarchical regulation and horizontal 

monitoring coexist and reinforce each other, making up a powerful regulatory 

network. While centralised control is still the dominant means used to regulate the 

Internet in the layers of physical infrastructure, logic and content, networked 

regulation has become adapted to the Triple Revolution (Rainie & Wellman, 2012). In 

the context of China, networked regulation rests in the first instance on the authorities’ 

deployment of network technologies, such as network monitoring systems, to 

strengthen their regulatory capacities. Beyond the field of technology, the term 

‘network’ also refers to a form of social organisation: all of society is mobilised to 

take part in Internet regulation. Existing offline interpersonal and organisational 

networks have been fully applied to the Internet environment to exert their influences, 

while new networks continue to be created via the information infrastructure to 

accelerate the formation of the network society. Mass supervision within these 

networks constitutes an important supplement to the centralised regulation. 

Meanwhile, through constant efforts directed at ideological control and social 

mobilisation, individuals, the basic element of networks (van Dijk J. , 2012), become 

effectively integrated into the Internet regulatory mechanism. First, as Internet users, 

they are trained to behave well and produce ‘acceptable’ information content. Second, 

they are encouraged to monitor each other and to report illegal or irregular online 

communications and actions. These distributed functions of stakeholders run parallel 
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to and interact with each other, together contributing to the efficient and steady 

operation of the Internet regulatory mechanism in China.  

Generally speaking, this mechanism is neither absolutely hierarchical, as 

previous Chinese Internet studies and reports have suggested (Liu, 2007; Li, 2009; 

Mueller, 2010; Hong, 2014), nor does it represent the multistakeholder approach 

recommended by mainstream international Internet governance organisations (de 

Bossey, 2005; Kleinwächter, 2009). Instead, it develops a hybrid Internet regulatory 

model that pursues cybersecurity objectives by incorporating measures for external 

defense and internal control, along with hierarchical regulation and horizontal 

monitoring. The joint action of these four dimensions has been expected to maximise 

regulatory effects, thus contributing to an effective and efficient network regulatory 

model. In this sense, the current Internet regulatory mechanism learns from the 

utilitarian tradition, selecting actions to maximise utility, as is recommended by 

Foucault's governmentality theory. 

This model reflects important aspects of Foucault’s account of governmentality, 

incorporating both centralised power and diffuse micro-power. Contemporary Internet 

law in China not only defines powers, but also offers direction in their exercise. To 

some extent, China's Internet law has become an instrument of discipline, the key 

feature of the modern power (Foucault, 1977; Hunt & Wickham, 1994; Golder & 

Fitzpatrick, 2009). Through normalisation, behaviours that deviate from the idealised 

norms of conduct are recognised for further processing, which encourages people to 

behave in normal, acceptable ways. The comprehensive application of management 

measures and the tools provided by law guarantees control over the whole population 

while promoting individual Internet user's self-discipline. In this sense, the regulatory 

effect of the Internet panoptic-fortification constructed by law is significant. 
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In this process, the power/knowledge relationship is also effective. Information 

is a valuable resource, and the emergence and widespread use of the Internet provides 

an unprecedented opportunity for access to information. By exercising their existing 

power, stakeholders obtain a variety of information via the Internet. Through 

systematic analysis and application, such information is further transformed into 

knowledge. This means, first, information obtained by different stakeholders is not 

equivalent, but depends on the exercise of their existing power; second, information is 

not knowledge, but rather is the source of knowledge; and third, knowledge is a 

product of the exercise of power. According to Foucault, power produces knowledge, 

while the use of the knowledge produced further enhances power. Thus, the old 

saying ‘knowledge is power’ is never obsolete even in the Internet era. 

In general, the current Internet regulatory mechanism constructed by Chinese 

law demonstrates a strong regulatory orientation. In this mechanism, priority is given 

to public interests and public order. Although increasing attention has been paid to 

private rights and interests in mainland China, they are still not primary concerns. 

This conclusion agrees with research by Jiang Min (2013) that analysed the Chinese 

authorities’ efforts to legitimate their cyber policies. This emphasis is rooted in both 

traditional Chinese culture and contemporary mainstream ideology. As a result, under 

this Internet regulatory mechanism, most measures employed aim to construct a stable 

and harmonious society. In contrast, private rights and interests do not receive 

sufficient attention from societal actors or from individuals. This suggests that the 

development and popularisation of the Internet does not necessarily imply the end of 

the digital divide; rather, the existing inequality of power could even aggravate this 

phenomenon. In the face of the powerful state apparatus, the empowerment of 

individual users in the Internet era has quite a long way to go. 



 240 

Although the legislative document analysis performed in this research project 

has generated a model of the Internet regulatory mechanism in China that has been 

verified in the case study, it remains normative and calls for more empirical research. 

First, the current legal framework of Internet regulation is a result of games among 

different nodes of power, but the model does not illustrate these power interactions. 

For example, in the 2018 institutional reform, multiple CPC and state institutions 

have been changed, integrated, dissolved or replaced within the framework of legal 

regulation. This reform is also reflected in the Internet regulatory mechanism, with 

the power of content regulation in key areas shifting from state institutions to the CPC. 

In fact, even in a relatively stable legal framework, power is flowing, and power 

relations are changing. Most power relations are influenced by political and economic 

factors. Thus an investigation of the power relations and interactions behind the 

legislation would be conducive to understanding the Internet ecology in China and its 

future development. 

Second, while the development of the Internet is extremely rapid, law-making 

activities tend to lag behind. The implementation of the existing Internet law might 

encounter various problems in practice, and some regulatory strategies and measures 

used might not even be stated expressly in law. Thus it is necessary to address 

questions like ‘How is the Internet law implemented in practice?’ ‘Does the Internet 

regulatory mechanism work as intended?’ ‘What strategies and measures are not 

stated by law but are undertaken in practice, and are they legitimate?’ Solving these 

questions would offer support for the theoretical foundation of regulating the Internet 

according to law. Meanwhile, in its focus on law at the national level, the current 

study has not examined Internet legislative documents at the local level, which mainly 

refer to Local Regulations (ñƻůȂ˂), Autonomous Regulations (ʟȀǛ`), 
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Separate Regulations (²ʸǛ`) and Local Rules (ñƻƱō˂ɦ). These local 

legislative documents might also provide a great deal of information illuminating 

Internet regulation at the local level. 

Another important issue to address concerns the principle of cyberspace 

sovereignty. As it was introduced, for historical and political reasons, within the ‘One 

Country Two Systems’ policy, China’s Internet regulatory mechanism is currently not 

applicable to Hong Kong, Macau and Taiwan; these regions have different regulatory 

mechanism distinguished from those of mainland China. However, it has been 

suggested that the Chinese authorities have the ambition to extend their cyberspace 

sovereignty and regulatory practices to Hong Kong, which lies outside the boundary 

of the Internet panoptic-fortification (Tsui, 2015). Meanwhile, changes in the political 

situation of these regions might also impact the status quo of their separate Internet 

regulatory mechanisms. Whether and how the Chinese authorities extend control over 

cyberspace awaits future research. 

When viewing China’s Internet regulatory mechanism from a broader 

perspective, the national response must be examined in relation to the trends of global 

governance. The Internet was initially designed as a global system of 'interconnected 

computer networks without centralised control, which means that its governance is 

inherently global in nature. In fact, global Internet governance has typically preceded 

domestic Internet regulation, especially in the field of basic resources. ICANN is a 

good example of this. In contrast to the Internet regulation approach that might 

emphasise the role of government, global Internet governance practices have 

embodied the multistakeholder model. Internet governance emphasises the equal 

participation of multiple stakeholders, including Internet users, businesses, 

governments, national and international organisations and other relevant communities. 
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Its decentralised structure is intended to place all stakeholders on an equal level in 

policy making. To some extent, this is the ideal governance paradigm to respond to 

the borderless and open qualities of the Internet, thus is recommended by mainstream 

International organisations. For example, The United Nations Educational, Scientific 

and Cultural Organization (UNESCO) has proposed the concept of Internet 

universality (Secretariat of the United Nations Educational, Scientific and Cultural 

Organization, 2013). It embraces the R-O-A-M principles, including that ‘the internet 

is based on human Rights’, that ‘it is Open’, that ‘it should be Accessible to all’, and 

that ‘it is nurtured by Multistakeholder participation’. These four principles are 

considered fundamental for the Internet’s further development. 

However, the form of Internet governance represented by the multistakeholder 

mode is based on a different theoretical foundation from that of China’s Internet 

regulatory mechanism. The Internet regulatory mechanism developed by China is 

based on the principle of cyberspace sovereignty, featuring strong government 

involvement, and the pursuit of national cybersecurity. It serves national security and 

social stability requirements in a broader context. While insisting on the existing 

mechanism to regulate the Internet in its own way, China also follows the multilateral 

approach to participate in the global Internet governance. In addition to the existing 

global Internet governance framework, China has further introduced new platforms to 

give voice to China’s perspective. The World Internet Conference, an annual event 

held in Wuzhen since 2014, is an example in this regard. Distinguished from 

dominant global Internet governance organisations that follow a multistakeholder 

approach, the World Internet Conference underscores the importance of cyberspace 

sovereignty and proposes the construction of  ‘a community of shared destiny in 

cyberspace’ (Xi, 2015). All these actions indicate China’s intention to be a global 
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cyber power and an architect of the global Internet order. In this situation, research on 

China’s response to the global Internet governance framework will require 

considerable attention in the future, which would be beneficial for both theoretical 

and practical purposes. 
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Aug. 27, 2009 & Oct. 25, 2013) (Lawinfochina) (China). 

006 Zhonghua Renmin Gongheguo Guanggao Fa (*°Aǻ~ßíŉÛȂ) 

[Advertising Law of the People’s Republic of China] (promulgated by the 
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Feb. 1, 1995, revised Sep. 1, 2015) (Lawinfochina) (China). 
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007 Zhonghua Renmin Gongheguo Hetong Fa (*°Aǻ~ßíÐÒȂ) [Contract 
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revised Oct. 26, 2012) (Lawinfochina) (China). 
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Hulianwang Anquan de Jueding (|íAǻIʺĈUł¦ēÜU�<ʋƐ=
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Republic of China] (promulgated by the Standing Committee of the National 
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Oct. 1, 2015, revised Apr. 24, 2015) (Lawinfochina) (China). 

013 Zhonghua Renmin Gongheguo Qinquan Zeren Fa (*°Aǻ~ßídǚ˰O

Ȃ) [Tort Law of the People’s Republic of China] (promulgated by the Standing 

Committee of the National People’s Congress, Dec. 26, 2009, effective Jul. 1, 

2010) (Lawinfochina) (China). 
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Aǻ~ßíȋąǻ:�ɵȂť̖ȮȂ) [Law of the People’s Republic of 

China on Choice of Law for Foreign-related Civil Relationships] (promulgated 

by the Standing Committee of the National People’s Congress, Oct. 28, 2010, 

effective Apr. 1, 2011) (Lawinfochina) (China). 
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ʐʉhŴgƐȺ�Ğ) [Decision of the Standing Committee of the National 

People’s Congress on Strengthening Information Protection on Networks] 

(promulgated by the Standing Committee of the National People’s Congress, 

Dec. 28, 2012) (Lawinfochina) (China). 
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Ȃ) [National Security Law of the People’s Republic of China] (promulgated by 

the Standing Committee of the National People’s Congress, Jul. 1, 2015) 

(Lawinfochina) (China). 

017 Zhonghua Renmin Gongheguo Fankongbuzhuyi Fa (*°Aǻ~ßíÁűŭ

,/Ȃ) [Counterterrorism Law of the People’s Republic of China] 

(promulgated by the Standing Committee of the National People’s Congress, 

Dec. 27, 2015, effective Jan. 1, 2016) (Lawinfochina) (China). 

018 Zhonghua Renmin Gongheguo Wangluo Anquan Fa (*°Aǻ~ßíʐʉĚ

|Ȃ) [Cybersecurity Law of the People’s Republic of China] (promulgated by 

the Standing Committee of the National People’s Congress, Nov. 7, 2016, 

effective Jun. 1, 2017) (Lawinfochina) (China). 

Administrative Regulation 

019 Jisuanji Xinxi Xitong Anquan Baohu Tiaoli (ˉɯǘhŴɵʊĚ|gƐǛ`) 

[Regulation on Safeguarding the Security of Computer Information Systems] 

(promulgated by the State Council, Feb. 18, 1994, revised Jan. 8, 2011) 

(Lawinfochina) (China). 

020 Jisuanji Xinxi Wangluo Guoji Lianwang Guanli Zanxing Guiding (ˉɯǘhŴ

ʐʉí̷ʛʐɰȬǊʸ˂Ğ) [Interim Provisions on the Management of 
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International Networking of Computer Information Networks] (promulgated by 

the State Council, Feb. 1, 1996, revised May. 20, 1997) (Lawinfochina) 

(China). 

021 Dianxin Tiaoli (ȱhǛ`) [Telecommunication Regulation] (promulgated by 

the State Council, Sep. 25, 2000, revised Jul. 29, 2014 & Feb. 6, 2016) 

(Lawinfochina) (China). 

022 Hulianwang Xinxi Fuwu Guanli Banfa (=ʛʐhŴǒ¦ɰȬ¤Ȃ) 

[Administrative Measures for Internet Content Services] (promulgated by the 

State Council, Sep. 25, 2000, revised Jan. 8, 2011) (Lawinfochina) (China). 

023 Waishang Touzi Dianxin Qiye Guanli Guiding (ąåƎ˼ȱhQ%ɰȬ˂Ğ) 

[Provisions on the Administration of Foreign-invested Telecommunications 

Enterprises] (promulgated by the State Council, Dec. 11, 2001, effective Jan. 1, 

2002, revised Sep. 10, 2008 & Feb. 6, 2016) (Lawinfochina) (China). 

024 Jisuanji Ruanjian Baohu Tiaoli (ˉɯǘ̆MgƐǛ`) [Regulations on the 

Protection of Computer Software] (promulgated by the State Council, Dec. 20, 

2001, effective Jan. 1, 2002, revised Jan. 8, 2011 & Jan. 30, 2013) 

(Lawinfochina) (China). 

025 Chuban Guanli Tiaoli (�ȡɰȬǛ`) [Regulation on the Administration of 

Publication] (promulgated by the State Council, Dec. 25, 2001, effective Feb. 1, 

2002, revised Mar. 19, 2011, Jul. 18, 2013, Jul. 29, 2014 & Feb. 6, 2016) 

(Lawinfochina) (China). 

026 Hulianwang Shangwang Fuwu Yingye Changsuo Guanli Tiaoli (=ʛʐ�ʐǒ

¦ʰ%òƅɰȬǛ`) [Regulation on the Administration of Business Premises 

of Internet Access Service] (promulgated by the State Council, Sep. 29, 2002, 

effective Nov. 15, 2002, revised Jan.8, 2011 & Feb. 6, 2016) (Lawinfochina) 

(China). 

027 Xinxi Wangluo Chuanboquan Baohu Tiaoli (hŴʐʉWƪǚgƐǛ`) 

[Regulation on the Protection of Rights to Disseminate on Information 

Network] (promulgated by the State Council, May. 18, 2006, effective Jul. 1, 

2006, revised Jan. 30, 2013) (LexisNexis) (China). 

028 Guanyu Shouquan Guojia Hulianwang Xinxi Bangongshi Fuze Hulianwang 

Xinxi Neirong Guanli Gongzuo de Tongzhi (�<ƟǚíĦ=ʛʐhŴ¤}ģ
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ˮ˰=ʛʐhŴ�ħɰȬĺ^Ⱥ̘Ʌ) [Notice on Authorizing Cyberspace 

Administration of China to be in Charge of the Management of Internet 

Information Content] (promulgated by the State Council, Aug. 26, 2014) 

(Lawinfochina) (China). 

Departmental Rule 

029 Zhongguo Gongyong Jisuanji Hulianwang Guoji Lianwang Guanli Banfa (*í

}Ȯˉɯǘ=ʛʐí̷ʛʐɰȬ¤Ȃ) [Administrative Measures for the 

International Networking of the Chinanet] (promulgated by Ministry of Posts 

and Telecommunications, Apr. 9, 1996) (www.fdi.gov.cn) (China). 

030 Jisuanji Xinxi Xitong Anquan Zhuanyong Chanpin Jiance he Xiaoshou 

Xukezheng Guanli Banfa (ˉɯǘhŴɵʊĚ|#Ȯ@àǪȇß̧ä˒Ê˗

ɰȬ¤Ȃ) [Administrative Measures for the Inspection and Sale Licenses of 

Security Products in Computer Information Systems] (promulgated by Ministry 

of Public Security, Jun. 28, 1997, effective Dec. 12, 1997) (www.mps.gov.cn) 

(China). 

031 Jisuanji Xinxi Wangluo Guoji Lianwang Anquan Baohu Guanli Banfa (ˉɯǘ

hŴʐʉí̷ʛʐĚ|gƐɰȬ¤Ȃ) [Administrative Measures for the 

Security Protection of the International networking of Computer Information 

Networks] (promulgated by Ministry of Public Security, Dec. 16, 1997, 

effective Dec. 30, 1997, revised Jan. 8, 2011) (Lawinfochina) (China). 

032 Jisuanji Bingdu Fangzhi Guanli Banfa (ˉɯǘȷǸ̳ȀɰȬ¤Ȃ) 

[Administrative measures for the Prevention and Control of Computer Viruses] 

(promulgated by Ministry of Public Security, Apr. 26, 2000) (www.mps.gov.cn) 

(China). 

033 Dianxin Fuwu Zhiliang Jiandu Guanli Zanxing Banfa (ȱhǒ¦˳̤ȼɄɰȬ

Ǌʸ¤Ȃ) [Interim Measures for the Quality Supervision and Management of 

the Telecommunications Service] (promulgated by Ministry of Information 

Industry, Jan. 11, 2001, revised Sep. 23, 2014) (Lawinfochina) (China). 

034 Gongyong Dianxin Wangjian Hulian Guanli Guiding (}Ȯȱhʐ̮=ʛɰȬ

˂Ğ) [Provisions on the Management of Interconnection between Public 

Telecommunication Networks] (promulgated by Ministry of Information 
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Industry, May. 10, 2001, revised Sep. 23, 2014) (Lawinfochina) (China). 

035 Dianxin Shebei Jinwang Guanli Banfa (ȱh˕ă̐ʐɰȬ¤Ȃ) [Measures for 

the Network Access Management of Telecommunication Equipment] 

(promulgated by Ministry of Information Industry, May. 10, 2001, revised Sep. 

23, 2014) (Lawinfochina) (China). 

036 Hulianwang Guganwang jian Hulian Fuwu Zanxing Guiding (=ʛʐ͜Ņʐ̮

=ʛǒ¦Ǌʸ˂Ğ) [Interim Provisions on the Interconnection Services 

between Internet Backbone Networks] (promulgated by Ministry of Information 

Industry, Sep. 29, 2001) (Lawinfochina) (China). 

037 Hulianwang Guganwang jian Hulian Guanli Zanxing Guiding (=ʛʐ͜Ņʐ

̮=ʛɰȬǊʸ˂Ğ) [Interim Provisions on the Management of the 

Interconnection between Internet Backbone Networks] (promulgated by 

Ministry of Information Industry, Oct. 8, 2001) (Lawinfochina) (China). 

038 Dianxin Wangjian Hulian Zhengyi Chuli Banfa (ȱhʐ̮=ʛ9ˎĂȬ¤Ȃ) 

[Measures for the Settlement of Disputes over Interconnection between 

Telecommunication Networks] (promulgated by Ministry of Information 

Industry, Nov. 19, 2001, effective Jan. 1, 2002) (Lawinfochina) (China). 

039 Dianxin Jianshe Guanli Banfa (ȱhŔ˕ɰȬ¤Ȃ) [Administrative Measures 

for Telecommunication Construction] (promulgated by Ministry of Information 

Industry, Jan. 4, 2002, effective Feb. 1, 2002) (pkulaw.cn) (China). 

040 Guoji Tongxin Churukouju Guanli Banfa (í̷̘h�{ÅĳɰȬ¤Ȃ) 

[Administrative Measures for International Communications Gateway 

Exchanges] (promulgated by Ministry of Information Industry, Jun. 26, 2002, 

effective Oct. 1, 2002) (Lawinfochina) (China). 

041 Zhongguo Hulian Wangluo Yuming Guanli Banfa (*í=ʛʐʉúÓɰȬ¤

Ȃ) [Administrative Measures for Internet Domain Names of China] 

(promulgated by Ministry of Information Industry, Aug. 1, 2002, effective Sep. 

30, 2002) (Lawinfochina) (China). 

042 Dianxin Wangmahao Ziyuan Guanli Banfa (ȱhʐɇÍ˼ȔɰȬ¤Ȃ) 

[Administrative Measures for Telecommunication Network Code Numbers] 

(promulgated by Ministry of Information Industry, Jan. 29, 2003, effective Mar. 
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1, 2003, revised Sep. 23, 2014) (Lawinfochina) (China). 

043 Tielu Jisuanji Xinxi Xitong Anquan Baohu Banfa (̦̂ˉɯǘhŴɵʊĚ|

gƐ¤Ȃ) [Measures for Safeguarding the Security of Railways Computer 

Information Systems] (promulgated by Ministry of Railways, Jul. 15, 2003, 

effective Sep. 01, 2003) (LexisNexis) (China). 

044 Hulianwang Yaopin Xinxi Fuwu Guanli Banfa (=ʛʐʯàhŴǒ¦ɰȬ¤

Ȃ) [Administrative Measures for Drug Information Service over the Internet] 

(promulgated by China Food and Drug Administration, Jul. 8, 2004) 

(Lawinfochina) (China). 

045 Hulianwang IP Dizhi Beian Guanli Banfa (=ʛʐ IPñóăǨɰȬ¤Ȃ) 

[Administrative Measures for IP Address Filing] (promulgated by Ministry of 

Information Industry, Feb. 8, 2005, effective Mar. 20, 2005) (Lawinfochina) 

(China). 

046 Feijingyingxing Hulianwang Xinxi Fuwu Bei’an Guanli Banfa (ͅʅʰů=ʛ

ʐhŴǒ¦ăǨɰȬ¤Ȃ) [Measures for the Archival Administration of Not-

for-profit Internet Content Services] (promulgated by Ministry of Information 

Industry, Feb. 8, 2005, effective Mar. 20, 2005) (Lawinfochina) (China). 

047 Dianxin Fuwu Guifan (ȱhǒ¦˂ʬ) [Telecommunication Services 

Specifications] (promulgated by Ministry of Information Industry, Mar. 13, 

2005, effective Apr. 20, 2005) (Lawinfochina) (China). 

048 Hulianwang Zhuzuoquan Xingzheng Baohu Banfa (=ʛʐʲ^ǚʸƱgƐ¤

Ȃ) [Measures for the Administrative Protection of Internet Copyright] 

(promulgated by National Copyright Administration & Ministry of Information 

Industry, Apr. 30, 2005, effective May. 30, 2005) (Lawinfochina) (China). 

049 Hulianwang Xinwen Xinxi Fuwu Guanli Guiding (=ʛʐƺ̯hŴǒ¦ɰȬ

˂Ğ) [Provisions on the Administration of Internet News Information Services] 

(promulgated by the State Council Information Office & Ministry of 

Information Industry, Sep. 25, 2005) (Lawinfochina) (China). 

050 Hulianwang Anquan Baohu Jishu Cuoshi Guiding (=ʛʐĚ|gƐƌǗƥƼ

˂Ğ) [Provisions on the Technical Measures for Safeguarding the Internet 

Security] (promulgated by Ministry of Public Security, Dec. 13, 2005, effective 
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Mar. 1, 2006) (Lawinfochina) (China). 

051 Hulianwang Dianzi Youjian Fuwu Guanli Banfa (=ʛʐȱĖ̝Mǒ¦ɰȬ¤

Ȃ) [Administrative Measures for Internet E-mail Services] (promulgated by 

Ministry of Information Industry, Feb. 20, 2006, effective Mar. 30, 2006) 

(Lawinfochina) (China). 

052 Hulianwang Shiting Jiemu Fuwu Guanli Guiding (=ʛʐ˃ÙʨȾǒ¦ɰȬ

˂Ğ) [Provisions on the Administration of Internet Audio-visual Program 

Services] (promulgated by State Administration of Radio, Film and Television 

& Ministry of Information Industry, Dec. 20, 2007, effective Jan. 31, 2008) 

(Lawinfochina) (China). 

053 Dianzi Renzheng Fuwu Guanli Banfa (ȱĖˋ˗ǒ¦ɰȬ¤Ȃ) 

[Administrative Measures for Electronic Certification Services] (promulgated 

by Ministry of Industry and Information Technology, Feb. 18, 2009, effective 

Mar. 31, 2009, revised Apr. 29, 2015) (Lawinfochina) (China). 

054 Dianxin Yewu Jingying Xuke Guanli Banfa (ȱh%¦ʅʰ˒ÊɰȬ¤Ȃ) 

[Administrative Measures for the Licensing of Telecommunication Business 

Operations] (promulgated by Ministry of Industry and Information Technology, 

Mar. 1, 2009, effective Apr. 10, 2009) (Lawinfochina) (China). 

055 Zhuzuoquan Xingzheng Chufa Shishi Banfa (ʲ^ǚʸƱĂʑğƼ¤Ȃ) 

[Measures for the Implementation of Copyright Administrative Punishment] 

(promulgated by National Copyright Administration, May. 7, 2009, effective 

Jun. 15, 2009) (Lawinfochina) (China). 

056 Tongxin Wangluo Anquan Fanghu Guanli Banfa (̘hʐʉĚ|̳ƐɰȬ¤Ȃ

) [Administrative Measures for Communication Network Security Protection] 

(promulgated by Ministry of Industry and Information Technology, Jan. 21, 

2010, effective Mar. 1, 2010) (Lawinfochina) (China). 

057 Wangluo Youxi Guanli Zanxing Banfa (ʐʉȒžɰȬǊʸ¤Ȃ) [Interim 

Measures for the Administration of Online Games] (promulgated by Ministry of 

Culture, Jun. 3, 2010, effective Aug. 1, 2010) (Lawinfochina) (China). 

058 Fei Jinrong Jigou Zhifu Fuwu Guanli Banfa (̥ͅʷǘǞƬHǒ¦ɰȬ¤Ȃ) 

[Administrative Measures for the Payment Services Provided by Non-financial 

Institutions] (promulgated by People’s Bank of China, Jun. 14, 2010, effective 
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Sep. 1, 2010) (Lawinfochina) (China). 

059 Hulianwang Wenhua Guanli Zanxing Guiding (=ʛʐƷ¬ɰȬǊʸ˂Ğ) 

[Interim Provisions on the Administration of Internet Culture] (promulgated by 

Ministry of Culture, Feb. 17, 2011, effective Apr. 1, 2011) (Lawinfochina) 

(China). 

060 Guifan Hulianwang Xinxi Fuwu Shichang Zhixu Ruogan Guiding (˂ʬ=ʛʐ

hŴǒ¦ľòɗŊʪŅ˂Ğ) [Several Provisions on Regulating the Market 

Order of Internet Content Services] (promulgated by Ministry of Industry and 

Information Technology, Dec. 29, 2011, effective Mar. 15, 2012) 

(Lawinfochina) (China). 

061 Dianxin he Hulianwang Yonghu Geren Xinxi Baohu Guiding (ȱhß=ʛʐ

ȮƄ)AhŴgƐ˂Ğ) [Provisions on Protecting the Personal Information of 

Telecommunications and Internet Users] (promulgated by Ministry of Industry 

and Information Technology, Jul. 16, 2013, effective Sep. 1, 2013) 

(Lawinfochina) (China). 

062 Dianhua Yonghu Zhenshi Shenfen Xinxi Dengji Guiding (ȱˠȮƄɃğ̃P

hŴȸː˂Ğ) [Provisions on the Registration of True Identity Information of 

Telephone Subscribers] (promulgated by Ministry of Industry and Information 

Technology, Jul. 16, 2013, effective Sep. 1, 2013) (Lawinfochina) (China). 

063 Wangluo Jiaoyi Guanli Banfa (ʐʉ?ǄɰȬ¤Ȃ) [Administrative Measures 

for Online Transaction] (promulgated by State Administration for Industry and 

Commerce, Jan. 26, 2014, effective Mar. 15, 2014) (Lawinfochina) (China). 

064 Wangluo Lingshou Disanfang Pingtai Jiaoyi Guize Zhiding Chengxu Guiding 

�Shixing� (ʐʉ́äɩ�ƻņË?Ǆ˂��ĞɜŊ˂Ğ�˟ʸ�) 

[Provisions on the Procedures for Formulating Transaction Rules of Third-party 

Platforms for Internet Retail (for Trial Implementation)] (promulgated by 

Ministry of Commerce, Dec. 24, 2014, effective Apr. 01, 2015) (LexisNexis) 

(China). 

065 Tongxin Duanxinxi Fuwu Guanli Guiding (̘hɆhŴǒ¦ɰȬ˂Ğ) 

[Administrative Provisions on Short Message Services] (promulgated by 

Ministry of Industry and Information Technology, May. 19, 2015, effective Jun. 

30, 2015) (LexisNexis) (China). 



 270 

066 Wangluo Shangpin he Fuwu Jizhong Cuxiao Huodong Guanli Zanxing Guiding 

(ʐʉåàßǒ¦̿*ȩȅ§ɰȬǊʸ˂Ğ) [Interim Provisions on the 

Administration of Centralised Online Promotional Activities for Goods and 

Services] (promulgated by State Administration for Industry and Commerce, 

Sep. 2, 2015, effective Oct. 1, 2015) (Lawinfochina) (China). 

067 Kexue Jishu Baomi Guiding (ɔĘƌǗgĨ˂Ğ) [Provisions on the 

Confidentiality of Scientific Technologies] (promulgated by Ministry of 

Science and Technology & National Administration for the Protection of State 

Secrets, Nov. 16, 2015) (LexisNexis) (China). 

068 Wangluo Chuban Fuwu Guanli Guiding (ʐʉ�ȡǒ¦ɰȬ˂Ğ) [Provisions 

on the Administration of Online Publishing Services] (promulgated by State 

Administration of Press, Publication, Radio, Film and Television & Ministry of 

Industry and Information Technology, Feb. 4, 2016, effective Mar. 10, 2016) 

(Lawinfochina) (China). 

069 Zhuanwang ji Dingxiang Chuanbo Shiting Jiemu Fuwu Guanli Guiding (#ʐ

¿ĞÕWƪ˃ÙʨȾǒ¦ɰȬ˂Ğ) [Provisions on the Administration of 

Private Network and Directional Propagation of Audio-visual Program 

Services] (promulgated by State Administration of Press, Publication, Radio, 

Film and Television, Apr. 25, 2016, effective Jun. 1, 2016) (Lawinfochina) 

(China). 

070 Dianxin Yonghu Shensu Chuli Banfa (ȱhȮƄȰ˛ĂȬ¤Ȃ) [Measures for 

Handling the Complaints of Telecommunications Users] (promulgated by 

Ministry of Industry and Information Technology, May. 26, 2016, effective Jul. 

30, 2016) (Lawinfochina) (China). 

071 Chubanwu Shichang Guanli Guiding (�ȡȤľòɰȬ˂Ğ) [Provisions on 

the Administration of the Publication Market] (promulgated by State 

Administration of Press, Publication, Radio, Film and Television & Ministry of 

Commerce, May 31, 2016, effective Jun. 1, 2016) (Lawinfochina) (China). 

072 Wangluo Shipin Anquan Weifa Xingwei Chachu Banfa (ʐʉ͖àĚ|̑Ȃʸ

+ǢĂ¤Ȃ) [Measures for Investigation of Illegal Conducts Concerning the 

Safety of Food Sold Online] (promulgated by China Food and Drug 

Administration, Jul. 13, 2016, effective Oct. 1, 2016) (LexisNexis) (China). 
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073 Hulianwang Guanggao Guanli Zanxing Banfa (=ʛʐŉÛɰȬǊʸ¤Ȃ) 

[Interim Measures for the Administration of Internet Advertising] (promulgated 

by State Administration for Industry and Commerce, Jul. 14, 2016, effective 

Sep. 1, 2016) (Lawinfochina) (China). 

074 Wangluo Yuyue Chuzu Qiche Jingying Fuwu Guanli Zanxing Banfa (ʐʉ͎ɺ

�ɖǽ̄ʅʰǒ¦ɰȬǊʸ¤Ȃ) [Interim Measures for the Administration 

of Online Taxi Booking Business Operations and Services] (promulgated by 

Ministry of Transport, Ministry of Industry and Information Technology, 

Ministry of Public Security, Ministry of Commerce, State Administration for 

Industry and Commerce, General Administration of Quality Supervision, 

Inspection and Quarantine & Cyberspace Administration of China, Jul. 27, 

2016, effective Nov. 1, 2016) (Lawinfochina) (China). 

075 Wangluo Jiedai Xinxi Zhongjie Jigou Yewu Huodong Guanli Zanxing Banfa (

ʐʉk˸hŴ*EǘǞ%¦ȅ§ɰȬǊʸ¤Ȃ) [Interim Measures for the 

Administration of the Business Activities of Online Lending Information 

Intermediary Institutions] (promulgated by China Banking Regulatory 

Commission, Ministry of Industry and Information Technology, Ministry of 

Public Security & Cyberspace Administration of China, Aug. 17, 2016) 

(Lawinfochina) (China). 

Judicial Interpretation 

076 Zuigao Renmin Fayuan guanyu Shenli Raoluan Dianxin Shichang Guanli Zhixu 

Anjian Juti Yingyong Falu Ruogan Wenti de Jieshi (ǐ͝AǻȂ̹�<ĠȬƉ

6ȱhľòɰȬɗŊǨM�\ŋȮȂťʪŅ̭͒Ⱥ˄̡) [Interpretation of 

the Supreme People’s Court Concerning Several Issues on the Specific 

Application of Law in the Trial of Cases of Disruption of the Administrative 

Order of the Telecommunication Market] (promulgated by the Supreme 

People’s Court, May. 12, 2000, effective May. 24, 2000) (LexisNexis) (China). 

077 Zuigao Renmin Fayuan guanyu Shenli wei Jingwai Qiequ, Citan, Shoumai, 

Feifa Tigong Guojia Mimi huo Qingbao Anjian Juti Yingyong Falu Ruogan 

Wenti de Jieshi (ǐ͝AǻȂ̹�<ĠȬ+þąɢÃ��ơ�ƭ5�ͅȂƦ

aíĦɕĨƂŷƑǨM�\ŋȮȂťʪŅ̭͒Ⱥ˄̡) [Interpretation of the 
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Supreme People’s Court on Several Issues Concerning the Specific Application 

of Law in the Trial of Cases of Stealing, Spying into, Buying or Unlawfully 

Supplying State Secrets or Intelligence for Entities outside the Territory of 

China] (promulgated by the Supreme People’s Court, Nov. 20, 2000, effective 

Jan. 22, 2001) (Lawinfochina) (China). 

078 Zuigao Renmin Fayuan guanyu Shenli Sheji Jisuanji Wangluo Yuming Minshi 

Jiufen Anjian Shiyong Falu Ruogan Wenti de Jieshi (ǐ͝AǻȂ̹�<ĠȬ

ȋ¿ˉɯǘʐʉúÓǻ:ɸɽǨM̖ȮȂťʪŅ̭͒Ⱥ˄̡) 

[Interpretation of the Supreme People’s Court on Application of Laws in the 

Trial of Civil Disputes over Domain Names of Computer Network] 

(promulgated by the Supreme People’s Court, Jul. 17, 2001, effective Jul. 24, 

2001) (Lawinfochina) (China). 

079 Zuigao Renmin Fayuan, Zuigao Renmin Jianchayuan guanyu Banli Liyong 

Hulianwang, Yidong Tongxun Zhongduan, Shengxuntai Zhizuo, Fuzhi, 

Chuban, Fanmai, Chuanbo Yinhui Dianzi Xinxi Xingshi Anjian Juti Yingyong 

Falu Ruogan Wenti de Jieshi (ǐ͝AǻȂ̹�ǐ͝AǻǪĩ̹�<¤Ȭ�Ȯ

=ʛʐ�ɚ§̘ˏʃɧ�āˏË�^�Ą���ȡ�˴³�WƪȌɛȱĖ

hŴ�:ǨM�\ŋȮȂťʪŅ̭͒Ⱥ˄̡) [Interpretation of the Supreme 

People’s Court and the Supreme People’s Procuratorate on Several Issues 

Concerning the Concrete Application of Law in the Handling of Criminal Cases 

of Making, Reproducing, Publishing, Selling and Spreading Pornographic 

Electronic Information by Means of the Internet, Terminal of Mobile 

Communications and Sound Message Stations] (promulgated by the Supreme 

People’s Court & the Supreme People’s Procuratorate, Sep. 3, 2004, effective 

Sep. 6, 2004) (Lawinfochina) (China). 

080 Zuigao Renmin Fayuan, Zuigao Renmin Jianchayuan guanyu Banli Qinfan 

Zhishi Chanquan Xingshi Anjian Juti Yingyong Falu Ruogan Wenti de Jieshi (

ǐ͝AǻȂ̹�ǐ͝AǻǪĩ̹�<¤ȬdȦɅ˙@ǚ�:ǨM�\ŋȮ

ȂťʪŅ̭͒Ⱥ˄̡) [Interpretation of the Supreme People’s Court and the 

Supreme People’s Procuratorate Concerning Several Issues on the Specific 

Application of Law for Handling Criminal Cases of Infringement upon 

Intellectual Property Rights] (promulgated by the Supreme People’s Court & 
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the Supreme People’s Procuratorate, Dec. 8, 2004, effective Dec. 22, 2004) 

(Lawinfochina) (China). 

081 Zuigao Renmin Fayuan, Zuigao Renmin Jianchayuan guanyu Banli Dubo 

Xingshi Anjian Juti Yingyong Falu Ruogan Wenti de Jieshi (ǐ͝AǻȂ̹�

ǐ͝AǻǪĩ̹�<¤Ȭ˽´�:ǨM�\ŋȮȂťʪŅ̭͒Ⱥ˄̡) 

[Interpretation of the Supreme People’s Court and Supreme People’s 

Procuratorate about Several Issues Concerning the Application of Law in 

Gambling Criminal Cases] (promulgated by the Supreme People’s Court & the 

Supreme People’s Procuratorate, May. 11, 2005, effective May. 13, 2005) 

(Lawinfochina) (China). 

082 Zuigao Renmin Fayuan, Zuigao Renmin Jianchayuan guanyu Banli Qinfan 

Zhuzuoquan Xingshi Anjian zhong Sheji Luyin Luxiang Zhipin Youguan Wenti 

de Pifu (ǐ͝AǻȂ̹�ǐ͝AǻǪĩ̹�<¤ȬdȦʲ^ǚ�:ǨM*

ȋ¿ŝ͉ŝr�àǑ�̭͒ȺƊĄ) [Reply of the Supreme People’s Court 

and the Supreme People’s Procuratorate on Relevant Issues Concerning Audio-

visual Products Involved in the Handling of Criminal Cases of Infringing upon 

Copyrights] (promulgated by the Supreme People’s Court & the Supreme 

People’s Procuratorate, Sep. 23, 2005, effective Oct. 18, 2005) (Lawinfochina) 

(China). 

083 Zuigao Renmin Fayuan, Zuigao Renmin Jianchayuan guanyu Banli Qinfan 

Zhishi Chanquan Xingshi Anjian Juti Yingyong Falu Ruogan Wenti de Jieshi 

(Er) (ǐ͝AǻȂ̹�ǐ͝AǻǪĩ̹�<¤ȬdȦɅ˙@ǚ�:ǨM�

\ŋȮȂťʪŅ̭͒Ⱥ˄̡�;�) [Interpretation II of the Supreme 

People’s Court and the Supreme People’s Procuratorate of the Issues 

Concerning the Specific Application of Law in Handling Criminal Cases of 

Infringement of Intellectual Property Rights] (promulgated by the Supreme 

People’s Court & the Supreme People’s Procuratorate, Apr. 4, 2007, effective 

Apr. 5, 2007) (Lawinfochina) (China). 

084 Zuigao Renmin Fayuan, Zuigao Renmin Jianchayuan guanyu Banli Fanghai 

Xinyongka Guanli Xingshi Anjian Juti Yingyong Falu Ruogan Wenti de Jieshi (

ǐ͝AǻȂ̹�ǐ͝AǻǪĩ̹�<¤ȬĒĥhȮ¶ɰȬ�:ǨM�\ŋ

ȮȂťʪŅ̭͒Ⱥ˄̡) [Interpretation of the Supreme People’s Court and the 
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Supreme People’s Procuratorate of Several Issues Concerning the Specific 

Application of Law in the Handling of Cases of Crimes Disturbing the 

Administration of Credit Cards] (promulgated by the Supreme People’s Court 

& the Supreme People’s Procuratorate, Dec. 3, 2009, effective Dec. 16, 2009) 

(Lawinfochina) (China). 

085 Zuigao Renmin Fayuan, Zuigao Renmin Jianchayuan guanyu Banli Liyong 

Hulianwang, Yidong Tongxun Zhongduan, Shengxuntai Zhizuo, Fuzhi, 

Chuban, Fanmai, Chuanbo Yinhui Dianzi Xinxi Xingshi Anjian Juti Yingyong 

Falu Ruogan Wenti de Jieshi (Er) (ǐ͝AǻȂ̹�ǐ͝AǻǪĩ̹�<¤Ȭ

�Ȯ=ʛʐ�ɚ§̘ˏʃɧ�āˏË�^�Ą���ȡ�˴³�WƪȌɛ

ȱĖhŴ�:ǨM�\ŋȮȂťʪŅ̭͒Ⱥ˄̡�;�) [Interpretation (II) 

of the Supreme People’s Court and the Supreme People’s Procuratorate of 

Several Issues on the Specific Application of Law in the Handling of Criminal 

Cases about Producing, Reproducing, Publishing, Selling and Disseminating 

Pornographic Electronic Information via the Internet, Mobile Communication 

Terminals and Sound Message Stations] (promulgated by the Supreme People’s 

Court & the Supreme People’s Procuratorate, Jan. 18, 2010, effective Feb. 4, 

2010) (Lawinfochina) (China). 

086 Zuigao Renmin Fayuan, Zuigao Renmin Jianchayuan guanyu Banli Zhapian 

Xingshi Anjian Juti Yingyong Falu Ruogan Wenti de Jieshi (ǐ͝AǻȂ̹�

ǐ͝AǻǪĩ̹�<¤Ȭ˚͛�:ǨM�\ŋȮȂťʪŅ̭͒Ⱥ˄̡) 

[Interpretation of the Supreme People’s Court and the Supreme People’s 

Procuratorate on Several Issues Concerning the Specific Application of Law in 

the Trial of Criminal Cases on Swindling] (promulgated by the Supreme 

People’s Court & the Supreme People’s Procuratorate, Mar. 1, 2011, effective 

Apr. 8, 2011) (Lawinfochina) (China). 

087 Zuigao Renmin Fayuan, Zuigao Renmin Jianchayuan guanyu Banli Weihai 

Jisuanji Xinxi Xitong Anquan Xingshi Anjian Yingyong Falu Ruogan Wenti de 

Jieshi (ǐ͝AǻȂ̹�ǐ͝AǻǪĩ̹�<¤Ȭ¸ĥˉɯǘhŴɵʊĚ|

�:ǨMŋȮȂťʪŅ̭͒Ⱥ˄̡) [Interpretation of the Supreme People’s 

Court and the Supreme People’s Procuratorate of Several Issues on the 

Application of Law in the Handling of Criminal Cases about Endangering the 
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Security of Computer Information Systems] (promulgated by the Supreme 

People’s Court & the Supreme People’s Procuratorate, Aug. 1, 2011, effective 

Sep. 1, 2011) (Lawinfochina) (China). 

088 Zuigao Renmin Fayuan guanyu Shenli Qinhai Xinxi Wangluo Chuanboquan 

Minshi Jiufen Anjian Shiyong Falu Ruogan Wenti de Guiding (ǐ͝AǻȂ̹

�<ĠȬdĥhŴʐʉWƪǚǻ:ɸɽǨM̖ȮȂťʪŅ̭͒Ⱥ˂Ğ) 

[Provisions of the Supreme People’s Court on Several Issues Concerning the 

Application of Law in Hearing Civil Dispute Cases Involving Infringement of 

the Right of Dissemination on Information Networks] (promulgated by the 

Supreme People’s Court, Dec. 17, 2012, effective Jan. 1, 2013) (Lawinfochina) 

(China). 

089 Zuigao Renmin Fayuan, Zuigao Renmin Jianchayuan guanyu Banli Liyong 

Xinxi Wangluo Shishi Feibang deng Xingshi Anjian Shiyong Falu Ruogan 

Wenti de Jieshi (ǐ͝AǻȂ̹�ǐ͝AǻǪĩ̹�<¤Ȭ�ȮhŴʐʉğ

Ƽ˥˪ɪ�:ǨM̖ȮȂťʪŅ̭͒Ⱥ˄̡) [Interpretation of the Supreme 

People’s Court and the Supreme People’s Procuratorate on Several Issues 

Concerning the Specific Application of Law in the Handling of Defamation 

through Information Networks and Other Criminal Cases] (promulgated by the 

Supreme People’s Court & the Supreme People’s Procuratorate, Sep. 9, 2013, 

effective Sep. 10, 2013) (Lawinfochina) (China). 

090 Zuigao Renmin Fayuan guanyu Shenli Liyong Xinxi Wangluo Qinhai Renshen 

Quanyi Minshi Jiufen Anjian Shiyong Falu Ruogan Wenti de Guiding (ǐ͝A

ǻȂ̹�<ĠȬ�ȮhŴʐʉdĥÃǚȻǻ:ɸɽǨM̖ȮȂťʪŅ̭

͒Ⱥ˂Ğ) [Provisions of the Supreme People’s Court on Several Issues 

Concerning the Application of Law in the Trial of Cases involving Civil 

Disputes over Infringements upon Personal Rights and Interests through 

Information Networks] (promulgated by the Supreme People’s Court, Aug. 21, 

2014, effective Oct. 10, 2014) (Lawinfochina) (China). 

Administrative Normative Document 

091 Guanyu Fangbingduka deng Chanpin Shuyu Jisuanji Anquan Zhuanyong 

Chanpin de Pifu (�<̳ȷǸ¶ɪ@àķ<ˉɯǘĚ|#Ȯ@àȺƊĄ) 
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[Reply on Defining Anti Virus Card and Other Products as Computer Security 

Products] (promulgated by Ministry of Public Security, Dec. 13, 1995) 

(LexisNexis) (China). 

092 Jisuanji Xinxi Wangluo Guoji Lianwang Churukou Xindao Guanli Banfa (ˉɯ

ǘhŴʐʉí̷ʛʐ�{Åh̚ɰȬ¤Ȃ) [Administrative Measures for 

International Networking Exchange Gateway Channel of Computer Information 

Network] (promulgated by Ministry of Posts and Telecommunications, Apr. 9, 

1996) (LexisNexis) (China). 

093 Guanyu dui ‘Zhonghua Renmin Gongheguo Jisuanji Xinxi Xitong Anquan 

Baohu Tiaoli’ zhong Sheji de ‘Youhai Shuju’ Wenti de Pifu (�<Ī�*°A

ǻ~ßíˉɯǘhŴɵʊĚ|gƐǛ`�*ȋ¿Ⱥ“ǑĥƵƞ”̭͒ȺƊĄ

) [Reply on Issue Concerning Harmful Data Involved in Regulation on 

Safeguarding the Security of Computer Information Systems] (promulgated by 

Ministry of Public Security, May. 9, 1996) (LexisNexis) (China). 

094 Zhuanyongwang yu Gongyongwang Lianwang de Zanxing Guiding (#Ȯʐ"

}ȮʐʛʐȺǊʸ˂Ğ) [Interim Provisions on Networking between the 

Private Network and the Public Network] (promulgated by Ministry of Posts 

and Telecommunications, Jul. 24, 1996) (Lawinfochina) (China). 

095 Guanyu dui Chuban he Fuzhi Jingwai Dianzi Chubanwu he Jisuanji Ruanjian 

Jinxing Zhuzuoquan Shouquan Hetong Dengji he Renzheng de Tongzhi (�<

Ī�ȡßĄ�þąȱĖ�ȡȤßˉɯǘ̆M̐ʸʲ^ǚƟǚÐÒȸːßˋ

˗Ⱥ̘Ʌ) [Notice on Registration and Certification of Copyright Authorization 

Contracts Concerning Publishing and Reproducing Foreign Electronic 

Publications and Computer Softwares] (promulgated by National Copyright 

Administration, Sep. 1, 1996) (Lawinfochina) (China). 

096 Zhongguo Jiaoyu he Keyan Jisuanjiwang Zanxing Guanli Banfa (*íƴʝß

ɔɈˉɯǘʐǊʸɰȬ¤Ȃ) [Interim Measures for the Administration of 

China Education and Research Network] (promulgated by National Education 

Commission, Nov. 15, 1996) (LexisNexis) (China). 
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097 Guanyu Tongguo Zhongguo Gongyong Jisuanji Hulianwang Liyong Guoji 

Hulian Wangluo Xinxi Ziyuan Congshi Guonei Jisuanji Xinxi Fuwu Yewu 

Jingying Shenpi Youguan Wenti de Tongzhi (�<̘̍*í}Ȯˉɯǘ=ʛ

ʐ�Ȯí̷=ʛʐʉhŴ˼ȔF:í�ˉɯǘhŴǒ¦%¦ʅʰĠƊǑ�

̭͒Ⱥ̘Ʌ) [Notice on Relevant Issues Concerning Examination and 

Approval of Domestic Computer Information Service Businesses that Make 

Use of Internet Information Resources Through Chinese Public Computer 

Network] (promulgated by Ministry of Posts and Telecommunications, Dec. 12, 

1996) (Lawinfochina) (China). 

098 Zhongguo Hulian Wangluo Yuming Zhuce Zanxing Guanli Banfa (*í=ʛʐ

ʉúÓȃ�ǊʸɰȬ¤Ȃ) [Interim Measures for the Administration of 

Registration of Internet Domain Name in China] (promulgated by State Council 

Leading Group for Informatization Work, May. 30, 1997) (LexisNexis) 

(China). 

099 Tushu, Qikan, Yinxiang Zhipin, Dianzi Chubanwu Zhongda Xuanti Beian 

Banfa (î4�Ǔ��͉r�à�ȱĖ�ȡȤ̣Ĉ̗͒ăǨ¤Ȃ) [Measures 

for Filing the Important Topic Selections of Books, Journals, Audio-visual 

Products and Electronic Publications] (promulgated by General Administration 

of Press and Publication, Oct. 10, 1997) (LexisNexis) (China). 

100 Guanyu Jiaqiang Zhengquan Qihuo Xinxi Chuanbo Guanli de Ruogan Guiding 

(�<¥Ś˗�Ǔ˲hŴWƪɰȬȺʪŅ˂Ğ) [Several Provisions on 

Strengthening the Dissemination Administration of Securities and Futures 

Information] (promulgated by China Securities Regulatory Commission, 

General Administration of Press and Publication, Ministry of Posts and 

Telecommunications, State Administration of Radio Film and Television, State 

Administration for Industry and Commerce & Ministry of Public Security, Dec. 

12, 1997) (www.cac.gov.cn) (China). 

101 Jisuanji Xinxi Xitong Baomi Guanli Zanxing Guiding (ˉɯǘhŴɵʊgĨ

ɰȬǊʸ˂Ğ) [Interim Provisions on the Confidential Administration of 

Computer Information Systems] (promulgated by National Administration for 

the Protection of State Secrets, Feb. 26, 1998) (LexisNexis) (China). 
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102 Jisuanji Xinxi Wangluo Guoji Lianwang Guanli Zanxing Guiding Shishi Banfa 

(ˉɯǘhŴʐʉí̷ʛʐɰȬǊʸ˂ĞğƼ¤Ȃ) [Measures for the 

Implementation of Interim Provisions on the Management of International 

Networking of Computer Information Networks] (promulgated by State Council 

Leading Group for Informatization Work, Mar. 13, 1998) (Lawinfochina) 

(China). 

103 Yancao Hangye Jisuanji Xinxi Wangluo Anquan Baohu Guiding (Țʭʸ%ˉ

ɯǘhŴʐʉĚ|gƐ˂Ğ) [Provisions on Safeguarding the Security of 

Computer Information Network of Tobacco Industry] (promulgated by State 

Tobacco Monopoly Administration, Jun. 1, 1998) (www.tobacco.gov.cn) 

(China). 

104 Jinrong Jigou Jisuanji Xinxi Xitong Anquan Baohu Gongzuo Zanxing Guiding (

̥ʷǘǞˉɯǘhŴɵʊĚ|gƐĺ^Ǌʸ˂Ğ) [Interim Provisions on 

Safeguarding the Security of Computer Information Systems of Financial 

Institutions] (promulgated by Ministry of Public Security & People’s Bank of 

China, Aug. 31, 1998) (LexisNexis) (China). 

105 Sheji Guojia Mimi de Tongxin, Bangong Zidonghua he Jisuanji Xinxi Xitong 

Shenpi Zanxing Banfa (ȋ¿íĦɕĨȺ̘h�¤}ʟ§¬ßˉɯǘhŴɵ

ʊĠƊǊʸ¤Ȃ) [Interim Measures for the Examination and Approval of 

Communications, Office Automation and Computer Information Systems 

Involving State Secrets] (promulgated by Security Committee of the Central 

Committee of the Chinese Communist Party & National Administration for the 

Protection of State Secrets, Oct. 27, 1998) (LexisNexis) (China). 

106 Guanyu Guanche Luoshi Sibu (Ju) Guifan ‘Wangba’ Jingying Xingwei Jiaqiang 

Anquan Guanli Youguan Guiding de Tongzhi (�<˷Ţʱğè̞�ĳ�˂ʬ

“ʐ×”ʅʰʸ+¥ŚĚ|ɰȬǑ�˂ĞȺ̘Ʌ) [Notice on the 

Implementation of Four Ministries’ (Bureaus’) Relevant Provisions Concerning 

Regulating the Operation of Internet Cafes and Strengthening the Security 

Management] (promulgated by Ministry of Information Industry, Jan. 20, 1999) 

(LexisNexis) (China). 

107 Jisuanji Xinxi Xitong Guoji Lianwang Baomi Guanli Guiding (ˉɯǘhŴɵ

ʊí̷ʛʐgĨɰȬ˂Ğ) [State Secrecy Protection Regulations for the 
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International Networking of Computer Information Systems] (promulgated by 

National Administration for the Protection of State Secrets, Dec. 27, 1999, 

effective Jan. 1, 2000) (LexisNexis) (China). 

108 Guanyu Zhixing ‘Jisuanji Xinxi Wangluo Guoji Lianwang Anquan Baohu 

Guanli Banfa’ zhong Youguan Wenti de Tongzhi (�<Ƈʸ�ˉɯǘhŴʐ

ʉí̷ʛʐĚ|gƐɰȬ¤Ȃ�*Ǒ�̭͒Ⱥ̘Ʌ) [Notice on Relevant 

Issues Concerning the Implementation of ‘Administrative Measures for the 

Security Protection of the International networking of Computer Information 

Networks’] (promulgated by Ministry of Public Security, Feb. 13, 2000) 

(LexisNexis) (China). 

109 Guanyu Jiaqiang Zhengfu Xuanchuan Wangzhan Anquan Baohu Guanli 

Gongzuo de Tongzhi (�<¥ŚƱōĢWʐɤĚ|gƐɰȬĺ^Ⱥ̘Ʌ) 

[Notice on Strengthening the Administration of Security Safeguard of 

Government Propaganda Websites] (promulgated by Ministry of Public 

Security, Feb. 13, 2000) (LexisNexis) (China). 

110 Guanyu Yinxiang Zhipin Wangshang Jingying Huodong Youguan Wenti de 

Tongzhi (�<͉r�àʐ�ʅʰȅ§Ǒ�̭͒Ⱥ̘Ʌ) [Notice on Relevant 

Issues of Online Audio-visual Products Business] (promulgated by Ministry of 

Culture, Mar. 17, 2000) (Lawinfochina) (China). 

111 Jiaoyu Wangzhan he Wangxiao Zanxing Guanli Banfa (ƴʝʐɤßʐǣǊʸ

ɰȬ¤Ȃ) [Interim Measures for the Administration of Education Websites and 

Online Schools] (promulgated by Ministry of Education, Jul. 5, 2000) 

(LexisNexis) (China). 

112 Guanyu Jisuanji Fanzui Anjian Guanxia Fengong Wenti de Tongzhi (�<ˉɯ

ǘȦʒǨMɰ̊�ḽ́͒Ⱥ̘Ʌ) [Notice on the Division of Jurisdiction in 

Computer Crime Cases] (promulgated by Ministry of Public Security, Jul. 25, 

2000) (Lawinfochina) (China). 

113 Lianwang Danwei Anquanyuan Guanli Banfa (Shixing) (ʛʐ²ZĚ|ÜɰȬ

¤Ȃ�˟ʸ�) [Administrative Measures for Security Officers of Networking 

Entities (for Trial Implementation)]  (promulgated by Ministry of Public 

Security, Sep. 29, 2000) (Lawinfochina) (China). 
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114 Hulian Wangzhan Congshi Dengzai Xinwen Yewu Guanli Zanxing Guiding (=

ʛʐɤF:ȸ̇ƺ̯%¦ɰȬǊʸ˂Ğ) [Interim Provisions on the 

Administration of Internet Websites’ Engaging in News Publication Services] 

(promulgated by the State Council Information Office & Ministry of 

Information Industry, Nov. 6, 2000) (Lawinfochina) (China). 

115 Guanyu Mingque Guoji Hailan Guanglan Jianshe Youguan Wenti de Tongzhi (

�<ǃɌí̷ȉʍxʍŔ˕Ǒ�̭͒Ⱥ̘Ʌ) [Notice on Relevant Issues 

Concerning Construction of International Submarine Cable and Optical Cable] 

(promulgated by Ministry of Information Industry, Nov. 27, 2000) (LexisNexis) 

(China). 

116 Dianxin Fuwu Zhiliang Tonggao Zhidu (ȱhǒ¦˳̤̘Û�ŏ) 

[Telecommunications Service Quality Notification System] (promulgated by 

Ministry of Information Industry, Feb. 14, 2001) (LexisNexis) (China). 

117 Guanyu Jisuanji Xinxi Wangluo Jingying Fuwu Changsuo he Dianzi Youxiting 

Guanli Zhize Fengong de Tongzhi (�<ˉɯǘhŴʐʉʅʰǒ¦òƅßȱ

ĖȒžºɰȬʚ˰�ĺȺ̘Ʌ) [Notice on the Division of Administration 

Functions Concerning For-profit Computer Information Network Service 

Premises and Electronic Game Rooms] (promulgated by the State Commission 

Office for Public Sector Reform, Ministry of Information Industry, Ministry of 

Public Security, Ministry of Culture & State Administration for Industry and 

Commerce, Mar. 2, 2001) (LexisNexis) (China). 

118 Guanyu Jinyibu Zuohao Hulianwang Xinxi Fuwu Dianzi Gonggao Fuwu 

Shenpi Guanli Gongzuo de Tongzhi (�<̐�ǳnĐ=ʛʐhŴǒ¦ȱĖ}

Ûǒ¦ĠƊɰȬĺ^Ⱥ̘Ʌ) [Notice on Further Effectively Conducting the 

Examination, Approval and Administration of Internet Content Services and 

Bulletin Board Services] (promulgated by Ministry of Information Industry, 

Mar. 7, 2001) (LexisNexis) (China). 

119 Guanyu Hulianwang Yaopin Xinxi Fuwu Guanli Youguan Qingkuang 

Shuoming de Tongzhi (�<=ʛʐʯàhŴǒ¦ɰȬǑ�ŷ�ˢǃȺ̘Ʌ) 

[Notice on Relevant Issues Concerning the Administration of Drug Information 

Service on the Internet] (promulgated by China Food and Drug Administration, 

Mar. 28, 2001) (LexisNexis) (China). 
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120 Guanyu dui Chubanwu Shiyong Hulianwang Xinxi Jiaqiang Guanli de Tongzhi 

(�<Ī�ȡȤ_Ȯ=ʛʐhŴ¥ŚɰȬȺ̘Ʌ) [Notice on Strengthening 

the Administration of Publications Using Internet Information] (promulgated by 

General Administration of Press and Publication, Aug. 14, 2001) 

(Lawinfochina) (China). 

121 Guanyu Jiaqiang Hulianwang Yaopin Xinxi Fuwu Guanli Gongzuo de Tongzhi 

(�<¥Ś=ʛʐʯàhŴǒ¦ɰȬĺ^Ⱥ̘Ʌ) [Notice on Strengthening 

the Administration of Internet Drug Information Services] (promulgated by 

China Food and Drug Administration, Sep. 27, 2001) (LexisNexis) (China). 

122 Gaodeng Xuexiao Jisuanji Wangluo Dianzi Gonggao Fuwu Guanli Guiding (͝

ɪĘǣˉɯǘʐʉȱĖ}Ûǒ¦ɰȬ˂Ğ) [Administrative Provisions on 

Computer Network Bulletin Board Services of Colleges and Universities] 

(promulgated by Ministry of Education, Nov. 21, 2001) (moe.gov.cn) (China). 

123 Guanyu Yifa Chachu Zhongduan Dianxin Wangjian Tongxin Xingwei de 

Tonggao (�<bȂǢĂ*ƹȱhʐ̮̘hʸ+Ⱥ̘Û) [Circular on 

Investigating Acts of Interrupting the Communication Between 

Telecommunication Networks according to Law] (promulgated by Ministry of 

Information Industry, Apr. 18, 2002) (LexisNexis) (China). 

124 Guanyu Shouquan Zhongguo Hulian Wangluo Xinxi Zhongxin Xingshi 

Yuming Zhuce Guanli Jigou Zhize de Tongzhi (�<Ɵǚ*í=ʛʐʉhŴ

*Ūʸ_úÓȃ�ɰȬǘǞʚ˰Ⱥ̘Ʌ) [Notice on Authorizing China 

Internet Network Information Center to Excise Functions of Domain Name 

Registration Administration] (promulgated by Ministry of Information Industry, 

Sep. 16, 2002) (www.cnnic.net.cn) (China). 

125 Guanyu CN Erji Yuming Zhuce Shishi Fang’an de Tonggao (�< CN;ɻú

Óȃ�ğƼƻǨȺ̘Û) [Circular on the Implementation Program of CN 

Second-level Domain Name Registration] (promulgated by Ministry of 

Information Industry & China Internet Network Information Center, Dec. 12, 

2002) (www.cnnic.net.cn) (China). 
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126 Guanyu Jiaqiang Hulianwang Shangwang Fuwu Yingye Changsuo Liansuo 

Jingying Guanli de Tongzhi (�<¥Ś=ʛʐ�ʐǒ¦ʰ%òƅ̨̒ʅʰɰ

ȬȺ̘Ʌ) [Notice on Strengthening the Administration of the Chain Operation 

of Business Premises of Internet Access Service] (promulgated by Ministry of 

Culture, Apr. 22, 2003) (LexisNexis) (China). 

127 Dui ‘Wenhuabu guanyu Tiqing Jieshi “Hulianwang Shangwang Fuwu Yingye 

Changsuo Guanli Tiaoli” Youguan Tiaowen de Han’ de Fuhan (Ī�Ʒ¬̞�

<Ʀˣ˄̡<=ʛʐ�ʐǒ¦ʰ%òƅɰȬǛ`>Ǒ�ǛƷȺ��ȺĄ�) 

[Reply Letter to Ministry of Culture’s Request for the Interpretation of Relevant 

Provisions of ‘Regulation on the Administration of Business Premises of 

Internet Access Service’] (promulgated by the Legislative Affairs Office of the 

State Council, Jun. 16, 2003) (LexisNexis) (China). 

128 Guanyu Jiaqiang Woguo Hulian Wangluo Yuming Guanli Gongzuo de 

Gonggao (�<¥Śƀí=ʛʐʉúÓɰȬĺ^Ⱥ}Û) [Announcement on 

Strengthening the Management of Internet Domain Names in China] 

(promulgated by Ministry of Information Industry, Jul. 31, 2003) 

(Lawinfochina) (China). 

129 Dui ‘Wenhuabu guanyu Tiqing jiu Zhixing “Hulianwang Shangwang Fuwu 

Yingye Changsuo Guanli Tiaoli” Youguan Wenti Jinxing Jieshi de Han’ de 

Fuhan (Ī�Ʒ¬̞�<ƦˣıƇʸ�=ʛʐ�ʐǒ¦ʰ%òƅɰȬǛ`�

Ǒ�̭͒̐ʸ˄̡Ⱥ��ȺĄ�) [Reply Letter to Ministry of Culture’s 

Request for the Interpretation of Relevant Issues Concerning the 

Implementation of ‘Regulation on the Administration of Business Premises of 

Internet Access Service’] (promulgated by the Legislative Affairs Office of the 

State Council, Feb. 24, 2004) (LexisNexis) (China). 

130 Guanyu Wangzhan zai Tigong Wangshang Gouwu Fuwu zhong Congshi 

Youjiang Xiaoshou Huodong Shifou Goucheng Buzhengdang Jingzheng 

Xingwei Wenti de Dafu (�<ʐɤðƦaʐ�˶Ȥǒ¦*F:ǑḐ̌äȅ§

ǆÖǞſ!ǲŜɥ9ʸ+̭͒ȺɫĄ) [Reply on the Issue Concerning 

Whether the Website’s Engagement in the Prize-giving Sales while Providing 

Online Shopping Services Constitutes Act of Unfair Competition] (promulgated 

by State Administration for Industry and Commerce, Mar. 17, 2004) 
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(Lawinfochina) (China). 

131 Guanyu Jiaqiang Wangluo Youxi Chanpin Neirong Shencha Gongzuo de 

Tongzhi (�<¥ŚʐʉȒž@à�ħĠǢĺ^Ⱥ̘Ʌ) [Notice on 

Strengthening the Content Review of Online Game Products] (promulgated by 

Ministry of Culture, May. 14, 2004) (LexisNexis) (China). 

132 Guanyu Jiaqiang Yingshi Bofang Jigou he Hulianwang deng Xinxi Wangluo 

Bofang DV Pian Guanli de Tongzhi (�<¥ŚŠ˃ƪưǘǞß=ʛʐɪhŴ

ʐʉƪư DVȠɰȬȺ̘Ʌ) [Notice on Strengthening the Administration of 

DV Playing by Film and Television Broadcasting Institutions and Information 

Networks including the Internet] (promulgated by State Administration of 

Radio, Film and Television, May. 24, 2004) (LexisNexis) (China). 

133 Guanyu Guanche Zhixing ‘Hulianwang Yaopin Xinxi Fuwu Guanli Banfa’ 

Youguan Wenti de Tongzhi (�<˷ŢƇʸ�=ʛʐʯàhŴǒ¦ɰȬ¤Ȃ

�Ǒ�̭͒Ⱥ̘Ʌ) [Notice on Relevant Issues Concerning the 

Implementation of ‘Administrative Measures for Drug Information Service over 

the Internet’] (promulgated by China Food and Drug Administration, Jul. 12, 

2004) (www.sda.gov.cn) (China). 

134 Guanyu Luoshi Guowuyuan Guikou Shenpi Dianzi he Hulianwang Youxi 

Chubanwu Jueding de Tongzhi (�<ʱğí¦̹śÅĠƊȱĖß=ʛʐȒž

�ȡȤ�ĞȺ̘Ʌ) [Notice on the Implementation of the State Council’s 

Determination on Putting the Electronic and Internet Games under Centralised 

Examination and Approval] (promulgated by General Administration of Press 

and Publication & National Copyright Administration, Jul. 27, 2004) 

(LexisNexis) (China). 

135 Dianxinwang Mahao Ziyuan Zhanyongfei Zhengshou Guanli Zanxing Banfa (

ȱhʐɇÍ˼ȔµȮ˺ţƭɰȬǊʸ¤Ȃ) [Interim Measures for Collection 

and Administration of the Occupancy Fee of Code Number Resource in 

Telecommunication Network] (promulgated by Ministry of Information 

Industry, Ministry of Finance & National Development and Reform 

Commission, Dec. 31, 2004) (www.miit.gov.cn) (China). 

136 Guanyu Jinzhi Liyong Wangluo Youxi Congshi Dubo Huodong de Tongzhi (�

<ɑǱ�ȮʐʉȒžF:˽´ȅ§Ⱥ̘Ʌ) [Notice on Prohibiting Using 
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Online Games to Engage in Gambling Activities] (promulgated by General 

Administration of Press and Publication, Jan. 12, 2005) (www.gapp.gov.cn) 

(China). 

137 Guanyu dui Wangba Anquan Guanli Xitong Shifou Shuyu Anquan Jishu 

Cuoshi deng Wenti de Dafu (�<Īʐ×Ě|ɰȬɵʊǆÖķ<Ě|ƌǗƥ

Ƽɪ̭͒ȺɫĄ) [Reply on Issues Concerning Whether the Security 

Management System for Internet Cafe Belongs to Security Technical Measures 

and Others] (promulgated by Ministry of Public Security, Jan. 20, 2005) 

(LexisNexis) (China). 

138 Guanyu Jinyibu Shenhua Wangba Guanli Gongzuo de Tongzhi (�<̐�ǳȍ

¬ʐ×ɰȬĺ^Ⱥ̘Ʌ) [Notice on Further Deepening the Administration of 

Internet Cafe] (promulgated by Ministry of Culture, State Administration for 

Industry and Commerce, Ministry of Public Security, Ministry of Information 

Industry & Ministry of Education, Apr. 12, 2005) (moe.gov.cn) (China). 

139 Guangdianzongju Luoshi Zhongban Guoban ‘Guanyu Jinyibu Jiaqiang 

Hulianwang Guanli Gongzuo de Yijian’ Shishi Xize (ŉȱŰĳʱğ*¤í¤

��<̐�ǳ¥Ś=ʛʐɰȬĺ^ȺŻˀ�ğƼʁ�) [Detailed Rules for 

the Implementation of General Office of the CPC Central Committee and 

General Office of the State Council on ‘Opinions on Further Strengthening the 

Administration of Internet’] (promulgated by State Administration of Radio, 

Film and Television, May. 8, 2005) (Lawinfochina) (China). 

140 Hulianwang Yaopin Jiaoyi Fuwu Shenpi Zanxing Guiding (=ʛʐʯà?Ǆǒ

¦ĠƊǊʸ˂Ğ) [Interim Provisions on the Examination and Approval of 

Internet Drug Transaction Services] (promulgated by China Food and Drug 

Administration, Sep. 29, 2005, effective Dec. 1, 2005) (LexisNexis) (China). 

141 Hulian Wangzhan Guanli Gongzuo Xize (=ʛʐɤɰȬĺ^ʁ�) [Detailed 

Rules for the Administration of Internet Websites] (promulgated by Ministry of 

Information Industry, Oct. 25, 2005) (www.miit.gov.cn) (China). 

142 Guanyu Guanche Zhixing ‘Hulianwang Yaopin Jiaoyi Fuwu Shenpi Zanxing 

Guiding’ Youguan Wenti de Tongzhi (�<˷ŢƇʸ�=ʛʐʯà?Ǆǒ¦

ĠƊǊʸ˂Ğ�Ǒ�̭͒Ⱥ̘Ʌ) [Notice on Relevant Issues Concerning the 

Implementation of ‘Interim Provisions on the Examination and Approval of 
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Internet Drug Transaction Services’] (promulgated by China Food and Drug 

Administration, Oct. 25, 2005) (www.sda.gov.cn) (China). 

143 Hulian Wangzhan Guanli Xietiao Gongzuo Fangan (=ʛʐɤɰȬ±˦ĺ^ƻ

Ǩ) [Work Program on the Coordination of Internet Website Administration] 

(promulgated by the Publicity Department of the Central Committee of the 

Communist Party of China, Ministry of Information Industry, the State Council 

Information Office, Ministry of Education, Ministry of Culture, Ministry of 

Health, Ministry of Public Security, Ministry of State Security, Ministry of 

Commerce, State Administration of Radio, Film and Television, General 

Administration of Press and Publication, National Administration for the 

Protection of State Secrets, State Administration for Industry and Commerce, 

China Food and Drug Administration, Chinese Academy of Sciences & General 

Staff Department of China People’s Liberation Army, Feb. 17, 2006) 

(LexisNexis) (China). 

144 Guanyu Shishi ‘Hulianwang Yaopin Jiaoyi Fuwu Shenpi Zanxing Guiding’ 

Youguan Wenti de Buchong Tongzhi (�<ğƼ�=ʛʐʯà?Ǆǒ¦ĠƊ

Ǌʸ˂Ğ�Ǒ�̭͒Ⱥʹv̘Ʌ) [Supplementary Notice on Relevant Issues 

Concerning the Implementation of ‘Interim Provisions on the Examination and 

Approval of Internet Drug Transaction Services’] (promulgated by China Food 

and Drug Administration, Mar. 3, 2006) (www.gov.cn) (China). 

145 Guanyu Jiaqiang Hulianwang Yaopin Xinxi Fuwu he Hulianwang Yaopin 

Jiaoyi Fuwu Jiandu Guanli Gongzuo de Tongzhi (�<¥Ś=ʛʐʯàhŴǒ

¦ß=ʛʐʯà?Ǆǒ¦ȼɄɰȬĺ^Ⱥ̘Ʌ) [Notice on Strengthening the 

Supervision and Administration over the Internet Drug Information Services 

and Internet Drug Transaction Services] (promulgated by China Food and Drug 

Administration, Aug. 22, 2006) (Lawinfochina) (China). 

146 Guanyu Jiaqiang Yinxiang Zhipin, Dianzi Chubanwu he Wangluo Chubanwu 

Shendu Gongzuo de Tongzhi (�<¥Ś͉r�à�ȱĖ�ȡȤßʐʉ�ȡ

ȤĠˤĺ^Ⱥ̘Ʌ) [Notice on Strengthening the Review of Audio-visual 

Products, Electronic Publications and Network Publications] (promulgated by 

General Administration of Press and Publication, Feb. 16, 2007) (LexisNexis) 

(China). 
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147 Guanyu Wangshang Jiaoyi de Zhidao Yijian (Zanxing) (�<ʐ�?ǄȺƚī

Żˀ�Ǌʸ�) [Guiding Opinions on Online Trading (for Interim 

Implementation)] (promulgated by Ministry of Commerce, Mar. 6, 2007) 

(Lawinfochina) (China). 

148 Guanyu Baohu Weichengnianren Shenxin Jiankang Shishi Wangluo Youxi 

Fangchenmi Xitong de Tongzhi (�<gƐǕſŇÃŪpŒğƼʐʉȒž

̳Ǿ̔ɵʊȺ̘Ʌ) [Notice on Application of the Online Game Addiction 

Prevention System for Protecting the Physical and Mental Health of the Minors] 

(promulgated by General Administration of Press and Publication, Civilization 

Office of the Central Communist Party Committee, Ministry of Education, 

Ministry of Public Security, Ministry of Information Industry, the Central 

Committee of the Communist Young League, All-China Women’s Federation 

& Working Committee for the Care of the Next Generation, Apr. 15, 2007) 

(LexisNexis) (China). 

149 Guanyu Guifan Liyong Hulianwang Congshi Yinshua Jingying Huodong de 

Tongzhi (�<˂ʬ�Ȯ=ʛʐF:·�ʅʰȅ§Ⱥ̘Ʌ) [Notice on 

Regulating the Printing Operating Activities that Make Use of the Internet] 

(promulgated by General Administration of Press and Publication, Ministry of 

Public Security, State Administration for Industry and Commerce & Ministry of 

Information Industry, Aug. 1, 2007) (LexisNexis) (China). 

150 Guanyu Daohang Dianzi Ditu Guanli Youguan Guiding de Tongzhi (�<īʤ

ȱĖñîɰȬǑ�˂ĞȺ̘Ʌ) [Notice on Some Provisions Concerning the 

Administration of Electronic Navigation Maps] (promulgated by National 

Administration of Surveying, Mapping and Geoinformation, Nov. 19, 2007) 

(LexisNexis) (China). 

151 Hulianwang Jiaohuan Zhongxin Wangjian Jiesuan Banfa (=ʛʐ?Ɲ*Ūʐ

̮ʆɯ¤Ȃ) [Measures for Inter-network Settlement of Internet Exchange 

Point] (promulgated by Ministry of Information Industry, Nov. 30, 2007, 

effective Dec. 1, 2007) (LexisNexis) (China). 

152 Guanyu Jiaqiang Hulianwang Chuanbo Yingshiju Guanli de Tongzhi (�<¥

Ś=ʛʐWƪŠ˃¡ɰȬȺ̘Ʌ) [Notice on Strengthening the 

Administration of Dissemination of Films and Teleplays through the Internet] 
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(promulgated by State Administration of Radio, Film and Television, Dec. 28, 

2007) (Lawinfochina) (China). 

153 Guanyu Jiaqiang Hulianwang Ditu he Dili Xinxi Fuwu Wangzhan Jianguan de 

Yijian (�<¥Ś=ʛʐñîßñȬhŴǒ¦ʐɤȼɰȺŻˀ) [Opinions on 

Strengthening the Administration of Internet Maps and Geographic Information 

Service Websites] (promulgated by National Administration of Surveying, 

Mapping and Geoinformation, Ministry of Foreign Affairs, Ministry of Public 

Security, Ministry of Information Industry, State Administration for Industry 

and Commerce, General Administration of Press and Publication, the State 

Council Information Office & National Administration for the Protection of 

State Secrets, Feb. 25, 2008) (www.sbsm.gov.cn) (China). 

154 Hulianwang Guganwang Wangjian Tongxin Zhiliang Jiandu Guanli Zanxing 

Banfa (=ʛʐ͜Ņʐʐ̮̘h˳̤ȼɄɰȬǊʸ¤Ȃ) [Interim Measures 

for the Supervision and Administration of Inter Network Communication 

Quality Between Internet and Backbone Network] (promulgated by Ministry of 

Information Industry, Mar. 15, 2008) (LexisNexis) (China). 

155 Guanyu Tiaozheng Zhongguo Hulian Wangluo Yuming Tixi de Gonggao (�<

˦ƶ*í=ʛʐʉúÓ\ɵȺ}Û) [Announcement on the Adjustment of 

China Internet Domain Name System] (promulgated by Ministry of Information 

Industry, Mar. 19, 2008) (LexisNexis) (China). 

156 Guanyu Zuohao ‘Xinxi Wangluo Chuanbo Shiting Jiemu Xukezheng’ Shenbao 

Shenhe Gongzuo Youguan Wenti de Tongzhi (�<nĐ�hŴʐʉWƪ˃Ù

ʨȾ˒Ê˗�ȰƑĠǥĺ^Ǒ�̭͒Ⱥ̘Ʌ) [Notice on Issues Concerning 

Effectively Conducting the Examination of Application for the License for 

Dissemination of Audio-visual Programs through Information Network] 

(promulgated by State Administration of Radio, Film and Television, Dec. 31, 

2008, revised Oct. 26, 2015) (Lawinfochina) (China). 

157 Guanyu Jiaqiang Hulianwang Shiting Jiemu Neirong Guanli de Tongzhi (�<

¥Ś=ʛʐ˃ÙʨȾ�ħɰȬȺ̘Ʌ) [Notice on Strengthening the 

Administration of Internet Audio-visual Program Content] (promulgated by 

State Administration of Radio, Film and Television, Mar. 30, 2009) 

(www.gov.cn) (China). 
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158 Dianzi Shangwu Moshi Guifan (ȱĖå¦ǫŖ˂ʬ) [E-commerce Mode 

Specifications] (promulgated by Ministry of Commerce, Apr. 2, 2009, effective 

Dec. 1, 2009) (Lawinfochina) (China). 

159 Wangluo Jiaoyi Fuwu Guifan (ʐʉ?Ǆǒ¦˂ʬ) [Online Transaction 

Service Specifications] (promulgated by Ministry of Commerce, Apr. 2, 2009, 

effective Dec. 1, 2009) (Lawinfochina) (China). 

160 Wangluo Gouwu Fuwu Guifan (ʐʉ˶Ȥǒ¦˂ʬ) [Online Shopping Service 

Specifications] (promulgated by Ministry of Commerce, Apr. 2, 2009) 

(Lawinfochina) (China). 

161 Hulianwang Wangluo Anquan Xinxi Tongbao Shishi Banfa (=ʛʐʐʉĚ|

hŴ̘ƑğƼ¤Ȃ) [Measures for the Implementation of Internet Security 

Information Notification System] (promulgated by Ministry of Industry and 

Information Technology, Apr. 13, 2009, effective Jun. 1, 2009) (LexisNexis) 

(China). 

162 Muma he Jiangshi Wangluo Jiance yu Chuzhi Jizhi (ǔ͙ßsĲʐʉȼȇ"Ă

ʓǘ�) [Monitoring and Disposal Mechanism for Trojan Horse and Botnet] 

(promulgated by Ministry of Industry and Information Technology, Apr. 13, 

2009, effective Jun. 1, 2009) (LexisNexis) (China). 

163 Guanyu Guifan Jinkou Wangluo Youxi Chanpin Neirong Shencha Shenbao 

Gongzuo de Gonggao (�<˂ʬ̐ÅʐʉȒž@à�ħĠǢȰƑĺ^Ⱥ}

Û) [Announcement on Regulating the Content Review and Declaration of 

Imported Online Game Products] (promulgated by Ministry of Culture, Apr. 24, 

2009) (www.gov.cn) (China). 

164 Dianxin Wangluo Yunxing Jiandu Guanli Banfa (ȱhʐʉ̎ʸȼɄɰȬ¤Ȃ

) [Measures for the Supervision and Administration of Telecommunication 

Network Operation] (promulgated by Ministry of Industry and Information 

Technology, Apr. 24, 2009) (LexisNexis) (China). 

165 Guanyu Jiaqiang Wangluo Youxi Xuni Huobi Guanli Gongzuo de Tongzhi (�

<¥ŚʐʉȒžʶƘ˲ĽɰȬĺ^Ⱥ̘Ʌ) [Notice on Strengthening the 

Administration of Online Game Virtual Currency] (promulgated by Ministry of 

Culture & Ministry of Commerce, Jun. 4, 2009) (www.ccm.gov.cn) (China). 
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166 Guanyu Jiaqiang dui Jinkou Wangluo Youxi Shenpi Guanli de Tongzhi (�<

¥ŚĪ̐ÅʐʉȒžĠƊɰȬȺ̘Ʌ) [Notice on Strengthening the 

Administration of Examination and Approval of Imported Online Games] 

(promulgated by General Administration of Press and Publication, Jul. 1, 2009) 

(Lawinfochina) (China). 

167 Guanyu Liji Chachu ‘Heibang’ Zhuti Feifa Wangluo Youxi de Tongzhi (�<

ɣ¹ǢĂ“͟Ł”,͒ͅȂʐʉȒžȺ̘Ʌ) [Notice on Immediately 

Investigating Illegal Online Games of the ‘Gangster’ Theme] (promulgated by 

Ministry of Culture, Jul. 24, 2009) (www.gov.cn) (China). 

168 Guanyu Jianli Jingnei Weifa Hulian Wangzhan Heimingdan Guanli Zhidu de 

Tongzhi (�<Ŕɣþ�̑Ȃ=ʛʐɤ͟Ó²ɰȬ�ŏȺ̘Ʌ) [Notice on 

Establishing the Blacklist Management System for Illegal Internet Websites in 

China] (promulgated by Ministry of Industry and Information Technology, the 

State Council Information Office, Ministry of Education, Ministry of Public 

Security, Ministry of State Security, Ministry of Culture, Ministry of Health, 

State Administration for Industry and Commerce, State Administration of 

Radio, Film and Television, General Administration of Press and Publication, 

China Food and Drug Administration & National Administration for the 

Protection of State Secrets, Jul. 29, 2009) (www.miibeian.gov.cn) (China). 

169 Guanyu Jiaqiang yi Dianshiji wei Jieshou Zhongduan de Hulianwang Shiting 

Jiemu Fuwu Guanli Youguan Wenti de Tongzhi (�<¥ŚKȱ˃ǘ+Ƣƭʃ

ɧȺ=ʛʐ˃ÙʨȾǒ¦ɰȬǑ�̭͒Ⱥ̘Ʌ) [Notice on Relevant Issues 

Concerning Strengthening the Administration of Internet Audio-visual Program 

Services with the Receiving Terminal of Television] (promulgated by State 

Administration of Radio, Film and Television, Aug. 11, 2009) (LexisNexis) 

(China). 

170 Guanyu Jiaqiang Hulianwang Zhengquan Qihuo Xunxi, Guanggao Xuanchuan 

deng Zhuanyexing Shiting Jiemu Fuwu Guanli de Tongzhi (�<¥Ś=ʛʐ˗

�Ǔ˲ˏŴ�ŉÛĢWɪ#%ů˃ÙʨȾǒ¦ɰȬȺ̘Ʌ) [Notice on 

Strengthening the Administration of Professional Audio-visual Program 

Services including Online Information and Advertisements of Securities and 

Futures] (promulgated by State Administration of Radio, Film and Television & 



 290 

China Securities Regulatory Commission, Aug. 31, 2009) (www.sarft.gov.cn) 

(China). 

171 Dui Wenhuabu, Guangdianzongju, Xinwenchubanzongshu ‘“Sanding” 

Guiding’ zhong youguan Dongman, Wangluo Youxi he Wenhua Shichang 

Zonghe Zhifa de Bufen Tiaowen de Jieshi (ĪƷ¬̞�ŉȱŰĳ�ƺ̯�ȡ

Űʔ�“�Ğ”˂Ğ�*Ǒ�§Ȗ�ʐʉȒžßƷ¬ľòʌÐƇȂȺ̞�Ǜ

ƷȺ˄̡) [Interpretation on Some Provisions of ‘Three Determinations’ 

promulgated by Ministry of Culture, State Administration of Radio, Film and 

Television, and General Administration of Press and Publication Concerning 

Comic and Animation, Online Game and Comprehensive Law Enforcement in 

Cultural Markets] (promulgated by the State Commission Office for Public 

Sector Reform, Sep. 7, 2009) (LexisNexis) (China). 

172 Guanyu Hulianwang Shiting Jiemu Fuwu Xukezheng Guanli Youguan Wenti 

de Tongzhi (�<=ʛʐ˃ÙʨȾǒ¦˒Ê˗ɰȬǑ�̭͒Ⱥ̘Ʌ) [Notice 

on Relevant Issues of the Administration of Internet Audio-visual Program 

Service License] (promulgated by State Administration of Radio, Film and 

Television, Sep. 15, 2009) (www.gov.cn) (China). 

173 Guanyu Guanche Luoshi Guowuyuan ‘“Sanding” Guiding’ he 

Zhongyangbianban Youguan Jieshi, Jinyibu Jiaqiang Wangluo Youxi Qianzhi 

Shenpi he Jinkou Wangluo Youxi Shenpi Guanli de Tongzhi (�<˷Ţʱğí

¦̹�“�Ğ”˂Ğ�ß*ċʎ¤Ǒ�˄̡�̐�ǳ¥ŚʐʉȒž ʓĠƊ

ß̐ÅʐʉȒžĠƊɰȬȺ̘Ʌ) [Notice on Implementing the Provisions of 

the State Council on ‘Three Determinations’ and the Relevant Interpretations of 

the State Commission Office for Public Sector Reform and Further 

Strengthening the Administration of the Examination and approval of Online 

Games prior to ICP application and Approval of Imported Online Games] 

(promulgated by General Administration of Press and Publication, National 

Copyright Administration & Office of the National Working Group for 

‘Combating Pornography and Illegal Publications’, Sep. 28, 2009) 

(Lawinfochina) (China). 

174 Dianzi Renzheng Fuwu Mima Guanli Banfa (ȱĖˋ˗ǒ¦ĨɇɰȬ¤Ȃ) 

[Administrative Measures for Cipher Codes for Electronic Certification 
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Services] (promulgated by State Cryptography Administration, Oct. 28, 2009) 

(Lawinfochina) (China). 

175 Guanyu Gaijin he Jiaqiang Wangluo Youxi Neirong Guanli Gongzuo de 

Tongzhi (�<Ʈ̐ß¥ŚʐʉȒž�ħɰȬĺ^Ⱥ̘Ʌ) [Notice on 

Improving and Strengthening the Content Administration of Online Game] 

(promulgated by Ministry of Culture, Nov. 13, 2009) (LexisNexis) (China). 

176 Guanyu Jiaqiang Hulianwang Ditu Guanli Gongzuo de Tongzhi (�<¥Ś=ʛ

ʐñîɰȬĺ^Ⱥ̘Ʌ) [Notice on Strengthening the Administration of 

Internet Maps] (promulgated by National Administration of Surveying, 

Mapping and Geoinformation, Dec. 28, 2009) (www.sbsm.gov.cn) (China). 

177 Guanyu Jiaqiang Hulianwang Yuming Xitong Anquan Baozhang Gongzuo de 

Tongzhi (�<¥Ś=ʛʐúÓɵʊĚ|g̽ĺ^Ⱥ̘Ʌ) [Notice on 

Strengthening the Security Safeguard of the Internet Domain Name System] 

(promulgated by Ministry of Industry and Information Technology, Jan. 30, 

2010) (www.gov.cn) (China). 

178 Guanyu Jinyibu Luoshi Wangzhan Bei’an Xinxi Zhenshixing Heyan Gongzuo 

Fangan (Shixing) (�<̐�ǳʱğʐɤăǨhŴɃğůǥ͚ĺ^ƻǨ�˟

ʸ�) [Work Program on Further Implementation of Verifying the Authenticity 

of Website Filing Information (for Trial Implementation)] (promulgated by 

Ministry of Industry and Information Technology, Feb. 8, 2010) 

(www.mlr.gov.cn) (China). 

179 Hulianwang Shiting Jiemu Fuwu Yewu Fenlei Mulu (Shixing) (=ʛʐ˃Ùʨ

Ⱦǒ¦%¦�ɳȾŝ�˟ʸ�) [Classified Catalogues of Internet Audio-

visual Program Services (for Trial Implementation)] (promulgated by State 

Administration of Radio, Film and Television, Mar. 17, 2010, revised Mar. 10, 

2017) (LexisNexis) (China). 

180 Guanyu Jiada dui Wangba Jiena Weichengnianren Weifa Xingwei Chufa Lidu 

de Tongzhi (�<¥ĈĪʐ×ƢɼǕſŇȂȂʸ+Ăʑ£ŏȺ̘Ʌ) 

[Notice on Increasing Punishment Forces for Illegal Acts of Internet Cafes Who 

Allow the Admission of Minors] (promulgated by Ministry of Culture, Mar. 19, 

2010) (www.gov.cn) (China). 

181 Guanyu Jiaqiang Wangluo Youxi Shichang Tuiguang Guanli Zhizhi Disu 
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Yingxiao Xingwei de Han (�<¥ŚʐʉȒžľòƤŉɰȬ�Ǳ[fʰ̧ʸ

+Ⱥ�) [Letter on Strengthening the Administration of Online Game 

Marketing and Stopping the Vulgar Marketing Behaviours] (promulgated by 

Ministry of Culture, Jul. 6, 2010) (LexisNexis) (China). 

182 Guanyu Guanche Shishi ‘Wangluo Youxi Guanli Zanxing Banfa’ de Tongzhi (

�<˷ŢğƼ�ʐʉȒžɰȬǊʸ¤Ȃ�Ⱥ̘Ʌ) [Notice on the 

Implementation of ‘Interim Measures for the Administration of Online Games’] 

(promulgated by Ministry of Culture, Jul. 29, 2010) (Lawinfochina) (China). 

183 Guanyu Xiafang Jingyingxing Hulianwang Wenhua Danwei Xingzheng Xuke 

Shenpi Gongzuo de Tongzhi (�< ưʅʰů=ʛʐƷ¬²ZʸƱ˒ÊĠƊ

ĺ^Ⱥ̘Ʌ) [Notice on Transferring the Examination and Approval Power of 

Administrative Licensing of For-profit Internet Cultural Entities to Lower 

Levels] (promulgated by Ministry of Culture, Jul. 30, 2010) (LexisNexis) 

(China). 

184 Guanyu Waishang Touzi Hulianwang, Zidong Shouhuoji Fangshi Xiaoshou 

Xiangmu Shenpi Guanli Youguan Wenti de Tongzhi (�<ąåƎ˼=ʛʐ�

ʟ§ä˲ǘƻŖ̧ä͌ȾĠƊɰȬǑ�̭͒Ⱥ̘Ʌ) [Notice on the Relevant 

Issues Concerning the Examination, Approval and Administration of Projects of 

Foreign Investment in Internet and Vending Machine Sales] (promulgated by 

Ministry of Commerce, Aug. 19, 2010) (Lawinfochina) (China). 

185 Guanyu Banli Wangluo Dubo Fanzui Anjian Shiyong Falu Ruogan Wenti de 

Yijian (�<¤Ȭʐʉ˽´ȦʒǨM̖ȮȂťʪŅ̭͒ȺŻˀ) [Opinions on 

Several Issues Concerning the Application of Law in the Handling of Criminal 

Cases of Internet Gambling] (promulgated by the Supreme People’s Court, the 

Supreme People’s Procuratorate & Ministry of Public Security, Aug. 31, 2010) 

(Lawinfochina) (China). 

186 Guanyu Jiaqiang Hulianwang Yizhi Duhuaxuepin Xiaoshou Xinxi Guanli de 

Gonggao (�<¥Ś=ʛʐǄ�Ǹ¬Ęà̧ähŴɰȬȺ}Û) 

[Announcement on Strengthening Administration on Online Sales Information 

of Precursor Chemicals] (promulgated by Ministry of Public Security, Ministry 

of Industry and Information Technology, State Administration for Industry and 

Commerce, State Administration of Work Safety & China Food and Drug 
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Administration, Sep. 21, 2010) (LexisNexis) (China). 

187 Hulianwang Xiaoshou Caipiao Guanli Zanxing Banfa (=ʛʐ̧äşɐɰȬǊ

ʸ¤Ȃ) [Interim Measures for the Administration of Sales of Lottery via 

Internet] (promulgated by Ministry of Finance, Sep. 26, 2010) (Lawinfochina) 

(China). 

188 Guanyu Jiaqiang Guoji Tongxin Wangluo Jiagou Baohu de Ruogan Guiding (

�<¥Śí̷̘hʐʉǠǞgƐȺʪŅ˂Ğ) [Several Provisions for 

Strengthening the Structure Protection of International Telecommunication 

Network] (promulgated by Ministry of Industry and Information Technology, 

Sep. 26, 2010) (LexisNexis) (China). 

189 Guanyu Yifa Yigui jiang Dianzishu Naru Shenpi Guanli de Tongzhi (�<bȂ

b˂ĭȱĖ4ɼ{ĠƊɰȬȺ̘Ʌ) [Notice on Bringing Electronic Books 

into the Examination, Approval and Administration System according to Law 

and Regulation] (promulgated by General Administration of Press and 

Publication, Oct. 9, 2010) (Lawinfochina) (China). 

190 Guanyu ‘Guanyu Wangluo Youxi Neice huo Gongce Shifou Goucheng 

Shangwang Yunying de Qingshi’ de Fuhan (�<��<ʐʉȒž�ȇƂ}ȇ

ǆÖǞſ�ʐ̎ʰȺˣɍ�ȺĄ�) [Reply Letter on Request Concerning 

whether the Closed Beta or the Public Beta of Online Games Constitutes Online 

Operation] (promulgated by Ministry of Culture, Oct. 11, 2010) 

(www.ccm.gov.cn) (China). 

191 Guanyu Cujin Chubanwu Wangluo Faxing Jiankang Fazhan de Tongzhi (�<

e̐�ȡȤʐʉÂʸpŒÂĶȺ̘Ʌ) [Notice on Promoting the Health 

Development of Online Distribution of Publications] (promulgated by General 

Administration of Press and Publication, Dec. 7, 2010) (LexisNexis) (China). 

192 Guanyu Banli Qinfan Zhishichanquan Xingshi Anjian Shiyong Falu Ruogan 

Wenti de Yijian (�<¤ȬdȦɅ˙@ǚ�:ǨM̖ȮȂťʪŅ̭͒ȺŻˀ

) [Opinions on Several Issues Concerning Application of Law in Handling 

Criminal Cases of Intellectual Property Right Infringement] (promulgated by 

the Supreme People’s Court, the Supreme People’s Procuratorate & Ministry of 
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Public Security, Jan. 10, 2011) (LexisNexis) (China). 

193 Guanyu Jiaqiang Kuasheng Wangluo Shangpin Jiaoyi ji Youguan Fuwu Weifa 

Xingwei Chachu Gongzuo de Yijian (�<¥Ś́Ɂʐʉåà?Ǆ¿Ǒ�ǒ

¦̑Ȃʸ+ǢĂĺ^ȺŻˀ) [Opinions on Strengthening the Investigation of 

Illegal Acts of Inter Provincial Online Commodity Transactions and Related 

Services] (promulgated by State Administration for Industry and Commerce, 

May. 27, 2011) (LexisNexis) (China). 

194 Guanyu Qidong Wangluo Youxi Fangchenmi Shiming Yanzheng Gongzuo de 

Tongzhi (�<Ú§ʐʉȒž̳Ǿ̔ğÓ͚˗ĺ^Ⱥ̘Ʌ) [Notice on 

Initiating the Real-name Authentication for Online Game Addiction Prevention] 

(promulgated by General Administration of Press and Publication, Civilization 

Office of the Central Communist Party Committee, Ministry of Education, 

Ministry of Public Security, Ministry of Industry and Information Technology, 

the Central Committee of the Communist Young League, All-China Women’s 

Federation & Working Committee for the Care of the Next Generation, Jul. 1, 

2011) (LexisNexis) (China). 

195 Yidong Hulianwang Eyi Chengxu Jiance yu Chuzhi Jizhi (ɚ§=ʛʐŵŻɜ

Ŋȼȇ"Ăʓǘ�) [Mobile Internet Malware Monitoring and Handling 

Mechanisms] (promulgated by Ministry of Industry and Information 

Technology, Dec. 9, 2011, effective Jan. 1, 2012) (LexisNexis) (China). 

196 Guanyu Gongshang Xingzheng Guanli Jiguan Dianzi Shuju Zhengju Quzheng 

Gongzuo de Zhidao Yijian (�<ĺåʸƱɰȬǘ�ȱĖƵƞ˗ƞÃ˗ĺ^

ȺƚīŻˀ) [Guiding Opinions on the Administrative Organs of Industry and 

Commerce’s Collection of Electronic Data Evidence] (promulgated by State 

Administration for Industry and Commerce, Dec. 12, 2011) (Lawinfochina) 

(China). 

197 Guanyu Jinyibu Jiaqiang Hulianwang Ditu Fuwu Zizhi Guanli Gongzuo de 

Tongzhi (�<̐�ǳ¥Ś=ʛʐñîǒ¦˼˳ɰȬĺ^Ⱥ̘Ʌ) [Notice on 

Further Strengthening the Qualification Administration of Internet Map 

Services] (promulgated by National Administration of Surveying, Mapping and 

Geoinformation, Dec. 23, 2011) (www.sbsm.gov.cn) (China). 
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198 Guanyu Hulianwang Tongyong Dingjiyu Shenqing Youguan Wenti de Tonggao 

(�<=ʛʐ̘Ȯ͋ɻúȰˣǑ�̭͒Ⱥ̘Û) [Circular on Issues 

Concerning Applications for Generic Top-level Domains] (promulgated by 

Ministry of Industry and Information Technology & Ministry of Civil Affairs, 

Feb. 23, 2012) (LexisNexis) (China). 

199 Guanyu Jinyibu Jiaqiang Wangluoju, Weidianying deng Wangluo Shiting 

Jiemu Guanli de Tongzhi (�<̐�ǳ¥Śʐʉ¡�ŨȱŠɪʐʉ˃ÙʨȾ

ɰȬȺ̘Ʌ) [Notice on Further Strengthening the Administration of Online 

Audio-visual Programs including Online Drama and Micro Films] (promulgated 

by State Administration of Radio, Film and Television & Cyberspace 

Administration of China, Jul. 6, 2012) (www.sarft.gov.cn) (China). 

200 Wangluo Wenhua Shichang Zhifa Gongzuo Zhiyin (Shixing) (ʐʉƷ¬ľòƇ

Ȃĺ^ƚŗ�˟ʸ�) [Guidelines on Law Enforcement in the Internet Culture 

Market (for Trial Implementation)] (promulgated by Ministry of Culture, Sep. 

24, 2012) (LexisNexis) (China). 

201 Guanyu Jiaqiang Yidong Zhineng Zhongduan Jinwang Guanli de Tongzhi (�

<¥Śɚ§ǉʞʃɧ̐ʐɰȬȺ̘Ʌ) [Notice on Strengthening the Network 

Access Management of Mobile Intelligent Terminals] (promulgated by Ministry 

of Industry and Information Technology, Apr. 11, 2013, effective Nov. 1, 2013) 

(Lawinfochina) (China). 

202 Guanyu Yifa Chengchu Qinhai Gongmin Geren Xinxi Fanzui Huodong de 

Tongzhi (�<bȂŸĂdĥ}ǻ)AhŴȦʒȅ§Ⱥ̘Ʌ) [Notice on 

Punishing Criminal Activities against Citizens’ Personal Information in 

accordance with the Law] (promulgated by the Supreme People’s Court, the 

Supreme People’s Procuratorate & Ministry of Public Security, Apr. 23, 2013) 

(www.court.gov.cn) (China). 

203 Hulianwang Jieru Fuwu Guifan (=ʛʐƢ{ǒ¦˂ʬ) [Internet Access 

Service Specifications] (promulgated by Ministry of Industry and Information 

Technology, Jul. 12, 2013, effective Sep. 1, 2013) (Lawinfochina) (China). 

204 Guanyu Jiaqiang Hulianwang Yaopin Xiaoshou Guanli de Tongzhi (�<¥Ś

=ʛʐʯà̧äɰȬȺ̘Ʌ) [Notice on Strengthening the Administration of 

Internet Drug Sales] (promulgated by China Food and Drug Administration, 
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Oct. 29, 2013) (Lawinfochina) (China). 

205 Guanyu Jinyibu Wanshan Wangluoju, Weidianying deng Wangluo Shiting 

Jiemu Guanli de Buchong Tongzhi (�<̐�ǳěæʐʉ¡�ŨȱŠɪʐʉ

˃ÙʨȾɰȬȺʹv̘Ʌ) [Supplementary Notice on Further Improving the 

Administration of Online Audio-visual Programs including Online Drama and 

Micro Films] (promulgated by State Administration of Press, Publication, 

Radio, Film and Television, Jan. 2, 2014) (LexisNexis) (China). 

206 Guanyu Jinyibu Jiaqiang Hulianwang Ditu Anquan Jianguan Gongzuo de 

Tongzhi (�<̐�ǳ¥Ś=ʛʐñîĚ|ȼɰĺ^Ⱥ̘Ʌ) [Notice on 

Further Strengthening the Security Administration of Internet Maps] 

(promulgated by National Administration of Surveying, Mapping and 

Geoinformation, Feb. 11, 2014) (LexisNexis) (China). 

207 Guanyu Banli Wangluo Fanzui Anjian Shiyong Xingshi Susong Chengxu 

Ruogan Wenti de Yijian (�<¤ȬʐʉȦʒǨM̖Ȯ�:˛˔ɜŊʪŅ̭

͒ȺŻˀ) [Opinions on Several Issues Concerning the Application of Criminal 

Procedures in the Handling of Cyber Crime Cases] (promulgated by the 

Supreme People’s Court, the Supreme People’s Procuratorate & Ministry of 

Public Security, May. 4, 2014) (Lawinfochina) (China). 

208 Guanyu Jiaqiang Dangzhengjiguan Wangzhan Anquan Guanli Gongzuo de 

Tongzhi (�<¥ŚzƱǘ�ʐɤĚ|ɰȬĺ^Ⱥ̘Ʌ) [Notice on 

Strengthening the Security Administration of Websites of the Party and 

Governmental Organs] (promulgated by Cyberspace Administration of China, 

May. 9, 2014) (www.cac.gov.cn) (China). 

209 Jishi Tongxin Gongju Gongzhong Xinxi Fuwu Fazhan Guanli Zanxing Guiding 

(¹ǂ̘hĺ�}ShŴǒ¦ÂĶɰȬǊʸ˂Ğ) [Interim Provisions on the 

Administration of the Development of Public Information Services Provided 

through Instant Messaging Tools] (promulgated by Cyberspace Administration 

of China, Aug. 7, 2014) (Lawinfochina) (China). 

210 Guanyu Jinyibu Luoshi Wangshang Jingwai Yingshiju Guanli Youguan 

Guiding de Tongzhi (�<̐�ǳʱğʐ�þąŠ˃¡ɰȬǑ�˂ĞȺ̘Ʌ) 

[Notice on Further Implementing the Relevant Provisions on the Administration 
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of Online Foreign Films and Teleplays] (promulgated by State Administration 

of Press, Publication, Radio, Film and Television, Sep. 2, 2014) (LexisNexis) 

(China). 

211 Guanyu zai Xinwen Wangzhan Hefa Xinwen Jizhezheng de Tongzhi (�<ð

ƺ̯ʐɤǥÂƺ̯ːʙ˗Ⱥ̘Ʌ) [Notice on the Verification and Issuance of 

Press Cards for News Websites] (promulgated by State Administration of Press, 

Publication, Radio, Film and Television & Cyberspace Administration of 

China, Oct. 21, 2014) (Lawinfochina) (China). 

212 Hulianwang Yonghu Zhanghao Mingcheng Guanli Guiding (=ʛʐȮƄ˱Í

ÓəɰȬ˂Ğ) [Provisions on the Administration of Account Names of 

Internet Users] (promulgated by Cyberspace Administration of China, Feb. 4, 

2015, effective Mar. 1, 2015) (Lawinfochina) (China). 

213 Hulianwang Weixian Wupin Xinxi Fabu Guanli Guiding (=ʛʐ¸̻Ȥàh

ŴÂĿɰȬ˂Ğ) [Provisions on the Administration of the Release of 

Information on Dangerous Goods over the Internet] (promulgated by Ministry 

of Public Security, Cyberspace Administration of China, Ministry of Industry 

and Information Technology, Ministry of Environmental Protection, State 

Administration for Industry and Commerce & State Administration of Work 

Safety, Feb. 5, 2015, effective Mar. 1, 2015) (Lawinfochina) (China). 

214 Guanyu dui Liyong Hulianwang Xiaoshou Caipiao Xingwei Youguan Wenti de 

Gonggao (�<Ī�Ȯ=ʛʐ̧äşɐʸ+Ǒ�̭͒Ⱥ}Û) 

[Announcement on Issues Concerning the Sale of Lottery via Internet] 

(promulgated by Ministry of Finance, Ministry of Public Security, State 

Administration for Industry and Commerce, Ministry of Industry and 

Information Technology, Ministry of Civil Affairs, People’s Bank of China, 

General Administration of Sport & China Banking Regulatory Commission, 

Apr. 3, 2015) (Lawinfochina) (China). 

215 Guanyu Guifan Wangluo Zhuanzai Banquan Zhixu de Tongzhi (�<˂ʬʐʉ

̅̇ȡǚɗŊȺ̘Ʌ) [Notice on Regulating the Order of Internet 

Reproduction of Copyrighted Works] (promulgated by National Copyright 

Administration, Apr. 17, 2015) (LexisNexis) (China). 
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216 Hulianwang Xinwen Xinxi Fuwu Danwei Yuetan Gongzuo Guiding (=ʛʐƺ

̯hŴǒ¦²Zɺ˧ĺ^˂Ğ) [Provisions on the Interview of Entities 

Providing Internet News Information Services] (promulgated by Cyberspace 

Administration of China, Apr. 28, 2015, effective Jun. 1, 2015) (Lawinfochina) 

(China). 

217 Guanyu Biangeng Hulianwang Xinwen Xinxi Fuwu Danwei Shenpi Beian he 

Waiguo Jigou zai Zhongguo Jingnei Tigong Jinrong Xinxi Fuwu Yewu Shenpi 

Shishi Jiguan de Tongzhi (�<Äǎ=ʛʐƺ̯hŴǒ¦²ZĠƊăǨßą

íǘǞð*íþ�ƦḁʷhŴǒ¦%¦ĠƊğƼǘ�Ⱥ̘Ʌ) [Notice on 

Modification of the Implementation Authority Responsible for the Approval 

and Filing of Internet News Information Service Providers and the Approval of 

Foreign Institutions’ Provision of Financial Information Services in China] 

(promulgated by Cyberspace Administration of China, Apr. 29, 2015) 

(Lawinfochina) (China). 

218 Guanyu Jinyibu Jiaqiang dui Wangshang Weichengnianren Fanzui he Qiling 

Shijian Baodao Guanli de Tongzhi (�<̐�ǳ¥ŚĪʐ�ǕſŇAȦʒß

Ǯ�:MƑ̚ɰȬȺ̘Ʌ) [Notice on Further Strengthening the 

Administration of Online Reports on the Events Concerning Minor’s Crime and 

Bullying] (promulgated by Cyberspace Administration of China, Jun. 30, 2015) 

(LexisNexis) (China). 

219 Guanyu Jiaqiang Wangluo Hongbao Geren Suode Shui Zhengshou Guanli de 

Tongzhi (�<¥Śʐʉɹ«)AƅŦɝţƭɰȬȺ̘Ʌ) [Notice on 

Strengthening the Administration of Collection of Individual Income Tax on 

Online Red Envelops] (promulgated by State Administration of Taxation, Jul. 

28, 2015) (Lawinfochina) (China). 

220 Guanyu Jinyibu Jiaqiang Hulianwang Ditu Jianguan Gongzuo de Yijian (�<

̐�ǳ¥Ś=ʛʐñîȼɰĺ^ȺŻˀ) [Opinions on Further Strengthening 

the Supervision and Administration of Internet Maps] (promulgated by National 

Administration of Surveying, Mapping and Geoinformation, Sep. 23, 2015) 

(LexisNexis) (China). 

221 Guanyu Guifan Wangpan Fuwu Banquan Zhixu de Tongzhi (�<˂ʬʐȽǒ

¦ȡǚɗŊȺ̘Ʌ) [Notice on Regulating the Copyright Order of Cloud 
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Storage Services] (promulgated by National Copyright Administration, Oct. 14, 

2015) (Lawinfochina) (China). 

222 Guanyu Jiaqiang Wangluo Shichang Jianguan de Yijian (�<¥Śʐʉľòȼ

ɰȺŻˀ) [Opinions on Strengthening the Supervision of the Online Market] 

(promulgated by State Administration for Industry and Commerce, Nov. 6, 

2015) (Lawinfochina) (China). 

223 Guanyu Cujin Wangluo Fuwu Jiaoyi Jiankang Fazhan Guifan Wangluo Fuwu 

Jiaoyi Xingwei de Zhidao Yijian (Zanxing) (�<e̐ʐʉǒ¦?ǄpŒÂĶ

˂ʬʐʉǒ¦?Ǆʸ+ȺƚīŻˀ�Ǌʸ�) [Guiding Opinions on 

Promoting the Healthy Development of Online Service Trading and Regulating 

Online Service Trading Behaviours (Interim)] (promulgated by State 

Administration for Industry and Commerce, Jan. 8, 2016) (LexisNexis) (China). 

224 Guanyu Jiaqiang Hulianwang Pingtai Baozheng Baoxian Yewu Guanli de 

Tongzhi (�<¥Ś=ʛʐņËg˗g̻%¦ɰȬȺ̘Ʌ) [Notice on 

Strengthening the Administration of the Guarantee Insurance Business on 

Internet Platforms] (promulgated by China Insurance Regulatory Commission, 

Jan. 19, 2016) (Lawinfochina) (China). 

225 Guanyu Jiaqiang Xiaoyuan Buliang Wangluo Jiedai Fengxian Fangfan he 

Jiaoyu Yindao Gongzuo de Tongzhi (�<¥Śǣë!ʥʐʉk˸͕̻̳ʬß

ƴʝŗīĺ^Ⱥ̘Ʌ) [Notice on Strengthening the Risk-prevention, 

Education and Guidance of Campus Bad Network Lending] (promulgated by 

Ministry of Education & China Banking Regulatory Commission, Apr. 13, 

2016 ) (LexisNexis) (China). 

226 Guanyu Zuohao Chachu Shanzi Liyong Hulianwang Xiaoshou Caipiao 

Gongzuo Youguan Wenti de Tongzhi (�<nĐǢĂƫʟ�Ȯ=ʛʐ̧äş

ɐĺ^Ǒ�̭͒Ⱥ̘Ʌ) [Notice on Relevant Issues Concerning Effectively 

Conducting the Investigation of Sales of Lottery via Internet without 

Authorization] (promulgated by Ministry of Finance, Ministry of Public 

Security, State Administration for Industry and Commerce, Ministry of Civil 

Affairs & General Administration of Sport, Apr. 28, 2016) (mof.gov.cn) 

(China). 

227 Guanyu Yidong Youxi Chuban Fuwu Guanli de Tongzhi (�<ɚ§Ȓž�ȡ
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ǒ¦ɰȬȺ̘Ʌ) [Notice on the Administration of Mobile Game Publishing 

Services] (promulgated by State Administration of Press, Publication, Radio, 

Film and Television, May. 24, 2016) (Lawinfochina) (China). 

228 Hulianwang Xinxi Sousuo Fuwu Guanli Guiding (=ʛʐhŴƨɷǒ¦ɰȬ

˂Ğ) [Provisions on the Administration of Internet Information Search 

Services] (promulgated by Cyberspace Administration of China, Jun. 25, 2016, 

effective Aug. 1, 2016) (Lawinfochina) (China). 

229 Yidong Hulianwang Yingyong Chengxu Xinxi Fuwu Guanli Guiding (ɚ§=

ʛʐŋȮɜŊhŴǒ¦ɰȬ˂Ğ) [Provisions on the Administration of 

Mobile Internet Applications Information Services] (promulgated by 

Cyberspace Administration of China, Jun. 28, 2016, effective Aug. 1, 2016) 

(Lawinfochina) (China). 

230 Guanyu Jiaqiang Wangluo Biaoyan Guanli Gongzuo de Tongzhi (�<¥Śʐ

ʉʺȕɰȬĺ^Ⱥ̘Ʌ) [Notice on Strengthening the Administration of 

Online Performance] (promulgated by Ministry of Culture, Jul. 1, 2016) 

(Lawinfochina) (China). 

231 Guanyu Guifan Hulianwang Fuwu Danwei Shiyong Ditu de Tongzhi (�<˂

ʬ=ʛʐǒ¦²Z_ȮñîȺ̘Ʌ) [Notice on Regulating the Internet 

Service Providers’ Use of Maps] (promulgated by National Administration of 

Surveying, Mapping and Geoinformation & Office of the Central Leading 

Group for Cyberspace Affairs, Jul. 26, 2016) (sbsm.gov.cn) (China). 

232 Hulianwang Xinxi Anquan Guanli Xitong Shiyong ji Yunxing Weihu Guanli 

Banfa (Shixing) (=ʛʐhŴĚ|ɰȬɵʊ_Ȯ¿̎ʸʋƐɰȬ¤Ȃ�˟

ʸ�) [Administrative Measures for the Use and Operational Maintenance of 

Internet Information Security Management Systems (for Trial Implementation)] 

(promulgated by Ministry of Industry and Information Technology, Sep. 7, 

2016) (Lawinfochina) (China). 

233 Guanyu Banli Xingshi Anjian Shouji Tiqu he Shencha Panduan Dianzi Shuju 

Ruogan Wenti de Guiding (�<¤Ȭ�:ǨMƭ̿ƦÃßĠǢ�ƹȱĖƵƞ

ʪŅ̭͒Ⱥ˂Ğ) [Provisions on Several Issues Concerning Collecting, 

Extracting, Examining, and Judging Electronic Data in the Handling of 

Criminal Cases] (promulgated by the Supreme People’s Court, the Supreme 
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People’s Procuratorate & Ministry of Public Security, Sep. 9, 2016, effective 

Oct. 1, 2016) (LexisNexis) (China). 

234 Wangluo Jiaoyi Jiage Jubao Guanxia Guiding (Shixing) (ʐʉ?ǄNǧ-Ƒɰ

̊˂Ğ�˟ʸ�) [Provisions on Jurisdiction over Reports of Online 

Transaction Prices (for Trial Implementation)] (promulgated by National 

Development and Reform Commission, Oct. 25, 2016) (LexisNexis) (China). 

235 Hulianwang Zhibo Fuwu Guanli Guiding (=ʛʐȿƪǒ¦ɰȬ˂Ğ) 

[Provisions on the Administration of Internet Live-Streaming Services] 

(promulgated by Cyberspace Administration of China, Nov. 4, 2016, effective 

Dec. 1, 2016) (Lawinfochina) (China). 

236 Guanyu Banli Dianxin Wangluo Zhapian deng Xingshi Anjian Shiyong Falu 

Ruogan Wenti de Yijian (�<¤Ȭȱhʐʉ˚͛ɪ�:ǨM̖ȮȂťʪŅ

̭͒ȺŻˀ) [Opinions on Several Issues Concerning the Application of Law 

in the Handling of Criminal Cases of Fraud Committed through 

Telecommunication Networks] (promulgated by the Supreme People’s Court, 

the Supreme People’s Procuratorate & Ministry of Public Security, Dec. 19, 

2016) (LexisNexis) (China). 

237 Guanyu Tongyi Jianli Wangluo Shichang Jianguan Buji Lianxi Huiyi Zhidu de 

Han (�<ÒŻŔɣʐʉľòȼɰ̷̞ʛŀUˎ�ŏȺ�) [Letter on 

Approval of the Establishment of the Inter Ministerial Joint Conference System 

for Network Market Supervision] (promulgated by the General Office of the 

State Council, Dec. 19, 2016) (LexisNexis) (China). 

238 Guanyu Jinyibu Jiaqiang Wangluo Yuanchuang Shiting Jiemu Guihua Jianshe 

he Guanli de Tongzhi (�<̐�ǳ¥Śʐʉ¼�˃ÙʨȾ˂�Ŕ˕ßɰȬ

Ⱥ̘Ʌ) [Notice on Further Strengthening the Planning, Construction and 

Administration of Original Online Audio-visual Programs] (promulgated by 

State Administration of Press, Publication, Radio, Film and Television, Dec. 20, 

2016) (Lawinfochina) (China). 
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Appendix 2 – Codebook 

Preface 

This codebook is proposed and designed by the researcher. It is used to generate a 

legal index for coding relevant Internet law in China, in order to facilitate the further 

legislative document analysis. It is based on the conceptual framework raised in 

Chapter 2, and improved during the coding process. 

 

Terms and definitions 

− Source of law refers to the expressional form of law that is made or approved by 

different state organ with different legal effect and status. 

− The authorities refer to state organs that are in charge of Internet-related affairs. 

− ISPs refer to Internet service providers. 

− Users refer to Internet users within the territory of China. 

−  ‘→’ refers to directivity of the behavior. 

− Physical infrastructure layer focuses on the basic physical supports for the 

building and operation of the Internet, including but not limited to network 

construction, network interconnection, and network access. 

− Logic layer focuses on codes and protocols that enable functions of physical 

infrastructure to be realised, in order to promote and to regulate the information 

dissemination, such as IP address and domain name. 

− Content layer focuses on various forms of information and its flow on the 

Internet. 

− Civil liability refers to adverse consequence caused by civil illegal act or special 

statutory case. 
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− Criminal liability refers to adverse consequence caused by criminal illegal act 

that violates the criminal law and that should be subject to criminal penalties. 

− Administrative liability refers to adverse consequence caused by administrative 

illegal act or special statutory case. 

− Administrative penalty refers to sanction accepted by a citizen, legal person or 

other organization who violates administrative laws or regulations, but has not 

yet constituted crimes. 

− Administrative sanction refers to punishment accepted by a civil servant who 

violates laws, regulations, rules, or administrative decisions and orders. 

− State compensation refers to compensation for recovering damages caused by a 

state organ or a member of its personnel’s infringement upon the lawful rights 

and interests of a citizen, legal person or other organization, when exercising 

functions and powers in violation of the law. 

− Disciplinary sanction refers to punishment accepted by the Party organization or 

the Party member in violation of the Party Constitution and other party laws and 

regulations, in violation of state laws and regulations, in violation of Party and 

state policies, in violation of socialist morality, or for endangering the interests of 

the Party, the state and the people. 
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Codebook framework 

1. Basic properties 

 1.1 Source of law 

 1.2 The issuing authority 

 1.3 The issue number 

 1.4 The issue date 

 1.5 The effective date 

 1.6 Last amended date 

2. Common information 

 2.1 Legal basis 

 2.2 Legislative purpose 

 2.3 Definition 

3. The core 

 3.1 The authorities 

  3.1.1 Constitution 

  3.1.2 Function: Physical infrastructure layer 

  3.1.3 Function: Logic layer 

  3.1.4 Function: Content layer 

 3.2 The authorities → ISPs 

  3.2.1 Means 

4. The boundary 

 4.1 Political territory  

 4.2 Jurisdiction  

 4.3 Technical barrier 

  4.3.1 Network construction 

  4.3.2 Network interconnection 

  4.3.3 Internet access 

5. Unidirectional links from the core to the units within the boundary 

 5.1 ISPs → Users 

  5.1.1 General measures 

  5.1.1 The network real-name system 

  5.1.2 The Internet-surfing record backup system  

  5.1.3 Personal information protection 
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 5.2 ISPs → The authorities 

  5.2.1 Record providing 

  5.2.2 Authorities’ obligation of confidentiality 

6. Content regulation 

 6.1 Content that is prohibited or restricted for Internet communication 

 6.2 Content that is encouraged for Internet communication 

 6.3 Behavior that damages the information network security 

 6.4 Measure that is taken to regulate the Internet content 

  6.3.1 The authorities 

  6.3.2 ISPs 

  6.3.3 Users 

7. Mass supervision  

 7.1 Users 

 7.2 Authorities 

 7.3 ISPs 

8. Self-regulation 

9. Penalties 

 9.1 Civil liability 

 9.2 Criminal liability 

 9.3 Administrative liability 

  9.3.1 Administrative penalty 

  9.3.2 Administrative sanction 

  9.3.3 State compensation 

 9.4 Disciplinary sanction 

10. Others 

 10.1 Provision that is not coded 

 10.2 Note 
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1. Basic properties 

Column Item Categories 
1 Document number  001-238 
2 Name of the document  TEXT 
3 Source of law (ƢĐƫư) 1. Law (ƢĐ) 

2. 
Administrative 
regulation (Ⱦś
ƢɈ) 
3. Departmental 
rule (ʐʞɈǵ) 
4. Judicial 
interpretation (
�ƢɊʔ) 
5. 
Administrative 
normative 
document (ɈȰ
Ěť() 

4–59 The issuing 
authority (ʼîž
R) 

1 The National People’s Congress O¬!Ɯ%ɀ¿0 For items under 
the issuing 
authority, 0 
represents no, 
and 1 represents 
yes. 

2 The Standing Committee of the National People’s 
Congress 

O¬!Ɯ%ɀ¿0ðs

É�0 
3 The Publicity Department of the Central Committee of 

the Communist Party of China 
�¬Q�M�ÀÉ�0

Ø2ʐ 
4 The State Council ¬sʫ 
5 General Office of the State Council ¬sʫpP� 
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6 The State Commission Office for Public Sector Reform �ÀžƄȕiÉ�0p

PÙ 
7 The State Council Information Office ¬sʫŨʢpPÙ 
8 The Legislative Affairs Office of the State Council ¬sʫƢipPÙ 
9 Former Ministry of Posts and Telecommunications �ʏǊʐ 

10 Former Ministry of Information Industry �Cğ�ʐ 
11 Ministry of Industry and Information Technology ë�Cğyʐ 
12 Ministry of Foreign Affairs ¾�ʐ 
13 Former State Council Leading Group for Informatization 

Work 
�¬sʫCğyë8ʾ

âæȆ 
14 Cyberspace Administration of China ¬Ü�ȢȗCğpPÙ 
15 Former State Administration of Radio Film and 

Television 
�õŔǊČǊɉěè 

16 General Administration of Press and Publication ¬ÜŨʢ_ƺěț 
17 State Administration of Press, Publication, Radio, Film 

and Television 
¬ÜŨʢ_ƺõǊěè 

18 Ministry of Public Security PÒʐ 
19 Ministry of State Security ¬ÜÒOʐ 
20 Ministry of Culture ťyʐ 
21 Ministry of Commerce ¤sʐ 
22 Ministry of Finance ɬśʐ 
23 Former Ministry of Health ��ǆʐ 
24 Former National Education Commission �¬ÜŠȥÉ�0 
25 Ministry of Education Šȥʐ 
26 Ministry of Civil Affairs Ɯśʐ 
27 Ministry of Transport �ʉʁɽʐ 
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28 Ministry of Environmental Protection ǃ¸BĻʐ 
29 Former Ministry of Railways �ʚʌʐ 
30 Ministry of Science and Technology ǨÐķŽʐ 
31 National Administration for the Protection of State 

Secrets 
¬ÜBÞè 

32 State Cryptography Administration ¬ÜÞǜǼǅè 
33 China Food and Drug Administration ¬Ü˃ ȳ ǔǙǼǅ

ěè 
34 National Copyright Administration ¬Üƺƀè 
35 State Administration for Industry and Commerce ¬Üë¤ȾśǼǅěè 
36 General Administration of Quality Supervision, 

Inspection and Quarantine 
¬ÜɯʖǔǙƏˆƏǏ

ěè 
37 State Administration of Work Safety ¬ÜÒOǆ�ǔǙǼǅ

ěè 
38 State Administration of Taxation ¬ÜǮsěè 
39 General Administration of Sport ¬Ü7ȥěè 
40 National Administration of Surveying, Mapping and 

Geoinformation 
¬ÜƦȌ°ǅCğè 

41 State Tobacco Monopoly Administration ¬ÜƵȱ�~è 
42 Former State Development Planning Committee �¬Ü�éɎcÉ�0 
43 National Development and Reform Commission ¬Ü�é�ŘʷÉ�0 
44 People’s Bank of China �¬!ƜʛȾ 
45 China Banking Regulatory Commission �¬ʛȾǔǙǼǅÉ

�0 
46 China Securities Regulatory Commission �¬ɚjǔǙǼǅÉ�

0 
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47 China Insurance Regulatory Commission �¬BʭǔǙǼǅÉ�

0 
48 The Supreme People’s Court ŷˉ!ƜƢʫ 
49 The Supreme People’s Procuratorate ŷˉ!ƜƏßʫ 
50 China Internet Network Information Center �¬�ȢȗȎCğ�ē 
51 Office of the National Working Group for the Elimination 

of Pornography and Illegal Publications 
O¬ıˋĮʵë8æȆ

pPÙ 
52 Civilization Office of the Central Communist Party 

Committee 
�ÀǾǤťůĀəŃâ

É�0pPÙ 
53 The Central Committee of the Communist Young League  �¬Q���ʴó©�

ÀÉ�0 
54 Chinese Academy of Sciences �¬ǨÐʫ 
55 Former General Staff Department of China People’s 

Liberation Army 
n�¬!ƜɊŚYě�

ɥʐ 
56 All-China Women’s Federation �{O¬ÆÄȢ�0 
57 Working Committee for the Care of the Next Generation �¬Rē��%ë8É

�0 
60 The issue number (�ťÎ�) TEXT 
61 The issue date (ʼîŭź) YYYY-MM-DD 
62 The effective date (ǆŝŭź) YYYY-MM-DD 
63 Last amended date (ŷ�Dɏŭź) YYYY-MM-DD 

 

2. Common information 

Column Item Categories 
1 Document number  001–238 
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2 Name of the document  TEXT 
3 Legal basis (ǲƢ;Ň) TEXT 

4–113 Legislative purpose (ǲƢ
ǖǒ) 

1 To regulate behaviors ɈȰȾ� For items under 
legislative purpose, 0 
represents not 
mentioned, and 1 
represents mentioned. 
In addition, a column 
is reserved to quote 
relevant sentences or 
words in the coded 
provisions. 

2 To promote the development ?ʂ�é 
3 To prevent illegal and criminal acts ʽʦʃƢƾș 
4 To penalise illegal and criminal acts Ģ»ʃƢƾș 
5 To enhance the regulation rćǔǼ 
6 To protect lawful rights and interests ȑĻ�ƢƀǓ 
7 To coordinate interests ɣŤgǓRǿ 
8 To guarantee the smooth progress of 

the socialist modernization drive 
Bʯǣ0��Ǆ%yĀəǒ

ʺgʂȾ 
9 To safeguard national sovereignty, 

security and interests 
ȑĻ¬Ü�ƀ�ÒO�gǓ 

10 To defend the regime and the 
socialist system 

B�śƀ�ǣ0��iü 

11 To achieve the great rejuvenation of 
the Chinese nation 

ÖǄ�{Ɯū1¿½S 

12 To safeguard people’s fundamental 
interests 

BĻ!ƜƋżgǓ 

13 To safeguard social and public 
interests 

ȑĻǣ0PQgǓ 

14 To protect public security BʯPQÒO 
15 To protect the network and 

information security 
BĻȗȎCğÒO 

16 To guarantee the authenticity and 
accuracy of the information 

BɚCğǘÖ\Ǡ 
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17 To prevent and to control virus ʽʦƠǅǐƛ 
18 To maintain the order ȑĻǪö 
19 To create atmosphere ȵʊǃ¸ 
20 To meet the demand Ʋɸʲƞ 
21 To prevent the risk ʦȰ˂ʭ 
22 To protect the minors BĻŻĨó! 
23 To train, to educate and to guide µVŠȥĄâ 
24 To guarantee the normal operation 

of the physical infrastructure 
Bʯ¶ǟəŪƔðʁ8 

25 To take effect �Ņ8Ǉ 
26 To motivate the website construction Bɚ�?ʂȗǳĀə 
27 To improve the integrity and 

accuracy of the database 
ŏˉŢŇ÷ÓŤĚ�\ǠĚ 

28 To utilise resources efficiently ŸŝgǇɵư 
29 To encourage the competition BĻǴ� 
30 To guard state secrets BÑ¬ÜǩÞ 
31 To encourage the creation and 

dissemination of works 
ˌv8 e82Ŕ 

32 To enrich the Internet culture ȂȲȗȎťy 
33 To solve new problems ɊZŨġ[�Ũʠˀ 
34 To define responsibilities ůǠɭ* 
35 To validate the legal effect ǠǲƢĐŝo 
36 To apply the law accurately ůǠƢĐʇǇ 
37 To resolve the dispute ɊZ�ɓ 
38 To hear the case accurately ƔǠ×ǅƍ( 
39 To carry out and implement ɲčȶÖ 
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40 To push the work forward Ōtë8 
41 To improve the work efficiency ŏˉë8ŝǁ 
42 To consolidate the work 

achievements 
ì«ë8ĨƆ 

43 To establish the working mechanism Āǲë8ži 
44 To strengthen the coordination 

between governmental departments 
rćʐʞʡ|ɣʑ� 

45 To promote information sharing ?ʂCğQ  
46 To establish the market system Āǲí±7ǿ 
47 To encourage the lawful and honest 

operation 
ˌv�ƢɟCȊȵ 

48 To improve the quality ŏˉɯʖ 
49 To encourage the supervision ˌvǔǙ 
50 To strengthen the public information 

service 
rćPQCğŹs 

51 To standardise the administration ɈȰǼǅë8 
52 To regulate the Internet according to 

law 
;ƢƠȗ 

53 To uphold the correct orientation ³łƔǠâ� 
54 To reduce the undesirable 

phenomena 
]ç	ȫǄɩ 

114 Definition TEXT 
 

3. The core 

Column Item Categories 
1 Document number  001–238 
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2 Name of the document  TEXT 
3–146 The 

authorities 
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  

1 Constitution For items 
under 
constitution, 
0 represents 
not 
mentioned, 
and 1 
represents 
mentioned. 
In addition, 
a column is 
reserved to 
quote 
relevant 
sentences or 
words in the 
coded 
provisions. 

   1.1 The Communist Party of China �¬Q�M 
   1.2 State council ¬sʫ 
   1.3 People’s government !Ɯśú 
   1.4 Internet information administration �ȢȗCğ�Ǽʐʞ 
   1.5 Information industry administration ǊCǼǅʐʞ 
   1.6 Cultural administration ťyȾśʐʞ 
   1.7 Journalism administration Ũʢ�Ǽʐʞ 
   1.8 Publishing administration _ƺ�Ǽʐʞ 
   1.9 Education administration Šȥ�Ǽʐʞ 
   1.10 Health administration �ǆ�Ǽʐʞ 
   1.11 Food and drug administration ȳ ǔǙǼǅʐʞ 
   1.12 Industry and commerce administration ë¤ȾśǼǅʐʞ 
   1.13 Administration of radio, film and television õŔǊČǊɉ�Ǽʐʞ 
   1.14 Public security administration PÒ�Ǽʐʞ 
   1.15 National security administration ¬ÜÒO�Ǽʐʞ 
   1.16 Science and technology administration Ǩķ�Ǽʐʞ 
   1.17 Administration for Protection of State Secrets BÞžƄ 
   1.18 Copyright administration ƺƀȾśǼǅʐʞ 
   1.19 Civil administration Ɯśʐʞ 
   1.20 Sport administration 7ȥʐʞ 
   1.21 Financial administration ɬśʐʞ 
   1.22 Environmental protection administration ǃ¸BĻʐʞ 
   1.23 Work safety administration ÒOǔǼʐʞ 
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  1.24 Transport administration �ʉʁɽ�Ǽʐʞ 
   1.25 Railways administration ʚʌǼǅʐʞ 
   1.26 Administration of surveying, mapping and geoinformation ƦȌȾś�Ǽʐʞ 
   1.27 Department for development and reform �éŘʷʐʞ 
   1.28 Price administration )ƌʐʞ 
   1.29 Commerce administration ¤sʐʞ 
   1.30 Financial supervision department  ʗȼǔǼʐʞ 
   1.31 People’s Bank of China !ƜʛȾ 
   1.32 Banking regulator ʛȾǔǼžƄ 
   1.33 Administration of quality supervision, inspection and 

quarantine 
ɯƏʐʞ 

   1.34 Postal administration ʏśʐʞ 
   1.35 Comprehensive law enforcement team in cultural markets  ťyí±Ȓ�İƢʥ- 
   1.36 Customs ƨR 
   1.37 Chinese Academy of Sciences �¬ǨÐʫ 
   1.38 The domain name administration ´�ǼǅžƄ 
   1.39 People’s court !ƜƢʫ 
   1.40 People’s Procuratorate !ƜƏßʫ 
   1.41 Former General Staff Department of China People’s 

Liberation Army 
ě�ɥʐʉCʐ 

   1.42 State Tobacco Monopoly Administration ¬ÜƵȱ�~è 
 2 Function: Physical infrastructure layer For items 

under 
physical 
infrastructur
e layer, 0 

   2.1 Building the network ȗȎĀə 
   2.2 Operating the network ȗȎʁȵ 
   2.3 Managing the network ȗȎǼǅ 
   2.4 Governing the industry ȾǼǅ 
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  2.5 Making overall planning ȏǹɈc represents 
not 
mentioned, 
and 1 
represents 
mentioned. 
In addition, 
a column is 
reserved to 
quote 
relevant 
sentences or 
words in the 
coded 
provisions. 

   2.6 Supervising the service ǔǼŹs 
   2.7 Solving the dispute »ǅ�ɓ 
   2.8 Providing the service ŏ:Źs 

 3 Function: Logic layer For items 
under logic 
layer, 0 
represents 
not 
mentioned, 
and 1 
represents 
mentioned. 
In addition, 
a column is 
reserved to 
quote 

   3.1 Formulating the regulations and policies iÕɈǵśǸ 
   3.2 Formulating the domain name system iÕ´�7ǿ 
   3.3 Making overall planning ȕiɈc 
   3.4 Building and managing the database ĀǲǼǅŢŇ÷ 
   3.5 Managing resources Ǽǅɵư 
   3.6 Administering the institutions ǼǅǗRžƄ 
   3.7 Supervising over and administering the service ǔǼŹs 
   3.8 Safeguarding the security ÒOBʯ 
   3.9 Solving the dispute ´��ɓɊZ 
   3.10 Operating the server ʁȾŹs§ 
   3.11 Managing the IP filing IP¼ƍǼǅ 
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   3.12 Taking charge of the international coordination ¬ʨ|ɣ relevant 
sentences or 
words in the 
coded 
provisions. 

 4 Function: Content layer For items 
under 
content 
layer, 0 
represents 
not 
mentioned, 
and 1 
represents 
mentioned. 
In addition, 
a column is 
reserved to 
quote 
relevant 
sentences or 
words in the 
coded 
provisions. 

   4.1 Formulating the regulations and policies iÕƢĐũʙśǸ 
   4.2 Regulating the information content ǼǅCğWÝ 
   4.3 Supervising over and administering the service ǔǼŹs 
   4.4 Administering the institutions ǔǼǗRžƄ 
   4.5 Supervising over the law enforcement ǔǼİƢ 
   4.6 Safeguarding the security ÒOBʯ 
   4.7 Making overall planning ȏǹɈc 
   4.8 Governing the industry ȾǼǅ 
   4.9 Investigating and punishing illicit or criminal acts ƈ»ʃƢƾș 
   4.10 Protecting legal rights ƀgBĻ 

147–264 The 
authorities 
→ ISPs 
  
  

1 Means For items 
under 
means, 0 
represents 
not 

   1.1 Authorizing and setting up management institutions ňƀ�ĀǲǼǅžƄ 
   1.2 Managing the membership ǼǅĨ�ɵƌ 
   1.3 Setting up the expert committee əǲ�ÜÉ�0 
   1.4 Setting up administrative licensing Ⱦśɖ� 
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  1.5 Renewing administrative licensing ȐpȾśɖ� mentioned, 
and 1 
represents 
mentioned. 
In addition, 
a column is 
reserved to 
quote 
relevant 
sentences or 
words in the 
coded 
provisions. 

   1.6 Commanding administrative archiving Ⱦś¼ƍ 
   1.7 Conducting annual review óü×Ɗ 
   1.8 Commanding administrative registration ȾśǑɕ 
   1.9 Conducting qualification management ɵɯǼǅ 
   1.10 Conducting management by level ʈȄǼǅ 
   1.11 Conducting classified management aǽǼǅ 
   1.12 Conducting credit management CɌǼǅ 
   1.13 IP address archiving IP¼ƍ 
   1.14 Guiding Ńâ 
   1.15 Coordinating |ɣ 
   1.16 Supervising and urging Ǚ? 
   1.17 Conducting supervision ǔǙ 
   1.18 Inspecting Əƈ 
   1.19 Inquiring ɠʠ 
   1.20 Consulting and copying ƈʣ�½i 
   1.21 Carrying out statistics ȏɎ 
   1.22 Monitoring ǔƦ 
   1.23 Auditing ×Ɏ 
   1.24 Investigating ɣƈ 
   1.25 Making detection and identification ʘÕƏƦ 
   1.26 Evaluating ɛ) 
   1.27 Leading Ąâ 
   1.28 Conducting propaganda Ø2 
   1.29 Having interviews ȃɤ 
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  1.30 Retrieving and accessing to data ɣ�ƈʣŢŇ 
   1.31 Collecting evidence on site Ǆ±�ɚ 
   1.32 Analyzing and identifying the electronic data ǊÍŢŇaƅ
ɐÕ 
   1.33 Commending and rewarding ɀċÃv 
   1.34 Criticizing ĵɛ 
   1.35 Training and appraisals µɒȟƊ 
   1.36 Making contingency plan øęʽƍ 
   1.37 Handling accidents »ǅ�Ŝ 
   1.38 Disclosing the information CğPā 
   1.39 Collecting fees and taxes ŗǮɳ 
   1.40 Testing, checking and accepting ×ƈˆŗ 
   1.41 Assessing ɛ4 
   1.42 Reporting, reporting for approval, or reporting for filling ļ��ļĵ�ļ¼ 
   1.43 Preparing the planning ȕiɈc 
   1.44 Solving the dispute ɊZ�ɓ 
   1.45 Commanding to provide relevant information ɭ&ŏ:ǗRCğ 
   1.46 Promoting the special management share system ƽƙǼǅȤiü 
   1.47 Formulating administrative documents iÕȾśť( 
   1.48 Issuing special order �î�ʹʉ& 
   1.49 Coordinating and cooperating |8ʑ� 
   1.50 Keeping informed ʉļġ[ 
   1.51 Keeping contact ë8Ȣǿiü 
   1.52 Encouraging and supporting ˌvĴł 
   1.53 Recording and making the illegal acts public ʃƢȾ�ɕĉ�Pǡi

ü 
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   1.54 Building and managing the database ǼǅŢŇ÷ 
   1.55 Accessing to the monitoring platform ŊNǔǼò� 
   1.56 Sharing the information CğQ  
   1.57 Initiating an administrative review Ⱦś½ɓ 
   1.58 Bring an administrative litigation Ⱦśɞɘ 
   1.59 Conducting research rćǝǰ 

 

4. The boundary 

Column Item Categories 
1 Document number  001-238 
2 Name of the document  TEXT 

3–8 Political 
territory 
  
  

1 Internet sovereignty For items under political territory, 0 represents not 
mentioned, and 1 represents mentioned. In addition, a 
column is reserved to quote relevant sentences or 
words in the coded provisions. 

 2 Restriction for locating the server 
 3 Restriction for the admission of foreign investment 

9–14 Jurisdiction!
!
 

1 Provision that emphasises the jurisdiction within the 
territory of China  

For items under jurisdiction, 0 represents not 
mentioned, and 1 represents mentioned. In addition, a 
column is reserved to quote relevant sentences or 
words in the coded provisions. 

 2 Provision that is relevant to Hong Kong, Macao and 
Taiwan 

 3 Provision that concerns domestic jurisdiction 
15–35 Technical 

barrier 
  
  
  
  

1 Network construction For the item network construction, 0 represents not 
mentioned, and 1 represents mentioned. In addition, a 
column is reserved to quote relevant sentences or 
words in the coded provisions. 

 2 Network interconnection For items 2.1 to 2.6, 0 represents irrelevant, and 1 
represents relevant to the coded provision(s). A   2.1 China’s information network �¬CğȗȎ 
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 2.2 Foreign information network ¾¬CğȗȎ column is reserved to quote relevant sentences or 
words in the coded provisions. For items 2.7 to 2.11, 
0 represents not mentioned, and 1 represents 
mentioned. A column is also reserved beside each 
sub-item to quote relevant sentences or words in the 
coded provisions. 

  2.3 Public network PǇȗ 
  2.4 Private network �Ǉȗ 
  2.5 Internet �Ȣȗ 
  2.6 Backbone network ˈñȗ 
  2.7 Networking principle Ȣȗ�d 
  2.8 Networking mode ȢŊũă 
  2.9 Networking protocol Ȣȗ|ɓ 
  2.10 Networking management ȢȗǼǅ 
   2.11 Networking cost ȢȗɳǇ 
 3 Network access For the item network construction, 0 represents not 

mentioned, and 1 represents mentioned. In addition, a 
column is reserved to quote relevant sentences or 
words in the coded provisions. 

 

5. Unidirectional links from the core to the units within the boundary 

Column Item Categories 
1 Document number  001–238 
2 Name of the document  TEXT 

3–31 ISPs → 
Users 

1 General measures For items 1.1 to 3.2, 0 represents 
not mentioned, and 1 represents 
mentioned. In addition, a column 
is reserved beside each item to 
quote relevant sentences or 
words in the coded provisions. 

    1.1 Managing users ǇīǼǅ 
    1.2 Making an agreement Ǻɏ|ɓ 
  2 The network real-name system 
   2.1 Registering the identity information ɻ+CğǑɕ 
   2.2 Managing the account ɮ�Ǽǅ 
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   2.3 Verifying the information CğƊˆ 
    2.4 Filing and updating ĀƎôÕźŶŨ 
  3 The Internet-surfing record backup system 
   3.1 Recording the Internet-surfing information �ȗCğɕĉ 
    3.2 Saving backup BÏ¼+ 
  4 Personal information protection For items under personal 

information protection, 0 
represents not mentioned, and 1 
represents mentioned. In 
addition, a column is reserved at 
the end to quote relevant 
sentences or words in the coded 
provisions. 

   4.1 Summary ƐŁĚ�ʄ 
   4.2 Abiding by principles of legality, propriety 

and necessity 
�Ƣ�ƔĈ�ĔɄ

�d 
   4.3 Explicitly stating the purposes, means and 

scope for collecting or using information 
ůǡǖǒ�ũă�

Ȱª 
   4.4 Obtaining the consent of the person whose 

data is gathered 
Ǜġ�ĥ 

   4.5 Following laws and bilateral agreements to 
use personal information 

;Ƣ;ȃ9Ǉ 

   4.6 Disclosing rules for its collection and use Pāŗʱ9ǇɈd 
   4.7 Keeping confidential BÞ�s 
   4.8 Taking information security measures CğÒOŎŪ 
   4.9 Safekeeping Ç¥BǼ 
   4.10 Taking remedial measures ʓ�ȿşŎŪ 
   4.11 Reporting the accidents ļ� 
    4.12 Cooperate with investigation and handling ʑ�ɣƈ»ǅ 

32–35 ISPs → 
The 
authorities 

1 Record providing For items record providing and 
authority’s obligation of 
confidentiality, 0 represents not 
mentioned, and 1 represents 
mentioned. In addition, a column 

  2 Authorities’ obligation of confidentiality 
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is reserved beside each item to 
quote relevant sentences or 
words in the coded provisions. 

 

6. Content regulation 

Column Item Categories 
1 Document number  001–238 
2 Name of the document  TEXT 

3–65 
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  

Content that is 
prohibited or 
restricted for 
Internet 
communication 

1 Summary ƐŁĚ�ʄ For items under 
content that is 
prohibited or 
restricted for Internet 
communication, 0 
represents not 
mentioned, and 1 
represents mentioned. 
In addition, a column 
is reserved in the end 
to quote relevant 
sentences or words in 
the coded provisions. 

2 Content that opposes the fundamental principles 
determined in the Constitution 

�àÚƢĬǠÕǒ¶ż�

dǒ 
3 Content that incites to resist or destroy the law 

enforcement 
ƸtĺĿĪȠǞ²ƢĐŪ

ǒ 
4 Content that incites secession Ƹtaɂ¬Ü 
5 Content that damages national unity, or endangers 

sovereignty and territorial integrity 
�Û¬Üȏ���ƀ�ʾ

®ÓŤǒ 
6 Content that compromises state security �Û¬ÜÒO 
7 Content that divulges state secrets, intelligence or 

military secrets 
Ǳ��ơʳ¬ÜǩÞ�ġ

ļĪȠY�ǩÞ 
8 Content that subverts state power or incites to 

subvert state power 
�Ƹt�ˁɅ¬Üśƀ 

9 Content that aims to overthrow the socialist system ŌȞǣ0��iü 
10 Content that harms the dignity or interests of the 

state 
ņÛ¬ÜȲɌ�gǓǒ 

11 Content that violates state policies ʃ�¬ÜśǸ 
12 Content that attacks the Party and state leaders ř`M�¬Üʾâ! 
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13 Content that disparages revolutionary leaders, 
heroes and important historical figures, and that 
tampers with the classical works, or distorts the 
spiritual essence of or important character images in 
the original works 

ȸĥɱņ�ĠŐʷ�ʾɁ

�ȯʰ!Ƽ�ʕɄ��!

Ƽ��¾�ȷ��ȷ�ʕ

Ʉ!ƼĊɩǒ 

14 Content that maliciously derogates the images of 
people’s army, armed police, public security and 
the judiciary 

Ġĥɱņ!ƜYʥ�ƖɃ

ɍß�PÒ��ƢĊɩǒ

�ŸȺĎAȹ�bɔʋ:

șƾĪƾșÌǍ!ǷġȮ

ǒ 
15 Content that shows the arrogance of illegal and 

criminal acts, that describes criminal means and 
details, that exposes reconnaissance means and 
details, and that exposes the images or voices of the 
complainant, witnesses and others who should be 
subject to the protection 

ɀǄʃƢƾș¨ĆƝƶ�

U7éǡƾșȾ�ȇȮ�

Ŵʳƽƙ<ƈĭƚ�Ŵʳ

øĈ�hBĻǒ�ļ!�

ɚ!ǷĊɩ�ºʸǒ 

16 Content that incites ethnic hatred or racial 
discrimination or damages inter-ethnic unity 

ƸtƜū"Ğ�ƜūƗɉ

�Ǟ²Ɯū©ȋǒ 
17 Content that is against ethnic customs and traditions >ÛƜū˂@��ģǒ 
18 Content that distorts the Chinese civilization and 

Chinese history, or serious breaches the historical 
facts 

ƘŵƜū���Ɯū��

!Ƽ 

19 Content that distorts the history of other nations, or 
does not respect the civilization and customs of 
other nations 

ĠĥŵɊ$¬���	å

ʕ!ǽťů�$¬ťů�

˂@�ģǒ 
20 Content that sabotages state religious policy and 

that propagates cults and feudal superstition 
Ǟ²¬ÜÔŠśǸ�ØĲ

ʎŠ�ãĀʅCǒ 
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21 Content that concerns organizing the cult 
organization or contacting members of the cult 

ȆȈʎŠȆȈ�ȢȎʎŠ

ȆȈĨ� 
22 Content that disseminates rumors, disturbs social 

order or disrupts social stability 
šîɧɋ�ĳ�ǣ0Ǫö

�Ǟ²ǣ0ǯÕǒ 
23 Content that impairs social security ÈÛǣ0ƠÒ 
24 Content that is destructive to the morals ɹɺʌĒùȅ�ʃȦPö

ȫ@ 
25 Content that harms public interests ņÛPQgǓ 
26 Content that harms collective interests �Ûʱ7gǓ 
27 False information ȻFCğ 
28 Content that is obscene or vulgar šîƪǬȬġǒ 
29 Content that spreads gambling information šîɶ�ǒ 
30 Content that advocates drug abuse ØĲ�ƛ 
31 Content that contains the plots of violence, murder, 

or horror 
šîŴo�^ſ�Ĝėǒ 

32 Content that abets a crime or teach criminal means Š¢ƾșĪȠ2ňƾșũ

Ƣǒ 
33 Content that induces crimes ɡ�ʃƢƾș 
34 Information for committing illegal or criminal acts ʃƢƾșCğ 
35 Content that endangers social morality or fine 

national traditional culture 
�Ûǣ0PĒĪȠƜū/

Ǧťy2ȏǒ 
36 Content that insults or slanders others =ɾĪȠɢɨ$! 
37 Content that damages the reputation of state organs ņÛ¬ÜžRCɌ 
38 Content that infringes the business reputation and 

product reputation of others 
ņÛ$!¤CɌ�¤ 

ºɌ 
39 Content that discloses industry secrets, ĽʳȾ�ķŽ�¤ǩ
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technological secrets or trade secrets ÞǷ 
40 Content that infringes the intellectual property 

rights of others 
>ƾ$!Ǜɜ�ƀ 

41 Content that infringes citizens’ freedom and privacy 
of correspondence 

>ƾPƜʉCȨǈ�ʉC

ǩÞ 
42 Content that infringes the privacy of others Ľʳʮǧ 
43 Content that infringes the legitimate rights and 

interests of minors, or that harms the physical and 
mental health of minors 

>ÛŻĨó!�ƢƀǓĪ

ȠņÛŻĨó!ɻēHþ

ǒ 
44 Content that infringes other legitimate rights and 

interests of others 
>Û$!�ƢƀǓǒ 

45 Content that promotes negative or decadent outlook 
on life, world and value, and that deliberately 
exaggerates the ignorance and backwardness of 
ethnic or the dark side of society 

ØĲƩƃ�ʿûǒ!ǆɇ

��ǋɇ�)Eɇ�lĥ

ƮƇ�Â¿ƜūĦűȶ�

Īǣ0ʧųʶǒ 
46 Content that incites unlawful assembly, association, 

procession, demonstration or gatherings that 
disturbs social order 

ƸtʵƢʱ0�ȋǣ�Ư

Ⱦ�ǡÊ�ȣ.ĳ�ǣ0

Ǫöǒ 
47 Content that concerns activities in the name of 

illegal civil organizations 
'ʵƢƜʡȆȈ��Ƥt

ǒ 
48 Content that incites to resist or undermine the 

implementation of Constitution, laws, 
administrative regulations and rules 

Ǟ²¬ÜƢĐ�ȾśƢɈ

ÖŪǒ 

49 Product information of narcotic drugs, psychotropic 
drugs, toxic drugs for medical use, radioactive 
drugs, drugs for detoxification and pharmaceutical 
preparation of medical institution 

�îˊʒȳ �ǾǤȳ 

�zǎǇƛĚȳ �Śä

Ěȳ �ĩƛȳ �zǎ

žƄimǒ� Cğ 
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50 Tobacco advertising Ƶȱõ� 
51 Restriction on prescription drug information »ũȳʪi 
52 Unauthorised medical advertisements ŻȊ×ĵǒzǎõ� 
53 Cultural products that violate laws or regulations ʃƢʃɈťy�  
54 Restriction on dangerous goods information �ʭ Cğʪi 
55 Restriction on current political information ŮśǽWÝʪi 
56 Restriction on internally distributed publications Wʐ�Ⱦǒ_ƺƼʪi 
57 Internet map published abroad ¸¾�Ȣȗ° 
58 Restriction on domain name ´�ʪi 
59 Vulgar information 6@�Ë@�ÿ@Cğ 
60 Restriction on religious, ethnic, and social sensitive 

issues 
ÔŠ�Ɯū�ǣ0Şħʠ

ˀʪi 
61 Other content that prohibited by laws and 

regulations 
�ŸƢĐ�ȾśƢɈǥƓ

ǒT$WÝǒ 
62 Content that violates the spirit of laws and 

regulations 
ʃ�ǗRƢĐƢɈǾǤǒ 

66–107 
  
  
  
  
  
  
  
  
  
  

Content that is 
encouraged for 
Internet 
communication 

1 Summary ƐŁĚ�ʄ For items under 
content that is 
encouraged for 
Internet 
communication, 0 
represents not 
mentioned, and 1 
represents mentioned. 
In addition, a column 
is reserved beside 
each item to quote 

2 Content that develops the socialism core values ąĲǣ0��Ɗē)Eɇ 
3 Content that advances and enriches the fine national 

traditional culture, and that promotes international 
cultural exchanges 

ąĲƜū/Ǧ2ȏťy�

?ʂ¬ʨťy�ƥ 

4 Content that promotes positive energy ąĲƔȧʖ 
5 Content that improves the quality of public culture ŸǓ�ŏˉP.ťyȀɯ 
6 Content that promotes economic development ŸǓ�ŌtȊƧ�é 
7 Content that promotes social progress ŸǓ�?ʂǣ0ʂƕ 
8 Content that spreads advanced socialist culture ŸǓ�2Ŕǣ0��Lʂ
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ťy relevant sentences or 
words in the coded 
provisions. 

9 Content that promotes people’s all-round 
development 

ŸǓ�Ōt!ǒOʶ�é 

10 Content that promotes social harmony ŸǓ�?ʂǣ0�ɦ 
11 Content that manifests the epoch development and 

social progress 
ąĲ7ǄŮ%�é�ǣ0

ʂƕǒĘĤťy 
12 Content that propagates science and truth Ø2ǨÐǘǅ 
13 Content that is benefit to shape beautiful souls ·ʊȜÅēƴ 
14 Content that people are delighted to see and to hear !Ɯȝ.¦ʢ�Ɇ 
15 Content that plays an important role in elaborating 

and spreading the basic principles established in the 
Constitution 

àʤʄ�2ŔÚƢǠÕǒ

¶ż�dŸʕ¿8Ǉǒ 

16 Content that is of great significance in carrying out 
education of patriotism, collectivism, socialism and 
ethnic solidarity 

àʂȾƹ¬���ʱ7�

��ǣ0���Ɯū©ȋ

ŠȥŸʕ¿ĥ�ǒ 
17 Content that is of great significance in promoting 

social morality, professional ethics, family virtues 
and personal qualities 

àąĲǣ0PĒ�ȡʌ

Ē�ÜýȜĒ��! Ē

ŸʕɄĥ�ǒ 
18 Content that has significant contributions in 

promoting cultural innovation and in introducing 
the latest scientific and cultural achievements at 
home and abroad 

àŌʂťyeŨ��Ů�

Ű¬W¾ŨǒǨÐťyĨ

ƆŸʕ¿ɫǀǒ 

19 Content that plays a major role in promoting public 
cultural services 

à?ʂPQťyŹsŸʕ

¿8Ǉǒ 
20 Healthy content that specially caters to minors or 

content that is conducive to the healthy growth of 
minors 

�ʞ'ŻĨó!�àɩ�

WÝHþǒĪȠT$Ÿg

�ŻĨó!HþĨʝǒ 
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21 Content with great ideological, scientific, cultural, 
or artistic value 

UŸʕɄĘĤ)E�ǨÐ

)EĪȠťyȭŽ)Eǒ 
108–137 
  
  
  
  
  
  
  
  
  
  
  
  
  
  

Behavior that 
damages the 
information 
network security 

1 Summary ƐŁĚ�ʄ For items under 
behavior that damages 
the information 
network security, 0 
represents not 
mentioned, and 1 
represents mentioned. 
In addition, a column 
is reserved beside 
each item to quote 
relevant sentences or 
words in the coded 
provisions. 

2 Destroying Internet security protective measures Ǟ²�ȢȗÒOBĻŎŪ 
3 Spreading computer viruses šîɎǻžǐƛ 
4 Invading the computer >NɎǻž 
5 Destroying normal data transmission Ǟ²ƔðŢŇ2ɽ 
6 Endangering the security of information uploaded 

by user 
�ÛǇī�ɼCğÒO 

7 Using technological means to infringe other ISP’s 
lawful rights and interests 

>ƾT$�ȢȗŹsŏ:

Ƞ�ƢƀǓ 
8 Accessing to the network or using network 

resources without permission 
ŻȊKɖʂNȗȎĪ9Ǉ

ȗȎɵư 
9 Deleting, modifying or increasing network 

functions without permission 
ŻȊKɖàȗȎqȧʂȾ

fʬ�DŘĪ¹r 
10 Deleting, modifying or increasing network data 

without permission 
ŻȊKɖàȗȎŢŇøǇ

ʂȾfʬ�DŘĪ¹r 
11 Interrupting the network or communication services 

without authorization 
ŕȨ�ŧȗȎĪʉCŹs 

12 Intentionally deleting or altering electric data for 
right management 

fʬ�Ř�ƀgǼǅǊÍ

Cğ 
13 Stealing or destroying other’s information Ǳ��Ǟ²$!Cğ�ņ

Û$!�ƢƀǓ 
14 Using computer programs for illegal activities Ǉ�ʃƢƤtǒɎǻžǭ

ö 
15 Conducting other activities prohibited by laws or ʂȾƢĐ�ȾśƢɈǥƓ
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regulations ǒT$Ƥtǒ 
138–289 
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  

Measure that is 
taken to regulate 
the Internet 
content 

1 The authorities For items under 
authority, 0 represents 
not mentioned, and 1 
represents mentioned. 
In addition, a column 
is reserved beside 
each item to quote 
relevant sentences or 
words in the coded 
provision. 

 1.1 Censoring WÝ×ƈ 
 1.2 Content filing WÝ¼ƍ 
 1.3 Adopting the technical supervision system ķŽǔǼǿȏ 
 1.4 Guiding Ńâ 
 1.5 Conducting supervision ǔǙ 
 1.6 Inspecting Əƈ 
 1.7 Monitoring ǔƦ 
 1.8 Inquiring ɠʠ�ƈɠ 
 1.9 Investigating ɣƈ 
 1.10 Commanding to provide relevant materials Ʉƞŏ:ǗRƁŦ 
 1.11 Consulting and copying ƈʣ�½i 
 1.12 Retrieving and accessing to data ɣ�ķŽƏƦ�ɕ

ĉɵŦ 
 1.13 Commanding to suspend to release ɭ&ŲG�î 
 1.14 Disposing illegal content ʃƢWÝ»Ț 
 1.15 Commanding to take security protection measures ɭ&ʓ�ÒOBĻ

ŎŪ 
 1.16 Security reviewing ÒO×ƈ 
 1.17 Making detection ƏƦ 
 1.18 Making inquisition xˆ 
 1.19 Making identification ʘÕ 
 1.20 Disposing through cryptography technology BÞķŽ»ǅ 
 1.21 Conducting management by level aȄǼǅ 
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 1.22 Conducting identification management ƉɜǼǅ 
2 ISPs For items under ISP, 0 

represents not 
mentioned, and 1 
represents mentioned. 
In addition, a column 
is reserved beside 
each item to quote 
relevant sentences or 
words in the coded 
provisions. 

 2.1 Adhere to the direction of serving the people �!ƜŹs 
 2.2 Adhere to the direction of serving the socialist �ǣ0��Źs 
 2.3 Adhere to the right direction of public opinion ³łƔǠǒȩɗâ

� 
 2.4 Prioritizing social benefits ĸǣ0ŝǓŚ¯˅

5 
 2.5 Safeguarding national interests and public interests ȑĻ¬ÜgǓ�P

QgǓ 
 2.6 Complying with socialist ethics ʍÑǣ0��ʌĒ

ɈȰ 
 2.7 Complying with laws and regulations ʍÑƢĐ 
 2.8 Providing the service timely �Ůŏ:Źs 
 2.9 Providing the service according to the permit ńɖ�ŏ:Źs 
 2.10 Providing the quality service ŏ:ȫÅŹs 
 2.11 Canceling the service �ƩŹs 
 2.12 Prohibiting to illegal dispose of license 	đʵƢ»aɚƷ 
 2.13 Marking the license identification and number Ɖůɖ�¼ƍƉɜ

�ȕ� 
 2.14 Safeguarding information security BʯCğÒO 
 2.15 Safeguarding network security BʯȗȎÒO 
 2.16 Conducting propaganda and education Ø2Šȥ 
 2.17 Accepting and cooperating with administrative 

supervision 
Ŋ��ʑ�Ⱦśǔ

Ǽ 
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 2.18 Complying with standards Ƕ�Ɖ\ 
 2.19 Acquiring qualifications �đɵɯ 
 2.20 Checking and verifying the licenses ƈˆɚƷ 
 2.21 Prohibiting to provide services for those without 

qualification 
	đ�ŬɵɯȠŏ

:Źs 
 2.22 Prohibiting to provide illegal content 	đŏ:ʵƢWÝ 
 2.23 Providing information that is scientific, accurate, 

true and lawful 
CğǨÐ\ǠǘÖ

�Ƣ 
 2.24 Protecting the intellectual property Ǜɜ�ƀBĻ 
 2.25 Protecting rights and interests of consumers ƩɳȠƀǓBĻ 
 2.26 Protecting the minors ŻĨó!BĻ 
 2.27 Observing confidential system İȾBÞiü 
 2.28 Conducting classified management aǽǼǅ 
 2.29 Conducting ideological management ĥɜĊĖǼǅ 
 2.30 Censoring WÝ×ƈ 
 2.31 Making backup of the data ŢŇWÝǌÏ¼+ 
 2.32 Disposing illegal content ʃƢWÝ»Ț 
 2.33 Keeping record of illegal content ʃƢWÝɕĉBÏ 
 2.34 Reporting illegal content ʃƢWÝļ� 
 2.35 Self-examining Ȩƈ 
 2.36 Business training sµɒ 
 2.37 Implementing obligation of informing �Ǜ�s 
 2.38 Informed consent Ǜġ�ĥ 
 2.39 Being responsible for the information and the 

content provided 
àĬŏ:ǒCğW

Ýɪɭ 
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 2.40 Indicating sources of information ƉůCğƂư 
 2.41 Reminding to obey the law ŏǡÑƢ 
3 Users For items under user, 

0 represents not 
mentioned, and 1 
represents mentioned. 
In addition, a column 
is reserved beside 
each item to quote 
relevant sentences or 
words in the coded 
provisions. 

  3.1 Complying with laws and regulations ʍÑƢĐ 
  3.2 Complying with rules ʍÑɈÕ 
  3.3 Complying with social morality ʍÑǣ0PĒ 
  3.4 Complying with public order ʍÑPQǪö 
  3.5 Carrying out civilised and healthy Internet-surfing 

activities 
āéťůHþǒ�

ȗƤt 
  3.6 Submitting true and accurate information ŏ�ǘÖ\ǠCğ 
  3.7 Improving awareness of information network 

security 
ŏˉCğȗȎÒO

ĥɜ 
  3.8 Observing confidential system İȾBÞiü 
  3.9 Being responsible for the information and the 

content provided 
àĬŏ:ǒCğW

Ýɪɭ 
  3.10 Providing information that is scientific, accurate, 

true and lawful 
CğǨÐ\ǠǘÖ

�Ƣ 
  3.11 Accepting and cooperating with administrative 

supervision 
Ŋ��ʑ�Ⱦśǔ

Ǽ 
  3.12 The notice-and-takedown rule ʉǛ-ǫʬɈd 
  3.13 Making the payment Ȗɳ 

 

7. Mass supervision 

Column Item  Categories 
1 Document number  001–238 
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2 Name of the document  TEXT 
3–14 Users 1 Making reports, charges or appeals �ļŋ�ǉɞ For items under users, 0 

represents not mentioned, and 1 
represents mentioned. In 
addition, a column is reserved 
to quote relevant sentences or 
words in the coded provisions. 

2 Initiating an administrative review Ⱦś½ɓ 
3 Bring an administrative litigation Ⱦśɞɘ 
4 Applying for the preliminary injunction, the 

preservation of property and the preservation of 
evidence 

ɞnǥ&�ɬ�BO 

5 Accessing to the records for law enforcement ƈʣİƢɕĉ 
6 Strengthening the protection rćBĻ 

15–24 The 
authorities 

1 Mobilizing social forces t�ǣ0oʖ For items under authority, 0 
represents not mentioned, and 1 
represents mentioned. In 
addition, a column is reserved 
to quote relevant sentences or 
words in the coded provisions. 

2 Encouraging public surveillance ˌvǔǙ 
3 Establishing channels for complaints and reports əǲĹɞ�ļƭʌ 
4 Processing reports and charges timely �Ů»ǅ�ļŋ� 
5 Rewarding ȍ�Ãv 

25–34 ISPs 1 Accepting public surveillance Ŋ�P.ǔǙ For items under ISP, 0 
represents not mentioned, and 1 
represents mentioned. In 
addition, a column is reserved 
to quote relevant sentences or 
words in the coded provisions. 

2 Establishing the service evaluation system ĀǲŹsɛ)7ǿ 
3 Establishing channels for complaints and reports əǲĹɞ�ļƭʌ 
4 Processing reports and charges timely �Ů»ǅĹɞ�ļ 
5 Preserving relevant materials BÏǗRƁŦ 

 

8. Self-regulation 

Column Item Categories 
1 Document number  001–238 
2 Name of the document  TEXT 

3-54 Self-regulation 1 Supporting industry associations ŖłȾȆȈ For items 
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2 Accepting administrative guidance Ŋ�ȾśŃâ under self-
regulation, 
0 
represents 
not 
mentioned, 
and 1 
represents 
mentioned. 
In 
addition, a 
column is 
reserved to 
quote 
relevant 
sentences 
or words 
in the 
coded 
provisions. 

3 Strengthening industry self-regulation rćȾȨĐ 
4 Formulating profession standards iÕȾɈȰ 
5 Leading and education ĄâŠȥ 
6 Training and appraisals µɒȟƊ 
7 Providing service ŏ:Źs 
8 Providing guidance ŏ:Ńâ 
9 Conducting supervision ǔǙ 

10 Solving disputes ɊZ�ɓ 
11 Protecting information network security ȗȎÒOBĻ 
12 Establishing cooperation mechanism Āǲ|8ži 
13 Defending members’ rights and interests ȑĻ0�ƀǓ 
14 Coordinating membership |ɣ0�Rǿ 
15 Accepting complaints and reports �ǅĹɞ�ļ 
16 Conducting internal investigation āéȨĐƏƈ 
17 Building and improving expert database ȆĀÓ¥�Ü÷ 
18 Establishing and improving the industry credit evaluation system ĀǲHOȾCǇɛ)7ǿ 
19 Establishing and improving the industry service evaluation system ĀǲHOȾŹsɛɓiü 
20 Establishing the bad record list system Āǲ	ȫɕĉ�}iü 
21 Supervising and urging Ǚ?ȗȎŹsŏ:Ƞ 
22 Enhancing professional accomplishment ŏˉȡȀV 
23 Promoting the industry credibility construction ŌtȾɟCĀə 
24 Promoting fair competition ?ʂPòǴ� 
25 Participating in International exchanges and cooperation �
¬ʨ�ƥ�8 
26 Promoting the development of the industry ?ʂȾ�é 
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9. Penalties 

Column Item Categories 
1 Document number  001–238 
2 Name of the document  TEXT 

3–18 Civil liability 1 Summary ƐŁĚ�ʄ For items under civil liability, 
0 represents not mentioned, 
and 1 represents mentioned. 
In addition, a column is 
reserved to quote relevant 
sentences or words in the 
coded provisions. 

2 Making an apology ɷǢʌƒ 
3 Eliminating the ill effects ƩʬČ¡ 
4 Rehabilitating the reputation ĝ½�Ɍ 
5 Compensating for losses ɷIņÁ 
6 Stopping the infringement GƓ>ƀ 
7 Making public corrections PāŶƔ 
8 Cancelling the domain name ƣʜ´� 

19–100 Criminal 
liability 

1 Summary ƐŁĚ�ʄ For items under criminal 
liability, 0 represents not 
mentioned, and 1 represents 
mentioned. In addition, a 
column is reserved to quote 
relevant sentences or words in 
the coded provisions. 

2 Crime of acceptance of bribes �ɴș 
3 Crime of abuse of authority ƳǇȡƀș 
4 Crime of dereliction ǂĕȡÑș 
5 Crime of irregularities for favoritism ďǧȪĂș 
6 Crime of dereliction by personnel in state-owned 

enterprises, enterprises and institutions 
¬ŸP��,��

}5!�Áȡș 
7 Crime of abuse of authority by personnel in state-

owned enterprises, enterprises and institutions 
¬ŸP��,��

}5!�ƳǇȡƀ

ș 
8 Crime of illegal business operations ʵƢȊȵș 
9 Crime of disturbing the administration of radio ĳ�ŬȅǊʉɔǼǅ
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communication Ǫöș 
10 Crime of forging, altering or selling state organs’ 

official documents, certificates or seals 
3ʊ��ʊ��~¬

ÜžRPť�ɚ(�

�ǵș 
11 Crime of copyright infringement >ƾȷ8ƀș 
12 Crime of selling infringing duplicates ʜ£>ƀ½i ș 
13 Crime of producing, reproducing, publishing, 

selling, or disseminating obscene materials with 
the purpose of making profits 

i8�½i�_ƺ�

ɰ~�2ŔƪǬƼ 

ƻgș 
14 Crime of spreading pornographic articles 2ŔƪǬƼ ș 
15 Crime of insult =ɾș 
16 Crime of defamation ɢɨș 
17 Crime of picking quarrels and provoking troubles áȽƱ�ș 
18 Crime of extortion ţɝwȁș 
19 Crime of damaging business credit or commodity 

reputation 
ņÛ¤CɌ�¤ 

ºɌș 
20 Crime of inciting violence to resist the 

implementation of law 
ƸtŴoĺĿƢĐÖ

Ūș 
21 Crime of fabricating and intentionally spreading 

false terrorist information 
ȕʊ�Ŝĥ2ŔȻF

ĜėCğș 
22 Crime of hacking into the computer Information 

System 
ʵƢ>NɎǻžCğ

ǿȏș 
23 Crime of illegally obtaining computer information 

system data; Crime of illegally controlling 
computer information system 

ʵƢȴ�ɎǻžCğ

ǿȏŢŇ�ʵƢŋi

ɎǻžCğǿȏș 
24 Crime of providing programs and tools for ŏ:>N�ʵƢŋi
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hacking and illegally controlling computer 
information system 

ɎǻžCğǿȏǭö

�ëUș 
25 Crime of destroying computer information system  Ǟ²ɎǻžCğǿȏ

ș 
26 Crime of malfeasance in network service ȗȎŹsƬȡș 
27 Crime of covering up and concealing the criminal 

proceeds 
ō˄�ʮǚƾșĬđ

ș 
28 Crime of credit card fraud/theft CǇ�ɝˇș�ǕǱ

ș 
29 Crime of fraud ɝˇș 
30 Crime of stealing, spying, buying or illegally 

providing state secret or intelligence for those 
outside the territory of China 

�¸¾Ǳ��kŉ�

ŗ��ʵƢŏ:¬Ü

ǩÞ�ġļș 
31 Crime of betraying state secrets Ŝĥơʳ¬ÜǩÞș;

ʀÁơʳ¬ÜǩÞș 
32 Crime of selling and illegally providing citizens’ 

personal information 
_£�ʵƢŏ:PƜ

�!Cğș 
33 Crime of illegally procuring citizens’ personal 

information 
ʵƢȴ�PƜ�!C

ğș 
34 Crime of destroying public telecommunications 

facilities 
Ǟ²PǇǊCəŪș 

35 Crime of cheating and bluffing ŀőŒˇș 
36 Crime of disrupting the credit card administration ÈÛCǇ�Ǽǅș 
37 Crime of refusing to fulfill the obligations of 

information network security management 
Ŀ	êȾCğȗȎÒ

OǼǅ�sș 
38 Crime of illegal use of the information network ʵƢgǇCğȗȎș 
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39 Crime of assisting the information network 
criminal activities 

ïuCğȗȎƾșƤ

tș 
40 Crime of theft ǕǱș 
41 Crime of gambling ɶ�ș 

101–206 Administrative 
penalty 

1 Summary ƐŁĚ�ʄ For items under 
administrative penalty, 0 
represents not mentioned, and 
1 represents mentioned. In 
addition, a column is reserved 
to quote relevant sentences or 
words in the coded 
provisions. 

2 Warning ɍ� 
3 Commanding a written self-criticism �ʶƏƈ 
4 Issuing a warning notice �ɿɍǡʉǛ� 
5 Circulating a notice of criticism ʉļĵɛ 
6 Commanding a correction ɭ&ŘƔ 
7 Commanding a public self-criticism ɭ&PāƏɑ 
8 Confiscation of illegal income ƟŗʃƢĬđ 
9 Confiscation of special tools and equipment Ɵŗ�ǇëU�ə¼ 

10 Confiscation of equipment for the installation and 
storage of infringing products 

ƟŗÒɃÏJ>ƀi

 ǒə¼ 
11 Confiscation of illegal products ƟŗʃƢi  
12 Imposing a fine ȘƑ 
13 Recovery of illicit money ʆȖ 
14 Commanding to delete illegal content ɭ&fʬʃƢWÝ 
15 Commanding to stop the infringement ɭ&GƓ>ƀȾ� 
16 Commanding to stop the illegal activity ɭ&GƓʃƢȾ� 
17 Commanding not to put into operation temporarily ɭ&Ų	KɖĹNʁ

ȵ 
18 Commanding not to put into use ɭ&	đĹN9Ǉ 
19 Commanding to stop using ɭ&GƓ9Ǉ 
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20 Commanding to return to the status quo ɭ&ĝ½�ƿ 
21 Commanding to make renovation ɭ&�'D½ 
22 Commanding to stop Internet content service ɭ&GƓCğŹs 
23 Commanding to stop Internet access service ɭ&GƓŊNŹs 
24 Commanding to stop networking ɭ&GƓȢȗ 
25 Commanding to close the website temporarily ɭ&ŲŮRʟȗǳ 
26 Commanding to suspend the business temporarily ɭ&ŲGs 
27 Commanding to terminate the business ɭ&ȉƓs 
28 Commanding to stop activities ɭ&GƓƤt 
29 Commanding to close the website ɭ&Rʟȗǳ 
30 Commanding to suspend the business for 

rectification 
ɭ&GŤʻ 

31 Commanding to shutdown the computer for 
rectification 

ɭ&GžŤʻ 

32 Commanding to close the business premises ɭ&Rʟȵ±Ĭ 
33 Rescission of permit �ʜɖ�ɚ 
34 Revocation of approval œʜƊ\ 
35 Disqualification œʜɵƌ 
36 Demotion of qualification certificate ʩ6ɵɯǷȄ 
37 Cancellation of qualification ƣʜɵɯ 
38 Revocation of qualification �ʜɵɯ 
39 Claiming the approval invalid ×ĵŬŝ 
40 Annulment of the administrative license �Ʃɖ� 
41 Cancellation of file records �Ʃ¼ƍ 
42 Suspending the registration ȓźƣX 
43 Refusing the registration 	�ƣX 



 340 

44 Cancellation of registration ƣʜǑɕ 
45 Rejection of qualification or certification 	ĶɐƏˆļ�Īɐ

ɚɚ� 
46 Ban �Ȕ 
47 Sealing up ƈã 
48 Seizure įľ 
49 Restriction for administrative licensing Ⱦśɖ�ʪi 
50 Prohibiting to engage in relevant work #ǥƓ 
51 Imposing a fine on the person in charge àɪɭ!»'ȘƑ 
52 Giving a warning to the person in charge àɪɭ!»'ɍ� 
53 Giving public security administration punishment ƠÒǼǅ»Ș 

207–220 Administrative 
sanction 

1 Summary ƐŁĚ�ʄ For items under 
administrative sanction, 0 
represents not mentioned, and 
1 represents mentioned. In 
addition, a column is reserved 
to quote relevant sentences or 
words in the coded 
provisions. 

2 Warning ɍ� 
3 Demerit recording ɕʀ 
4 Major demerit recording ɕ¿ʀ 
5 Demotion of rank ʩȄ 
6 Dismissal from post œȡ 
7 Expulsion āʬ 

221–222 State 
compensation  

1 Summary ƐŁĚ�ʄ For items under state 
compensation, 0 represents 
not mentioned, and 1 
represents mentioned. In 
addition, a column is reserved 
to quote relevant sentences or 
words in the coded 
provisions. 
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223–224 Disciplinary 
sanction 

1 Summary ƐŁĚ�ʄ For items under disciplinary 
sanction, 0 represents not 
mentioned, and 1 represents 
mentioned. In addition, a 
column is reserved to quote 
relevant sentences or words in 
the coded provisions. 

 

10. Others 

Column Item Categories 
1 Document number  001–238 
2 Name of the document  TEXT 
3 Provision that is not coded TEXT 
4 Note TEXT 
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Appendix 3 – Framework for allocating legislative purposes of China’s Internet law

No. Legislative purpose Level* Law 
Administrative 

Regulation 

Departmental 

Rule 

Judicial 

Interpretation 

Administrative 

Normative 

Document 

Sum 

6 To protect lawful rights and interests 1 15 6 26 6 21 74 

12 To safeguard people’s fundamental interests 1 1 0 0 0 0 1 

22 To protect the minors 1 2 0 0 0 5 7 

1 To regulate behaviors 2 3 3 23 0 31 60 

3 To prevent illegal and criminal acts 2 2 0 0 0 3 5 

4 To penalise illegal and criminal acts 2 3 0 1 10 9 23 

5 To enhance the regulation 2 1 3 12 0 45 61 

7 To coordinate interests 2 0 1 0 0 0 1 

16 To guarantee the authenticity and accuracy 

of the information 
2 0 0 1 0 2 3 

17 To prevent and to control virus 2 0 0 1 0 2 3 

18 To maintain the order 2 5 0 5 5 13 28 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
* Level 1 refers to the level of private rights and interests. Level 2 refers to the level of justice and administration. Level 3 refers to the level of national stability and social 
development. 
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20 To meet the demand 2 0 1 4 0 3 8 

21 To prevent the risk 2 0 0 1 0 2 3 

23 To train, to educate and to guide 2 1 0 0 0 2 3 

24 To guarantee the normal operation of the 

physical infrastructure 
2 0 0 3 0 6 9 

25 To take effect 2 0 0 1 0 4 5 

26 To motivate the website construction 2 0 0 0 0 1 1 

27 To improve the integrity and accuracy of the 

database 
2 0 0 0 0 1 1 

28 To utilise resources efficiently 2 0 0 2 0 2 4 

33 To solve new problems 2 0 0 0 0 2 2 

34 To define responsibilities 2 1 0 0 0 0 1 

35 To validate the legal effect 2 1 0 0 0 0 1 

36 To apply the law accurately 2 1 0 0 1 0 2 

37 To resolve the dispute 2 1 0 1 0 0 2 

38 To hear the case accurately 2 0 0 0 3 0 3 

39 To carry out and implement 2 0 0 0 0 30 30 

40 To push the work forward 2 0 0 0 0 9 9 

41 To improve the work efficiency 2 0 0 0 0 5 5 
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42 To consolidate the work achievements 2 0 0 0 0 3 3 

43 To establish the working mechanism 2 0 0 0 0 2 2 

44 To strengthen the coordination between 

governmental departments 
2 0 0 0 0 2 2 

45 To promote information sharing 2 0 0 0 0 1 1 

48 To improve the quality 2 0 0 1 0 1 2 

49 To encourage the supervision 2 0 0 0 0 1 1 

50 To strengthen the public information service 2 0 0 1 0 0 1 

51 To standardise the administration 2 0 0 0 0 9 9 

52 To regulate the Internet according to law 2 0 0 0 0 4 4 

53 To uphold the correct orientation 2 0 0 0 0 1 1 

2 To promote the development 3 4 9 27 1 40 81 

8 To guarantee the smooth progress of the 

socialist modernisation drive 
3 4 3 2 0 0 9 

9 To safeguard national sovereignty, security 

and interests 
3 6 1 6 1 8 22 

10 To defend the regime and the socialist 

system 
3 1 0 0 0 0 1 

11 To achieve the great rejuvenation of the 3 1 0 0 0 0 1 
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Chinese nation 

13 To safeguard social and public interests 3 3 1 5 2 6 17 

14 To protect public security 3 3 0 1 0 4 8 

15 To protect the network and information 

security 
3 2 2 8 0 10 22 

19 To create atmosphere 3 0 0 0 0 7 7 

29 To encourage the competition 3 0 0 3 0 1 4 

30 To guard state secrets 3 1 0 0 0 2 3 

31 To encourage the creation and dissemination 

of works 
3 1 2 0 0 0 3 

32 To enrich the Internet culture 3 0 0 0 0 5 5 

46 To establish the market system 3 0 0 1 0 0 1 

47 To encourage the lawful and honest 

operation 
3 0 0 0 0 1 1 

54 To reduce the undesirable phenomena 3 1 0 0 0 3 4 
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