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ABSTRACT 

While bringing tremendous benefits to individuals worldwide, the 

proliferation of online social networks has also given rise to undesirable online 

harassment behavior. Although users can respond in various ways, little attention 

has been paid so far to the use of online coping strategies on social media, more 

specifically, how individuals respond to online harassment by using the available 

features on social media. This thesis sought to understand individuals’ use of online 

coping strategies. This thesis aims to tackle these challenges to advance the 

understanding of whether, how, and why individuals use online coping strategies in 

response to online harassment.  

Essay 1 develops a typology of online coping strategies based on users’ 

focus of response (i.e., self or initiator) and mode of response (i.e., avoidance or 

approach). This essay serves as a conceptual background for the two subsequent 

empirical studies (Essay 2 and Essay 3) that focus on two critical roles involved in 

online harassment (e.g., victims and bystanders). These two studies are conducted 

in the social media context.  

Essay 2 investigates whether and how individuals use online coping 

strategies in response to online harassment on social media. Results from a 

scenario-based experiment showed that victims would be more likely to adopt self-

focused and approach strategies (e.g., seclusion, mediation, and reporting) when 

they perceived a high threat of the incident. Confidence in executing the platform 

functions would increase victims’ use of the initiators-focused strategies in both 

modes (e.g., blocking and reporting) but reduce their use of self-focused avoidance 

strategy (e.g., seclusion). Trust in social media would lead victims to the self-

focused approach strategy (e.g., mediation). Victims with the intensified fear of the 



 

iii 

incident would be more likely to use the self-focused and avoidance strategies (e.g., 

seclusion, mediation, and blocking). 

While Essay 2 focuses on the role of victims, Essay 3 concentrates on the 

role of bystanders and reporting strategy, which is one of the online coping 

strategies on social media that support bystanders’ interventions. Essay 3 explains 

why individuals report witnessing online harassment. The results found that four 

contextualized factors (perceived emergency of the online harassment incident, 

perceived responsibility to report, perceived self-efficacy in using built-in reporting 

functions, and perceived outcome effectiveness of built-in reporting functions for 

tackling online harassment) are important factors for shaping bystander reporting 

interventions, while the presence of others as an inhibitor that discourages 

bystanders’ willingness to help. This essay also found that socio-environmental and 

technological factors exert a significant effect on bystanders’ willingness to 

intervene.  

In sum, this thesis contributes to the area of online harassment by breaking 

new ground for the study of users’ prosocial responses to online harassment on 

social media. It not only furthers our understanding of online coping strategies but 

also provides valuable insights for practitioners to design effective coping features 

to combat online harassment. 
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CHAPTER 1.  INTRODUCTION 

1.1 RESEARCH MOTIVATION 

Online harassment is a type of cyberbullying behaviors (Kowalski et al., 

2014), which is related to online interpersonal behavior that an individual 

deliberately disseminates the rude, threatening or offensive content directed at one 

or others through the use of information communications technology (Wolak et al., 

2007). Prior studies showed that the reported incidence rates of online victimization 

average at 20% to 40% (Kowalski et al., 2014; Lindsay & Krysik, 2012; Tokunaga, 

2010). Indeed, online harassment is the most prevalent among the cyberbullying 

behaviors. We witnessed a growing percentage of youth involvement in the online 

harassment over this decade (from 1% to 10%) and the increasing numbers of nasty 

and threatening comments online (from 14% to 40%) (Jones et al., 2013; Jones & 

Mitchell, 2016). Pew research center (2017) also found that 40 percent of Internet 

users had experienced online harassment. Specifically, about 87 percent of online 

harassment happened on Facebook, and 18 percent occurred on Twitter. Victims of 

online harassment not only suffer substantial adverse outcomes, such as depression, 

anxiety, social dissatisfaction, negative school attitudes, and substance abuse 

(Egeberg et al., 2016; Raskauskas & Stoltz, 2007; Slonje et al., 2016) but also with 

the most devastating outcomes, such as being suicide and physical harm (Gini et al., 

2008; Hinduja & Patchin, 2010). Given the potential negative impact of online 

harassment, it is important to understand how individuals respond to online 

harassment, specifically for their online coping strategies.  

With the high prevalence of online harassment and its negative 

consequences to individuals on social media, platform providers are under public 
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pressure to furnish a safe and healthy online environment to their users. A recent 

survey found that users viewed online harassment as a severe problem on social 

media (62%), and they would discontinue engaging in their usage (27%) if social 

media fails to mitigate the problems. Most users expected that social media 

providers should protect them from online harassment and take a leading role in 

combating online harassment on their platforms (79%) (Duggan, 2017). 

Furthermore, educators and government agencies have been aware of online safety 

issues in the social media environment. They have also requested platform 

providers to introduce effective digital safety plans to protect users and alleviate 

online harassment on their online social platforms (Martin, 2017; Mathews, 2013; 

Rawlinson, 2019). Thus, there is a need for platform providers to identify effective 

prevention and intervention strategies.  

1.2 PROBLEM STATEMENT 

Previous literature suggested that there are three main types of online 

harassment interventions, (1) law and policy, (2) curriculum and campaigns, and (3) 

technological responses (Tanrikulu, 2018). With its roots in psychology, education, 

and public health, a significant number of studies investigated training, community 

involvement, and parental responsibility to intervene online harassment (e.g., Della 

Cioppa et al., 2015). Online harassment on social media is a technology-mediated 

phenomenon. However, there has been very little theoretical and empirical work on 

the use of social media features to mitigate online harassment. Understanding how 

individuals perform coping behaviors on social media represents a crucial step in 

developing prevention and intervention of online harassment. Social media 

providers thus can better design the platform for a healthy and sustainable online 
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social environment. However, our current understanding of the use of social media 

features to cope with online harassment on social media is incomplete, suggesting 

the need for a more comprehensive and coherent dimensional structure of social 

media protective strategies that can identify different types of social media usage 

behaviors and explain how the specific types of social media usage behaviors help 

reduce adverse outcomes, such as depression, low self-esteem, negative online 

engagement, and usage withdrawal.  

Research on coping with online harassment has only begun in the last 

decade. Much of the scholarly attention around online harassment has been directed 

at the general psychological coping responses, with a paucity of research initiated 

at the feature-based coping responses, specifically, the area of online coping 

strategies is limited (Jacobs et al., 2015a; Vandoninck & d'Haenens, 2015). The 

traditional coping strategies are often restricted within individuals’ social 

environments, in which individuals can either evade or avoid the harassment 

situation or seek social support from others. Yet, the online coping strategies offer 

individuals an alternative problem-focused protective option that individuals can 

take the initiative to combat online harassment (e.g., blocking the senders and 

reporting the incidents to platform providers), and prevent re-occurrence of the 

similar incidents (Vandoninck et al., 2013). In fact, evidence shows that online 

coping strategies are the most common and effective coping strategies among 

individuals in thwarting online harassment (Machmutow et al., 2012; Vandoninck 

& d'Haenens, 2015).  

1.2.1 A Need for the Conceptual Clarity of Online Coping Strategies 

How the online coping strategies will alleviate the negative consequences 

of online harassment to individuals, however, is not entirely clear. Integrating the 
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online features into the existing coping strategies of online harassment is a major 

challenge for researchers and practitioners. The challenge is conceptualization 

issues. The broad term, technical coping, has been widely used to explain all the 

coping strategies related to the online context, which included a variety of responses, 

such as online counter-attack, and online-offline dissociation (Vandoninck & 

d'Haenens, 2015). The current conceptualization of online-related coping is 

problematic and offers difficulty in clarifying the attributes and modes of this 

coping category. It may blur the distinctions of positive and aversive nature among 

different types of online coping strategies. Consequently, it may obscure our 

understanding of individuals’ motives for adopting online coping strategies.  

Moreover, prior research often classified coping strategies in either 

emotion-focused coping strategies (e.g., crying, and expressing emotions) 

(Kristensen & Smith, 2003; Mahady Wilton et al., 2000), or problem-focused 

coping strategies (e.g., confronting with perpetrator, and fighting back) (Craig et al., 

2007; Kowalski et al., 2008). The unique characteristics of online harassment 

(Kowalski et al., 2014), such as the anonymous platform, high breadth of the 

audience, and high permanence of expression, are not fully captured or considered 

in this category of coping strategies. In order to effectively curb online harassment, 

a more comprehensive understanding of online coping strategies is essential. To 

address this research gap, the first objective of the thesis is to develop a typological 

framework for online coping strategies. It is important to study online coping 

strategies as it will contribute to the understanding of current technological and 

societal problems or challenges faced by IS or other practitioners (Straub & Ang, 

2011). 
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1.2.2 A Need for Theoretical Understanding of the Strategies Use from the 

Perspectives of Both Victims and Bystanders 

Online harassment is one of the most pervasive issues affecting individuals 

on social media, including victims and bystanders who witness the incident 

(Völlink et al., 2015). To combat the problem, researchers and platform providers 

have directed substantial attention and resources to understanding how individuals 

(e.g., victims and bystanders) deal with online harassment (Bradbury et al., 2018; 

Lwin et al., 2012; Macháčková et al., 2013) on the platforms. To date, few empirical 

research was found to examine the interrelationship among coping strategies nor 

how different parties involved (e.g., victims and bystanders) underlie such online 

coping behaviors in the context of online harassment. Hence, while there have been 

investments in understanding coping strategies, there remains a need for 

investigating online coping strategies across different parties involved in online 

harassment.  

The victim is the main actor who protects one-self through coping strategies. 

The literature indicated an emerging knowledge that victims often take on multiple 

reactions to online harassment, such as telling someone and staying offline (Singh 

& Sonkar, 2013; Sleglova & Cerna, 2011). Despite shedding light on coping 

responses to online harassment, the extant coping literature offers little insight into 

victims’ online coping strategies. Prior research has not yet explained the 

relationships between victims’ appraisal of the incident and their use of online 

coping strategies, particularly for the underlying mechanism of the strategy use. 

Therefore, the second objective of this thesis is to investigate the underlying 

mechanism of victims’ use of online coping strategies in response to online 

harassment on social media. 
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Bystanders are witnesses of harassment (Demaray et al., 2016; Twemlow et 

al., 2004). Prior studies suggest that an effective approach to coping online 

harassment on social media is to involve bystanders in the intervention (Freis & 

Gurung, 2013). Extant studies on cyberbullying and online harassment have begun 

to explore the decisions bystanders make (i.e., helping, joining in, or ignoring) in 

response to aggressive acts on social media (Bastiaensens et al., 2014; DeSmet et 

al., 2014b). Given the power that bystanders have a substantial impact on the online 

harassment, little is currently known about what motivates bystanders to engage in 

prosocial intervention when witnessing incidents of online harassment (Della 

Cioppa et al., 2015). Specifically, while platform providers offer coping functions 

for users (e.g., bystanders) to intervene when they view online harassment, there is 

a need for a theory-guided examination of design features that support bystanders’ 

interventions that aim to curb online harassment. Therefore, the third objective of 

this thesis is to empirically examine factors contributing to bystanders’ decision to 

intervene the online harassment when they witness the incident on social media. 

1.3 RESEARCH OBJECTIVES 

The main purpose of this thesis is to offer an understanding of individuals’ 

online coping and intervention strategies in response to online harassment. There 

are three specific objectives: (1) to develop a typology and conceptual framework 

of online coping strategies (Essay 1); (2) to investigate individuals’ decision to use 

online coping strategies in response to online harassment (Essay 2); and (3) to 

examine the mechanism of individuals’ decision to intervene the online harassment 

when they witnessed the incident (Essay 3). 
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1.4 STRUCTURE OF THE THESIS 

The overall goal of the thesis is to offer an understanding of individuals’ 

online strategies to cope and intervene in online harassment on social media. The 

structure of this thesis is depicted in Figure 1-1, and a summary of three essays is 

presented in Table 1-1. The subsequent chapters of this thesis are organized as 

follows:  

 

Figure 1-1 Structure of the Thesis 

 

Chapter 2 (Essay 1) aims to conceptualize the online coping strategies and 

develop a typology of online coping strategies that are manifest in the context of 

social media. Essay 1 addresses the complex characteristic of online coping 

strategies on social media to facilitate future theory development and cumulative 

research (Weber, 2012) and provide a guiding framework for online coping 

strategies for online harassment. The typology was developed based on an analysis 

of key properties of online coping strategies on social media that yielded a set of 

strategies categorized using two dimensions: (i) the focus of response: self or 

initiator, and (ii) the mode of response: avoidance or approach. The essay then 
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builds on the typology of online coping strategies to develop a framework that 

explains the underlying mechanism of the use of online coping strategies.  

In this thesis, the typology of online coping strategies identified in Essay 1 

is also being managed and adopted by two crucial roles involved in online 

harassment (i.e., victims and bystanders). Hence, Essay 1 provides conceptual 

background for the two subsequent empirical studies (Essay 2 and Essay 3). 

Chapter 3 (Essay 2) aims to investigate individuals’ decision to use online 

coping strategies in response to online harassment on social media, specifically for 

investigating the effects of appraisals on victims’ use of specific online coping 

strategies. Using a scenario-based experiment, Essay 2 demonstrates how the 

appraisal processes influence victims’ use of specific online coping strategies. 

Overall, this essay enhances the conceptual understanding of online coping and how 

victims decide to adopt online coping strategies toward online harassment on social 

media. Essay 2 thus can serve as a springboard for future work to understand the 

use of online coping strategies and can be used as a guide to design effective coping 

features to combat online harassment. 

Chapter 4 (Essay 3) aims to develop a contextualized research model that 

explains individuals’ proactive intervention, specifically, why bystanders report 

witnessing online harassment in the context of social media. Using a recall method, 

Essay 3 found that four contextualized factors, including perceived emergency of 

the online harassment incident, perceived responsibility to report, perceived self-

efficacy in using built-in reporting functions, and perceived outcome effectiveness 

of built-in reporting functions for tackling online harassment, are important factors 

for shaping bystander reporting interventions, while the presence of others as a risk 

factor that discourages bystanders’ willingness to help. Essay 3 also underscores 
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the importance of sociotechnical factors—namely, perceived reporting climate, 

perceived reporting justice, and system anonymity, in motivating online reporting. 

By shedding light on technological and social factors that motivate bystanders to 

intervene in online harassment on social media, Essay 3 yields insight into how to 

build safer and secure social media platforms for all users. 

Chapter 5 summarizes the key findings of the three essays and concludes 

by discussing the limitation and contributions of this thesis and suggests further 

research directions. 

Table 1-1 Overview of Three Essays 

 Essay 1 Essay 2 Essay 3 

Objective 

To develop a typology 

and a conceptual 

framework of online 

coping strategies 

To investigate 

individuals’ decision to 

use online coping 

strategies in response to 

online harassment 

incident on social media. 

To examine factors 

contributing to individuals’ 

proactive intervention (i.e., 

reporting) to online 

harassment on social media. 

Study Scope 
Typological framework Empirical Test of a 

Model  

Empirical Test of a Model 

Context Social media Social media Facebook 

Methods 

Online Qualitative and 

Quantitative Surveys 

 Online Qualitative 

Surveys 

 Online Scenario-

based Experiment 

 Online Surveys 

Study Design 

 Phase 1: Focus 

group surveys with 

274 victims of 

online harassment 

on social media and 

30 university 

students to generate 

a list of protective-

based online coping 

strategies on social 

media 

 Phase 2: An online 

survey with 479 

active social media 

users to specify the 

similarities among 

the strategies and 

develop the 

typology 

 Phase 3: An online 

survey with 171 

active social media 

users to interpret 

and label typology 

categories 

 Study 1: A 

qualitative study 

with 30 active social 

media users to 

identify their most 

use of social media 

features 

 Pilot Study 1: A pilot 

test with 24 social 

media users to assess 

the scenarios 

 Pilot Study 2: A pilot 

test with 218 

university students to 

test the measures and 

validity of the 

scenarios 

 Study 2: A scenario-

based experiment 

with 488 university 

students to 

investigate their use 

of online coping 

strategies. 

 A pretest with 30 

undergraduate and 

postgraduate students to 

evaluate the measures 

 A pilot test with 100 

active Facebook users 

to evaluate the 

questionnaire 

 The main study with 

291 active Facebook 

users who witnessed 

online harassment on 

the platform to test the 

model 
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Table 1-1 Overview of Three Essays 

 Essay 1 Essay 2 Essay 3 

Dependent 

Variables 

NA  Online coping 

strategies 

- Seclusion 

- Mediation 

- Blocking 

- Reporting  

 Willingness to use the 

built-in reporting 

function 

Antecedent 

Variables 

NA  Scenario types of 

online harassment 

 Perceived threat 

 Fear 

 Coping self-efficacy 

 Trust in social media 

 Perceived emergency 

 Perceived responsibility 

to report 

 Perceived self-efficacy 

to report 

 Perceived outcome 

effectiveness of 

reporting 

 Presence of others 

 Confidence in system 

anonymity  

 Perceived reporting 

climate 

Controls 

NA Age, Gender, Major, 

Social media usage, 

Normative belief about 

cyberbullying, Trust in 

social media 

Age, Gender, Education, 

Social media usage, Type 

of online harassment 

witnessed, Moral belief 

about online harassment, 

Relationship closeness with 

the victim, Relationship 

closeness with the 

perpetrator 

Sample 

Social media users who 

have victimization 

experience on social 

media 

Active social media 

users 

University students who 

are active social media 

users 

Active social media users 

who witnessed online 

harassment on the 

platforms 

Analysis 

Approach 

Content analysis, 

Multidimensional 

scaling analysis, 

Judgement analysis 

ANOVA and SEM SEM 

Contributions 

To addresses the 

complex characteristic 

of online coping 

strategies on social 

media and provide a 

guiding framework for 

online coping 

strategies. 

To enhance the 

conceptual 

understanding of the 

mechanism of 

individuals’ decision to 

adopt online coping 

strategies toward online 

harassment on social 

media. 

To enrich understanding of 

the mechanisms shaping 

bystanders’ willingness to 

use online strategy 

(reporting) to intervene 

online harassment on social 

media. 

 

1.5 SIGNIFICANCES OF THE RESEARCH 

In summary, the three essays that compose this thesis answer the following 

research questions: 
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• Essay 1 - What are the distinctive properties of online coping strategies 

provided by social media platforms?  

• Essay 2 – How victims use online coping strategies in response to 

online harassment on social media? To which extent does this depend 

on victims’ evaluation of the strategies? 

• Essay 3 - Why do bystanders use proactive intervention strategies when 

witnessing online harassment on social media? In particular, what are 

the roles of explanatory mechanisms (i.e., incident, self, and platform 

evaluation) in influencing their use of built-in reporting function to 

intervene online harassment on social media? 

The three-essay thesis elaborates on the critical role of online coping 

strategies in online harassment with a rigorous theoretical conceptualization and 

empirical investigations of the underlying mechanism from two crucial parties 

(victims and bystanders). The key contributions of each essay are highlighted as 

follows. 

Essay 1 will first develop a typology that addresses the complex 

characteristic of online coping strategies on social media. The instrument can serve 

as a springboard that allows researchers to build a cumulative research tradition in 

this emerging research area, and the results of the study can contribute to the 

research of online harassment. Practitioners will benefit from a comprehensive 

typology that helps them to determine the most desirable features of online coping 

strategies.  

Essay 2 will provide an investigation into the effect of victims’ appraisals 

on an online harassment encounter, which in turn shapes their adoption of online 

coping strategies. It enhances our conceptual understanding of the phenomenon of 
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online coping and how victims decide to adopt protective-based online coping 

strategies toward online harassment on social media. A better understanding of the 

mechanism contributing to the decision of the online coping strategies use can also 

help government agencies, organizations, and website developers design a more 

effective solution to fight against online harassment.  

Essay 3 investigates bystanders’ willingness to report online harassment 

through the built-in reporting function on social media when witnessing the incident. 

The findings of this essay contribute to the advancement of knowledge in online 

harassment and reporting literature. To the best of my knowledge, this essay is one 

of the few attempts to investigate individuals’ willingness to report online 

harassment in the context of social media from the perspective of bystanders. In 

contrast to previous studies, which focused primarily on the victims or perpetrators 

of online harassment, this essay takes the perspective of bystanders to online 

harassment incidents. It explores a set of appraisal factors that are key to the 

bystanders’ decision to tackle online harassment by reporting the incidents using 

built-in reporting functions on social media. The results of this essay shed light on 

the critical role bystanders play in curbing and mitigating the negative 

consequences of online harassment. The findings of this essay are also expected to 

provide valuable insights to platform providers, school counselors, and government 

agencies in their effort to combat online harassment. Platform providers can take 

into consideration users’ psychological appraisal processes when designing 

reporting functions on their platforms. 

By conceptualizing online coping strategies and empirically investigating 

the underlying mechanism of individuals’ (i.e., victims and bystanders) strategies 

use, this thesis provides insights into how IT-based interventions can be used 
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effectively to mitigate the negative impact of online harassment on users and 

society at large, thus contributing to building a brighter and safer digital society. 

This thesis also answers a recent call for more theory-guided research to broaden 

the current understanding of the societal impact of the use of ICTs (Guitton, 2014; 

Tarafdar et al., 2013). 
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CHAPTER 2.  ONLINE COPING STRATEGIES: AN 

CONCEPTUAL FRAMEWORK (ESSAY 1) 

2.1 OVERVIEW 

Essay 1 sought to understand individuals’ use of online coping strategies. 

The objectives of Essay 1 are to develop a typology of online coping strategies and 

explore the nature and outcomes of individuals’ use of specific online coping 

strategies. This essay first used a mixed-method approach to analyze online coping 

strategies listed in the prior studies and described during qualitative and quantitative 

surveys to understand the nature of specific online coping strategies. It then 

developed propositions for the specific types of online coping strategies and further 

explored outcomes of online coping strategies. Overall, Essay 1 contributes to the 

area of online harassment by breaking new ground for the study of individuals’ 

prosocial responses to online harassment on social media. This essay lays the 

groundwork for a robust conceptualization of online coping strategies. The 

typological framework can serve as a springboard for future work and a guide to 

design effective coping features to combat online harassment. 

2.2 INTRODUCTION 

Cyberbullying has been the focus of much media attention and academic 

research in the last decade. Among all different forms of cyberbullying, online 

harassment1 is the most prevalent one (Wolak et al., 2007). Pew Research Center 

(2017) found that 41 percent of Internet users had experienced online harassment. 

 
1 Online harassment is an online interpersonal behavior that an individual deliberately 

disseminates rude, threatening, or offensive content directed at one or others through the use of 

information and communication technologies (ICTs) 



 

15 

Social media is the most common online platform where online harassment occurs; 

58 percent of online harassment incidents took place on social media. Moreover, 

research has identified, with ample evidence, various substantial adverse outcomes 

related to online harassment on social media, such as depression, anxiety, low self-

esteem, social dissatisfaction, substance abuse, self-harming behavior and suicide 

attempts (Egeberg et al., 2016; Raskauskas & Stoltz, 2007; Slonje et al., 2016). 

With the high prevalence of online harassment and its negative consequences, 

identifying the effective intervention strategies, specifically for understanding 

individuals’ coping strategies, are much needed.  

Coping is an individual’s attempt to tolerate or minimize the effect of stress 

(Lazarus & Folkman, 1984). Drawing from theories of coping, prior studies have 

explored how individuals cope with cyberbullying (i.e., online harassment) with the 

focus typically on the use of traditional psychological coping strategies, such as 

problem-focused and emotion-focused coping, or avoidance and approach coping, 

to deal with online harassment (Agatston et al., 2007; Alipan et al., 2018; Chan & 

Wong, 2017; DeSmet et al., 2014a; McLoughlin, 2019; Na et al., 2015; Perren et 

al., 2012; Raskauskas & Huynh, 2015; Völlink et al., 2013)  

Online harassment is a technology-mediated phenomenon. Although the 

traditional psychological coping strategies play an important role in attenuating the 

negative consequences of online harassment, they may somehow neglect the effects 

of the unique characteristics of online harassment on individuals’ use of coping 

strategies. The unique characteristics, such as anonymity, breadth of audience, and 

permanence of materials, have endowed online harassment that distinguishes it in 

important ways from most traditional forms of harassment and escalates the 

negative impacts of incidents (Lindsay et al., 2016).  



 

16 

Prior research suggests that online coping strategies are a helpful tool for 

individuals to deal with online harassment (Bryce & Fraser, 2013; Slonje et al., 

2013). Such research accords with the observation that incidents occurred online 

should be dealt with online. In other words, individuals can use technology-enabled 

tools or functions provided by platform providers to cope with online harassment 

(Topcu-Uzer & Tanrıkulu, 2018). Together with the unique characteristics of online 

harassment, it underscores the prevailing wisdom that individuals would be well 

advised to alleviate the effects of online harassment with online coping strategies. 

While acknowledging that online coping strategies may help reduce the 

negative impacts of online harassment, there has been very little theoretical and 

empirical work about the use of technology-enabled functions on social media 

platforms to mitigate online harassment (Raskauskas & Huynh, 2015). Specifically, 

theorizing how online coping strategies can help individuals generate proactive 

solutions to online harassment, mitigate the negative impacts, and restore their well-

being. This lack of understanding of online coping strategies limits our ability to 

explore why individuals may use platform functions to cope with online harassment, 

as well as the potential outcomes of online coping strategies for individuals. Thus, 

the objective of this paper is to develop a concept of online coping strategies, 

describe its characteristics through a typology, and offer a framework to understand 

its antecedents and consequences for online coping strategies. 

A focus on developing a concept of online coping strategies is important for 

at least three reasons. First, previous research has exclusively concentrated on 

general strategies to cope with the online victimization (Jacobs et al., 2015a), and 

thus offering limited insights to both IS researchers and platform providers. This 

study answers this call for more research into an emerging form of technology-
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enabled coping. Specifically, this essay complements traditional explanations of 

coping strategies mainly focused on general psychological strategies by examining 

instead the idea that individuals may cope technologically through using platform 

functions rather than psychologically internalize or externalize the incidents. 

Second, research on online coping strategies is fragmented. Prior research 

often used a broad term, technical coping, to explain all strategies related to the 

online context (e.g., switching off the computer, and changing contact details) 

(Vandoninck & d'Haenens, 2015). This conceptualization may limit our 

understanding of users’ motives for using the specific type of strategies. In addition, 

associating coping in the online context with the category of technical coping 

threatens the interpretability, and ultimate progress of the literature as a whole, as 

these items are more related to the protective feature-based strategies. In doing so, 

this essay challenges the current terminology of technical coping strategies. Instead, 

this essay proposes using online coping strategies to represent the feature-based 

coping strategies and then suggests developing a more comprehensive and coherent 

dimensional structure of protective feature-based strategies that can identify 

different types of usage behaviors on the platforms.  

Third, prior studies focused primarily on exploring the list of individuals’ 

coping strategies in response to online harassment, which has largely ignored the 

potential antecedents and the corresponding outcomes with respect to their use of 

those strategies. To understand what and how online coping strategies contribute to 

mitigating the negative impacts of online harassment, it is crucial to consider in 

detail how (i.e., through which mechanisms) online coping strategies relate to distal 

outcomes. In this essay, the protective-based online coping strategies suggest that 

(1) those strategies are along with two characteristics: focus of response and mode 
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of response, (2) there are both behavioral and social functioning, and psychological 

health outcomes associated with the use of online coping strategies and (3) whether 

the online coping strategies are self-focused, initiator-focused, avoidance-mode or 

approach-mode are dependent on socio-technical factors, such as individuals’ 

appraisals on incidents, coping resources, and platforms. By developing a 

theoretical model of online coping strategies, this essay explains how the specific 

types of online coping strategies help reduce adverse outcomes, such as depression, 

low self-esteem, negative online engagement, and usage withdrawal.  

Therefore, this essay aims first to provide a typology of online coping 

strategies that incorporates the theoretical perspectives of the focus and mode of 

responses, as well as the approach and avoidance themes of online coping strategies. 

Essay 1 uses a combination of a literature review and mixed methods to identify 

online coping strategies and a set of platform functions that individuals undertake 

to cope with online harassment on social media. Through a typological approach, 

this essay expects to bring parsimony, order, and explanatory power to the social 

media coping literature. With the new typology in place, this essay then aims to 

expand current knowledge by linking appraisals processes and outcomes to the 

nature of online coping strategies hitherto neglected in the literature. Building upon 

the coping theory, this essay proposes the relationships that appraisal processes 

have with the four types of online coping strategies. This essay further develops 

propositions to support the dimensional structure and better understand the 

outcomes of individuals’ online coping strategies identified in the typological 

framework. 

This essay is expected to contribute to both research and practice in several 

ways. First, IS researchers have begun to examine online harassment on social 



 

19 

media (e.g., Camacho et al., 2018; Lowry et al., 2017; Lowry et al., 2016b), with 

the focus on why individuals engage in online harassment on social media. This 

essay advances the literature by investigating how individuals cope with online 

harassment on social media. In particular, based on a systematic investigation, this 

essay develops an inductive and empirical-based typology of online coping 

strategies to identify the relevant platform functions for individuals to cope with 

online harassment on social media. Second, research on coping has relatively short 

in identifying the nature of online coping strategies. This essay thus provides a 

systematic and theory-derived typology of online coping strategies that incorporate 

the protection motivation perspectives, as well as the approach and avoidance 

themes of strategies. The use of complementary mixed methods should help 

integrate the two perspectives of coping to facilitate a more comprehensive and 

nuanced social media coping theory. Third, this essay builds upon the coping theory 

and provides a theoretical explanation of online coping strategies in response to 

online harassment on social media. In so doing, this essay integrates coping theories 

into the online harassment literature. Fourth, this essay also offers valuable insights 

to platform providers for building and maintaining a healthy online social 

environment. By identifying online coping strategies in response to online 

harassment on social media, platform providers can adjust their system design and 

usage policies to mitigate online harassment on their platforms.  

2.3 CONCEPTUALIZATION 

This section first reviews the literature on coping in online harassment and 

then conduct a mixed-method study with social media users to identify the 

corresponding platform functions that users adopt to cope with online harassment 
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on social media. With this knowledge, this essay further develops a typology 

explaining the nature of online coping strategies in response to online harassment 

on social media. 

2.3.1 Research on Coping with Online Harassment 

Coping strategy refers to the psychological coping mechanisms individuals 

use to master, minimize, or tolerate stress and conflict (Lazarus & Folkman, 1984). 

In recent years, we have witnessed an increasing academic interest in understanding 

the coping strategies of online harassment (Kowalski et al., 2014; Tokunaga, 2010). 

Researchers have used various approaches to identify coping strategies for online 

harassment (see Table Error! No text of specified style in document.-1 in 

Appendix A1). However, much of the scholarly attention has been directed at the 

traditional psychological coping methods (e.g., avoiding the problem, seeking 

emotional support from peers, and else) (Frisén et al., 2014; Perren et al., 2012; 

Völlink et al., 2013). Prior studies (Muller et al., 2017; Sticca et al., 2015) have 

begun to identify and investigate different types of online coping strategies (e.g., 

blocking the senders, reporting the incidents to platform providers, and else). There 

is still a lack of theory-driven investigation of individuals’ online coping strategies 

and their corresponding behaviors associated with the use of platform functions. 

The review of prior studies found that the Transactional Model of Stress and 

Coping (Lazarus & Folkman, 1984) and the Approach-Avoidance Model (Roth & 

Cohen, 1986) are the most widely adopted theoretical approaches to explain how 

individuals cope with stressful events (e.g., online harassment) (Caverley, 2005; 

Skinner et al., 2003). The Transactional Model of Stress and Coping suggested two 

main types of coping approaches, namely problem-focused (deal with the threat 

head-on), and emotion-focused (regulate the negative emotional distress) coping. 
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For examples, Danielson and Emmers-Sommer (2017) investigated bullied 

bloggers ’coping strategies and identified several coping responses under the 

category of problem-focused (i.e., standing up to bullies and physical self-defense) 

and emotion-focused (i.e., distancing, internalizing, seeking social support, and 

focusing on the positives) coping respectively.  

Similarly, the Approach-Avoidance Model also focused on two forms of 

coping methods, including the approach mode that tackles the threat directly and 

the avoidance mode that evades the threat. For example, Na et al. (2015) 

investigated the coping strategies used by college student cyberbullying victims. 

Approach coping strategies were considered to be attempts to change the 

cyberbullying situation and included problem-solving and seeking social support. 

In contrast, avoidance coping strategies were considered to be attempts to evade the 

cyberbullying situation and included cognitive distancing, internalizing, and 

externalizing. Though these two coping mechanisms have been instrumental in 

generating a large body of research examining how people cope and adjust 

themselves in response to different online harassment events, there are some 

controversies concerning the nature of these responses (Skinner et al., 2003).  

The review of prior studies also showed that many qualitative studies 

attempted to classify the coping strategies of online harassment. Šleglova and Cerna 

(2011) examined how Czech adolescents coped with online harassment and 

identified several coping strategies, including avoidance, defensive strategies, 

social support, and activity directed at the aggressor. Parris et al. (2012) conducted 

an ethnographic study and identified a number of classifications of students’ coping 

strategies to online harassment, namely reactive coping, preventive coping, and “no 

way to prevent cyberbullying”. Vandoninck and d'Haenens (2015) presented a 
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typology of coping strategies of online harassment based on two dimensions: 

engagement versus disengagement and technical versus non-technical measures. 

However, the dimensions are generic in nature and are mixed with online and 

offline coping methods. 

Even though technical coping strategies have been developed in recent years, 

the concept of technical coping strategies may still have mixed and equivocal 

interpretations of the coping strategies in the online context. Such mixed 

interpretation may offer difficulty in clarifying the attributes and approaches of this 

coping category. In addition, few studies have attempted to operationalize technical 

coping strategies into meaningful categories with a focus on providing a foundation 

from which to guide future research works. Thus, this essay proposes the concept 

of online coping strategies and a framework that highlights the important factors in 

which individuals’ use of online coping strategies differ to address this issue. 

Moreover, this essay focuses on the strategies constituted by the available built-in 

functions on social media 2  for adaptive purposes rather than for maladaptive 

purposes. 

The emerging knowledge indicates that victims of online harassment are the 

main actor who protects themselves through online coping strategies (Jacobs et al., 

2015a). Although prior studies agree on the importance of understanding the coping 

processes and outcomes involved in online harassment experiences (Danielson & 

Emmers-Sommer, 2017), little conceptual clarity exists in the literature regarding 

the identification and classification of coping strategies used by the victims. In 

addition, the literature has not yet explained the relationships between these online 

coping strategies; neither does it explain the relative importance of each strategy. 

 
2 It also refers to the term “platform functions” in this paper. 
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Specifically, the existing coping literature offers little insight into individuals’ 

appraisals of their use of online coping strategies when they encounter online 

harassment on social media. Unfortunately, there is a lack of research examining 

the online coping strategies that are more commonly used by harassment victims 

(Machmutow et al., 2012; Raskauskas & Huynh, 2015; Vandoninck & d'Haenens, 

2015). Taken together, this discussion confirms the several issues that this essay 

raised earlier. There is a lack of theoretical clarity surrounding the overall use of 

online coping strategies.  

Given this gap, Essay 2 conceptualizes online coping strategies in the 

context of social media. This essay is expected to signal to researchers both (a) what 

the distinction of the types of online coping strategies should be, and (b) which 

online coping strategies should differ in their relations to individuals’ consideration. 

The premise of this essay is that online coping strategies play a role in mitigating 

online harassment through individuals’ appraisal. This essay thus proposes a 

typology of online coping strategies and then develops propositions of the 

underlying mechanism and outcomes of using the specific types of online coping 

strategies in response to online harassment on social media. 

2.3.2 Protection Motivation as Essence of Online Coping Strategies 

To build and maintain a healthy online social environment, this essay focus 

on individuals’ protective feature-based strategies, which refer to an adaptive 

approach that individuals use as a protective means to tackle online harassment on 

social media. A principal element of the theorizing of this essay is that online coping 

strategies are associated with individuals’ protective motivation that varied in the 

degrees of orientation in the context (Floyd et al., 2000). Prior studies also 

suggested that individuals’ protective motivation can be used more instrumentally 
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on social media to cope with online harassment (Cassidy et al., 2013). This essay 

conceptualizes online coping strategies as an adaptive and protective nature that 

individuals use to tackle online harassment in the social media environment. The 

maladaptive strategies, such as online retaliation that is not adaptive in nature, is 

not included in the concept of online coping strategies. As mentioned previously, 

though a considerable number of studies have provided valuable insight into 

individuals’ coping with online harassment, there has, to date, been limited research 

systematically exploring those strategies on social media. Therefore, this essay 

proposes a typology for classifying individuals’ protective feature-based strategies 

in online harassment on social media.  

2.3.3 Distinguishing Online Coping Strategies from Technical Coping 

Strategies 

Online coping strategies are the means for individuals to decide which built-

in functions on social media to adopt in response to online harassment. Similar 

coping strategies in the online context have been categorized as technical coping 

strategies. While online coping strategies appear to have overlapped with the 

technical coping strategies, it differs in terms of nature and the degree to which their 

differential relations. The key differences between online coping strategies and 

technical coping strategies are summarized in Table 2-1. 

Prior research often used a broad term, technical coping strategies, to 

explain all strategies related to the online context, such as online counter-attack, 

and online-offline dissociation (Vandoninck & d'Haenens, 2015). It differs from 

online coping strategies in several ways. First, technical coping strategies refer to 

the overall use of technology in response to online harassment incidents 

(Raskauskas & Huynh, 2015). It often includes a variety of conceptually dissimilar 
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items (e.g., switching off the computer, changing contact details, showing the 

messages to a grown-up, and paying less attention to online platforms) (Riebel et 

al., 2009; Sticca et al., 2015). In contrast, online coping strategies are the specific 

protective responses that use built-in functions enabled by the platform to solve the 

problem. Second, the technical coping strategies focus on the general technical 

responses that group all the technology-related responses into a category (Francisco 

et al., 2015; Riebel et al., 2009). It may blur the distinctions of both positive and the 

aversive nature among different types of coping strategies in the online context. In 

contrast, online coping strategies focalize on protective-orientation that allows 

individuals to utilize the platform functions to cope with online harassment. Thus, 

compared with the technical coping strategies, this essay investigates online coping 

strategies due to its specific nature of protection motivation. 

Table 2-1 Distinctions Between Online Coping Strategies and Technical 

Coping Strategies  

Construct Online Coping Strategies Technical Coping Strategies 

Definition Online Coping Strategies are 

individuals’ protective efforts 

on the platform in response to 

stressful events (i.e., online 

harassment) that threaten their 

well-being. 

The technical coping strategies 

use the technical aspects of 

electronic communication in 

response to the stressful events 

(i.e., online harassment) that 

threaten the well-being of an 

individual (Perren et al., 2012). 

Nature Specific protection motivation 

responses on the platform 

General use of technology  

Motivation Adaptive-oriented responses Mixed responses (included both 

adaptive and maladaptive 

response) 

Examples This research  Perren et al. (2012) and Sticca et 

al. (2015) 

 

2.3.4 Importance of Developing a Typology for Online Coping Strategies 

A typological theory (Doty & Glick, 1994) is critical in theorizing the form 

of innovation that varies degrees of orientation in the context. It can provide a 
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comprehensive framework of the phenomena of interest (Grover & Kohli, 2012; 

Mandell & Steelman, 2003). Some researchers view typology as a classification 

scheme or taxonomy and even use these three terms interchangeably (Earl, 2001; 

Heo & Han, 2003). However, typology is different from the classification scheme 

and taxonomy. A typology is a unique form of theory building that is a conceptually 

derived interrelated set of ideal types (attributes), while the classification scheme 

and taxonomy are the classification systems that categorize the phenomena into a 

set of mutually exclusive decision rules (Doty & Glick, 1994). Typology functions 

as a theory because it includes the identified constructs, and also can specify the 

falsifiable relationships among these constructs. The development of typology is a 

fundamental process of inquiry by which the range and depth of knowledge can be 

expanded through this manner (McKinney, 1969). To study an underdeveloped area, 

like online coping strategies, the disciplined development of typologies is often a 

useful initiative to comprehend all its myriad aspects (Robinson & Bennett, 1995). 

Typological theory can make crucial contributions to the integrative framework of 

online coping strategies (e.g., forming concepts, exploring dimensionality, creating 

categories for classification and measurement, and organizing explanatory claims) 

(Collier et al., 2012). It facilitates the study of complex phenomena that may not be 

captured by linear theories (Doty & Glick, 1994), and hence, uncover new patterns 

in relationships (Gregor, 2006), as well as deepen and strengthen our understanding 

of online coping strategies. 

Research in IS (Chen et al., 2014; Guillemette & Paré, 2012) has utilized 

typologies to understand specific individual or organizational phenomena. 

Similarly, Knapp et al. (1997) developed a typology of responses to sexual 

harassment categorized by four target responses. The typology generated 



 

27 

substantial scholarship in designing and managing strategies by focusing on 

specific response strategies. Robinson and Bennett (1995) also developed a 

typology for employee deviance that sparked a stream of research on the 

phenomenon of deviance in the workplace by integrating prior disconnected 

behaviors, such as workplace violence, theft, and loafing. Their typology triggered 

the development of theories of workplace deviance that examine antecedents and 

consequences of various deviance behaviors, resulting in an enriched understanding 

of the underlying dynamics of workplace deviance. Therefore, a typology of online 

coping strategies is a starting point to understand this complex phenomenon of 

coping strategies in the online context. 

2.4 TYPOLOGY DEVELOPMENT 

To enrich the conceptualization of individuals’ online coping strategies on 

social media, this essay followed the approach suggested by Robinson and Bennett 

(1995) to develop an inductive typology of online coping strategies in three phases: 

(1) setting boundary by using content analysis, (2) identifying dimensions by using 

multidimensional scaling (MDS) (Kruskal & Wish, 1978), and (3) specifying 

relationship among dimensions by using judgmental analysis. The advantage of this 

inductive approach is its knowledge integration with both practitioners and 

researchers, which helps set the boundaries of the theory, develop the underlying 

dimensions grounded in actual experience (Doty & Glick, 1994) and provide a 

substantial contextual opportunity to build new IS theory and evaluate the 

boundaries of existing IS theory (Chiasson & Davidson, 2005). 

Table 2-2 depicts the procedures for developing a typology and summarizes 

the data collection in each phase. In phase 1, content analysis was first conducted 
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to set the bounding assumptions for developing typological theory. Both relevant 

pieces of literature regarding technology-related coping and feature-based coping 

on social media were reviewed and coded, respectively. In addition, a focus group 

survey of social media users who have victimization experience on social media, 

and an online survey of active social media users were conducted respectively to 

derive the range of potential online coping strategies that are used by individuals 

on social media. Thus, a list of typical descriptions in online coping strategies was 

compiled based on definitions and assumptions. In phase 2, the multidimensional 

scaling technique was then used to derive ideal types of online coping strategies 

and a typology based on individuals’ perceptions of a diverse set of strategies 

generated in phase 1. An online survey was conducted to produce the n-dimensional 

typology through deriving the spatial configuration of the online coping strategies 

based on the similarity/dissimilarity ratings. In phase 3, the judgmental analysis was 

employed to determine the best attributes for interpreting the dimensions identified 

in phase 2. Another online survey was conducted to rate how each strategy fits with 

the potential attributes. Table Error! No text of specified style in document.-2 in 

the Appendix A2 summarizes a profile of the samples in the three phases. All 

studies were conducted via Mechanical Turk3. The procedures, settings, sample, 

data collection methods, and the results for each phase of the study are discussed 

next.  

  

 
3 This study followed the guidelines and procedures of collecting data in Mechanical Turk (suggested by Lowry et al. 2016a). For example, 

this study included several “attention checks” to detect careless, random, or haphazard responses (Mason and Suri 2012). In addition, to 

minimize potential response bias, we followed general principles (i.e., autonomy, beneficence, justices, privacy, and confidentiality) for 

ethical research practices on human subjects in data collection (Mishna et al. 2012). The respondents were informed that their participation 

was voluntary and could refuse to participate or discontinue the study at any time. They were also assured that their responses would be kept 

anonymous. After completing the survey, respondents were debriefed about the purpose of the study. 
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Table 2-2 The Typology Development Process 

Phase Typology 

development 

process 

Research 

methodologies 

Sample Outcome 

Phase 1 Setting 

boundaries 

Content analysis – 

Focus group survey 

to generate a list of 

protective strategies 

on social media 

274 victims 

of online 

harassment 

on social 

media and 30 

university 

students in 

the U.S. 

A list of 59 

social media 

protective 

strategies 

Phase 2 Identifying 

constructs 

Multidimensional 

Scaling – Online 

survey to specify the 

similarities among the 

strategies and develop 

the typology 

479 active 

social media 

users in the 

U.S. 

A two-

dimensional 

configuration of 

online coping 

strategies 

Phase 3 Specifying 

relationship 

among the 

constructs 

Judgmental analysis 

– Online survey to 

interpret and label 

typology categories 

171 active 

social media 

users in the 

U.S. 

2 bi-polar 

descriptors of 

online coping 

strategies 

 

2.4.1 Phase 1: Content Analysis of Online Coping Strategies  

The objective of phase 1 was to derive the range of online coping strategies 

and generate a list of representative strategies that can be employed by users in 

response to online harassment on social media. 

Sample. Social media users who had experienced online harassment on the 

platforms in the six months prior to data collection were recruited. This study 

collected a total of 274 valid responses from victims of online harassment on social 

media, 131 (47.8%) were female. The age of the respondents ranged from 18 to 70. 

The respondents were generally well-educated, with approximately 60% holding a 

bachelor’s degree or higher. The majority of respondents worked full-time. The 

average respondent spent 24 minutes completing the focus group survey.  

Procedures. The focus group survey included four parts. First, respondents 

recalled a recent online harassment incident that they experienced on social media 
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during the past six months. Second, respondents described the incident and their 

reactions to the incident in the survey. Third, they were asked to suggest three 

functions on social media that can help them protect themselves, resolve the 

incident, and manage their negative emotions to the incident, respectively. Fourth, 

they were asked to define online coping strategies in their own words. 

After the focus group survey, the initial pool of the statements describing 

online coping strategies suggested by the respondents was reviewed to ensure that 

the descriptions of each strategy were clear, with no redundant or repeated words 

and phrases, representative and inclusive enough to be generalized across social 

media. A list of 73 statements describing online coping strategies was compiled for 

further evaluation.  

Another online survey was then conducted with 30 university students in 

the U.S. (mean age = 21.7, SD = 1.112). The participants who were active social 

media users and had online harassment experience on social media were asked to 

evaluate the 73 statements independently. They were given the definition of online 

coping strategies and asked to assess how well each strategy fits the definition of 

online coping strategies. Specifically, they had to rate each strategy in terms of 

whether it is protective, potentially helping the victim to cope on social media, and 

likely to resolve the incident, manage the negative emotions, and protect themselves 

on social media. The respondents agreed that all of the strategies (except for some 

statements about the strategies of ignoring and retaliation) fit the definition of 

online coping strategies. They also indicated that the list was representative and 

comprehensive enough for online harassment victims to cope effectively on social 

media. The final pool of statements described 59 online coping strategies (see Table 

Error! No text of specified style in document.-3 in Appendix A3).  
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2.4.2 Phase 2: MDS of Online Coping Strategies  

The objective of phase 2 was to identify the ideal types of online coping 

strategies and develop a typology of online coping strategies within an n-

dimensional configuration using multidimensional scaling (MDS). 

Sample. An online survey was conducted to identify the dimensions of the 

typology of online coping strategies. A total of 479 valid responses from active 

social media users was collected. Of the respondents, 301 (62.8%) were females. 

The age of the respondents ranged from 18 to 69. The respondents were generally 

well-educated, with approximately 58.7% holding a bachelor’s degree or higher. 

The majority of respondents worked full-time. The average respondent spent 23 

minutes completing the survey.  

Procedures. The questionnaire included three parts. First, respondents were 

given an online questionnaire containing the list of 59 online coping strategies and 

a brief description of a targeted strategy (one of the 59 strategies), which were 

presented at the top of the first page. The respondents were instructed to 

comprehend the target strategy before starting the rating task. Second, the 

respondents were asked to rate each strategy in terms of its similarity to or 

difference from the target strategy, using a nine-point Likert-type scale (1 = very 

similar, 9 = very different). Third, the respondents were instructed to specify the 

criteria they used to distinguish between the target strategy and each of the online 

coping strategies. 

Following the guideline of deriving a typology using MDS (Kruskal & Wish, 

1978), the dissimilarities among the 59 types of strategies were collected in the 

questionnaire, and then the derived configuration (i.e., number of underlying 
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dimensions) that best fit with the data were interpreted. The two procedures were 

as follows. 

(1) To specify the similarity of and create distances among the statements 

in the typology, MDS often requires respondents to compare every possible pair of 

statements [n(n-1)/2] (Kruskal & Wish, 1978). As the study suggested 59 

statements for online coping strategies, there were 1711 [59(59-1)/2=1711] possible 

comparisons for respondents to assess in the questionnaire. Comparing such a large 

number of pairs of statements (1711 pairs) was deemed to be too cognitively 

demanding and complex for the respondents to process. To overcome the problem 

of complexity, this study followed the typical approach suggested by prior studies 

to use a subset of all possible comparisons (Pearce & Amato, 1980; Robinson & 

Bennett, 1995) to lower the numbers of pairs and simplify the evaluation process in 

each questionnaire. Prior studies have also shown that using a subset of 

comparisons can reduce the possibility of respondent burnout, errors, and attrition 

(Chu et al., 2015; Thompson, 1983). Therefore, the respondents were asked to 

evaluate a subset of comparisons. In other words, each respondent was randomly 

given one of the 59 versions of the questionnaire to complete. Each possible pair 

was rated by around 16 respondents (479x59/1711=16). This study then averaged 

the ratings given by 16 respondents on the similarity between strategy i and strategy 

j to calculate the dissimilarities of all pairwise combinations of the 59 types of 

online coping strategies. The dissimilarities (i and j =1, …, 59) represented how 

respondents rated the similarity among the 59 types of the strategies.  

(2) To interpret the configuration and underlying dimensions of online 

coping strategies, this study identified a configuration matrix that best represents 

the dissimilarity of the 59 types of online coping strategies. This study first 



 

33 

constructed a dissimilarities matrix (59 x 59) among the online coping strategies 

based on averaging the respondents’ ratings on the perceived differences between 

the pairs of strategies. The spatial configurations of the various strategies were 

derived by the perceived differences from the other strategies as rated by the 

respondents. The greater the differences (i.e., the higher the ratings on the pairs) 

between the strategies, the greater was the distance between them in the spatial 

configuration.  

Next, this study conducted a metric MDS analysis (Torgerson, 1952) in the 

ALSCAL program to create five different configurations of online coping strategies, 

ranging from one dimension to five dimensions. The metric MDS is a method to 

transform the distance matrix into a cross-product matrix and then to find its eigen-

decomposition, which is particularly useful for projecting statements onto the 

dimensions (Abdi, 2007). The stress index (Kruskal, 1964) was then used to 

determine which configuration explained the most variance, as the stress index is a 

good indicator to reflect how well data fit a particular configuration: the lower the 

stress, the better the fit. This study also assessed the squared multiple correlation 

index (R2) in deriving the configurations and the underlying dimensions of the 

strategies, as the R2 indicates the proportion of variance of the input data accounted 

for by the MDS procedures. It is suitable for assessing the appropriateness of the 

MDS model (R2 ≥0.6 is considered an acceptable fit) (Jaworska & Chupetlovska-

Anastasova, 2009): the higher the value of R2, the better the fit. 

Results. The fit indexes – stress index and squared multiple correlation 

index– were used to assess how well data fit with the derived configuration. This 

study conducted a scree test by plotting the stress indexes for all five configurations 

(Cattell, 1986). Specifically, this study plotted the stress of the best-fitted 
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configuration in one, two, three, four, and five dimensions in the scree plot of stress. 

The one-dimensional configuration had a stress index of 0.454 and R2 of 0.399. For 

the two-dimensional configuration, there was a noticeable drop in stress index to 

0.254 and a substantial increase in R2 to 0.655, suggesting a better fit with the data. 

The subsequent stress index and R2 leveled off from the three-dimensional to the 

fifth-dimensional configurations (see Table Error! No text of specified style in 

document.-4 in Appendix A4). Therefore, the results suggested that the two-

dimensional typology provided the most parsimonious and best fit with the data. 

Figure Error! No text of specified style in document.-1 in Appendix A4 shows the 

two-dimensional typology. 

2.4.3 Phase 3: Judgmental Analysis of Online Coping Strategies  

The objective of phase 3 was to interpret and label the dimensions of online 

coping strategies identified in phase 2. In phase 2, respondents were asked not only 

to rate each strategy in terms of its overall similarity to the target strategy but also 

to state the criteria that they used for their ratings. On the basis of the criteria stated 

by the respondents, this study selected five most frequently mentioned as the 

potential attributes that best describe the two-dimensional configurations and then 

transformed the potential attributes to 5 bi-polar descriptors: self-focused – 

initiator-focused, avoidance – approach, self – supported, emotion-focused –

problem-focused, and content-focused – perpetrator-focused, for further evaluation.  

Sample. This study conducted another online survey to assess how well the 

potential attributes explain online coping strategies. A total of 170 valid responses 

were collected. All respondents were active social media users. Of the respondents, 

147 (87.7%) were under 38 years old, and 60 (35.3%) were females. The 

respondents were generally well-educated, with approximately 67.3% holding a 
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bachelor’s degree or higher. The average respondent spent 25 minutes completing 

the survey. 

Procedures. In the questionnaire, respondents were asked to rate the degree 

of relatedness of each of the 59 online coping strategies on each of the bi-polar 

descriptors using a nine-point scale. This study received 295 (59x5 = 295) ratings 

from each respondent and interpreted the two-dimensional typology from the 

average of respondents’ bipolar scale ratings of the 59 strategies (attribute-strategy 

comparisons).  

Regression analysis was performed to assess relationships between the 

attributes (i.e., mean ratings of each strategy along each bi-polar descriptor) and the 

two-dimensional configuration (i.e., stimulus coordinates4 for every strategy on the 

two dimensions). Specifically, the regression tested whether the bi-polar descriptors 

could be linked to the two dimensions. This study then regressed each of the mean 

ratings of bi-polar descriptors (dependent variable) on the coordinates of the 

configuration (independent variables) identified in phase 2. The final labels of the 

attributes were chosen based on the squared multiple correlation coefficients (R2), 

and beta weights from the regression analysis (Kruskal & Wish, 1978). Squared 

multiple correlations (R2) between the coordinates and the respective bi-polar 

descriptors assess the predictive power of the coordinates – that is, variance 

explaining the bi-polar descriptors by the coordinates. The beta weight shows the 

association of the coordinates with the bipolar descriptor – higher the beta weight 

implied a stronger the relationship between the dimension and the bi-polar 

descriptor. A bi-polar descriptor with (1) a high squared multiple correlation (R2) 

in relation to the coordinates (with significance at the 0.01 level or better), and (2) 

 
4 The coordinates were the actual position—that is, distance from the origin—of the online coping strategies in the two-

dimensional configuration. 
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a high beta weight on that dimension were most likely to explain the dimensions 

and could be considered as the best attributes for the dimensions. Table 2-3 shows 

the results.  

Dimension 1. The largest regression weight on the first dimension was 0.699 

associated with the self-focused - initiator-focused bi-polar descriptor and the 

corresponding squared multiple correlations was 0.760. This dimension was thus 

related to the self-focused - initiator-focused bi-polar descriptor. Specifically, it 

suggested that one of the underlying dimensions for classifying online coping 

strategies is whether the particular strategy was self-focused or initiator-focused. 

Consequently, this study labeled the first dimension, “self-focused versus initiator-

focused.” 

Dimension 2. The bi-polar descriptor of the avoidance – approach had the 

most significant regression weight on the second dimension (0.821) with squared 

multiple correlations of 0.717. The finding suggested that one of the underlying 

dimensions for classifying online coping strategies was the mode of response, 

specifically, whether the particular strategy was moving away from the incident 

(avoidance) or moving toward the incident (approach). This study, therefore, 

labeled the second dimension “avoidance versus approach.” 

Table 2-3 Results of Regression for the Dimensions for Bi-polar 

Descriptors 

Bi-polar descriptors Regression weights 

R 

Squared 

Multiple 

Correlation 

F Dimension 

1 

Dimension 

2 

Self-focused - Initiator-

focused 
0.699*** 0.527*** 0.872 0.760 88.774*** 

Avoidance - Approach 0.213** 0.821*** 0.847 0.717 70.987*** 

Self - Supported 0.22* 0.668*** 0.702 0.493 27.195*** 

Emotion-focused – Problem-

focused 
0.671*** 0.351*** 0.755 0.569 37.02*** 

Content-focused – 

Perpetrator-focused 
0.688*** 0.443*** 0.815 0.664 55.375*** 
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2.4.4 Developing a Typology of Online Coping Strategies  

Building on the harassment literature (Gruber, 1989; Gutek & Koss, 1993; 

Knapp et al., 1997) and the findings from three phases, this essay proposes a two-

by-two typology of online coping strategies to online harassment on social media. 

The strategies are organized along with two dimensions: the focus of response and 

mode of response. The focus of responses to online harassment is either self-

focused or initiator-focused (vertical axis). Self-focused strategy refers to coping 

strategies that primarily focus on the self, whereas initiator-focused strategy is 

coping strategies that deal with the initiator. The mode of response to online 

harassment can be classified into avoidance (moving away from the harassing 

situation) and approach (moving toward the harassing situation) (horizontal axis). 

The juxtaposition of the focus of response with the mode of response produces four 

archetypical online coping strategies (see Figure 2-1), namely (1) self-focused 

avoidance strategy: seclusion, (2) self-focused approach strategy: mediation, (3) 

initiator-focused avoidance strategy: blocking, and (4) initiator-focused approach 

strategy: reporting.  

Seclusion strategy represents a user protective strategy that focuses on self-

protection in an avoidance mode. Users adopting this strategy do not deal with the 

perpetrator and the harassment directly but isolate themselves from their online 

social networks. They may limit their interactions with others on social media 

through disabling their user accounts for a while, setting the account to private or 

staying away from social media (Francisco et al., 2015; Frisén et al., 2014; Heirman 

& Walrave, 2012). From the platform providers’ perspective, this is the least 

favorable online coping strategies because it may harm the sustainability of the 

online social platform.  
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Mediation strategy represents a user protective strategy that focuses on self-

protection in an approach mode. Users adopting this strategy do not confront the 

perpetrator but choose to mediate themselves through seeking support from others 

or searching for useful information in addressing their negative affects aroused by 

the harassment. Previous studies found that victims may take mediation strategies 

(e.g., seeking psychological support from friends or support groups on social media 

(Cole et al., 2017; Frisén et al., 2014; Sticca et al., 2015); or engaging in social 

media activities) to regulate their negative emotions from online harassment 

(Danielson & Emmers-Sommer, 2017). Searching for information related to online 

safety or how to resolve the harassment on social media allows the victim guards 

against the potential perpetrator to thwart the future harmful behaviors (Tokunaga, 

2010). Compared with the seclusion strategy, this is a proactive strategy that users 

protect themselves by self-mediating activities through seeking social support and 

useful information on social media.  

Blocking strategy represents a user protective strategy with a focus on the 

initiator (i.e., the initiator-focused response) in an avoidance mode — users who 

adopt this strategy focus on dealing with the perpetrator rather than the incident 

itself. Victims of online harassment often adopt the blocking strategy in order to 

avoid a confrontation with the perpetrator directly (Aricak et al., 2008; Frisén et al., 

2014; Jacobs et al., 2015a).  

Reporting strategy represents a user protective strategy with a focus on the 

initiator (i.e., the initiator-focused response) in an approach mode. Users who adopt 

this strategy focus on dealing with the perpetrator and solving the harassment 

problems. They choose to report the incidents to authorities with an attempt to end 

the online harassment. Reporting online harassment is one of the effective 
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protective coping strategies to break the cycle of harassment (Cassidy et al., 2013). 

Such actions include reporting the online harassment to the police, internet service 

providers, or the administrative team on social media (Al-Khateeb et al., 2017; 

Frisén et al., 2014; Machmutow et al., 2012; Van Royen et al., 2016).  

Based on the previous literature and the result of a mixed-methods study, 

this essay has derived a typology of online coping strategies of online harassment 

on social media. Each type of strategy represents a unique and coherent 

combination of properties associated with two theoretical dimensions, namely, the 

focus of response and mode of response. For each of these online coping strategies, 

the properties associated with the core dimensions are compatible, thereby resulting 

in a set of coherent user responses to online harassment on social media. Though 

the typology categories users’ singular strategy to cope with online harassment on 

social media, past research suggested that most users adopt a sequence of coping 

strategies to tackle online harassment (Cassidy et al., 2013). Figure 2-1 exhibits the 

two-dimensional configuration of the typology of online coping strategies and the 

typical behaviors in each dimension in the typology. 
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*The list in Figure 2-1 is not exhaustive. It only provides some typical behaviors for each combination for 

illustrative purposes. 

Figure 2-1 Typology of Online Coping Strategies 

 

2.5 A FRAMEWORK OF ONLINE COPING STRATEGIES 

In this section, this essay proposes a model of online coping strategies. This 

essay first discusses the nature of online coping strategies, and then introduces the 

theoretical foundation of the coping theory (Lazarus & Folkman, 1984) as the 

overarching framework for understanding the appraisal processes and effects of 

different online coping strategies. This essay then develops propositions explaining 

the underlying mechanisms and outcomes of individuals’ decisions to embrace 

different protective strategies that were identified and validated in the previous 

section.  

2.5.1 The Nature of Online Coping Strategies 

In this study, online coping strategies are defined as online coping strategies 

as an adaptive and protective nature that individuals use technology to tackle online 

harassment. The typology in this essay suggests that online coping strategies 
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develop in individuals’ protection motivation. This essay thus posits that the 

concept of online coping strategies exhibits two important characteristics: the focus 

of response and mode of response (see Table 2-4). When individuals focus 

primarily on the self, they would be more likely to use seclusion and mediation 

strategies. In contrast, individuals would be more likely to use blocking and 

reporting strategies when they focus predominantly on the initiator. Likewise, when 

individuals tend to move away from the online harassment incident, they would be 

more likely to use seclusion and blocking strategies. On the other hand, individuals 

would be more likely to use mediation and reporting strategies when they intend to 

move toward the incident.  

Table 2-4 Comparison of Online Coping Strategies and Traditional Coping 

Strategies 

Key Aspects 

of Concept 

Online Coping Strategies Traditional Coping Strategies 

Foundation 

Assumption 

Involves an adaptive approach that 

individuals use technology as a 

protective means to tackle online 

harassment. 

Involves the psychological 

coping mechanisms individuals 

use to master, minimize, or 

tolerate stress and conflict 

(Lazarus & Folkman, 1984) 

Characteristics The technology-enabled or 

feature-based protection 

motivation responses 

Focus of response 

- Self-focused responses: 

focus on self-protection 

related platform functions 

- Initiator-focused responses: 

focus on dealing with the 

perpetrator(s) related platform 

functions 

Mode of response 

- Approach mode: attempt to 

use the related platform 

functions that moving toward 

the online victimization 

- Avoidance mode: attempt to 

use the related platform 

functions that moving away 

from the online victimization 

Integrating the psychological 

and offline behavioral responses 

- Problem-focused coping: 

address the problem and 

prevents it from occurring in 

the future 

- Emotion-focused coping: 

manage the emotional 

consequences of the online 

victimization 

- Approach coping: attempt 

to mentally or physically 

engage in the online 

victimization 

- Avoidant coping: attempt 

to mentally or physically 

disengage from the online 

victimization 

Antecedents Presence of technology-enabled or 

feature-based protective coping 

opportunity 

Online harassment event 

Threat appraisal 
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Online harassment exposure 

(McHugh et al., 2018) 

Threat appraisal 

- Perceived threat (Van Royen 

et al., 2016) 

Coping appraisal 

- Coping self-efficacy (Van 

Royen et al., 2016) 

- Coping efficacy (Raskauskas 

& Huynh, 2015) 

Social Appraisal 

- Online communication 

expectations and norms 

- Perceived threat – 

controllability (Cerna et al., 

2016) 

- Attribution – Blame 

(Wright, 2015) 

Coping appraisal 

- Self-efficacy (Jacobs et al., 

2014) 

- Outcome expectation 

(Danielson & Emmers-

Sommer, 2016) 

- Social influence (Hong et 

al., 2014a) 

Outcomes Psychological health 

- Depression 

- Self-esteem 

Behavioral and Social functioning 

- Platform discontinuance 

- Negative online behaviors 

Psychological health 

Depression 

- Self-esteem 

- Anxiety 

Physical health 

- Suicidal ideation 

- Somatic symptoms 

- Emotional problems 

Social functioning 

- Loneliness 

- Life satisfaction 

Behavioral problems 

- Drug and alcohol use 

- Conduct problems 

 

2.5.2 A Model of Online Coping Strategies 

After describing the two characteristics of online coping strategies, this 

essay proposes a model of online coping strategies. By extending the coping theory 

and the literature of social appraisal to the current context, this essay argues that for 

individuals these appraisals may manifest in the form of threat (online harassment), 

coping (coping self-efficacy and efficacy of online coping strategies) and social 

(online communication expectations and norms) appraisals. This essay then 

proposes the distal outcomes of online coping strategies. Figure 2-2 depicts the 

conceptual framework. 
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Figure 2-2 Conceptual Framework 

 

2.5.2.1 Appraisal Processes and Online Coping Strategies  

Existing coping theory suggests that in situations where individuals face a 

threat such as online harassment, their threat and coping appraisal processes are 

activated (Taylor et al., 2013). A coping theory is premised on explaining users’ 

appraisals in aversive stimuli, which is relevant in informing the research in this 

essay to the discussion of how feature-based protection can be used as the coping 

strategies. The coping theory describes how individuals’ mental processes influence 

their response to an incident (Folkman et al., 1986; Lazarus & Folkman, 1984). It 

postulates that individuals’ response orientations are generally shaped by their 

appraisal processes, in which they (1) evaluate a stressful incident with respect to 

the potential threat of the incident (in terms of the potential threat posed by the 

incident), and (2) assess available coping resources to control, minimize, or 

eradicate the incident (Beaudry & Pinsonneault, 2005; Kirsch, 1985; Lazarus & 

Folkman, 1984; Smith & Lazarus, 1993).  

Coping theory has been adopted in examining a wide range of self-protected 

behaviors, such as protective behaviors toward anti-social behavior (Pechmann et 

al., 2003), users’ avoidance of malicious IT (e.g., viruses, unwanted advertising 
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emails) (Liang & Xue, 2009), self-protected information security behaviors (Boss 

et al. (2015) and Johnston and Warkentin (2010) and users’ response to information 

systems (Beaudry & Pinsonneault, 2005). The central theme of coping theory thus 

supports the development of the model of online coping strategies use. 

Building upon the coping theory, this essay theorizes that individuals are 

more likely to use online coping strategies when they perceive the incident as a high 

threat, their capability of using the strategy, and the efficacious of online coping 

strategies in combating online harassment on social media. 

2.5.2.1.1. Threat Appraisal 

The threat appraisal process focuses on the assessment of the source of the 

threat, which determines their online coping strategies tendencies (Witte, 1992, 

1994). In this study, perceived threat refers to the extent to which individuals 

perceive that the negative consequences and harm caused by the online harassment 

incident. Individuals who perceive the high threat is more likely to believe that the 

online harassment incident has fundamentally threatened their identity, self-image, 

reputation, and also their communication on social media. The more severe and 

harm that individuals perceive the consequences resulting from online harassment, 

the more they are likely to take adaptive and protective actions and thus will use a 

variety of strategies to manage the current harm and prevent future threats.  

Prior studies also found that threat assessment of the incidents exert 

significant effects on individuals’ decisions to engage in protective coping 

(Raskauskas & Huynh, 2015). Lwin et al. (2012) found that youths are more 

motivated to adopt protective behaviors against online harassment. Cassidy et al. 

(2013) also showed that individuals who perceived greater threats of cyberbullying 

(i.e., online harassment) resorted to both active and passive strategies to handle the 
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incident. Hunter and Boyle (2004) found that children who assessed their 

victimization as an uncontrollable threat employed both social supports seeking and 

problem-solving coping. Liang and Xue (2010) found that users are more motivated 

to employ both problem-focused and emotion-focused safeguarding strategies to 

protect themselves when the noxious IT threats threaten them. Therefore, this essay 

posits that the greater the negative consequences of an online harassment incident 

perceived by individuals, the more likely they will to engage in a range of online 

coping strategies (i.e., blocking, reporting, seclusion, and mediation) to guard 

against the threat of online harassment. 

Proposition 1: A higher level of the perceived threat of an online 

harassment incident will lead to the use of a greater variety of online 

coping strategies (P1a-d). 

2.5.2.1.2. Coping Appraisal 

In coping appraisal, individuals assess both their personal coping ability and 

the effectiveness of available coping resources in determining how to respond to 

online harassment incidents (Lazarus, 1966). Coping self-efficacy refers to 

individuals’ personal judgment of their ability to apply social media coping skills 

in dealing with online harassment on social media (Bandura, 1997), whereas coping 

efficacy is defined as the extent to which individuals believe that using online 

coping strategies will effectively tackle online harassment. 

The coping theory (Lazarus & Folkman, 1984) and the extended parallel 

process model (Witte, 1994) proposes that when perceived efficacy is high, danger 

control processes are initiated. It suggests that when individuals believe in their 

capability (i.e., the social media skills and resources) and the efficacious of the 

intended behavior (i.e., the outcome effectiveness of online coping strategies) in 



 

46 

dealing with the situation, they tend to focus on the problem, which in turn they are 

more inclined to adopt the problem-focused coping (e.g., initiator-focused 

strategies) to protect themselves than the emotion-focused coping (e.g., self-

focused strategies). In the similar vein, when individuals believe that they are 

capable of applying their social media coping skills in controlling of the situation 

of online harassment and also expected that the specific strategy is efficacious, they 

will address the online harassment at the source and will be more willing to perform 

such blocking and reporting strategies (initiator-focused strategies). Prior studies 

have also evidenced the effect of perceived self-efficacy was found to relate 

positively to block the perpetrator and report the incident to the administrator 

(initiator-focused strategies) (Hunter, Boyle, &Warden, 2006). 

Approach and avoidance are one of the ways of coping with the aversive 

event. The core distinction between these ways of coping is that it can bring the 

individuals’ attention either into closer contact with the threat or away from the 

threat (Roth & Cohen, 1986). Coping self-efficacy and coping efficacy are cognition 

that reflects how much confidence in coping skills users have in controlling the 

threat of online harassment and how efficacious the specific online coping strategy 

is in addressing the online harassment problem at hand, respectively. When 

individuals believe in their technological capability in controlling the online 

harassment situation and are confident that the use of online coping strategies 

indeed brings about desired changes, they may take their initiative towards the 

online harassment incident (e.g., approach strategies) to protect themselves. On the 

other hand, if they feel that they have limited online coping or technical skills to 

control the situation, they tend to stay away from the threat and use disengagement 

oriented strategies (e.g., avoidance strategies) (Roussi et al., 2000). Empirical 
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evidence is largely consistent with these expectations. For instance, perceived self-

confidence was found initiating more active approach strategies (e.g., modifying 

the setting of their online account) (Parris, Varjas, Meyers, &Cutts, 2012) than 

passive avoidance strategies (e.g., stay away from places) (Hunter et al., 2006), 

when users were being involved in the harassment or bullying incidents. Prior 

coping and cyberbullying literature have also confirmed the response efficacy of 

the coping to be a key determinant of the adoption of active and approach strategy 

(e.g., seeking social support) (Parris et al., 2012). 

Proposition 2a-b: Coping self-efficacy is more likely to lead to the use 

of initiator-focused (P2a) and approach strategies (P2b).  

Proposition 2c-d: Coping self-efficacy is less likely to lead to the use of 

self-focused (P2c) and avoidance strategies (P2d). 

Proposition 3a-b: Coping efficacy is more likely to lead to the use of 

initiator-focused (P3a) and approach strategies (P3b).  

Proposition 3c-d: Coping efficacy is less likely to lead to the use of self-

focused (P3c) and avoidance strategies (P3d). 

2.5.2.1.3. Social Appraisal 

In addition to the threat and coping appraisals, appraisal theory posits that 

individuals often assess others’ beliefs, perceptions, and actions. Manstead and 

Fischer (2001) extend individuals’ appraisal processes to the social domain and 

introduced social appraisal as an additional important appraisal process in decision 

making. Social appraisal involves the assessment of the normative significance of 

the threat incidents; that is, individuals often evaluate the significance of the online 

coping strategies with its social consequences. Human beings are social animals, 

and their self-perception is fundamentally social (Manstead & Fischer, 2001). They 
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care about social rewards and punishments, often mind others’ evaluations, and are 

inclined to assess how others would evaluate their actions before deciding how to 

respond (Schachter, 1959). Thus, the appraisal of others’ evaluations has a 

significant impact on individuals’ use of online coping strategies. 

Building upon this logic, this essay further proposes that individuals may 

assess the impacts of their use of strategies in the online social environment through 

the mechanism of social appraisal. The online social environment is a networked 

communication environment that allows users to communicate, interact, and 

manage the content and activities within themselves. We know that human beings 

are highly influenced by those around them and the context of their social 

environment (Manstead & Fischer, 2001). The online social environment is 

particularly for interpersonal exchanges and maintaining social bonds (Ellison & 

Boyd, 2013). This essay argues that individuals’ online coping strategies will be 

enhanced or impaired by their perception of others’ approval or disapproval of their 

coping actions on the platforms. Given the unique characteristics of online 

harassment, the incident can be reached to a wide audience on the platform. 

Together with the sharing nature of social media platforms, individuals’ use of 

online coping strategies will be enhanced or impaired by their perception of online 

communication norms and expectations. 

In this essay, online communication norms are defined as a group-level 

construct involving shared expectations of appropriate and desirable 

communication patterns within specific online groups or social communities on the 

platforms (Whiting et al., 2012). When communication patterns encourage 

individuals to respect others, be open, friendly, and honestly, online coping 

strategies are likely to be regarded as prosocial and positive functioning. When the 



 

49 

online coping strategies are acceptable and encouraged in the online social groups, 

individuals are more likely to use approach strategies (e.g., reporting and mediation) 

than avoidance strategies (e.g., seclusion and blocking) as well as more likely to 

focus on initiator to deal with the online harassment incidents through using 

initiator-focused strategies (e.g., reporting and blocking) than self-focused 

strategies (e.g., seclusion and mediation).  

Relatedly, online communication expectations are an individual-level 

construct describing an enduring pattern of the anticipated use of online coping 

strategies for individuals (Burgoon, 1993). Specifically, individuals often develop 

expectations for the acts they may accomplish. When individuals cope in ways that 

deviate from the others’ expectations of them, they are more likely to perceive 

themselves to be evaluated negatively by the others (Anderson et al., 2008). This 

essay argues that the use of online coping strategies can be hindered by individuals’ 

evaluation of online communication expectations because of the potential social 

impact and retaliation threats within an online social circle. Prior studies show that 

many users underuse the available coping resources (Koedinger & Aleven, 2007) 

or employ the avoidance and self-focused coping strategies (e.g., avoiding posting) 

to facilitate due to a heightened fear of judgment in their social circles. Likewise, 

this essay posits that individuals will be reluctant to use approach coping strategies 

when they are concerned with others' expectations (negative evaluations) of their 

behavior. 

Proposition 4a-b: Online communication norms are more likely to lead 

to the use of initiator-focused (P4a) and approach strategies (P4b).  

Proposition 4c-d: Online communication norms are less likely to lead 

to the use of self-focused (P4c) and avoidance strategies (P4d).  
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Proposition 5a-b: Online communication expectations are more likely 

to lead to the use of self-focused (P5a) and avoidance strategies (P5b). 

Proposition 5c: Online communication expectations are less likely to 

lead to the use of approach strategy (P5c).  

2.5.2.2 Outcome Implications of Online Coping Strategies  

As shown in Figure 3, the threat, coping, and social appraisals trigger 

multidimensional online coping strategies. In this part, this essay examines the 

outcomes of the four types of online coping strategies. This essay aims to show that 

the effects of online coping strategies on the distal outcomes depend on both the 

focus and the mode of responses in the strategy used. 

Online harassment victimization is associated with a host of adverse 

outcomes to victims and platform providers: victims might have lower self-esteem, 

higher levels of depression (Ybarra et al., 2006), more likely to engage in negative 

online behaviors (Wong et al., 2018) and discontinue social media usage (Frisén et 

al., 2014). This essay expects that online coping strategies help reduce negative 

behavioral and social functioning but improve psychological health in ways that 

vary depending on the specific types of online coping strategies. 

This essay proposes significant differentiation in the outcomes of the four 

general types of online coping strategies according to distinctions of focus (self-

focused or initiator-focused), and mode (avoidance or approach) of online coping 

strategies. The self-focused strategy will primarily serve to increase individuals’ 

internal and external support to alleviate the depression that aroused by the 

harassment on social media and avert their negative online engagement. In contrast, 

the initiator-focused strategy will increase individuals’ sense of competence and 
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empowerment to deal with the initiator to decrease their platform discontinuance, 

negative online behaviors, and depression.  

Platform discontinuance refers to the individuals’ decision to discontinue 

or cease using the social media service in the long-term. Individual’s decision to 

continue using social media is determined primarily by their satisfaction with prior 

use (Hsu et al., 2015; Luqman et al., 2017). Online harassment influences 

individuals’ perspective of the social media platform where it is manifested, leading 

to a potentially rapid deterioration of overall user experience, if no targeted strategy 

to address the harassment on the platform. The initiator-focused strategy, such as 

blocking and reporting strategies, is likely to restore individuals’ experience on the 

platforms by enabling them to file formal online harassment complaints or even 

informally discuss harassment with platform providers. It could also involve saving 

evidence of the incident and managing the account accessibility to increase one’s 

control over the incident and prevent the harassment from recurring. Increasing 

individuals’ control over the incident could also increase their satisfaction with 

platforms and confidence of the platforms harassment policy, which in turn reduces 

their platform discontinuance.  

Proposition 6a. The initiator-focused strategy will negatively relate to 

platform discontinuance. 

Although self-focused avoidance strategy (e.g., distancing oneself for a 

while and taking a break from the platform) allows individuals to avoid undesirable 

aspects of online harassment on social media and offers individuals a temporary 

peace, it may not set them to be free from the harassment. Given the fact that the 

online social world has become an indispensable part of our life (Boyd, 2010; Fox 

& McEwan, 2017), the harassing messages, posts, or comments may be viewed by 
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individuals’ friends, acquaintances, classmates, or colleagues. The materials are 

still there, or more may be on their way, even though victims shutting off their 

computers (Kowalski et al., 2014). Self-focused avoidance strategy may hurt 

individuals’ future social media use because the strategy neither helps individuals 

face the incident with confidence nor provide support to get through it. Individuals 

may take mental effort to ignore the situation, and that effort itself may cause 

additional distress (McHugh et al., 2018; McLoughlin, 2019), which may escalate 

in severity, and thus incur their intention to discontinue their engagement on the 

platforms. Therefore, this essay makes the plausible inference that the minor forms 

of self-focused avoidance strategy - seclusion will be moderately progressed to a 

more severe form of discontinuance on social media platforms.  

Proposition 6b. The self-focused avoidance strategy will positively 

relate to platform continuance. 

Negative online behaviors include acts of trolling, flaming, harassment, 

threats trolling, advertising, plagiarism, profanity, or express offensive sentiments 

on social media (e.g., Hazelwood & Koon-Magnin, 2013; Koutamanis et al., 2015; 

Lee, 2015). The “cycle of violence” hypothesis proposes that individuals’ history 

of being abuse predisposes them to engage in violence (Fagan, 2005). The results 

of a recent meta-analysis (Kowalski et al., 2014) also revealed that cyberbullying- 

a type of negative online behavior- is highly related to the victimization, indicating 

that experiencing victimization provokes one to engage in the perpetration or 

triggering a chain of back-and-forth perpetration and victimization episodes. One 

of the feasible ways to break the cycle of violence is by providing sufficient 

prosocial strategies for victims to cope with the victimization via the platform. This 

essay expected that both self-and initiator-focused strategies would negatively 
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relate to negative online behaviors. The self-focused strategy (i.e., seclusion and 

mediation strategies) is expected to reduce negative behaviors on social media 

through getting emotional supports from others via the platforms and limiting usage 

time to take a break from the online social world to look after oneself. The initiator-

focused strategy (i.e., blocking and reporting strategies) is also expected to lower 

victims’ negative behaviors on the platforms through addressing the incident 

directly that reduces victims’ intention to retaliate perpetrators.  

Proposition 7. Online coping strategies will negatively relate to negative 

online behaviors. 

Self-esteem refers to individuals’ overall subjective evaluation of their 

personal value. This self-evaluation is often influenced by individuals’ participation 

in the social world—where there are often interpersonal conflicts. Victims of online 

harassment – one of the vicious interpersonal conflicts- had significantly lower 

levels of self-esteem compared to non-victims (Juvonen & Gross, 2008; Patchin & 

Hinduja, 2010).  

This essay expects that both the self-focused and initiator-focused strategies 

will positively relate to self-esteem. Self-esteem is about how individuals value 

themselves and what they are capable of performing their prescribed tasks. The self-

focused strategy provides individuals with psychological and social support from 

friends, counselors, and support groups on the platforms, which help them value 

themselves positively and learn better coping and stress management skills to 

reduce anxiety and thus build self-esteem. The initiator-focused strategy involves 

behaviors engaged in addressing the incident directly through sending direct 

messages to perpetrators or reporting the incident to the administrator via the 

platform to help individuals express their protective needs and intention to resolve 
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the incident to the party involved. The initiator-focused strategy is likely to improve 

self-esteem by enabling better conflict resolution between victims and perpetrators, 

and advocacy seeking to rebuild victims’ confidence in their ability to address the 

aversive online harassment event. Individuals can also use initiator-focused strategy 

to manage the accessibility of perpetrators to their account (e.g., setting privacy 

levels of the account and removing the perpetrator from the friend list) via the 

platform to directly express their resistance to perpetrators and capability of dealing 

with the situation.  

Proposition 8. Online coping strategies will both positively relate to self-

esteem. 

Depression. Both self and initiator focused strategies are expected to reduce 

the depression caused by aversive online harassment on social media. Victims of 

online harassment were more likely to link with depression (Lindsay et al., 2016; 

Mitchell et al., 2016). The anonymous and ubiquitous nature of social media 

platforms makes victims difficult to escape the harassment that may threaten their 

well-being (Patchin & Hinduja, 2006; Völlink et al., 2013). The self-focused 

strategy is likely to reduce depression through seeking social support from online 

groups or friends, distracting from other platform activities, engaging in other 

platform functions, or taking a break from the platform, that helps victims manage 

their negative feelings. The initiator-focused strategy involves increasing victims’ 

defending resources and control over a situation. Increasing defending resources 

through reporting incidents to platform administrators, blocking or sending direct 

messages to the perpetrators, and documenting the evidence could help victims 

better control the situation and reduce their depression. Völlink et al. (2013) found 

that the detrimental impact of cyberbullying (i.e., online harassment) on the 
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victim’s well-being was mediated by the problem-focused coping strategies used to 

deal with cyberbullying (i.e., online harassment) in particular. In other words, both 

self- and initiator-focused strategies are effective at fixing depression.  

Proposition 9. Online coping strategies will negatively relate to 

depression. 

Research on coping and IS continuance has suggested that approach-

oriented problem-focused coping can address an aversive source of stress (Lazarus 

& Folkman, 1984) and IT threat (Liang & Xue, 2009) more directly and effectively 

compared to avoidance strategies. For example, avoidance strategy might be a less 

effective way in a reduction in depression (Völlink et al., 2013) and recovery of 

self-esteem (Na et al., 2015). The more proximal parallels in initiator-focused 

strategy have also suggested that approach strategy might be more effective in 

lowering victims’ propensity to engage in negative online behaviors and 

discontinue using the social media service compared to avoidance strategy (Cassidy 

et al., 2013; Liang & Xue, 2010). This essay extrapolates the findings to the self- 

and initiator-focused strategies. This essay thus proposes that approach strategy 

will be more effective in reducing outcomes of behavioral and social functioning 

(e.g., platform discontinuance and negative online behaviors) and improving 

psychological health (e.g., alleviating depression and restoring self-esteem) than 

will avoidance strategy for a given type of strategy. 

Proposition 10. Approach forms of a given type of online coping 

strategies will be more effective than avoidance forms of the same type 

of online coping strategies for outcomes of reducing platform 

discontinuance (P10a), negative online behaviors (P10b), and depression 

(P10c), and restoring self-esteem (P10d). 
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2.6 DISCUSSION  

2.6.1 Discussion of Results 

Coping strategies have traditionally been classified into the discrete 

category of the problem- or emotion-focused categories. Prior research suggests 

that coping does not always fit into these distinct (Danielson & Emmers-Sommer, 

2017; Skinner et al., 2003). This essay considered the nature and outcomes of online 

coping strategies for combating online harassment on social media. To this end, this 

essay develops a typology of online coping strategies and investigates the 

interrelationships among different types of online coping strategies. This essay first 

explored online coping strategies and theorized the strategies by using a 

systematics-based approach. The online coping strategies varied along two 

dimensions – the focus of response and mode of response, were identified. This 

essay then proposed a model of online coping strategies about the underlying 

mechanism and outcomes of these specific use of online coping strategies. This 

essay argued that individuals’ use of online coping strategies is different in the 

degree of the threat, coping, and social appraisals. The theoretical analyses of this 

essay also suggested that online coping strategies might result in restoring 

individuals’ psychological health, such as depression and self-esteem, and 

alleviating their behavioral and social functioning outcomes such as platform 

discontinuance and negative online behaviors. This essay expects that the proposed 

conceptual model can serve as a useful theoretical lens to explore the 

interrelationships among appraisal processes and coping strategies and distal 

outcomes. This essay highlights the theoretical contributions and discusses viable 

directions for future research as follows.  
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2.6.2 Theoretical Implications 

The theory of online coping strategies offers a technology-enabled and 

feature-based protection motivation perspective to understand online coping 

strategies in response to online harassment on social media. This theorizing 

enriches the literature as follows. 

First, this essay proposes the concept of online coping strategies to represent 

technology-enabled and feature-based coping with protection motivation. The 

theorizing of online coping strategies implies that it is a more important concept 

that may have been overlooked by prior research focusing mainly on integrating all 

the technology-related coping behaviors. Specifically, by positing the idea of online 

coping strategies, this essay opens the door to exploring individuals’ feature-based 

protective coping responses to online harassment. This essay introduces the concept 

of online coping strategies that complement the previous category of technical 

coping and also lie outside the purview of the traditional psychological coping 

strategies. 

Second, several aspects of the theorizing provide a foundation for new 

research on online coping strategies in response to online harassment. Building on 

prior harassment literature (Knapp et al., 1997) and using a systematics-based 

approach, this study lays the groundwork for further examining how individuals 

select their strategies within the focus and mode of response for protecting 

themselves in the online harassment. The typology not only provides a bridge 

between these two bodies of research by conceptually integrating strategies with 

the built-in functions on social media but also incorporates the previously neglected 

forms of technology-enabled protective behaviors with the possible functions 

provided by social media platforms for individuals to deal with online harassment. 
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In addition, by identifying the underlying typology of online coping strategies, this 

work clarifies not only the different types of online coping strategies but also how 

these types of strategies are related to one another. As this study has demonstrated 

previously, many technology-enabled strategies, including blocking, reporting, 

seclusion, and mediation strategies, are directed at protective nature. These findings 

provide novel insights into existing coping research and suggest that future research 

can focus on individuals’ use of feature-based protective coping - online coping 

strategies.  

Third, the theory of online coping strategies offers a theoretical explanation 

of the underlying appraisal mechanism of individuals’ use of online coping 

strategies. Prior studies have often presumed that individuals’ response orientations 

are generally shaped by their threat and coping appraisal processes, in which they 

(1) evaluate an incident with respect to the potential threat of the incident, and (2) 

assess available coping resources (Beaudry & Pinsonneault, 2005; Kirsch, 1985; 

Lazarus & Folkman, 1984; Smith & Lazarus, 1993). Given the characteristics of 

the online social environment, the theory suggests considering social appraisal in 

the model of individuals’ use of online coping strategies. The online social world is 

an integral part of the appraisal process. This work expects that individuals are more 

likely to engage in online coping strategies when they are less likely to be evaluated 

negatively by others. Overall, the concept of online coping strategies and the 

broader knowledge of the social appraisal process highlight interesting antecedents 

that may have been relatively overlooked thus far by a traditional perspective of 

coping. 

Fourth, the protection motivation perspective of online coping strategies 

also helps shed light on what happens to individuals after engaging in these 
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proactive online coping strategies. The theory of online coping strategies in this 

study explains the effect of the use of online coping strategies on individuals’ 

outcomes, such as depression, self-esteem, platform discontinuance, and negative 

online behaviors. This essay thus contributes to the coping, harassment, and 

technology adoption literature. Prior studies suggested that exploring the 

mechanisms alleviating the negative consequences of cyberbullying (i.e., online 

harassment) (Kowalski et al., 2014; Kowalski et al., 2018; Raskauskas & Huynh, 

2015). The theorizing thus responds to this call by highlighting additional 

mechanisms triggered by online harassment that drive other forms of distal 

outcomes. 

2.6.3 Directions for Future Research  

The theory of online coping strategies in this essay can be extended in the 

following ways. First, one glaring gap in the literature is the lack of a conceptual 

framework or typology of online coping strategies. To illustrate the concept of 

feature-based coping with protection motivation, this essay generated a typology of 

online coping strategies that expected to be thematically and theoretically related to 

the two important characteristics of protection this essay examined. This essay 

would encourage future efforts to develop a more comprehensive and sufficiently 

fine-grained framework of online coping strategies dimensions, such as other online 

platform characteristics, as well as prove useful for other research purposes. 

While a typology is a good start to describe and understand the concept of 

online coping strategies, it would be worthwhile investigating whether and how 

individuals (e.g., platform users including victims and bystanders of the online 

harassment incidents) use the online coping strategies. The typology developed in 

this essay focuses on examining differences between types of online coping 
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strategies in general situations, ignores differences that may exist in a specific type 

of behavior, and excludes particular circumstances. This may reduce the 

individuality of cases. For example, items in a type of online coping strategies could 

lead to a different degree of severe consequences, and the degree of the severe 

consequences may change owing to specific situations. Additional empirical 

research would be helpful in further understanding of the underlying mechanism of 

online coping strategies.  

Situational factors may shape the directions of online coping strategies. For 

instance, reporting behavior may differ between incident types. Online harassment 

involves harassing behaviors in either private or public setting on the platforms 

(Finn, 2004). Different settings of the incident occurred influence individuals’ 

appraisal processes, and their online coping strategies use. A natural next step in 

future research would be to manipulate the severity and emergency of online 

harassment incidents and examine how the participants respond. For example, when 

individuals encounter online harassment in a private setting, they could result in 

relatively more use of the self-focused coping strategies compared to being 

humiliated by others in a public setting because of the uncontrollable threat of the 

incident in the public settings. Given emergent research on the topic, exploring the 

potential distinction of online harassment in different settings on the use of online 

coping strategies is an important extension of the theorizing. Moreover, the number 

and characteristics of players in a harassment incident (e.g., who started the 

harassment on whom, how many people joined in the harassment) may encourage 

or discourage individuals to undertake online coping strategies. Future studies 

might consider including these variables as predictors or moderators. 
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Exploring the notion of online coping strategies in different contexts or 

platforms is an interesting area for future research. For example, in the workplace 

context, employees who use online coping strategies, which with less boundary 

between offline and online environments, may divergently interpret the use of 

online coping strategies in response to online harassment. Additional research can 

also validate the theory across various online or social media platforms. There are 

different types of social media, such as social networking sites (e.g., Facebook), 

image networks (e.g., Pinterest and Instagram), blogging networks (e.g., Twitter 

and Tumblr), professional networks (e.g., LinkedIn and SlideShare), and video 

networks (e.g., YouTube and Vimeo). Different types of social media platforms 

have their unique features, potential audiences, and platform impact on the 

antecedents and effects of the use of online coping strategies. In addition, culture 

has been shown to influence individuals’ appraisal processes (Mesquita & 

Ellsworth, 2001). Future research can involve participants from diverse cultural 

backgrounds and explore how different cultural dimensions affect individuals’ 

threats, coping resources, and social assessment and, consequently, their online 

coping strategies (Hofstede & Hofstede, 2001). Therefore, moving on to studying 

the theory in different contexts (Lazuras et al., 2013) can have a better 

understanding of the causal processes and mechanisms underlying online coping 

strategies. Practitioners (e.g., platform providers, schools, and counselors) can also 

develop effective evidence-based coping and intervention programs to intervene in 

online harassment. 

Future work can extend the notion of online coping strategies to explore 

group-level antecedents and impacts. Although the primary focus is on the 

antecedents and impact of online coping strategies on the individual level, it could 
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be worth investigating how the use of online coping strategies within a given group 

or unit is associated with the group-or unit-level outcomes. For example, 

individuals' use of online coping strategies may be functional to the extent that it 

convinces others the effectiveness of the strategies and encourages others to use 

online coping strategies to deal with online harassment on the platforms. In this way, 

the overall level of coping efficacy in the online social groups may increase, the 

likelihood of negative online behaviors and platform discontinuance may reduce. 

However, online social groups may also experience dysfunctional outcomes caused 

by group perception of the misuse of online coping strategies or abusive use of 

online coping strategies. Given the potential double-edged sword effects, it will be 

important for future research to explore the antecedents and impacts of the use of 

online coping strategies at a group-level. 

2.6.4 Practical Implications 

The typological framework presented in this essay suggests that platform 

providers can encourage and support users’ online coping strategies to the 

resolution of online harassment on social media. The IT-centric view of online 

coping strategies will help social media providers to determine the most desirable 

features of online coping strategies. The typology can be readily used as the design-

related implication for social media practitioners and educational material to 

promote online safety and possible coping strategies towards online harassment on 

social media, and as input to establish benchmarks for developing online protection 

tools for social media users.  

An enhanced understanding of the online coping strategies in individuals’ 

responses to online harassment also has practical value as a potential means of 

platform sustainability. Ideally, platform providers would be able to provide 
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available coping features or functions to their users. The theory suggests that 

individuals’ use of online coping strategies are differences in the degree of their 

threat, coping, and social appraisals. Platform providers might deal with this 

anticipated variability in reactions in a number of ways, including (a) providing and 

presenting more useful coping materials in different formats to their users thereby 

increasing their coping resources, confidence, and competence, b) building a 

reputation for being trustworthy thereby enhancing users’ belief in the effectiveness 

of online coping strategies, and (c) establishing transparent and fair standards for 

online community thereby developing healthy online communication expectations 

and norms. Each of these proposed strategies has different consequences, which 

strategy is adopted is contingent on individuals’ threat, coping, and social appraisals. 

The theory of this essay also demonstrates differential outcomes to online 

coping strategies, which also highlights the potential need for enhanced platform 

features that may need to in place for online coping strategies in use and add some 

functions for retaining users once they choose the seclusion strategy. Platform 

providers can consider potential remedies for this, such as building into the 

community policy and platform functions that ensure platform sustainability and 

healthy online community.  

2.7 CONCLUSION  

Both scholars and practitioners recognize that online harassment is an 

emergent issue that poses severe risks to online users. To our knowledge, however, 

this integrative conceptual framework is the first to articulate a theoretical 

explanation that develops a typology of online coping strategies and proposes the 

underlying mechanism and outcomes of these strategies use. This theorizing helps 
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explain why and how individuals use online coping strategies to deal with online 

harassment. Given the growing attention and interest in how IT can be used in 

mitigating the impacts of negative technology use in IS field (Sarker et al., 2019; 

Tarafdar et al., 2013), this essay contributes to a more complete and nuanced view 

of online coping strategies in response to online harassment which can advance the 

prior literature and facilitate future research. 

2.8 SUMMARY 

In this chapter, an overview of prior literature of online coping strategies is 

presented, and it offers a typology of online coping strategies in response to online 

harassment. Four major types of online coping strategies (i.e., seclusion, blocking, 

mediation, and reporting) examined in this chapter will be used in the latter essays 

within this thesis.  

The discussions presented in this chapter provide a theoretical foundation 

for the empirical studies in this thesis (Essay 2 and Essay 3). Essay 2 examines the 

victims’ use of online coping strategies in response to online harassment on social 

media, while Essay 3 investigates how the technological and social factors motivate 

bystanders to intervene in online harassment on social media.  
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CHAPTER 3.  FIGHTING FIRE WITH FIRE: 

UNDERSTANDING VICTIMS’ RESPONSES TO 

ONLINE HARASSMENT (ESSAY 2) 

3.1 OVERVIEW 

Prior research on coping strategies of cyberbullying or online harassment 

has focused predominantly on the types of coping strategies the victims used, 

paying significantly less attention to victims’ evaluation of the online harassment 

in their use of the built-in functions provided by the social media platforms. 

Drawing upon the EPPM theory (Witte, 1994), Essay 2 proposes that victims 

actively mitigate the threats in an online harassment episode by varying the degree 

of danger control (being explicit about the volitional thought to address the problem) 

and fear control (being explicit about the desire for managing with emotions). 

Results from an online survey and a scenario-based experiment provided empirical 

evidence that victims will be more likely to adopt self-focused and approach 

strategies (e.g., seclusion, mediation, and reporting) when they perceived the 

incident is highly threatening to them. Confidence in executing the functions 

provided by the platform is more strongly associated with initiator-focused 

strategies (e.g., blocking and reporting), whereas trust in the platforms is more 

strongly associated with self-focused approach strategies (e.g., mediation). Feeling 

an intensified fear of the incident is more strongly associated with self-focused and 

avoidance strategies (e.g., seclusion, mediation, and blocking). This essay 

demonstrates the utility of the typological framework of online coping strategies 

developed in Essay 1, with the danger and fear control appraisals of the online 

harassment incident, predicting the use of specific strategies in response to online 
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harassment on social media. It provides a generative framework for future research 

and also serves as a useful starting point to capture the complex ways victims may 

use the platform functions to cope with the online harassment incidents on social 

media.  

3.2 INTRODUCTION 

Coping strategies involve both cognitive and behavioral efforts aimed at 

reducing or controlling a stressor (Lazarus & Folkman, 1984). Scholars have argued 

that increased use of adaptive coping strategies leads to fewer mental health 

problems in the face of stress or adversity (Gould et al., 2004; Khurana & Romer, 

2012), and a higher job satisfaction and organizational commitment (Amiot et al., 

2006; Parasuraman & Hansen, 1987).  

Online harassment is a growing source of stress for online users, resulting 

in adverse outcomes, such as depression, anxiety, low self-esteem, social 

dissatisfaction, and substance abuse (Egeberg et al., 2016; Raskauskas & Stoltz, 

2007; Slonje et al., 2016), suicide and physical harm (Gini et al., 2008; Hinduja & 

Patchin, 2010). In recent years, we have witnessed an increasing academic interest 

in understanding the coping of online harassment (Kowalski et al., 2014; Tokunaga, 

2010). The exploitation of coping strategies for online harassment has led to a lively, 

thriving research community. 

Given the adverse effects of online harassment on online users, a 

preponderance of online harassment research focuses on identifying coping 

strategies to online harassment (Raskauskas & Huynh, 2015), with less attention 

devoted to the understanding of how users cope with online harassment on social 

media and differences in how the specific coping strategy is used (see Table Error! 
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No text of specified style in document.-1 in Appendix A1). Correspondingly, a 

recent survey of online harassment has called for greater attention to the digital 

protection plan and the differences among various types of platform functions for 

coping with online harassment on social media (Duggan, 2017; Martin, 2017; 

Rawlinson, 2019). 

Prior studies about the association between online harassment and coping 

demonstrate two main categories of coping strategies: traditional psychological 

coping strategies and online coping strategies. Traditional psychological coping 

strategies reflect the repertoire of cognitive efforts and offline behavioral responses 

to the online harassment (e.g., avoid thinking about the situation, crying or 

withdrawal) that the target can use for dealing with online harassment, whereas 

online coping strategies are the feature-based options that provided by online 

platforms for users to cope with online harassment (Na et al., 2015). Thus, although 

both traditional psychological and online coping strategies are actions that used to 

deal with online harassment, they differ in nature.  

Online coping strategies often involve more diverse, proactive, and self-

controlled technological-enabled options (e.g., reporting and blocking). 

Specifically, in the context of online harassment, engaging in online coping 

strategies that utilize the built-in designed functions on social media to deal with an 

online harassment incident is a more practical coping strategy than engaging in 

traditional psychological coping strategies. Compared to online coping strategies, 

traditional psychological coping strategies may have more potential to aggravate 

the impact of the incident. However, few studies, to date, have focused on the 

protective-based online behaviors of victims to online harassment on social media. 

Prior studies that examine victims' reactions mostly focus on psychological coping 
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strategies rather than online coping strategies to manage the online harassment 

incidents. Given that online coping strategies is purported to have beneficial effects 

on the sustainability of the social media platforms and the online harassment is 

prevalent on social media, it is particularly important to study online coping 

strategies within a social media context. 

Empirical results to date have not focused on the underlying mechanism 

explaining users’ decision to use platform functions to cope with online harassment 

on social media (Raskauskas & Huynh, 2015). Indeed, online harassment 

researchers have devoted more energy to identifying items of coping strategies than 

investigating the mechanism of the online coping strategies use. The result is that 

online harassment researchers have seemingly developed what amounts to a 

classification scheme distinguishing the various types of coping strategies, but the 

mechanisms of these distinctions, particularly for online coping strategies, are 

largely unknown (see Table Error! No text of specified style in document.-1 in 

Appendix A1). Raskauskas and Huynh (2015) also suggest that future research is 

needed to examine the appraisal processes related to the selection of online or 

technical strategies. Thus, a framework that highlights the differential relations to 

various online coping strategies use is much needed.  

Toward this end, leveraging the typology of online coping strategies 

identified in Essay 1, this essay builds a theoretical model around users’ responses 

to online harassment on social media. Drawing upon the Extended Parallel Process 

Model (EPPM) (Witte, 1994) to explain how the coping processes affect users’ 

responses to online harassment on social media and seek to distinguish between 

cognitive and affective appraisals and users’ corresponding online coping strategies. 

As there is no theoretical base from which to explore those factors accounting for 
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variability in coping responses in the context of online harassment on social media 

in the existing literature, this essay aims to enrich the literature and provides 

theoretical explanations on why and how users cope with online harassment on 

social media. 

Essay 2 is expected to make several contributions to the literature and 

practice. First and foremost, this essay aims to contribute to the online harassment 

and coping literature by being one of the first to examine the mechanism of online 

coping strategies – feature-based coping functions provided by platform providers. 

This is an important contribution because social media develops a unique context 

(e.g., characteristics of the online social environment) for coping that differs from 

the more commonly studied traditional psychological coping strategies (Cassidy et 

al., 2013).  

Second, this essay contributes to the online harassment literature by 

extending past research on technology-enabled coping strategies to empirically 

investigates a research model addressing why and how users technologically cope 

with the various types of online harassment on social media. It enhances the 

conceptual understanding of the phenomenon of online coping strategies and how 

users’ decisions to adopt particular online coping strategies toward online 

harassment on social media. It can serve as a foundation for further theoretical and 

empirical investigation.  

Third, this essay contributes to the coping literature by testing the often 

stated but heretofore untested assumption underlying much of the coping literature 

on how the victims use online coping strategies to deal with online harassment. It 

differentiates between the danger control process and the fear control process in 

users’ decision making. Such a distinction is of paramount importance in observing 
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what types of factors facilitate the specific use of online coping strategies. In so 

doing, the model is among the first to link the coping and online harassment 

literature to the appraisal literature and thereby contribute to the understanding of 

the cognitive and affective appraisals in the use of online coping strategies in 

response to online harassment. This essay represents a new direction in coping 

theory and research.  

Finally, this essay is important from a practical standpoint because the 

consequences of online harassment are costly. Psychological problems caused by 

online harassment are associated with absenteeism, decreased productivity, higher 

turnover, discontinue use of social media, and dangerous online activities (Coyne 

et al., 2017; Kowalski et al., 2014). Hence, to the extent that the use of online coping 

strategies has implications for building a healthier online social environment, this 

essay addresses issues that are of importance to social and management practice. 

3.3 THEORETICAL BACKGROUND  

This section first reviews characteristics of online harassment and prior 

research on coping strategies in the context of online harassment and then defines 

the concept of online coping strategies, as well as introduces the theory and 

literature building the theoretical research model that explains how victims cope 

with online harassment. 

3.3.1 Unique Characteristics of Online Harassment  

Qualities of information communication technologies (ICTs) and social 

networking sites have endowed online harassment with three unique characteristics 

that distinguish it in important ways from most traditional forms of harassment 

(Lindsay et al., 2016). First, the potential for anonymity is a key component in 
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online harassment not readily available in traditional harassment (Kowalski et al., 

2014; Tokunaga, 2010). Perpetrators of online harassment can take specific steps 

(e.g., using a fictitious identity) to establish the condition of anonymity, thus 

minimizing the risk of being caught and punished (Kowalski et al., 2014). Second, 

the breadth of potential audiences associated with online aggression is widely 

recognized as one of the greatest threats of online harassment (Menesini & 

Nocentini, 2012). Information communicated via digital media has a greater 

potential for wide dissemination than through interpersonal channels. For instance, 

harassing photos or nasty comments posted online can be viewed and commented 

by a large audience; they can also be downloaded, saved, and forwarded to others. 

Third, materials posted online are extremely difficult to remove, particularly after 

they are downloaded or forwarded to others. Such permanence of expression 

subjects the victim to ongoing humiliation, potentially extending the duration of 

attack to infinity (Cassidy et al., 2013). 

3.3.2 Prior Literature on Coping with Online Harassment  

Prior research has shown that, given the nature of technology, the strategies 

that victims used to cope with online harassment differ from traditional harassment 

in that they can use both online or offline strategies (Raskauskas & Huynh, 2015). 

Common coping strategies include social support seeking (i.e., talked to school staff 

or a friend), confronting or retaliating (i.e., threatened to beat up bullies, got bullies 

back), and ignoring or avoiding (i.e., did not know what to do or did nothing) (Price 

& Dalgleish, 2010; Riebel et al., 2009). Other than using traditional psychological 

coping strategies, a growing trend suggests that in response to online harassment, 

users start using online strategies as primary forms of coping with solving the issue, 

which includes blocking messages or users, changing the username or account ID, 
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changing email address or phone number, unfriending on social media, and 

reporting (Aricak et al., 2008; Monks et al., 2012; Smith, 2015). Online coping 

strategies have also been reported to be considered helpful in dealing with 

cyberbullying (i.e., online harassment) (Slonje et al., 2013). 

The literature has indicated an emerging knowledge that the victim is the 

main actor who protects themselves through online coping strategies (Jacobs et al., 

2015a). Nonetheless, the literature has not yet explained the relationships between 

these online coping strategies; neither does it explain the relative importance of 

each strategy. Raskauskas and Huynh (2015) reviewed the prior studies and 

highlighted the limitations of the existing studies on understanding victims’ coping 

strategies in the cyberbullying (i.e., online harassment) context. They found that 

much of the scholarly attention around coping with online harassment has been 

directed at the types of coping strategies, with a paucity of research initiated at the 

mechanism of using such coping strategies, specifically for how the online coping 

strategies used for responding online harassment.  

Prior literature has identified components of the process - the threat of 

cyberbullying, coping resources and perceived ability - in enacting the strategies, 

but few studies (exception for Cao et al. (2019)) have adopted a theoretical 

framework to assess the process of coping and related factors in the social media 

context (see Table 3-1). This has limited understanding of the coping process, 

specifically for how victims use online coping strategies to deal with online 

harassment on social media. Therefore, in order to effectively curb online 

harassment, a more understanding of victims’ use of online coping strategies is 

essential. Specifically, a framework that highlights the important factors in which 
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individuals’ use of online coping strategies differ, in terms of differential relations 

to various strategies use, is needed. 

Table 3-1 Prior Studies in Coping in the Social Media Context 

Paper Objective Theory Methods Antecedents Consequences Coping 

strategies 

Camacho et 

al. (2018) 

To understand how 

individuals’ 

perceptions of the 

severity of 

cyberbullying they 

endure affects their 

experience with the 

Information and 

Communication 

Technology (ICT) 

medium through 

which cyberbullying 

occurs. 

Transactional 

Theory of 

Stress and 

Coping 

Expectation-

Confirmation 

Theory. 

Online survey 

(115 young 

adult victims 

aged 18-30) in 

Facebook 

context 

Perceived 

cyberbullying 

severity  

Perceived 

usefulness of 

using medium 

Enjoyment of 

using medium 

Anxiety of 

using medium 

Confirmation of 

using medium 

Satisfaction of 

using medium 

/ 

Cao et al. 

(2019) 

To investigate the 

antecedents of 

social media 

fatigue, how social 

media attachment 

(SMA) is related to 

internalizing 

disorders, and the 

moderating role of 

moral 

disengagement in 

the positive 

association between 

SMA and 

cyberbullying 

victimization. 

Stimulus–

organism–

response 

paradigm 

Survey (305 

college students 

in Pakistan) in 

social media 

context 

Social media 

attachment 

Moral 

disengagement 

(moderator) 

Internalizing 

disorders 

- Depression 

- Anxiety 

Social Media 

Fatigue 

Cole et al. 

(2017) 

To examine the 

incremental utility 

of online versus in-

person social 

support in relation 

to depressive 

thoughts and 

feelings.  

/ Survey (231 

undergraduates) 

in SNS context 

/ Negative 

outcomes 

- RSE Self- 

Esteem  

- DAS 

Dysfunctional. 

Attitudes  

- CTI Depressive 

Cognitions  

- BDI-II 

Depressive 

symptoms 

 

SNS Online 

social support 

In-person social 

support 

 

Danielson 

and 

Emmers-

Sommer 

(2017) 

To investigate 

bullied bloggers’ 

use and evaluations 

of coping strategies 

and support sources 

Lazarus and 

Folkman’s 

(1984) appraisal 

theory, 

Tenenbaum, 

Varjas, Meyers, 

and Parris’s 

(2011) model of 

bullied 

students’ 

coping, and 

social support 

literature 

Bullied 

students’ 

narratives from 

five bullying 

blogs [100 blog 

posts (109 

double-spaced 

pages of text) 

from 50 male 

and 50 female 

bloggers that 

were posted 

between 2010 

and 2014] 

Support 

Sources 

- Parent(s)  

- Friends  

- Bullying 

support 

group/blog/h

otline  

- Teachers  

- School 

administratio

n  

- Misc. 

Help 

evaluations 

(supportive/uns

upportive) 

- Parents  

- Friends  

- Bullying 

support 

group/blog/h

otline  

- Teachers  

- School 

administratio

n  

- Misc. 

 

Coping outcomes 

- Seeking social 

support 

- Externalizing/te

nsion-reducing 

- Distancing 

- Internalizing 

- Standing up to 

bullies/sticking 

up for self 

- Physical self-

defense 

- Helps others 

- Focusing on the 

positives 

Externalizing/te

nsion-reducing 

Internalizing, 

Helping others 

Distancing 

Avoids bullies 

Seeking social 

support 

Bullies 

apologized/not 

as bad 

Standing up to 

bullies/sticking 

up for self 

Physical self-

defense 

 

Davis et al. 

(2015) 

To analyze users 

shared their 

personal stories of 

bullying and coping 

Ecological 

systems theory 

(Bronfenbrenne

r, 1979) 

Thematic 

analysis (1094 

comments from 

a viral blog post 

/ Effectiveness of 

coping strategies 

-Behavioral 

strategies 

From non-

bullying stories  

Behavioral 

strategies  
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Table 3-1 Prior Studies in Coping in the Social Media Context 

Paper Objective Theory Methods Antecedents Consequences Coping 

strategies 

about 

cyberbullying 

in which people 

shared their 

personal stories 

of bullying and 

coping) 

-Cognitive 

strategies 

Cognitive 

strategies  

Del Rey et 

al. (2016) 

To present results 

from an evaluation 

of the ConRed 

cyberbullying 

intervention 

program. The 

program’s impacts 

were separately 

determined for the 

different roles 

within 

cyberbullying that 

students can take 

(i.e., cyber-victims, 

cyber-bullies, 

cyber-bully/victims, 

and bystanders). 

Theory of 

Normative 

Social Behavior 

(Rimal, 

Lapinski, Cook, 

& Real, 2005) 

Quasi-

experimental 

(875 students 

aged 11-19 in 

Cordoba, 

Spain) in email 

and social 

network context 

 

/ Overall empathy 

Affective 

empathy 

Cognitive 

empathy 

ConRed 

program 

- Internet 

dependence 

- Traditional 

bullying 

- Empathy 

Hamm et 

al. (2015) 

To review existing 

publications that 

examine the health-

related effects of 

cyberbullying via 

social media among 

children and 

adolescents. 

/ Review (34 

publications) in 

the social media 

context 

/ Emotional and 

behavioral effects 

- Feeling 

annoyed 

- Suspicion 

- Fear for safety: 

bullied by a 

group 

- Fear for safety: 

bullied by 

opposite-sex 

adult 

- Frustration 

- Anger 

- Fear for safety: 

bullied by 

same-sex adult 

- Distress 

- Fear for safety: 

bullied by 

unknown 

person 

- Worry 

- Sadness 

- Stress 

- Offline rule 

breaking 

(bullies) 

- Not bothered 

- Offline 

aggression 

(bullies) 

- Fear for safety: 

at school 

- Fear 

- Fear for safety: 

general 

- Embarrassment 

- Offline 

withdrawal or 

depression 

(bullies) 

- Isolation 

- Powerlessness 

- Offline 

problem 

behaviors 

(victims) 

- Asking bully 

to stop  

- Blocking 

sender  

- Bullying 

others  

- Changing 

email or 

telephone 

number 

- Confronting 

bully or 

fighting back 

- Ignoring or 

avoiding 

messages  

- Keeping a 

record of 

messages  

- Making up 

with 

perpetrator  

- Protecting 

personal 

information 

- Telling 

someone 

(Adult; 

Attorney; 

Friend; No 

one; Police; 

School staff; 

Internet 

service 

provider) 

 

3.3.3 Coping in the Social Media Context  
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Social media offer unique opportunities for users to cross the line from 

communication into online harassment. Social media is websites and applications 

that enable users to create and share content or to participate in social networking 

(Boyd & Ellison, 2007). Users on social media can (1) construct their online profiles 

(either public or semi-public), (2) articulate a list of other users with whom they 

share a connection, and (3) view and interact with their list of connections (Boyd & 

Ellison, 2007).  

These unique characteristics of social media (such as visibility, persistence, 

editability, and association) (Treem & Leonardi, 2013) afford users a favorable 

environment to harass others (Chan et al., 2019), which also complicates victims’ 

online harassment experience (Scarduzio et al., 2018). Visibility affords users’ 

information to be visible to the other users (e.g., on walls or newsfeeds). Persistence 

allows harassing content to be permanent and accessible online once it is created. 

Editability affords users to modify the harassing content even after posting. 

Association affords users to make a connection with other users over social media 

- meaning the harassing content can reach a wide audience. The characteristics of 

social media reveal that it is a context ripe for investigating how victims cope with 

their online harassment experiences on social media. 

A contextual framework for conceptualizing the use of online coping 

strategies on social media heeds a call made by Cassidy et al. (2013) and Jacobs et 

al. (2015a). They indicated the important role of context in understanding victims’ 

use of different coping strategies online and pointed out differences in appraisals 

leading to a different choice of coping strategies. This essay thus complies with 

their suggestions and proposes using an extended parallel process model (EPPM) 

framework for understanding different use of online coping strategies in response 
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to online harassment. An EPPM framework is premised on one of the more 

fundamental distinctions in the processes of protection motivation behaviors (i.e., 

danger control process and fear control process). Building upon an EPPM 

framework, this essay argues that different online coping strategies will be 

differentially engendered or facilitated by individuals’ cognitive and affective 

appraisals of the online harassment incidents. 

3.3.4 The Extended Parallel Process Model (EPPM) 

The Extended Parallel Process Model (EPPM) is the theoretical foundation 

that guides the risk-related research on protective response intentions and behaviors 

(Boss et al., 2015; Johnston et al., 2015; Thrasher et al., 2016). The EPPM (Witte, 

1992, 1994) builds onto preceding fear appeal research, which extended Leventhal's 

(1970, 1971) parallel process model and combined with Rogers' (1975) protection 

motivation theory to explain how threat appeals influence individuals’ 

corresponding message processing behaviors (Watkins et al., 2015). Specifically, 

the EPPM provides a framework for risk-related event that uses Leventhal's (1970, 

1971) parallel process model (i.e., cognitive processing and affective processing) 

as the overall framework (hence, the extended parallel process model) to 

differentiate between two separate coping processes, danger-control and fear-

control, that occurred in reaction to the threat, and derive Rogers’s Protection 

Motivation Theory (1975) to explicate how and why individuals being motivated 

to control the threat by engaging in a range of protective behaviors, either defensive 

responses or preventive responses (Rogers & Prentice-Dunn, 1997). This force of 

protection motivation impels individuals to engage in adaptive behaviors to protect 

themselves (Floyd et al., 2000; Milne et al., 2000) from threats. The central theme 
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of EPPM thus supports the development of the model of the protective-based online 

coping strategies. 

Importantly, owing to the distinctive nature of the EPPM framework, an 

EPPM framework points out how the cognitive and affective appraisals that the 

protective-based online coping strategies should engender, which provides a way 

in which to translate theoretical differences into observable empirical differences in 

what the online coping strategies relate to. In so doing, this essay expects that online 

coping strategies can be differentiated in theoretically and empirically meaningful 

ways. 

This section reviewed the literature on coping strategies in online 

harassment and its related factors. The review reveals two trends. First, prior studies 

have used various approaches to identify and classify coping strategies to online 

harassment, with a paucity of research initiated at the online coping strategies, 

specifically, how the online coping strategies being used is limited (Jacobs et al., 

2015a; Vandoninck & d'Haenens, 2015). Second, with the predominant focus on 

whether users cope, relatively fewer studies have investigated how users cope, 

especially for using online coping strategies, why they cope in particular ways, and 

how their evaluation influences the ways they cope. Although prior research has 

provided some insights into the types of coping strategies that individuals may use 

(Slonje et al., 2013), little research has studied the dimensions underlying these 

coping strategies. Similarly, although some recent studies have started to examine 

online coping strategies (also known as technical coping, technological coping, and 

technical solution) (Raskauskas & Huynh, 2015), much remains to be learned about 

these research questions. In the next section, drawing upon the EPPM (Witte, 1994), 
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this essay argues that the ways individuals evaluate online harassment may 

influence their online coping responses.  

3.3.5 Online Coping Strategies 

3.3.5.1 Nature of Online Coping Strategies  

In this essay, online coping strategies refer to the feature-based protective 

efforts employed in the online context to reduce, master, or tolerate internal and 

external demands that threaten the well-being of a user. The online coping strategies 

are regarded as the adaptive responses in that users are motivated to adopt to protect 

themselves from online harassment. Protection motivation, which is users’ 

intention to perform an adaptive behavior from a threat (Floyd et al., 2000), is 

specified here because online coping strategies are defined in terms of the adaptive 

protection rather than the maladaptive retaliated motivation. This essay focuses on 

the protective-based online coping strategies constituted by the available features 

or functions provided by the platform providers for adaptive purposes, not for 

maladaptive strategies. 

3.3.5.2 Typology of Online Coping Strategies  

Building on the harassment literature (Gruber, 1989; Gutek & Koss, 1993; 

Knapp et al., 1997), Essay 1 proposed a two-by-two typology of online coping 

strategies. The coping strategies are organized along with two dimensions: the focus 

of response and mode of response. The focus of responses to online harassment is 

either self-focused or initiator-focused (vertical axis). Self-focused responses refer 

to coping strategies that primarily focus on self-protection, whereas initiator-

focused responses are coping strategies that deal with the initiator. The mode of 

response to online harassment can be classified into avoidance (moving away from 
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the harassing situation) and approach (moving toward the harassing situation) 

(horizontal axis). The juxtaposition of the focus of response with mode of response 

produces four archetypical online coping strategies (see Figure 3-1), namely (1) 

self-focused avoidance strategy (seclusion), (2) self-focused approach strategy 

(mediation), (3) initiator-focused avoidance strategy (blocking), and (4) initiator-

focused approach strategy (reporting).  

 

 

Figure 3-1 A Typology of Online Coping Strategies 

 

Seclusion strategy represents a user protective strategy that focuses on self-

protection in an avoidance mode. Users adopting this strategy do not deal with the 

perpetrator and the harassment directly but isolate themselves from their online 

social networks. They may limit their interactions with others on social media 

through disabling their user accounts for a while, setting the account to private or 

staying away from social media (Francisco et al., 2015; Frisén et al., 2014; Heirman 

& Walrave, 2012). From the platform providers’ perspective, this is the least 

favorable online coping strategy because it may harm the sustainability of the online 

social platform.  
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Mediation strategy represents a user protective strategy that focuses on self-

protection in an approach mode. Users who adopt this strategy tend not to confront 

the perpetrator but choose to mediate themselves through seeking support from 

others or searching for useful information in addressing their negative affects 

aroused by the harassment. Previous studies found that victims of online harassment 

may take some mediation strategies through seeking psychological support from 

friends or support groups on social media (Cole et al., 2017; Frisén et al., 2014; 

Sticca et al., 2015); or engaging in social media activities to regulate their negative 

emotions (Danielson & Emmers-Sommer, 2017). Searching for information related 

to online safety or how to resolve the harassment on social media allows the victim 

guards against the potential perpetrator to thwart the future harmful behaviors 

(Tokunaga, 2010). Compared with the seclusion strategy, this is a proactive strategy 

that users protect themselves by self-mediating activities through seeking social 

support and useful information on social media.  

Blocking strategy represents a user protective strategy with a focus on the 

initiator (i.e., the initiator-focused response) in an avoidance mode — users who 

adopt this strategy focus on dealing with the perpetrator rather than the incident 

itself. Victims of online harassment often adopt the blocking strategy in order to 

avoid a confrontation with the perpetrator directly (Aricak et al., 2008; Frisén et al., 

2014; Jacobs et al., 2015a).  

Reporting strategy represents a user protective strategy with a focus on the 

initiator (i.e., the initiator-focused response) in an approach mode. Users who adopt 

this strategy focus on dealing with the perpetrator and solving the harassment 

problems. They choose to report the incidents to authorities with an attempt to end 

the online harassment. Reporting online harassment is one of the effective 



 

81 

protective coping strategies to break the cycle of harassment (Cassidy et al., 2013). 

Such actions include reporting the online harassment to the police, internet service 

providers, or the administrative team on social media (Al-Khateeb et al., 2017; 

Frisén et al., 2014; Machmutow et al., 2012; Van Royen et al., 2016). 

Building from this premise, EPPM frameworks argue the distinctions of 

appraisals in feature-based motivational protective strategy from stimuli. This essay 

thus integrates and extends the existing literature in two ways: (1) by focusing users’ 

cognitive and affective appraisal processes for the use of online coping strategies; 

and (2) by featuring the distinctive online coping strategies that users bring to 

consideration towards the online harassment. In particular, this essay aims to 

investigate the effects of different online coping strategies use by incorporating four 

major types of online coping strategies identified in Essay 1. 

3.4 RESEARCH MODEL AND HYPOTHESES DEVELOPMENT 

This section explains the victims’ online coping strategies that were 

identified and validated in Essay 1. This essay first introduces the theoretical 

foundation of the Extended Parallel Process Model (EPPM) as the overarching 

framework for understanding the effects of different online coping strategies and 

then presents the model of victims’ online coping strategies to online harassment. 

Figure 3-2 shows the research model of this study. In EPPM, the danger 

control and fear control are conceptually independent processes strategies 

(Leventhal, 1970) that affect users’ use of online coping strategies. The decision to 

adopt specific online coping strategies depends on the evaluative processes. When 

users focus more on protecting themselves through dealing with the incident or 

perpetrators, the danger control process may dominate in their evaluation of the 
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decisions. Whereas, when they focus more on the self-emotional arousal from the 

incident, the fear control process may dominate in their use of online coping 

strategies. 

 

 

Figure 3-2 Research Model 

 

3.4.1 Danger Control Process  

The danger control process is primarily a cognitive problem-solving process 

of the aversive incident (Leventhal, 1970, p. 126), such as online harassment. It 

assesses individuals’ perception of threat and efficacy in controlling the incident 

and thus stimulates their protection motivation in managing those dangers (Witte, 

1992). Danger control cognition emphasizes individuals’ intentional and volitional 

thought to address the incident. In other words, when users realize they are in a 

severe danger (e.g., being the target of online harassment) and believe in their 

ability to control the danger (i.e., the online harassment) through self-protective 

means, they are more likely to confront the danger and be more motivated to deal 

with the initiators. Prior studies found that initiator-focused responses or approach 

behaviors were more likely to be generated when individuals had high competence 
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in controlling the significant threat (e.g., crisis, and bullying). (Duong & Bradshaw, 

2013; Liu et al., 2016). 

 

3.4.1.1 Perceived Threat and Online Coping Strategies 

Perceived threat refers to the extent to which users perceive that the 

negative consequences and harm caused by the online harassment incident. 

According to the EPPM, the outcomes of users’ appraisal of the potential threat 

with a risk-related event (e.g., an online harassment attack) activate their protection 

motivation and exert a strong influence on their protective coping strategy use 

(Witte, 1992, 1994). Users who perceive a significant threat of the incident may 

develop a sense of protection through using a variety of strategies. Liang and Xue 

(2010) found that users are more motivated to employ both problem-focused and 

emotion-focused strategies to safeguard themselves in the noxious IT threats. 

Cassidy et al. (2013) also showed that users who perceived threats of cyberbullying 

(i.e., online harassment) resorted to strategies in either active or passive means to 

handle the incident. 

The perception of the threat of online harassment incidents is often 

aggravated in the social media environment. Specifically, when users believe that 

the incident has fundamentally threatened their identity, self-image, reputation, and 

communication on social media. Users are motivated to engage in a range of online 

coping strategies (i.e., seclusion, mediation, blocking, and reporting) to guard 

against the threat of online harassment. Therefore, the perceived threat is expected 

to increase users’ online coping strategies use.  

Hypothesis 1: A higher level of the perceived threat of an online 

harassment incident will lead to the users’ use of a greater variety of 
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online coping strategies (i.e., seclusion, mediation, blocking, and 

reporting) (H1a-d). 

 

3.4.1.2 Coping Self-efficacy and Online Coping Strategies 

Coping self-efficacy refers to users’ personal judgments of their ability to 

use platform functions in combating online harassment on social media (Bandura, 

1997). The EPPM proposes that when perceived self-efficacy is high, danger 

control processes are initiated. This concept has its theoretical root in coping theory 

(Lazarus & Folkman, 1984). It suggests that when users believe in their coping 

capability, they tend to focus on the source of the problem. Specifically, they are 

more inclined to adopt the problem-focused coping than emotion-focused coping. 

In a similar vein, when users believe in their capability of utilizing social media 

resources, they tend to address the online harassment at source, which in turn, they 

are more willing to perform initiator-focused strategies, such as blocking and 

reporting strategies. Prior studies have also evidenced the effect of perceived self-

efficacy on initiator-focused strategies. Specifically, users with high perceived self-

efficacy are more likely to block the perpetrator and report the incident to the 

administrator (Hunter, Boyle, &Warden, 2006). 

In this context, the blocking strategy allows users to focus on the incident in 

a more passive way, such as blocking the perpetrator or unfriending him/her on 

social media. Perpetrators will thus no longer start a new conversation or perform 

any social functions with the particular user on the platforms. In other words, with 

the available coping resources on the platforms (e.g., the functions of blocking, 

unfriend, and unfollowing), users can focus more on the initiators to avoid the 

potential contact of perpetrators. 
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On the other hand, reporting strategy allows users to focus on the incident 

in a more active way through reporting the incident to the service providers on 

social media. Using the reporting strategy, users can express their concerns about 

the incident and their feelings to the external authority, such as the platform 

providers. Platform providers will then review the reported content and take the 

corresponding action to address the incident. Consequently, the more confidence in 

using the platform functions, the more likely users will develop a proactive sense 

of seeking help from external parties and thus report the incident to the 

administrators (reporting strategy).  

Approach and avoidance are ways of coping with the aversive event. The 

core distinction between these ways of coping is that it can bring the individuals’ 

attention either into closer contact with the threat or away from the threat (Roth & 

Cohen, 1986). Coping self-efficacy is cognition that reflects how much confidence 

in coping skills users have in controlling the threat of online harassment. Users may 

take the initiative towards the threat of the online harassment incident (e.g., 

approach strategies) if they are capable of using the platform functions to protect 

themselves. On the other hand, users tend to stay away from the incident and use 

disengagement oriented strategies (e.g., avoidance strategies) if they have limited 

coping knowledge or skills to control the situation (Roussi et al., 2000). Empirical 

evidence is largely consistent with these expectations. Self-confidence stimulates 

users’ active-approach coping (e.g., seeking guidance from others) (Parris, Varjas, 

Meyers, & Cutts, 2012) rather than passive-avoidance coping (e.g., staying away 

from places) (Hunter et al., 2006) in most of the harassment and bullying episodes. 

In this context, the mediation strategy allows users to perform proactive acts 

to mediate themselves, such as seeking support from others or useful safety 
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information on the platform. Users with the available coping resources are more 

competence in looking for the right solution or advice, which in turn increases their 

use of mediation strategy to cope with online harassment. 

On the other hand, seclusion strategy allows users to stay away from the 

incident and their online social networks. Users can temporally isolate themselves 

by deactivating their accounts. In the period of seclusion, users’ profiles on social 

media are not visible and searchable to other users. This essay argues that users who 

are proficient in using the coping resources on the platforms would be less likely to 

use the seclusion strategy. It is because users can choose from a range of practical 

coping resources on the platforms to deal with their victimization. Given the high 

coping self-efficacy of the users, there is a comparatively low tendency for them to 

leave their online social networks in order to avoid online harassment. 

Hypothesis 2a: Coping self-efficacy is less likely to lead to the use of 

seclusion strategy (H2a). 

Hypothesis 2b-d: Coping self-efficacy is more likely to lead to the use 

of mediation (H2b), blocking (H2c), and reporting strategies (H2d).  

3.4.1.3 Trust in Social Media and Online Coping Strategies 

In the appraisal process, the perception of environmental contingencies 

(Kirsch, 1985) as the expectation of response efficacy influences users’ behaviors. 

A review of previous coping and IS literature reveals that the most salient source of 

response efficacy is trust in the platforms (Harrington & Rayner, 2011; Lowry et 

al., 2013). Prior research has provided ample empirical evidence supporting the 

notion of trust when evaluating coping responses in contexts such as crime and 

bullying (Colquitt et al., 2007; Harrington et al., 2012). 
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Trust in social media refers to the extent to which users believe that social 

media platforms will act with benevolence, integrity, and competence toward their 

users. Researchers have consistently found that the most common reason cited for 

not reporting is the lack of confidence in the report-receiving authority, particularly 

in how the authority handles the submitted reports (Miceli & Near, 1992). Indeed, 

prior research has validated trust in platforms as a strong predictor of the behavior, 

for example, in computer crime reporting, and technology adoption (Komiak & 

Benbasat, 2006; Skinner & Fream, 1997). Likewise, in coping with online 

harassment on social media, trust towards social media platforms is an important 

factor determining users’ approach strategies. Because users may not have a 

practical way to verify the outcome effectiveness of the platform functions, using 

the platform functions first requires trust in the platforms. Trust in the platforms is 

often determined by individuals’ perceptions of the community guideline (e.g., the 

accuracy and quality of the guideline), the social environment (e.g., whether it is 

supportive) and the platform administrators (e.g., how the platforms handle the 

reported incidents). Users are much more likely to feel safe and be willing to seek 

support from others and report the incident to authority if the platform is perceived 

as trustworthy. Therefore, increased trust in the platforms enables users to expect 

more positive outcomes, which in turn increases their intentions to mediate and 

report.  

Hypothesis 3a-b: Trust in social media is more likely to lead to the use 

of mediation (H3a) and reporting (H3b) strategies. 

3.4.2 Fear Control Process 

The fear control process refers to a primarily emotional process where users 

respond to cope with their fear, not to the danger. To control the overwhelming fear 
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which stemmed from the incident, users often subconsciously focus on self-

protection, deny the incident, or stay away from the incident. Prior research has 

demonstrated the effect of fear on self-focused, and avoidance strategies use 

(Danielson & Emmers-Sommer, 2016; Kleinot & Rogers, 1982; Rippetoe & Rogers, 

1987; Rogers & Mewborn, 1976; Witte, 1992). 

3.4.3 Fear and Online Coping Strategies 

Fear is a strong distressing negative affect and instinctual response to the 

negative stimuli (Amorapanth et al., 2000; Rogers, 1975), such as an online 

harassment incident (Baas et al., 2013; McLoughlin et al., 2009; Mishna et al., 2009; 

Navarro et al., 2012; Sticca & Perren, 2013; Strom & Strom, 2005; Ybarra et al., 

2007a). The EPPM postulates that fear is a direct cause of self-focused and 

avoidance coping strategies. As a signal of self-protection (Bracha et al., 2004), 

fear activates users’ aversive system and arouses strong impulse to avoid the threats 

(i.e., online harassment) (Lazarus, 2001). Prior research has provided extensive 

empirical support for the effect of intensity of fear on avoidance coping (Na et al., 

2015). In contrast, empirical evidence found that feeling of fear has a negative effect 

(Broidy, 2001) on approach coping (e.g., report to the authorities). 

Although in fear, users will not simply ignore the problem or the negative 

impact of online harassment. Instead, adopting the self-focused coping strategies 

(e.g., seclusion and mediation strategies) are the possible ways for fearful online 

harassment users to guard themselves and evade further victimization (Frijda, 1987). 

Prior studies also found that invoking fear can lead a person to focus on oneself, 

particularly, reducing the fear arousal through taking preventive instructions more 

seriously (Leventhal, 1970; Maloney et al., 2011; Rogers, 1975; Witte, 1996) 
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In this context, users with an intensified fear will be more likely to focus on 

the negative consequences on themselves, and thus try to minimize this fear through 

seeking support from the others on the platforms (mediation strategy) or getting 

away from the whole online social network (seclusion strategy). Consequently, 

users with a higher intensity of fear will be more likely to use mediation and 

seclusion strategies when they experienced online harassment.  

Prior research showed that fear could induce individuals’ avoidance 

motivation but reduce their approach motivation (Roth & Cohen, 1986). This essay 

thus argues that these motivations are particularly likely to manifest in using the 

blocking strategy but less likely to use reporting strategy, respectively. The 

blocking strategy is an obstruction of the mutual online interaction that allows users 

to avoid interaction with the perpetrator on the platforms, which is consistent with 

the avoidance motivation. When fear instills (Higgins, 1997), the avoidance 

motivation may render users to use the blocking strategy to avoid further interaction 

on the platforms.  

On the other hand, reporting strategy involves users’ moving toward the 

incidents through seeking assistance from the external authority. Fear primes users 

to move away from others, which it is likely that an intensified fear minimizes users’ 

approach motivation and thus reduces using the reporting strategy. Prior studies 

also found that victims did not report to the authority because of the fear of 

escalating the problem of online harassment (Al-Khateeb et al., 2017). In line with 

prior theorization about the relationship between the feeling of fear and the coping 

strategy use as well as the view of existing empirical evidence, the following 

hypotheses are postulated: 
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Hypothesis 4a-c: Following an online harassment incident, the feeling 

of fear is more likely to lead to the use of seclusion strategy (H4a), 

mediation strategy (H4b), and blocking strategy (H4c).  

Hypothesis 4d: Following an online harassment incident, the feeling of 

fear is less likely to lead to the use of reporting strategy (H4d).  

3.5 RESEARCH METHOD 

Two studies were conducted to test the research model. Study 1 was a 

qualitative study to identify the social media features that enable users to cope with 

online harassment on the platforms. Prior to Study 2, two pilot studies (1) tested the 

validity of the experimental manipulations and (2) examined the underlying effects 

of the experimental materials on participant’s use of online coping strategies, 

respectively. In Study 2, the experimental materials from the pilot studies were used 

to investigate the use of online coping strategies on social media. With this study, 

insights into whether users vary their level of threat perception, as well as how such 

variation and appraisal processes which influence their use of online coping 

strategies on the platforms. 

 

3.5.1 Study 1: A Qualitative Study of Victims’ Coping with Online 

Harassment at the Social Media Feature Level  

To enrich the conceptualization of victims’ online coping strategies, this 

essay further conducted a qualitative study with 30 social media users who had 

online harassment victimization experience to identify the corresponding social 

media features that enable them to deal with online harassment (thereby following 

a similar procedure as Zhang and Venkatesh (2017)).  
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Procedures. An online qualitative survey was conducted with 30 university 

students in the U.S. (mean age = 21.7, SD = 1.112) who were active social media 

users (over 40% spent 3 to 4 hours on social media per day) and had online 

harassment victimization experience on social media 5 . The online qualitative 

survey included two parts. The first part required participants to recall a recent 

online harassment incident that they encountered on social media in the past six 

months. The second part required participants to describe their responses to the 

incidents, especially for using social media features (platform functions) to cope 

with online harassment. In order to minimize the response bias and negative impact 

aroused by the questionnaire, the survey followed the general principles (i.e., 

autonomy, beneficence, justices, privacy, and confidentiality) for ethical research 

practices on human subjects in the data collection procedures6 (Mishna et al., 2012). 

Figure 3-3 provides a summary of the four online coping strategies, their 

corresponding social media functions, and examples from survey participants, 

suggesting four functions are the key representative of the online coping strategies. 

Following the literature and qualitative study, (1) seclusion (e.g., 

deactivating accounts temporally), (2) mediation (e.g., seeking information and 

comfort), (3) blocking (e.g., blocking the perpetrators and deleting the messages), 

and (4) reporting (e.g., reporting the incidents to platform providers) were chosen 

as the key representative for the online coping strategies in the social media context. 

Blocking and reporting strategies are the social media functions that enable victims 

to focus on addressing the incident and the initiator directly, while seclusion and 

 
5 University students are appropriate respondents in this study as they are heavy users of the 

Internet and social media (Moreno et al., 2011; Pew Research Center, 2015), and at a high risk of 

exposure to online harassment (Huang & Chou, 2010). 
6 The participants were informed that their participation was voluntary and anonymous and could 

refuse or discontinue the study at any time. 
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mediation strategies are the social media functions that facilitate victims to focus 

on more on self that in either avoidance or approach mode. 

 
Mode of response 

Avoidance Approach 

F
o

cu
s 

o
f 

re
sp

o
n

se
 

Self- 

focused 

Seclusion Mediation 

“I deleted my social media account.”  

  

“It was a good idea in the short run, but it won't 

help if he creates another account.” 

  

“I have deactivated a lot of accounts or set them 

to hidden or restricted.” 

  

“I have thought about deleting my account.” 

  

“Deleting Facebook account was a good 

solution.” 

“I searched for safety information on SNS, and I 

immediately reacted to keep my SNS account 

Secured.” 

 

“I searched for information that would help me 

solve the problem.” 

 

“I searched for information as to why or how the 

page was posting as me.” 

 

“I contacted online support.” 

 

“I sought online support from someone I trust 

because there are many persons who support me 

and are there for me in such times of 

need/incidents.” 

 

“I asked people in my friend's list if they had it 

happen to them before and how to stop it.” 

Initiator

-focused 

Blocking Reporting 

“In order to avoid future unwanted messages from 

a particular person, I opt-out for an option 

available on Facebook to block him so that I will 

not receive a message from him in the future.” 

  

“I have blocked her, and I feel that was the correct 

action.” 

  

“Blocking is the typical approach I take.” 

  

“I blocked the guy as soon as I understood that he 

was going to keep attacking me.” 

  

I blocked the person until she could get the 

account removed. It was a good choice; the 

person was just saying the most awful things to 

me.” 

  

“I got a random message out of nowhere from a 

guy with a weird Hispanic name telling me that 

he's going to kill me if I don't send him nude pics... 

I felt embarrassed and annoyed. I reacted by 

blocking the user and deleting the message.” 

“I reported the incident to Facebook 

administrators. Facebook removed the two hacked 

accounts.” 

  

“I reported the incident to social media 

administrator BECAUSE THAT WAS MY PHOTO.” 

  

“I thought it was good to reach out to someone who 

had power.” 

  

“I reported it, in an effort to slowly stop such 

incidents from happening since this was just a small 

peak of cyberbullying.” 

  

“Somebody sent me messages and adult content. It 

was a terrible situation for me. I complained to 

Facebook.” 

 

Figure 3-3 Summary of Online Coping Strategies 

 

3.5.2 Study 2: A Quantitative Study of the Use of Online Coping Strategies 

An online scenario-based experiment (Weber, 1992) was conducted to test 

users’ online coping strategies used in response to an online harassment incident on 

social media. The scenario-based experiment has been used in previous IS and 

ethics research (e.g., Anderson & Agarwal, 2011; Choi et al., 2015). A thorough 

review of Siponen and Vance (2010) has established several strengths and 
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advantages of using the scenario method for measuring participants’ disclosures of 

their actual behaviors. It also recommends using this method in the deviance and 

ethical context (i.e., online harassment), and hence, this method is particularly valid 

for this study. 

3.5.2.1 Experimental Design 

An online scenario-based experiment varied in terms of the type of online 

harassment incident (i.e., private sending or public posting) to test the proposed 

hypotheses in the context of online harassment on social media, Facebook7. 

3.5.2.1.1. Pilot Study 1 

Pilot Study 1: A pilot test with 24 participants was conducted prior to the 

main experiment to assess the appropriateness of the experimental stimulus (i.e., 

the note publication scenario that is an online harassment incident). This study was 

approved by the university’s institutional review board. Participants were instructed 

to immerse themselves psychologically in simulated situations in which the online 

harassment incident occurred on Facebook that varied in the type of online 

harassment from the participants. They were then asked to rate the incident in the 

scenarios on the perceived acceptance of the incident and evaluate the extent to 

which the incident was relevant to people like them (See Table 3-2). Perceived 

acceptance refers to the extent to which the individuals’ cognition about the 

acceptability of online harassment behaviors. It was assessed by a seven-point 

Likert scale item based on Crick and Dodge (1994): “What Francis did to me is 

 
7 The context of the experiment was Facebook. Facebook was chosen for three reasons: (1) it has 

been found to be a fertile breeding ground for online harassment (Kim & Hancock, 2015); (2) it 

has the relevant online communication functions, such as sending private messages as well as 

posting public messages, and thus is a suitable platform for this study; (3) it is the most popular 

social networking site in the world (Socialbakers, 2019). Thus, findings from the study may have a 

greater generalizability to the social networking sites user population. 
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appropriate.” Perceived relevance refers to the extent to which individuals believe 

that the online harassment incident is relevant to their real-life experience. It was 

assessed by a seven-point Likert scale item based on (Zaichkowsky, 1985): “The 

scenario matters to people like myself.” 

Table 3-2 Means of the Scenarios 
 

Perceived acceptance Perceived relevance 

Incident Mean SD Mean SD 

Private sending 1.58 0.67 6.00 0.60 

Public posting 1.33 0.49 6.58 0.67 

 

Results showed that all scenarios were highly relevant (mean= 6.29) to them, 

and the incidents described in the scenarios were not acceptable behaviors (mean= 

1.46). Hence these two scenarios were selected as the stimuli for this study. 

3.5.2.1.2. Pilot Study 2 

Pilot Study 2: Another pilot test was conducted to develop the measures for 

online coping strategies and test the validity of the vignette scenarios developed in 

pilot study 1. The overview of the experiment is depicted in Figure 3-4.  

 

 
 

Figure 3-4 Overview of the Scenario-based Experiment 

 

Participants. Participants for this study were 218 university students (118 

males and 100 females), who had online social media experience. Each participant 

received US 1 dollar for the participation. Participants were 20.3 years old (SD = 
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1.38) on average. A vast majority spent 1 to 2 hours on social networking sites 

(48.2%) per day. Participant’s demographic data are described in Table Error! No 

text of specified style in document.-3 in Appendix B1. 

Procedures. All participants were randomly assigned to one of the two 

conditions (117 in the private sending condition, and 100 in the public posting 

condition). Before starting the experiment, each participant was presented an 

information sheet that defined the purpose, procedures, and duration of this 

experiment. Participants had informed the confidentiality and anonymity of the 

study. They could discontinue the experiment if they thought it was not 

appropriated. In the experiment, participants were first asked to complete a short 

questionnaire that collected their demographic and background information. They 

were then asked to read a short hypothetical scenario carefully and imagine that the 

incident described in the scenario had happened to them. Afterward, they were 

instructed to complete the rest of the questionnaire (i.e., manipulation checks and 

measures of the variables), and provide their responses to the scenario. Upon 

completion of the questionnaire, participants were debriefed about the study and 

thanked for their participation. All scenarios are presented in Table Error! No text 

of specified style in document.-5 in Appendix B3. 

Measures. Measurements for the constructs (summarized in Table Error! 

No text of specified style in document.-6 in Appendix B3) were either adapted 

from prior research or developed for this study based on a comprehensive review 

of the prior literature. Multi-item measures were used for ensuring construct 

validity and reliability.  

Type of online harassment. This study focused on two typical online 

harassment behaviors which with the component of the message that could occur 
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in the online social network settings (Kowalski et al., 2014; Pieschl et al., 2013): 

sending private harassment messages (condition of private sending) and posting 

public harassment messages (condition of public posting). The condition of private 

sending refers to a perpetrator sent direct private messages with the harassment 

content to the target, while the condition of public posting refers to a perpetrator 

published messages with the harassment content (about the target) on a Facebook 

page with many likes.  

Perceived threat. Perceived threat (α=0.828) with Peacock and Wong (1990) 

measure was assessed. Participants indicated the extent to which they perceived the 

potential for harm/loss in the incident described in the scenario they just read on the 

seven-point Likert scale (1=strongly disagree, and 7=strongly agree). 

Online coping strategies. A new scale for online coping strategies was 

developed in this study. The procedure of the general structure and dimensionality 

of online coping strategies is described in Appendix B1. Four types of online coping 

strategies, seclusion (α=0.875), mediation (α=0.846), blocking (α=0.936), and 

reporting (α=0.931), were assessed. Participants indicated the extent to which they 

were likely to use the various online coping strategies in response to the incident 

described in the scenario they just read using a seven-point Likert scale 

(1=extremely unlikely, 7=extremely likely).  

Control variables. Six control variables were included to reduce the 

possibility of spurious relationships due to unmeasured variables: social media 

usage (self-reported), demographic characteristics (i.e., age, gender, and major), 

normative belief about cyberbullying and relationship closeness. Prior research 

suggests that these factors may influence individuals’ decision to use the coping 
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strategies (Kowalski et al., 2014; Miceli & Near, 1992; Raskauskas & Huynh, 2015; 

Tavakoli et al., 2003). 

Results and Discussion. The manipulation was first checked, and then the 

effects of the type of online harassment incident on participants’ threat perception 

and their online coping strategies. 

The manipulation check for the type of online harassment was performed 

by asking participants two dichotomous questions on the mode of the incident (e.g., 

“Francis sent offensive messages to me privately” and “Francis posted public 

offensive messages, images or videos about me on Facebook”), and the publicity of 

the messages (e.g., “only seen by me” or “seen by many others (besides me)). All 

participants in the private sending condition selected “sent privately” and “only 

seen by me” to the questions, while all those in the public posting condition selected 

“posted publicly” and “seen by many others (besides me).” It suggested that the 

manipulation was successful. 

An analysis of variance (ANOVA) was conducted to test the effects of the 

type of online harassment on the perceived threat. The results show a significant 

main effect of the type of online harassment on the perceived threat, F (1, 216) = 

14.59, p < 0.001, indicating that participants who are in the condition of public 

posting (M = 5.69, SD = 1.20) are more likely to perceive a high level of threat than 

those in the condition of private sending (M = 5.01, SD = 1.40). In general, public 

posting leads to a higher level of a perceived threat than private sending. 

Multiple regression analysis was conducted to evaluate the effects on online 

coping strategies. Consistent with Hypothesis 1, the perceived threat is a significant 

predictor of participants’ various online coping strategies in response to the incident. 

Participants who perceived higher threat are more likely to use various online 
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coping strategies, such as seclusion, F(17, 201) = 3.619, p<0.001), mediation, F(17, 

201) = 3.005, p<0.001), blocking, F(17, 201) = 2.105, p<0.01), and reporting, F(17, 

201) = 3.162, p<0.001), than those who perceived lower threat. In sum, the results 

of this study provide adequate evidence for the use of online coping strategies on 

social media in response to online harassment. 

An additional ANOVA was also conducted to test the two types of online 

harassment on the different types of online coping strategies use in terms of their 

perceived threat of the incident. The results (see Table 3-3) are as follows:  

In the private sending condition, participants who perceived higher threat 

are more likely to use seclusion, F(17, 100) = 3.691, p<0.001), mediation, F(17,100) 

= 2.705, p<0.01), blocking, F(17, 100) = 3.818, p<0.001) and reporting, F(17,100) 

= 1.912, p<0.05), than those who perceived a lower threat.  

In the public posting condition, participants who perceived higher threats 

are more likely to use reporting, F(13,88) = 2.992, p<0.01) than those who 

perceived a lower threat. However, the strategies of seclusion, F(13, 88) = 1.197, 

p>0.05), blocking, F(13,88) = 1.501, p>0.05), and mediation, F(13,88) = 1.203, 

p>0.05), did not have statistically significant difference in terms of their perceived 

threat of the incident.  

Overall, these two pilot studies achieved two purposes. The studies have 

demonstrated that the measures for online coping strategies and developed vignette 

scenarios that meaningfully manipulate the types of online harassment and the 

threat perception. Online harassment incident was effective in instigating 

participants’ higher level of threat perception in the public posting condition than 

the private sending condition. Moreover, participants perceived a high threat of the 

online harassment incident were more likely to use a variety of online coping 
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strategies (e.g., seclusion, mediation, blocking and reporting) in the private sending 

condition, whereas they tend to adopt initiator-focused approach coping strategies 

(e.g., reporting) in the public posting condition. Study 2 leverages these research 

materials to examine the effect of online harassment appraisal on participants’ use 

of online coping strategies. 

 

Table 3-3 Results for the Condition Checks 

Conditions Source 
Dependent 

Variables 

Type III 

Sum of 

Squares 

df 
Mean 

Square 
F Sig. 

Private 

Sending 

Condition 

Perceived 

Threat 

Seclusion 124.911 17 7.348 3.691 .000 

Mediation 83.544 17 4.914 2.705 .001 

Blocking 83.013 17 4.883 3.818 .000 

Reporting 62.992 17 3.705 1.912 .026 

Public 

Posting 

Condition 

Perceived 

Threat 

Seclusion 33.718 13 2.594 1.197 .297 

Mediation 35.961 13 2.766 1.203 .293 

Blocking 52.205 13 4.016 1.501 .135 

Reporting 57.539 13 4.426 2.992 .001 

 

3.5.2.2 Sample and Experimental Procedures  

Study 2 used experimental materials from pilot studies to examine how 

participants use online coping strategies in response to online harassment incidents.  

Participants. Participants for this study were 488 university students (242 

males and 246 females), who had online social media experience. Each participant 

received US 1 dollar for the participation. Participants were 22.1 years old (SD = 

1.426) on average. A vast majority spent 1 to 2 hours on social networking sites 

(45.5%) per day. Participant’s demographic data are described in Table Error! No 

text of specified style in document.-4 in Appendix B2. 

Procedures. All participants were randomly assigned to one of the two 

conditions (240 in private sending condition, and 248 in public posting condition).  
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Participants were first asked to complete a short questionnaire that collected 

their demographic and background information. They were then asked to read a 

short hypothetical scenario, which was the same scenario used in Study 1. They 

were also asked to complete the rest of the questionnaire (i.e., manipulation checks 

and measures of the variables), and provide their responses to the scenario. Upon 

completion of the questionnaire, participants were debriefed about the study and 

thanked for their participation. All scenarios are presented in Table Error! No text 

of specified style in document.-5 in Appendix B3. 

Measures. Perceived threat, online coping strategies, control variables, and 

the manipulation check questions were assessed with the same measure as in Study 

1. Measurements for the constructs (summarized in Table Error! No text of 

specified style in document.-6 in Appendix B3) were either adapted from prior 

research or developed for this study based on a comprehensive review of the prior 

literature. 

Fear. Fear was assessed by adapting the emotion subscale of the Stress 

Questionnaire (Folkman & Lazarus, 1985). Participants indicated the extent to 

which they felt “worried”, “fearful”, “anxious”, and “scared” in the incident that 

described in the scenario they just read.  

Coping self-efficacy. Three items of coping self-efficacy were adapted from 

Taylor and Todd (1995). Participants indicated the extent to which they perceived 

their ability to use the functions provided by social media platforms to deal with the 

incident described in the scenario.  

Trust in social media. Three items of trust in social media were adapted 

from Venkatesh et al. (2017). Participants indicated the extent to which they 

perceived trustworthiness of the social media platforms. Multi-item measures were 
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used for the constructs to ensure construct validity and reliability. All measures used 

a seven-point Likert scale (1=strongly disagree, and 7=strongly agree). 

3.5.2.3 Results  

ANOVA was first conducted to examine the effect of online harassment 

incidents on participants’ threat appraisals and then employed SEM (Partial Least 

Squares, as implemented in SmartPLS 2.0.M3)8 to test participants’ decision to use 

online coping strategies.  

3.5.2.3.1. Results of Manipulation Check 

All participants were randomly assigned to one of the two experimental 

groups. There is no significant difference among the participants in all conditions. 

Age, gender, and social networking sites usage of the participants across two 

conditions were homogeneous. All participants in the private sending condition 

selected “only seen by me” to the question, while all those in the public posting 

condition selected “seen by many others (besides me)”, hence suggesting that the 

manipulation of the type of online harassment incident was successful.  

ANOVA was conducted to test the effects of the type of online harassment 

on the perceived threat. The results show a significant main effect of the type of 

online harassment on the perceived threat, F (1, 486) = 38.46, p < 0.001. It indicates 

that participants who are in the condition of public posting (M = 5.79, SD = 1.25) 

are more likely to perceive a high level of threat than those in the condition of 

private sending (M = 5.04, SD = 1.40). In general, public posting leads to a higher 

level of a perceived threat than private sending. 

 
8 Partial least squares (PLS, as implemented in SmartPLS 2.0.M3) was used to test the proposed research model. We believe that PLS is an 

appropriate data analysis tool for this study for the following reasons. First, PLS is a component-based structural equation modeling (SEM) 

technique that provides flexibility in testing the measurement model (i.e., the psychometric properties of the measurement items) and the 

structural model (i.e., the casual relationships among constructs) simultaneously. Second, it is suitable for analyzing skewed data common in 

problematic behavior research (Feldman et al., 2009). Following a two-step analytical approach (Hair et al., 2014), we performed a 

psychometric assessment of the measurement model followed by the evaluation of the structural model.  
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3.5.2.3.2. Results of Measurement Model  

The psychometric properties of the measures were through confirmatory 

factor analysis (CFA). The model provided a good fit to the data (χ2/d.f.= 2.556; 

CFI=0.951, SRMR=0.063, RMSEA=0.057) (Gefen et al., 2011; Hu & Bentler, 

1999). We also test for the potential common method variance. The CFA marker 

technique (Williams et al., 2010) was employed by using a measure of perceptions 

of school commitment as a marker variable. Results showed no significant variance 

attributable to the method effects, providing evidence that common method bias 

was minimal in this study.  

Internal consistency, as well as convergent and discriminate validity, were 

further assessed by examining item loadings, inter-construct correlations, the 

average variance extracted (AVE) for each construct. The results showed that the 

composite reliability of all the constructs ranged between 0.896 and 0.988 

(exceeding the 0.7 benchmarks), indicating satisfactory internal consistency (see 

Table 3-4). All item loadings were greater than 0.7 (Carmines & Zeller, 1979) (see 

Table 3-6), and AVEs of all the constructs ranged from 0.748 to 0.977 (greater than 

the recommended level of 0.5) (Fornell & Larcker, 1981) (see Table 3-4), 

demonstrating adequate convergent validity. The square root of the AVE of each 

construct was found to be greater than the correlations of the construct with other 

constructs, and no item loaded higher on a construct other than the one it was 

intended to measure (see Table 3-5). In sum, the results showed that the constructs 

demonstrated satisfactory internal consistency and good convergent and 

discriminant validity.  
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Table 3-4 Descriptive Statistics of Constructs (n=488) 

Constructs Ite

ms 

Mean (STD) Composite 

Reliability 

Cronbach's 

Alpha 

AVE 

Perceived threat 3 5.42 (1.376) 0.910 0.850 0.772 

Fear 4 5.046 (1.512) 0.933 0.905 0.778 

Coping self-efficacy 3 5.37 (1.112) 0.899 0.832 0.748 

Trust in social media 3 4.337 (1.412) 0.903 0.842 0.757 

Self-focused avoidance 

strategy: Seclusion 

3 4.394 (1.801) 0.939 0.903 0.837 

Self-focused approach 

strategy: Mediation 

3 4.435 (1.689) 0.905 0.840 0.762 

Initiator-focused avoidance 

strategy: Blocking 

3 5.663 (1.633) 0.970 0.953 0.914 

Initiator-focused approach 

strategy: Reporting 

3 5.747 (1.541) 0.970 0.953 0.915 

Normative belief about 

cyberbullying 

3 6.142 (1.323) 0.896 0.829 0.743 

Relationship closeness 2 3.746 (2.562) 0.988 0.976 0.977 

 

 

Table 3-5 Correlation among Constructs and Square Root of the AVE 

(n=488) 
 AGE GEN MAJ SMU NBC RSC PTT ERT CSE STR TSD TMD TBL TRS 

AGE 1.000 
             

GEN 0.123 1.000 
            

MAJ 0.131 -0.030 1.000 
           

SMU -0.061 0.039 -0.044 1.000 
          

NBC 0.141 0.279 0.007 -0.092 0.862 
         

RSC -0.057 -0.029 -0.014 -0.020 -0.097 0.988 
        

PTT 0.029 0.146 -0.002 0.070 0.210 0.058 0.878 
       

ERT 0.003 0.152 0.021 0.184 0.103 0.093 0.629 0.882 
      

CSE 0.064 0.076 0.072 0.061 0.216 -0.075 0.135 0.059 0.865 
     

STR -0.114 -0.102 0.015 0.114 -0.186 0.052 0.040 0.095 0.253 0.870 
    

TSD -0.005 0.080 -0.021 -0.014 -0.074 0.074 0.315 0.282 -0.130 0.024 0.915 
   

TMD 0.005 -0.023 0.039 0.135 -0.100 0.067 0.261 0.341 0.065 0.320 0.236 0.873 
  

TBL 0.082 0.148 0.073 0.012 0.177 -0.036 0.136 0.204 0.184 0.094 0.092 0.042 0.956 
 

TRS 0.159 0.206 0.047 0.080 0.216 -0.063 0.419 0.281 0.245 0.010 0.216 0.276 0.190 0.956 

Note 1: PTT=Perceived threat; ERT=Fear; CSE=Coping self-efficacy; STR=Trust in social media; TSD=Seclusion; TMD=Mediation; TBL=Blocking; TRS=Reporting; AGE=Age; 

GEN=Gender; MAJ=Major; SMU= Social media usage; NBC=Normative belief about cyberbullying; RSC=Relationship closeness 

Note 2: Bolded diagonal elements are the square root of AVE for each construct., Off-diagonal elements are the correlations between constructs 
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Table 3-6 Loading and Cross-Loading of Measures of Constructs (n=488) 
 

PTT ERT CSE STR TSD TMD TBL TRS NBC RSC 

PTT01 0.811 0.469 0.257 0.006 0.157 0.133 0.199 0.431 0.332 -0.009 

PTT02 0.898 0.578 0.061 0.064 0.289 0.275 0.092 0.343 0.077 0.042 

PTT03 0.923 0.602 0.055 0.035 0.368 0.271 0.077 0.340 0.159 0.110 

ERT01 0.576 0.877 0.072 0.108 0.205 0.299 0.184 0.305 0.110 0.085 

ERT02 0.535 0.915 0.022 0.096 0.286 0.349 0.188 0.214 0.017 0.082 

ERT03 0.620 0.841 0.107 0.028 0.223 0.243 0.136 0.300 0.195 0.096 

ERT04 0.494 0.894 0.011 0.098 0.278 0.305 0.209 0.177 0.053 0.067 

PBC01 0.083 0.030 0.872 0.275 -0.086 0.060 0.189 0.212 0.154 -0.111 

PBC02 0.171 0.066 0.889 0.186 -0.123 0.075 0.158 0.232 0.230 -0.047 

PBC03 0.091 0.056 0.834 0.196 -0.130 0.029 0.128 0.190 0.173 -0.035 

STR01 0.034 0.075 0.185 0.899 0.004 0.271 0.067 0.032 -0.197 0.027 

STR02 0.008 0.069 0.194 0.924 0.015 0.357 0.063 -0.037 -0.207 0.039 

STR03 0.087 0.123 0.323 0.781 0.056 0.168 0.140 0.057 -0.042 0.083 

TSD01 0.353 0.280 -0.106 0.026 0.920 0.221 0.106 0.222 -0.008 0.092 

TSD02 0.274 0.252 -0.100 0.014 0.936 0.195 0.072 0.155 -0.050 0.046 

TSD03 0.221 0.236 -0.155 0.026 0.889 0.230 0.069 0.132 -0.161 0.059 

TMD01 0.205 0.290 0.014 0.287 0.233 0.918 -0.009 0.181 -0.170 0.058 

TMD02 0.196 0.267 0.007 0.281 0.233 0.916 0.004 0.172 -0.168 0.053 

TMD03 0.276 0.329 0.142 0.267 0.151 0.777 0.112 0.358 0.069 0.062 

TBL01 0.113 0.191 0.184 0.111 0.092 0.064 0.956 0.193 0.139 -0.044 

TBL02 0.157 0.216 0.171 0.064 0.088 0.038 0.952 0.208 0.168 -0.021 

TBL03 0.118 0.177 0.174 0.097 0.084 0.021 0.960 0.218 0.200 -0.040 

TRS01 0.403 0.272 0.244 0.006 0.191 0.249 0.207 0.959 0.200 -0.049 

TRS02 0.410 0.270 0.245 0.016 0.177 0.266 0.213 0.963 0.247 -0.054 

TRS03 0.390 0.263 0.214 0.007 0.177 0.277 0.198 0.948 0.170 -0.079 

NBC01 0.252 0.139 0.218 -0.096 -0.047 -0.068 0.199 0.221 0.817 -0.065 

NBC02 0.143 0.070 0.161 -0.218 -0.089 -0.105 0.123 0.159 0.896 -0.082 

NBC03 0.123 0.040 0.168 -0.182 -0.058 -0.090 0.119 0.166 0.871 -0.109 

RSC01 0.049 0.084 -0.074 0.052 0.056 0.070 -0.049 -0.064 -0.084 0.988 

RSC02 0.065 0.100 -0.075 0.051 0.089 0.061 -0.023 -0.060 -0.108 0.989 

Note 1: PTT=Perceived threat; ERT=Fear; CSE=Coping self-efficacy; STR=Trust in social media; TSD=Seclusion; TMD=Mediation; TBL=Blocking; 

TRS=Reporting; NBC=Normative belief about cyberbullying; RSC=Relationship closeness 

 

3.5.2.3.3. Results of Hypothesis Tests  

Table 3-7 shows the results of the structural model, including the overall 

explanatory power and estimated path coefficients9. All the significant paths are 

marked with asterisks. 

 
9 To test the research model, the participants’ past online harassment victimization and 
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The results showed that the perceived threat was a significant predictor of 

participants’ use of online coping strategies. Specifically, participants who 

perceived higher threat of the incident were more likely to use seclusion (β = 0.273; 

p < 0.001), mediation (β = 0.115; p < 0.05) and reporting strategies (β = 0.352; p < 

0.001) (supporting H1a, H1b and H1d). However, contrary to the prediction, the 

perceived threat had no significant influence on the use of blocking strategy (H1c).  

In the danger control process, as expected, coping self-efficacy was 

significantly leading to the use of the blocking (β = 0.116; p < 0.05), and reporting 

strategies (β = 0.165; p < 0.01) (supporting H2c, and H2d), but was significantly 

less leading to the use of seclusion strategy (β = -0.153; p < 0.01) (supporting H2a). 

However, contrary to the prediction, coping self-efficacy had no significant 

influence on the use of mediation strategy (H2b). Trust in social media was 

significantly leading to the use of the mediation strategy (β = 0.278; p < 0.001) 

(supporting H3a) but not leading to the use of the reporting strategy (H3b). 

In the fear control process, consistent with the prediction, feeling of fear 

was significantly leading to the use of seclusion (β = 0.129; p < 0.05), mediation 

strategies (β = 0.245; p < 0.001), and blocking (β = 0.196; p < 0.01) (supporting 

H3a, H3b and H3c). However, contrary to the prediction, the feeling of fear did not 

exert significant influence on participants’ use of reporting strategy (H3d). In sum, 

the results of this study provided support to all but four of the hypotheses (see Table 

3-8). The implications of these results are addressed in the next section. 

 

 

 
perpetration experience were also included as the control variables. Since the path coefficients (for 

the hypothesized paths) consistent with those reported in the maintext (except for some marginal 

differences in the significance level of the control variables), these two control variables were not 

presented in the maintext. 
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Table 3-7 Results of the Models (n=488) 

 Dependent variables 

 

Self-focused 

avoidance 

strategy: 

Seclusion 

Self-focused 

approach 

strategy: 

Mediation 

Initiator-focused 

avoidance 

strategy: 

Blocking: 

Initiator-focused 

approach 

strategy: 

Reporting 

Variables Path Path Path Path 

Control variables     

Age 0.009 0.05 0.047 0.113** 

Gender 0.074 -0.03 0.087* 0.104* 

Major -0.013 0.027 0.054 0.025 

Social media usage  -0.065 0.049 -0.026 0.05 

Normative belief 

about 

cyberbullying 

-0.131** -0.086* 0.12* 0.055 

Relationship 

Closeness 

0.021 0.016 -0.031 -0.056 

Independent 

variables 

    

Perceived threat 0.273*** 0.115* -0.042 0.352*** 

Fear 0.129* 0.245*** 0.196** 0.025 

Coping self-

efficacy 

-0.153** -0.022 0.116* 0.165** 

Trust in social 

media 

0.03 0.278*** 0.088 -0.018 

R2 0.161 0.22 0.107 0.255 

*** p < 0.001; ** p < 0.01; * p < 0.05 

 

Table 3-8 Results of the Hypothesis Testing 

  Path (sig) Supported? 

H1a: Perceived threat → Seclusion strategy 0.273*** Yes 

H1b Perceived threat → Mediation strategy 0.115* Yes 

H1c Perceived threat → Blocking strategy -0.042 No 

H1d Perceived threat → Reporting strategy 0.352*** Yes 

H2a Coping self-efficacy → Seclusion strategy -0.153** Yes 

H2b Coping self-efficacy → Mediation strategy -0.022 No 

H2c Coping self-efficacy → Blocking strategy 0.116* Yes 

H2d Coping self-efficacy → Reporting strategy 0.165** Yes 

H3a Trust in social media → Mediation strategy 0.278*** Yes 

H3b Trust in social media → Reporting strategy -0.018 No 

H4a Fear → Seclusion strategy 0.129* Yes 

H4b Fear → Mediation strategy 0.245*** Yes 

H4c Fear → Blocking strategy 0.196** Yes 

H4d Fear → Reporting strategy 0.025 No 
*** p < 0.001; ** p < 0.01; * p < 0.05; ns p > 0.05 
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3.5.2.3.4. Between-Group Analysis: Type of Online Harassment Differences  

Four subgroup analyses were conducted to examine the type of online 

harassment in the use of online coping strategies. First, the guidelines offered by 

Ahuja and Thatcher (2005) were followed, and the sample was split into a private 

sending subgroup (240 cases) and a public posting subgroup (248 cases). The 

Kolmogorov-Smirnov nonparametric test for the type of online harassment 

differences was conducted. The results showed statistically significant differences 

in appraisals and the online coping strategies between the private sending and 

public posting subgroups, but no significant difference in online coping strategies.  

Four multi-group PLS analysis (Chin et al., 2003) were further conducted, 

and the procedure of Keil et al. (2000) was followed (see Appendix B4) to test the 

effect of type of online harassment by comparing differences in path coefficients 

between the two subgroups (private sending and public posting conditions). Table 

3-9 shows that the influences of the four key factors on online coping strategies 

differ between private sending and public posting conditions.  

For the use of the self-focused avoidance strategy - seclusion strategy, the 

impelling effects of the perceived threat (β = 0.242; p < 0.01) and fear (β = 0.186; 

p < 0.05) were significantly stronger for participants in the private sending 

condition than for participants in the public posting condition. The inhibiting effect 

of coping self-efficacy on seclusion strategy was significantly stronger for 

participants in the private sending condition (β = -0.153; p < 0.05) and participants 

in the public posting condition. While the difference between the two conditions 

was significant, the effect of trust in social media on seclusion strategy is 

insignificant. 
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For the use of the self-focused approach strategy – mediation strategy, the 

instigating effect of fear was significantly stronger for participants in the public 

posting condition (β = 0.291; p < 0.001) than for the private sending condition (β = 

0.225; p < 0.05). The impelling effect of trust in social media was significantly 

stronger for participants in the private sending condition (β = 0.336; p < 0.001) than 

for participants in the public posting condition (β = 0.269; p < 0.001). While the 

difference between the two conditions was significant, the effects of the perceived 

threat and coping self-efficacy on mediation strategy were insignificant.  

For the use of initiator-focused avoidance strategy - blocking strategy, the 

instigating effect of perceived threat (β = 0.216; p < 0.01) was significantly stronger 

for participants in the private sending condition than for participants in the public 

posting condition, while the impelling effect of fear was significantly stronger for 

participants in the public posting condition (β = 0.302; p < 0.001) than for 

participants in the private sending condition. While the difference between the two 

conditions was significant, the effect of trust in social media on the blocking 

strategy is insignificant. 

For the use of initiator-focused approach strategy - reporting strategy, the 

instigating effect of perceived threat was significantly stronger for participants in 

the public posting condition (β = 0.438; p < 0.001) than for the private sending 

condition. The impelling effect of coping self-efficacy was significantly stronger 

for participants in the private sending condition (β = 0.184; p < 0.05) than for 

participants in the public posting condition (β = 0.154; p < 0.05). While the 

difference between the two conditions is significant, the effect of fear on reporting 

strategy was insignificant.  
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In sum, the types of online harassment affected participants’ appraisal 

processes, which in turn influences their use of online coping strategies on the 

platforms. In the private sending condition, participants who perceived a high threat 

of the incidents were more likely to use avoidance strategies (i.e., seclusion and 

blocking). Participants who have intensified fear were more likely to use self-

focused strategies (i.e., seclusion and mediation), whereas participants who have 

high trust in social media had significantly more likely to use the self-focused 

approach strategy (i.e., mediation). Participants who have high coping self-efficacy 

had significantly fewer use of self-focused avoidance strategy (i.e., seclusion) but 

more use of initiator-focused approach strategies (i.e., reporting). 

In the public sending condition, participants who perceived both the high 

threat of the incidents and high coping self-efficacy were more likely to use the 

initiator-focused approach strategy (i.e., reporting). Participants who have 

intensified fear were more likely to use of self-focused approach strategy (i.e., 

mediation) and initiator-focused avoidance strategy (i.e., blocking), whereas 

participants who have high trust in social media had significantly more use of self-

focused approach strategy (i.e., mediation). The results of the analyses of the 

subgroups are shown in Table 3-9. The implications of these results are addressed 

in the next section.  
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Table 3-9 Model Summary - Statistical Comparison of Paths 

 
All Sample 

(n=488) 

Private sending 

condition (n=240) 

Public posting 

condition (n=248) 

Statistical 

comparison of 

paths 

Variables 
Standardized 

path coefficient 

Standardized 

path coefficient 

Standardized 

path coefficient 
T-value 

DV: Self-focused avoidance strategy: Seclusion 

Control variables     

Age 0.009 ns -0.021 ns 0.032 ns 14.866*** 

Gender 0.074 ns 0.123* 0.043 ns -16.997*** 

Major -0.013 ns 0.025 ns -0.041 ns -16.691*** 

Social media usage -0.065 ns -0.072 ns -0.064 ns 1.63 ns 

Normative belief 

about cyberbullying 

-0.131* -0.189** -0.04 ns 27.049*** 

Relationship 

closeness 

0.021 ns 0.051 ns -0.002 ns -12.981*** 

Independent 

variables 

   
 

Perceived threat 0.273* 0.242** 0.178 ns -7.883*** 

Fear 0.129* 0.186* 0.096 ns -11.653*** 

Coping self-

efficacy 

-0.153* -0.173* -0.101 ns 11.474*** 

Trust in social 

media 

0.03 ns 0.039 ns 0.058 ns 3.799* 

R2 0.22 0.301 0.179  

*** p < 0.001; ** p < 0.01; * p < 0.05; ns p > 0.05 

 

DV: Self-focused approach strategy: Mediation 

Control variables     

Age 0.05 ns 0.041 ns 0.069 ns 6.718*** 

Gender -0.03 ns -0.071 ns 0.008 ns 19.29*** 

Major 0.027 ns 0.007 ns 0.057 ns 12.178*** 

Social media usage 0.049 ns 0.106 ns 0.008 ns -23.227*** 

Normative belief 

about cyberbullying -0.086* -0.112 ns -0.015 ns 22.262*** 

Relationship 

closeness 0.016ns 0.051 ns -0.024 ns -19.856*** 

Independent 

variables     

Perceived threat 0.115* 0.123 ns -0.04 ns -25.711*** 

Fear 0.245* 0.225* 0.291*** 8.283*** 

Coping self-

efficacy -0.022 ns -0.086 ns 0.075 ns 29.242*** 

Trust in social 

media 0.278* 0.336*** 0.269*** -11.526*** 

R2 0.107 0.272 0.124  

*** p < 0.001; ** p < 0.01; * p < 0.05; ns p > 0.05 
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Table 3-9 Model Summary - Statistical Comparison of Paths 

 
All Sample 

(n=488) 

Private sending 

condition (n=240) 

Public posting 

condition (n=248) 

Statistical 

comparison of 

paths 

Variables 
Standardized 

path coefficient 

Standardized 

path coefficient 

Standardized 

path coefficient 
T-value 

DV: Initiator-focused avoidance strategy: Blocking 

Control variables     

Age 0.047ns 0.007 ns 0.095 ns 21.184*** 

Gender 0.087* 0.263*** -0.044 ns -67.207*** 

Major 0.054 ns 0.045 ns 0.067 ns 5.629*** 

Social media usage -0.026 ns -0.034 ns -0.032 ns 0.592 ns 

Normative belief 

about cyberbullying 

0.12* 0.204** 0.01 ns -36.405*** 

Relationship 

closeness 

-0.031 ns -0.195*** 0.059 ns 52.753*** 

Independent 

variables 

   
 

Perceived threat -0.042 ns 0.216** -0.068ns -45.006*** 

Fear 0.196* -0.025 ns 0.302*** 52.599*** 

Coping self-

efficacy 

0.116* 0.111 ns 0.109 ns -0.24 ns 

Trust in social 

media 

0.088 ns 0.057 ns 0.091 ns 6.57* 

R2 0.161 0.241 0.066  

*** p < 0.001; ** p < 0.01; * p < 0.05; ns p > 0.05 

 

DV: Initiator-focused approach strategy: Reporting 

Control variables     

Age 0.113* 0.135* 0.091 ns -9.027*** 

Gender 0.104* 0.13* 0.079 ns -10.299*** 

Major 0.025 ns -0.039 ns 0.102 ns 33.822*** 

Social media usage 0.05 ns -0.003 ns 0.129** 33.039*** 

Normative belief 

about cyberbullying 0.055 ns -0.008 ns 0.164** 37.151*** 

Relationship 

closeness -0.056 ns -0.1 ns 0.019 ns 27.275*** 

Independent 

variables     

Perceived threat 0.352* 0.179 ns 0.438*** 34.791*** 

Fear 0.025 ns 0.183 ns -0.117 ns -40.296*** 

Coping self-

efficacy 0.165* 0.184* 0.154* -4.303*** 

Trust in social 

media -0.018 ns -0.015 ns -0.009 ns 1.722 ns 

R2 0.255 0.207 0.343  

*** p < 0.001; ** p < 0.01; * p < 0.05; ns p > 0.05 
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3.6 DISCUSSION  

3.6.1 Discussion of Results  

Leveraging the typology and theoretical framework of EPPM, this essay 

extends beyond the line of inquiry to understand users’ online coping strategies in 

response to online harassment on social media. The findings of this essay provided 

strong evidence for the value of using a typological perspective in understanding 

users’ differential choice of online coping strategies (within the self- and initiator-

focused strategies by the mode of approach and avoidance strategies) when they 

appraised the online harassment incident as threatening.  

This essay provides general support for the model of online coping 

strategies used in response to online harassment on social media. The results 

generally supported the hypothesis that the perception of threat increased users’ use 

of a variety of online coping strategies (e.g., seclusion, mediation, and reporting 

strategies). Surprisingly, the uses of the blocking strategy did not vary across the 

perception of the threat of the online harassment incident. This finding warrants 

additional research to determine why users would or would not perform blocking 

strategies regardless of the level of the perceived threat of online harassment 

incidents. It is possible that the role of appraisal in the online harassment situation 

might be magnified, which shaping users’ approach coping strategies rather than 

avoidance coping strategies. Nevertheless, the findings demonstrate the differences 

between online coping strategies and the differential effects of danger control and 

fear control processes in the use of strategies in response to online harassment on 

social media. Again, these differences across modes of response within both self- 

and initiator- focused strategies support the usefulness of the typology. 
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Extending the typological framework of online coping strategies in Essay 1, 

this essay also provides insight into why the different effects of online coping 

strategies used occurred by considering both the cognitive and affective appraisals 

in response to online harassment on the platforms. The cognitive (danger-control 

process) and affective (fear-control process) appraisals had significant effects on 

the use of online coping strategies differently, with differences in the degree of the 

cognitive and affective appraisals across modes of both initiator-focused and self-

focused strategies. In the danger control process, users assess their coping self-

efficacy in dealing with online harassment. The results showed that users were more 

likely to use the initiator-focused strategies of blocking and reporting but less likely 

to use seclusion strategy when they developed a high level of confidence in their 

ability to execute the platform functions in combating online harassment. Also, 

when users had a high level of trust in social media, they were more likely to use 

the approach strategies of mediation. In the fear control process, users with the 

intensified fear of online harassment were more likely to use self-focused and 

avoidance strategies, such as seclusion, mediation, and blocking. Interestingly, 

contrary to the expectation, the feeling of fear did not have any significant effect on 

the reporting strategy. One of the possible reasons is that users who had an 

intensified fear might also be fear of being negatively evaluated and retaliated if 

they chose to report the incidents or perpetrators to the authority on the platforms 

through using the reporting functions. It may have contributed to the absence of a 

significant relationship between the feeling of fear and the use of reporting strategy. 

Future research is needed to further investigate the contingency effect in the 

relationships between fear and the choice of reporting strategy. 
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3.6.2 Theoretical Implications  

This research offers several contributions to theory. First, the findings of 

this essay advance the literature on coping by providing insight into the concept of 

online coping strategies, and why users decide to use the specific type of online 

coping strategies in response to online harassment on social media. Previous 

research has shown that users may take on multiple reactions to the threat of online 

harassment (Singh & Sonkar, 2013; Sleglova & Cerna, 2011), and their appraisal 

assessment will substantially influence their decision to use the potential coping 

strategies (Raskauskas & Huynh, 2015). This research extends these lines of study 

by articulating how the cognitive (danger-control process) and affective (fear 

control process) appraisals affect users’ choice of online coping strategies on the 

platforms.  

Second, the results contribute to the online harassment literature, which has 

invested considerable effort into understanding the coping strategies of online 

harassment but has generated less knowledge about the framework of both 

appraisals and different types of online coping strategies used. The research 

answers the call of understanding coping with online harassment (Cassidy et al., 

2013; Jacobs et al., 2015a; Jacobs et al., 2015b; Raskauskas & Huynh, 2015) and 

suggests that users’ threat and coping appraisals, as well as their emotional reaction, 

can influence the extent to which they decide to use the particular type of online 

coping strategies. The emphasis on understanding users’ online coping strategies in 

response to online harassment, thus addresses gaps in the literature. The model of 

this essay builds on and differs from the extant coping theory. This model 

emphasizes the influence of appraisals on the developed typology of online coping 

strategies. In so doing, this essay extends the understanding of appraisals to the 
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choice of online coping strategies. The findings of this essay also suggest that 

research on online harassment would benefit from moving toward exploring a focus 

of response and mode of response on the typology of online coping strategies  

3.6.3 Practical Implications  

The findings of this essay also provide valuable insights to platform 

providers, school counselors, and government agencies in their efforts to combat 

online harassment. This study draws attention to online coping strategies as the 

potential coping strategies for users to tackle harassment on social media and 

highlights the role of the appraisal processes in influencing users’ decision to use 

those strategies.  

First, this essay investigated users’ tendency to use platform functions to 

cope with online harassment. Following the typological framework developed in 

Essay 1, this essay illuminated the mechanism behind users’ online protective 

tendencies. Specifically, how the users would use the platform functions as the 

online coping strategies to deal with online harassment is specified. Platform 

providers can design relevant and useful features to facilitate the active use of online 

coping strategies, and also specify the purpose and guidelines of each function on 

the platforms to strengthen users’ sense of protection, which in turn increase their 

coping tendencies to online harassment. 

Second, this essay highlights the differential appraisals associated with 

different forms of online coping strategies. In particular, by outlining the effects of 

feeling of fear, self-efficacy, and trust on the different forms of online coping 

strategies, the results suggest that platform providers should consider users’ 

psychological appraisal processes when designing functions on their platforms. 

Platform providers can ameliorate the potential online harassment threat, increase 
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users’ level of efficacy and trust in the platforms, and alleviate the fear of being 

negatively evaluated in the social media environment through developing the easy 

to use and follow functions and establishing a transparent and fair community 

guideline and healthy online social environment.  

Third, this essay provides a better understanding of the appraisal factors 

contributing to the online coping strategies, which helps government agencies, 

organizations, and website developers designing more effective solutions to fight 

against online harassment. For example, the findings of this essay showed that the 

degree of the perceived threat would influence users’ likelihood to choose their 

online coping strategies to deal with the incident. Educational campaigns or 

instructional programs that raise awareness among the general public of the adverse 

consequences of cyber offenses should be introduced and reinforced to help prevent 

and stop online harassment on social media. Moreover, the findings of this essay 

confirmed the importance of efficacy appraisals in shaping users’ likelihood to use 

reporting strategy when encountering harassment on social media. Therefore, 

school counselors and government agencies are advised to implement educational 

programs (e.g., training on strategies for coping with online harassment) to enhance 

individuals’ self-efficacy in carrying out online coping strategies. Platform 

providers should also establish clear guidelines on how to use those online coping 

strategies and inform their users about their community standards, procedures, and 

actions in handling online harassment.  

3.6.4 Limitation and Future Research  

In order to maintain a parsimonious model, this essay focused on 

investigating the impact of the most relevant appraisal factors driving users’ 

decision to use online coping strategies in response to online harassment. While the 
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research model has already indicated adequate explanatory power, future research 

is needed to explore other factors (e.g., coping effectiveness, social appraisal, other 

system appraisals, other forms of trust) that may influence users’ online coping 

strategies selection.  

The experimental operationalization may constrain the results of this essay. 

First, this essay only focused on a particular social media. It may limit participants’ 

actual response on another social media platform or other online communication 

channels. Additional research is needed to validate the findings of this essay across 

various social media platforms. In addition, culture has been shown to influence 

users’ appraisal processes (Mesquita & Ellsworth, 2001). Future research can 

involve participants from diverse cultural backgrounds to explore how different 

cultural dimensions affect the processes of danger- and fear- control, and also their 

coping strategies (Hofstede & Hofstede, 2001).  

Second, users may feel guilt and feel partially blamable for the occurrence 

of online harassment. Attribution and responsibility may confound the results of 

users’ decision to use a specific type of online coping strategies. Future studies can 

control the level of users’ responsibility when accounting for their online coping 

strategies.  

Third, in this essay, as hindered by the cross-sectional experimental data, 

the effectiveness of the online coping strategies, and the impact of online 

harassment cannot be measured at this time. A longitudinal study can address these 

questions by measuring the effectiveness of specific coping strategies and the 

impact of the strategies. A follow-up post-test of this study can be conducted by 

further adding the measurement of coping effectiveness. The follow-up study 

allows researchers and practitioners to have a complete understanding of users’ 
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choice of online coping strategies and the effectiveness of those strategies in 

combating online harassment.  

Fourth, this is an empirical study, employing a scenario-based method to 

ask participants’ action tendencies rather than examining participants’ actual 

behaviors. Although using the scenario-based method to measure the thought and 

behaviors of participants is widely used and accepted in psychology and IS 

literature, future research is highly advised to consider a longitudinal multi-

source/methodological approach or using data from service providers in the field to 

capture and examine users’ actual strategy use.  

3.7 CONCLUSION  

Online harassment is an emergent issue in a global society that has received 

attention from both researchers and practitioners. This essay is one of the few early 

attempts to investigate users’ online coping strategies in response to online 

harassment in the context of social media. By investigating the underlying 

mechanism of the use of online coping strategies, this essay demonstrated the 

potential value of online coping strategies and provided strong evidence that the 

choice of specific online coping strategies varies depending on users’ appraisal of 

the online harassing situation and their coping abilities. The findings of this essay 

serve as a springboard for additional empirical research into coping with online 

harassment and yield valuable insights that can guide the development of a brighter 

and safer digital society. 
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CHAPTER 4.  STANDING UP OR STANDING BY: 

UNDERSTANDING BYSTANDERS’ PROACTIVE 

REPORTING RESPONSES TO ONLINE 

HARASSMENT (ESSAY 3) 

4.1 OVERVIEW 

Online harassment, a cyberbullying behavior, poses a serious threat to users 

and providers of social media. To mitigate the impact of such harassment, bullying 

research suggests involving bystanders in the intervention. While platform 

providers offer built-in reporting functions for bystanders to intervene when they 

view online harassment, there is a need for a theory-guided examination of design 

features that support bystanders’ interventions that aim to curb online harassment. 

Essay 3 develops a contextualized research model that explains why individuals 

report witnessing online harassment. It tested the model using data gathered from 

291 active Facebook users. This essay found that four contextualized factors, 

including perceived emergency of the online harassment incident, perceived 

responsibility to report, perceived self-efficacy in using built-in reporting functions, 

and perceived outcome effectiveness of built-in reporting functions for tackling 

online harassment, are important factors for shaping bystander reporting 

interventions. This essay also found that socio-environmental factors—namely, 

perceived reporting climate and perceived reporting justice, exert a significant 

effect on bystanders’ willingness to intervene. Finally, the findings underscore the 

importance of a technological factor—system anonymity—in motivating online 

reporting and also highlight the presence of others as an important factor that 

discourages bystanders’ willingness to help. By shedding light on technological and 
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social factors that motivate bystanders to intervene in online harassment on social 

media, this study yields insight into how to build safer and secure social media 

platforms for all users. 

4.2 INTRODUCTION 

With social media gaining popularity as the primary online space for 

communication and interaction (Cavusoglu et al., 2016; Karahanna et al., 2018; 

Krasnova et al., 2015), online platforms have also become ideal venues for 

cyberbullying (Van Royen et al., 2017). Online harassment, the most prevalent form 

of cyberbullying, involves individuals deliberately disseminating rude, threatening, 

or offensive content directed at individuals or groups through information 

communication technologies (ICTs) (Wolak et al., 2007). Prior studies have found 

that online harassment on social media platforms is a widespread phenomenon that 

affects all age groups. The children’s charity Plan International UK found that 43.9% 

of adolescents between 11 and 18 have been victimized by harassment on social 

media (Plan International UK, 2017), while the Pew Research Center reports that 

66% of adult internet users have witnessed online harassment and 41% have 

experienced online harassment, with about 58% of online harassment occurring on 

social media (Duggan, 2017). Ample evidence exists that online harassment 

negatively impacts social media users, resulting in outcomes such as suicidal 

ideations, social anxiety, substance abuse, diminished life satisfaction, and 

delinquency (Hinduja & Patchin, 2010; Slonje et al., 2013).  

Online harassment typically involves three actors: bystanders, perpetrators, 

and victims (Vandebosch et al., 2012). Bystanders who witness harassment by 

perpetrators of victims (Demaray et al., 2016) can intervene in three major ways: 
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reporting the harassment to platform administrators or other authorities, defending 

the victim, and supporting the victim (Dillon & Bushman, 2015). Of these 

interventions, reporting the harassment to platform administrators may be the most 

efficient and effective way to stop online harassment (Wong-Lo & Bullock, 2014). 

To do so, a bystander would typically use a platform’s tool to submit a report. The 

platform’s review team would then assess the report and either remove materials 

deemed offensive or block the perpetrator from accessing his or her account. 

Though many social media platform providers (e.g., Facebook, Twitter, LinkedIn, 

and YouTube) have implemented built-in reporting functions for users to report 

online harassment incidents (Facebook Safety, 2011; Kiss, 2010), we lack an 

academic understanding of bystanders’ willingness to use platforms’ built-in 

reporting functions. 

Understanding the factors that shape why bystanders report online 

harassment on social media is important for several reasons. Social media platform 

providers are under increasing public pressure to prevent online harassment. A 

recent survey found that 62% of users view online harassment as a serious problem 

on social media, and 27% of users stated they would discontinue using social media 

if platform providers failed to mitigate the problem. A full 79% of users expect 

platform providers to protect them from online harassment and believe they bear 

primary responsibility for combating online harassment on their platforms (Duggan, 

2017). Indeed, educators and government agencies increasingly place responsibility 

for mitigating harassment on social media platform providers, requesting that they 

introduce digital safety plans to protect users and alleviate online harassment 

(Martin, 2017). In doing so, they have essentially placed social media platforms in 

the position of not only providing content and/or spaces to engage in online activity 
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but have also saddled them with the responsibility of moderating public discourse 

(Boyd, 2010; Crawford & Gillespie, 2016).  

 Given the constantly expanding volume of social media, platform 

providers are faced with the monumental burden of monitoring, identifying, and 

reviewing every potentially offensive post. While platform providers such as 

Facebook and Instagram have experimented with machine learning and artificial 

intelligence interventions to identify harassing posts (Griffiths, 2019), online 

harassment often involves subtle messaging that is difficult for machines to detect 

(Harris, 2017). Following the Christchurch terror attack in New Zealand, for 

example, automated tools struggled to identify and remove offensive content 

(Simonite, 2019). Platform providers freely acknowledge that automated 

technology is still far from effective at identifying inappropriate content. For 

instance, Facebook reported that it removed an astounding 2.6 million content items 

related to bullying or harassment in the first quarter of 2019—automated 

technology identified only 14.1% of that content (Facebook, 2019). Thus, since 

social media platforms cannot possibly identify every offensive iteration in a timely 

manner, bystanders can actually play a critical role in identifying and reporting 

online harassment on social media platforms, thus helping to stem the dissemination 

of offensive materials on social media platforms (Cassidy et al., 2013). 

Furthermore, given that victims of online harassment tend to conceal their 

emotions and avoid taking any action (Paul et al., 2012; Price & Dalgleish, 2010), 

one potential means of deterring online harassment may be to identify ways of 

actively encouraging bystanders to take action. A recent survey found that while 

approximately 30% of bystanders report intervening after witnessing online 

harassment (Duggan, 2017), some users may not be using the most efficient means 
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of reporting. Despite the abundance of built-in, online reporting functions of these 

bystanders, only 17% reported taking action by using the platforms’ reporting tools 

to flag the content, and only 12% used these tools to report the perpetrator. Given 

that other means of reporting may be less efficient than using built-in platform tools, 

there is a need not only to understand what factors motivate bystanders to intervene 

in online harassment but also to understand when and why bystanders use built-in 

online reporting functions versus other reporting modalities.  

Given the importance of bystanders for mitigating online harassment on 

social media, this paper examines how the technological features and the social 

context of social media platforms shape bystanders’ willingness to use built-in 

reporting functions on social media platforms. Such work is important because it 

directs attention to how the socio-technical system (Sarker et al., 2019)—i.e., the 

interplay between users and platforms—as well as the social norms and regulatory 

structures of social media shape bystanders’ behavior (Crawford & Gillespie, 2016) 

and influence whether they use built-in reporting functions on social media 

platforms. Thus, specifically, the primary research objective of this essay is to 

advance prior literature and develop a contextualized understanding of bystanders’ 

willingness to report online harassment using built-in reporting functions on social 

media platforms.  

To achieve this objective, this essay constructs and test a model of bystander 

intervention on social media that considers how bystanders assess harassment 

incidents—especially in terms of their own responsibility to intervene and their 

capability to help—and examines how the presence of others and confidence in 

pertinent sociotechnical factors (i.e., trust in the relevant social media platforms and 

their built-in reporting functions) can impact bystanders’ willingness to intervene. 
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By developing a context-specific model, this research offers a rich explanation of 

bystander intervention and makes a nuanced, contextualized, contribution to 

understanding how to curb online harassment (see Hong et al., 2014b; Johns, 2006, 

2017).  

4.3 RESEARCH BACKGROUND 

In this section, this essay sets the stage for theory development by reviewing 

extant research on online harassment, bystanders’ responses, and reporting behavior 

(which also includes a summary of built-in reporting functions on popular social 

media platforms). This essay then introduces the bystander intervention framework 

(Latane & Darley, 1970) and discusses the role of social media in this framework, 

which thus serves as the theoretical foundation for the model of bystander reporting 

interventions using built-in reporting functions on social media platforms. 

4.3.1 Online Harassment and Bystanders’ Responses  

Online harassment refers to any threatening and/or offensive message sent 

directly to a victim or posted publicly about a victim by means of an online 

communication medium. It often involves a disruptive event that follows the pattern 

of cyberbullying10 and includes features that distress the victim (Jones et al., 2013). 

Existing studies on online harassment primarily focus on (1) comparisons between 

offline and online harassment (e.g., Sumter et al., 2012; Wolak et al., 2007); (2) 

how online features accelerate the prevalence of online harassment (e.g., Lowry et 

al., 2016b; Moore et al., 2012); and (3) the characteristics (or profiles) of 

perpetrators and victims (e.g., Calvete et al., 2010; Finn, 2004; Huang & Chou, 

 
10 Kowalski et al. (2008) categorized cyberbullying into six types, including harassment, denigration, outing and trickery, 

exclusion, impersonation and cyberstalking.  
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2010). Although research has directed attention toward perpetrators and victims 

(Lindsay et al., 2016; Ybarra et al., 2007b), few studies examine bystanders’ 

responses to online harassment (Jones et al., 2015).  

Bystanders are witnesses of harassment and other acts of violence, which 

they neither perpetrate nor are directly victimized (Demaray et al., 2016; Twemlow 

et al., 2004). Bystanders are highly important participants because their response to 

harassment on social media platforms can influence how the harassment incident 

unfolds (Leung et al., 2018) and is believed to one of the most highly effective 

means of curbing online harassment (Wong-Lo & Bullock, 2014). However, it is 

important to point out that bystanders can play both positive and negative roles in 

online harassment (Desmet et al., 2012; Pozzoli & Gini, 2013; Salmivalli, 2010; 

Twemlow et al., 2004). Positive bystander behaviors—such as reporting 

harassment to platform administrators, or defending, consoling, or supporting the 

victims—can mitigate harm to victims and/or stop the harassment (Cassidy et al., 

2013); however, negative bystander behaviors—such as actively supporting 

harassment (via forwarding, leaving comments, or clicking the “like” button on 

harassment posts) or passively ignoring the incidents (Shultz et al., 2014)—can 

reinforce the undesirable behavior of the perpetrators and magnify the negative 

impact on victims (Macháčková et al., 2013; Runions et al., 2013). While 

bystanders may respond to online harassment in different ways, this research seeks 

to specifically identify what drives bystanders’ willingness to use built-in reporting 

functions to intervene in online harassment. 

4.3.2 Prior Literature on Reporting Behavior  

Theorizing about how bystanders respond to viewing online harassment on 

social media platforms necessitates understanding general harassment and reporting 
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behavior. The literature review (See Table Error! No text of specified style in 

document.-1 in Appendix C1) reveals that reporting behavior is primarily studied 

in the context of health and medical errors (Lee et al., 2003; Maharshi & Nagar, 

2017), environmental and natural disasters (Cao et al., 2013; Shimabukuro et al., 

2015; Welker et al., 2015), violence and crime (Nolan et al., 2015; Stack & Rockett, 

2018), auditing and financial reporting (Friedman, 2016; Huang et al., 2016), and 

organizational whistle-blowing and peer-reporting (Bruns et al., 2012; Lowry et al., 

2013). Among the various forms of reporting behavior, whistleblowing, which 

refers to “the disclosure by organization members . . . of illegal, immoral, or 

illegitimate practices under the control of their employers, to persons or 

organizations that may be able to effect action” (Near & Miceli, 1995, p. 680), has 

been found to be a particularly effective tool to fight unethical 

practices/wrongdoing in organizations (Park et al., 2008; Park & Keil, 2009; Smith 

& Keil, 2003). While prior IS research has drawn on the model of whistleblowing 

to explain the reporting of computer abuses and bad news about IT projects in 

organizational contexts (Lowry et al., 2013), we found no evidence of a theoretical 

investigation devoted to why bystanders report online harassment on social media 

platforms.  

Absent specific guidance from social media research, it is not surprising that 

platform providers employ different approaches for facilitating bystander reports of 

online harassment. Table Error! No text of specified style in document.-2 in 

Appendix C2 presents a list of popular social media platforms, their salient features, 

and their online harassment reporting functions (Global Web Index, 2018). While 

reporting mechanisms are generally similar, platforms require different information 

from bystanders reporting an incident. For example, Facebook, Instagram, and 
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LinkedIn ask users to specify the incident type, while Twitter requires users to 

provide their name and email when reporting. Furthermore, some social media 

platforms (e.g., Instagram, LinkedIn, YouTube) provide limited feedback to 

bystanders who report posts, giving them no indication as to whether review teams 

actually responded to reports of online harassment.  

4.3.3 The Bystander Intervention Framework  

To understand why bystanders use built-in reporting functions, this essay 

draws on the bystander intervention framework (Latane & Darley, 1970) to guide 

this research model development. The bystander intervention framework (Latane & 

Darley, 1970) was developed to explain why offline bystanders intervene to curtail 

face-to-face harassment. The framework suggests that bystanders’ assessment of an 

event they are witnessing, their sense of personal responsibility to intervene, and 

their actual capacity to intervene are all factors that shape their helping response 

(Latane & Darley, 1970). The framework also directs attention to bystanders’ 

evaluation of the presence of others (i.e., pluralistic ignorance, diffusion of 

responsibility, and evaluation apprehension) as shaping responses (Darley & Latane, 

1968; Latane & Darley, 1968, 1970).  

4.3.4 The Role of Social Media in Bystander Reporting Interventions 

Attaining a deeper understanding of bystanders’ willingness to report online 

harassment on social media platforms is important, because social media constitute 

a distinct context, as compared to traditional bullying and reporting environments 

(see Table 4-1).  
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Table 4-1 Comparison of Reporting Intervention between the Traditional 

and Social Media Environment 

 
Traditional reporting 

interventions 

Social media reporting 

interventions 

Reporting 

medium 

Face-to-face reporting or 

making phone calls 

Reporting through built-in 

reporting functions on social 

media platforms 

The space of 

harassing 

and 

reporting 

acts 

The harassing act and the 

reporting act often take place in 

different spaces (e.g., fighting 

on the playground but reporting 

in the police station) 

The harassing act and the 

reporting act often take place in 

the same space (e.g., posting 

harassing posts and intervening 

with built-in reporting functions 

on the same social media 

platform) 

Parties 

involved  

During the process of reporting 

intervention, bystanders and 

other parties (i.e., bully, victim, 

other bystanders) are normally 

not in the same environment  

During the process of reporting 

intervention, all parties (i.e., 

bully, victim, other bystanders) 

are in the same environment 

(i.e., the social media platform) 

 

In contrast to traditional reporting interventions (in which the harassing act 

and the reporting act typically occur in different locations), social media reporting 

interventions often occur in the same place as the harassing act—namely, on the 

social media platform itself. All parties involved in the online harassment incident 

(i.e., perpetrator, victims, and bystanders) use the same social media platform. As 

such, their offline identity and social network (i.e., list of friends and followers) 

may be easily identifiable through information posted on their public or private 

profiles. Furthermore, platform owners or users with API access can retrieve and 

trace posts back to their sources (McFarland & Ployhart, 2015), rendering authors 

identifiable and potentially responsible for the content of their posts. In addition, 

due to enhanced visibility of social media communications facilitated by network 

translucence (i.e., seeing the structure of communication networks) and message 

transparency (i.e., seeing the content of the incident and related messages) 
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(Leonardi, 2014, 2015), bystanders may have legitimate concerns about the 

sociotechnical aspects involved with using built-in reporting functions to report 

online harassment on social media platforms—for example, reporting system 

anonymity, reporting climate, and reporting justice (as described in Table 4-2). 

Thus, it is critical for social media platforms to offer a secure, anonymous reporting 

function in order to encourage bystanders to report online harassment. 

 

Table 4-2 Bystander Reporting Interventions on Social Media Platforms 

Sociotechnical 

factors 

Definition Reporting intervention on social media 

platforms 

Confidence in 

system 

anonymity 

The extent to 

which 

bystanders 

believe in the 

anonymity of 

the system 

when using 

built-in 

reporting 

functions.  

All parties (i.e., the bully, victim, and 

bystanders) are registered users of the same 

social media platform. The public or private 

profiles on the social media platform can 

disclose users’ personal identity and social 

network (i.e., list of friends and followers) to 

others (Leonardi, 2014). Bystanders may 

fear that others can easily find out the person 

who reports the incident. Anonymity is an 

essential system feature of built-in reporting 

functions on the social media platform. 

Perceived 

reporting 

climate 

The extent to 

which the 

reporting acts 

are 

encouraged 

and 

supported on 

the social 

media 

platform.  

Communication and interaction on the social 

media platform (e.g., post, comment, like, 

share) are visible to all registered users of the 

platform (Leonardi, 2014). Bystanders can 

observe what others do when they decide to 

use built-in reporting functions on the same 

social media platform. If they find the online 

social environment supportive of reporting 

undesirable behavior, they are likely to use 

built-in reporting functions.  

Perceived 

reporting 

justice 

The extent to 

which the 

reporting act 

is treated 

fairly by the 

social media 

platform 

provider.  

The translucent nature of the social media 

environment (Leonardi, 2014) allows 

bystanders to observe and get feedback on 

the reporting mechanism of the social media 

platform. The perception of a fair reporting 

mechanism encourages bystanders to use 

built-in reporting functions.  
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Finally, while harassing acts and reporting acts may take place on the same 

social media platform, actors have time to assess how they want to respond to an 

incident. Typically, perpetrators, victims, and bystanders of online harassment are 

aware of who is privy to an incident (McFarland & Ployhart, 2015). Because acts 

may be asynchronous, bystanders have time to evaluate the online social 

environment (i.e., the reporting climate) and the likelihood that a platform will act 

(i.e., the reporting justice) before taking further action. Bystanders are more likely 

to intervene if there are observable contextual cues indicating a positive reporting 

climate (that encourages the voicing of concerns) and a fair reporting policy/process 

(that conveys justice).  

4.4 RESEARCH MODEL AND HYPOTHESIS DEVELOPMENT  

In this section, this essay contextualizes the bystander intervention 

framework (Latane & Darley, 1970) to social media platforms as part of the 

explanation of bystander reporting interventions in response to online harassment. 

Specifically, this essay map core concepts of the bystander intervention framework 

to constructs the model in order to clarify bystanders’ willingness to use built-in 

reporting functions to report online harassment on social media platforms (see 

Table 4-3).  
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Table 4-3 The Model Summary 

The bystander 

intervention 

framework 

Core constructs in the research model 

Decision of 

intervention 

Willingness to Use Built-In Reporting Functions is defined 

as the bystanders’ willingness to report online harassment 

incident to platform providers by using the built-in 

reporting functions of social media platforms 

Assessment of 

the event 

Assessment of the Online Harassment Incident  

-Perceived Emergency is defined as the extent to which 

bystanders believe that the online harassment incident 

needs to be addressed urgently 

Assessment of 

personal 

responsibility  

Assessment of Personal Responsibility to Report the 

Incident 

-Perceived Responsibility to Report is defined as 

bystanders’ subjective assessment of their sense of personal 

obligation to deal with online harassment incident 

Assessment of 

capability to 

intervene 

(personal and 

situational 

factors) 

Assessment of Capability to Intervene  

-Perceived Self-Efficacy to Report is defined as bystanders’ 

subjective assessment of their ability to successfully report 

the harassment using built-in reporting functions on social 

media platforms 

-Perceived Outcome Effectiveness of Reporting is defined 

as the extent to which bystanders believe that using built-in 

reporting functions on social media platforms will 

effectively tackle online harassment 

Presence of 

others 

Presence of Others 

-Pluralistic Ignorance is defined as the extent to which the 

bystanders believe that other bystanders who have also 

witnessed the incident will remain unconcerned with the 

online harassment incident on the social media platform 

-Diffusion of Responsibility is defined as the extent to 

which the bystanders believe that reporting responsibility 

should be transferred to other bystanders who have also 

witnessed the incident  

-Evaluation Apprehension is defined as the bystanders’ fear 

of being judged or negatively evaluated when using built-in 

reporting functions to report an online harassment incident  
 

 

Considering the characteristics of reporting behavior on social media 

platforms (discussed in the previous section), the research model (see Figure 4-1) 

includes not only the contextualized factors of the bystander intervention 

framework but also the sociotechnical factors (i.e., perceived reporting climate, 
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perceived reporting justice, and confidence in system anonymity) relevant to 

bystander reporting on social media platforms. 

 

Figure 4-1 The Research Model  

 

4.4.1 Predictors of Bystanders’ Willingness to Use Built-In Reporting 

Functions  

Drawing on the bystander intervention framework (Latane & Darley, 1970), 

this essay posits that bystanders’ willingness to use built-in reporting functions is 

determined by four main factors: (1) their assessment of the emergency of the online 

harassment situation, (2) their sense that it is their personal responsibility to report 

the incident, (3) their personal capacity to intervene, and (4) the presence of 

others—i.e., whether other bystanders are also present. This essay also resorts to 

appraisal theories (Folkman et al., 1986; Lazarus & Folkman, 1984) to explain the 

mechanisms that drive bystanders’ proactive reporting responses. Appraisal 

theories have been used to explain reporting behaviors in various contexts—
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involving, for example, incidents of wrongdoing (Edwards et al., 2013), 

whistleblowing (Hollings, 2013), and bullying (Gaffney et al., 2012). Bystanders’ 

decision to report an online harassment incident involves the appraisal of various 

aspects of a stressful event. During the primary appraisal, bystanders evaluate the 

emergency of the incident and their personal responsibility to address the incident. 

During the secondary appraisal, bystanders assess their control over the situation 

by considering what resources to respond to the incident are available to them 

(Lazarus & Folkman, 1984). Finally, bystanders consider whether there are other 

people present who are also capable of responding to the incident (Latane & Darley, 

1970).  

4.4.2 Assessment of the Online Harassment Incident  

Perceived emergency is defined as the extent to which bystanders perceive 

that an online harassment incident occurring on a social media platform needs to be 

urgently addressed. Since emergency events are more likely to draw bystanders’ 

attention and motivate them to take protective action (Dovidio et al., 2006; 

Loewenstein & Small, 2007), threat assessment of emergency (i.e., the primary 

appraisal) exerts significant influence on individuals’ decisions to engage in 

prosocial interventions (Burn, 2009; Manstead & Fischer, 2001; Nickerson et al., 

2014). The open and connected nature of social media makes it possible for users 

to see content, including harassing messages, posted or reposted (e.g., via sharing) 

in their social network, and then to also see others’ reactions to the content (e.g., 

via comments and likes) (McFarland & Ployhart, 2015). In the context of this study, 

when bystanders perceive that an online harassment incident calls for prompt action 

(e.g., when there are many likes and nasty comments related to a harassment post), 
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they are more likely to report the incident using built-in reporting functions on 

social media platforms.  

Hypothesis 1 (H1). Perceived emergency will have a positive effect on 

bystanders’ willingness to use built-in reporting functions to report 

online harassment incidents to platform providers. 

4.4.3 Assessment of Bystanders’ Personal Responsibility to Report the 

Incident  

Perceived responsibility to report refers to bystanders’ subjective 

assessments of their sense of obligation to deal with online harassment incidents 

personally (Gracia et al., 2008). In the social media context, victims of online 

harassment are often members of the bystander’s social network (e.g., close friends, 

acquaintances, or online followers). Upon witnessing a harassing incident, 

bystanders may develop a sense of responsibility to protect their connections and 

may choose to report the incident using the platform’s reporting function. As 

mentioned above, 66% of Americans have witnessed online harassment directed at 

others. While only 30% of these individuals reported intervening in some way, 60% 

believed that bystanders have the responsibility to mitigate online harassment on 

social media platforms (Duggan, 2017).  

The sense of personal responsibility to ameliorate victims’ suffering is an 

important factor in the bystander intervention framework (Schwartz & David, 1976; 

Schwartz & Clausen, 1970). The appraisal literature suggests that perception of 

responsibility is a self-evaluation often associated with moral reasoning (Bivins, 

2006). Individuals who believe they bear a responsibility to mitigate the harm 

associated with a disruptive incident are likely to adopt prosocial intervention 

strategies to address the adverse situation (Laible et al., 2008). Findings from prior 
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research have also revealed that individuals’ strong sense of responsibility predicts 

their intentions to report acts of crime, violence, and wrongdoing (Edwards et al., 

2013; Finkelhor & Wolak, 2003; Tarling & Morris, 2010). Likewise, this essay 

expects that bystanders’ perceived personal responsibility to report will increase 

their willingness to intervene by using built-in reporting functions to report online 

harassment incidents to social media platform providers.  

Hypothesis 2 (H2). Perceived responsibility to report will have a 

positive effect on bystanders’ willingness to use built-in reporting 

functions to report online harassment incidents to platform providers. 

Disruptive events assessed as urgent may induce a sense of responsibility to 

engage in the prosocial intervention. In the social media context, online harassment 

content can spread almost instantly across different online networks after it is 

initially posted. The situation is exacerbated when the content is made even more 

visible through responses such as comments, likes, and shares (Zhao et al., 2011). 

This essay suspects that the speed with which harassment content spreads on social 

media may elevate bystanders’ perception of the urgency of the online harassment 

incident and trigger their personal responsibility to intervene.  

Hypothesis 3 (H3). Perceived emergency will have a positive effect on 

perceived responsibility to report.  

4.4.4 Assessment of Bystanders’ Capability to Intervene  

Individuals assess both their personal intervention abilities (perceived self-

efficacy) and the effectiveness of available intervention resources (perceived 

outcome effectiveness) in determining how to respond to a disruptive event (Latane 

& Darley, 1970). In this study, perceived self-efficacy to report refers to bystanders’ 

personal judgment of their ability to perform reporting acts using built-in reporting 



 

136 

functions on social media platforms. Perceived outcome effectiveness of reporting 

refers to the extent to which bystanders believe that using built-in reporting 

functions on social media platforms is an effective means of tackling online 

harassment. The appraisal theories suggest that individuals evaluate the resources 

at their disposal for exerting control over the situation (Folkman et al., 1986). Prior 

coping and appraisal studies have offered ample evidence that perceived self-

efficacy and perceived outcome effectiveness shape users’ willingness to perform 

protective actions across domains (Bala & Venkatesh, 2015; Lee & Larsen, 2009; 

Liang & Xue, 2010; Tu et al., 2015).  

Along the same lines, the theory predicts that perceived self-efficacy to 

report and perceived outcome effectiveness of reporting are salient factors 

influencing bystanders’ willingness to use built-in reporting functions on social 

media platforms. If bystanders believe that they can competently use built-in 

reporting functions to combat harassment on social media platforms effectively, 

they will be more willing to perform such reporting acts. In addition, this essay 

expects that individuals will engage in a careful evaluation of the utility of available 

built-in reporting functions. Only when bystanders are confident that the use of the 

reporting functions will, indeed, bring about desired changes (i.e., intervention on 

the part of platform providers in online harassment incidents), they will be willing 

to use the reporting functions. A recent Safety Net report (The Children's Society 

& YoungMinds, 2018) shows that users believe they should receive training on 

reporting and that they want access to tools and technological solutions for online 

harassment. However, the report also revealed users' concern with the transparency 

and response speed related to reporting harassing incidents on social media 

platforms. The report’s findings support the contention that individuals carefully 
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assess their personal capability to intervene in online harassment incidents (by using 

reporting tools or other technological solutions).  

Hypothesis 4 (H4). Perceived self-efficacy to report will have a positive 

effect on bystanders’ willingness to use built-in reporting functions on 

social media platforms. 

Hypothesis 5 (H5). Perceived outcome effectiveness of reporting will 

have a positive effect on bystanders’ willingness to use built-in reporting 

functions on social media platforms. 

4.4.5 Presence of Others  

The presence of others refers to the phenomenon of bystanders being less 

likely to intervene when they notice that others are present, which is caused by the 

mechanisms of pluralistic ignorance, diffusion of responsibility, and evaluation 

apprehension (Fischer et al., 2011; Latané & Nida, 1981). Social media is designed 

for social interaction. Users often expose themselves to a social media environment 

characterized by high transparency of social information (McFarland & Ployhart, 

2015). Specifically, bystanders can easily observe how others react to disruptive 

events (i.e., seeing others), and others can also see how these bystanders react (i.e., 

being seen by others) (Schacter et al., 2016; Thornberg, 2007). The effects of seeing 

others and being seen by others may inhibit bystanders’ interventions. When 

bystanders see that no one else is intervening (i.e., see no feedback in the form of 

likes, comments, or shares on harassment posts), they may conclude that no action 

is needed (i.e., pluralistic ignorance). When they perceive that there are other 

bystanders on the social media platform (e.g., via the list of connections or the 

“Who is available to chat” function provided by Facebook in real time), they may 

expect that others witnessing the incident will intervene instead (i.e., diffusion of 
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responsibility) (Obermaier et al., 2016). Moreover, human beings are social animals 

(Burn, 2009; Manstead & Fischer, 2001; Nickerson et al., 2014) who care about 

social rewards and punishments, and who also care about how others evaluate them 

and their actions (i.e., open access to users’ online profiles may exacerbate this 

concern by displaying personal information and their record of activities on the 

platform). As such, bystanders witnessing online harassment may be reluctant to 

intervene if they believe that their actions will be judged negatively or if they fear 

retaliation by others on the social media platform (i.e., evaluation apprehension).  

Hypothesis 6a (H6a). The presence of others will have a negative effect 

on bystanders’ willingness to use built-in reporting functions on social 

media platforms. 

Prior research provides some empirical evidence supporting the negative 

impact of the presence of others on bystanders’ sense of personal responsibility and 

their intervention intentions. For instance, Koedinger and Aleven (2007) observed 

that when bystanders perceive the presence of others in their social circles, they 

tend to minimize their responsibility to help and underuse available intervention 

resources. Obermaier et al. (2016) also found that when the number of witnesses to 

cyberbullying incidents on Facebook increased, bystanders were less likely to feel 

a personal responsibility to respond and were thus less inclined to attempt to curb 

the cyberbullying incidents. In the context of this study, this essay expects that the 

presence of others will reduce bystanders’ sense of personal responsibility to report 

online harassment.  

Hypothesis 6b (H6b). The presence of others will have a negative effect 

on bystanders’ perceived responsibility to report online harassment on 

social media platforms. 
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4.4.6 Sociotechnical Factors of Intervention  

As discussed in the previous section, the decision to use a built-in reporting 

function is complicated in the social media environment. This study advances the 

theoretical understanding of bystander reporting interventions by incorporating 

sociotechnical factors pertinent to the reporting behavior on social media platforms. 

Specifically, this essay examines how bystanders evaluate their general confidence 

in social media platforms (i.e., reporting climate and reporting justice) and their 

trust of built-in reporting functions (i.e., confidence in system anonymity).  

4.4.6.1 The Characteristics of Social Media Platforms  

Drawing on prior research on reporting (Dozier & Miceli, 1985; Miceli & 

Near, 1985), this essay has identified two social environment factors shaping 

bystanders’ decision to report online harassment on social media platforms: (1) 

structure and policies (i.e., perceived reporting justice), and (2) managerial 

practices (i.e., perceived reporting climate). These structural features and 

managerial practices affect how individuals perceive the efficacy of reporting 

behaviors. 

Perceived reporting justice refers to the extent to which bystanders believe 

that reporting acts will be treated fairly by social media platform providers. It 

involves bystanders’ perceptions that they will be treated fairly by the report-

receiving authorities (i.e., the social media platform providers) and that the outcome 

reporting procedures will also be fair. Researchers have consistently found that the 

most common reason cited for not reporting is the lack of confidence in the fairness 

of the reporting processes, particularly regarding how the relevant authorities will 

handle the submitted reports (Miceli & Near, 1992). Prior studies on computer 

crime reporting, peer reporting, and whistleblowing (Lewis, 2011; Skinner & Fream, 
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1997; Sulkowski, 2011) have shown that perceived justice affects response (e.g., 

outcome effectiveness) outcomes. In the social media context, users have also urged 

platform providers to implement transparent review processes with concrete review 

policies for reporting online harassment (The Children's Society & YoungMinds, 

2018). This essay predicts that heightened perception of reporting justice will result 

in enhanced bystander belief in the efficacy of using built-in reporting functions to 

report online harassment.  

Hypothesis 7 (H7). Perceived reporting justice will have a positive effect 

on bystanders’ perceived outcome effectiveness of reporting online 

harassment incidents on social media platforms. 

Perceived reporting climate refers to bystanders’ perception of the extent to 

which reporting acts are encouraged and supported by a social media platform. 

Individuals are more inclined to speak up when they are in a climate that encourages 

expressing personal views and opinions (Wei et al., 2015). Prior research on 

bullying has also shown that perceived climate reinforces how bystanders perceive 

the efficacy of prosocial actions, which, in turn, encourages bystanders to defend 

victims (Barchia & Bussey, 2011; Gini et al., 2008; Pöyhönen et al., 2012). A 

positive reporting climate on social media platforms can be fostered collectively by 

users (e.g., through promoting zero tolerance of online harassment) and platform 

providers (e.g., through implementing appropriate reporting functions and policies, 

as well as providing needed support). In the context of this study, the perception 

that bystanders’ reporting behavior is safe and welcome in the social media 

community (e.g., through a “thank you” message sent by a platform provider to 

bystanders reporting online harassment, or an initiative taken by community 

members to raise awareness of online harassment) may enhance bystanders’ beliefs 
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about their personal efficacy in using built-in reporting tools offered by platform 

providers, as well as their beliefs about the effectiveness of using these tools to 

combat online harassment.  

Hypothesis 8A (H8a). Perceived reporting climate will have a positive 

effect on bystanders’ perceived self-efficacy to report online harassment 

incidents on social media platforms. 

Hypothesis 8B (H8b). Perceived reporting climate will have a positive 

effect on bystanders’ perceived outcome effectiveness of reporting online 

harassment incidents on social media platforms. 

4.4.6.2 Confidence in System Anonymity  

Confidence in system anonymity refers to the extent to which bystanders 

believe in the anonymity of the system when using built-in reporting functions. 

Social media provides visible cues that allow users to construe and infer others’ 

identities through contextual information (Rains, 2007). For example, users’ digital 

profiles are comprised of a combination of information provided by themselves and 

their contacts (e.g., comments and photos posted), as well as by the system (e.g., 

number and types of friends); such information allows others to draw inferences 

about the real identity and personality of a particular user (Utz, 2010). Well-

publicized privacy and security scandals (for example, Facebook’s Cambridge 

Analytica data scandal in 2018) have intensified users’ concerns about privacy and 

identity protection (eMarketer, 2019). Prior studies on reporting have suggested that 

perceptions that reporting is anonymous minimize users’ concerns about the 

personal cost associated with their reporting acts, which in turn encourages them to 

report disruptive events (Keil et al., 2010; Lowry et al., 2013). This essay expects 
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that confidence in system anonymity will increase bystanders’ willingness to use 

built-in reporting functions to report online harassment on social media platforms.  

Hypothesis 9 (H9). Confidence in system anonymity will have a positive 

effect on bystanders’ willingness to use built-in reporting functions on 

social media platforms. 

Reporting behavior and the perception of the responsibility to report online 

harassment are more likely when the bystander effect (i.e., the presence of others) 

is low, and confidence in system anonymity is high (Lowry et al., 2013). This essay 

expects that perceived anonymity of the reporting system will counterbalance the 

negative influence of the presence of others on bystanders’ willingness to intervene. 

For instance, if bystanders perceive the reporting system to be anonymous (i.e., 

perceive that no sensitive personal information is captured during the reporting 

process), they will be less concerned about the possibility of being negatively 

evaluated or retaliated against by others. Confidence in reporting system anonymity 

can serve as a safeguard against the bystander effect on social media platforms. This 

essay thus hypothesizes that confidence in system anonymity will mitigate the 

negative impact of the presence of others on bystanders’ willingness to use built-in 

reporting functions, as well as on their personal responsibility to report. 

Hypothesis 10a (H10a). Confidence in system anonymity will positively 

moderate the relationship between the presence of others and bystanders’ 

willingness to use built-in reporting functions on social media platforms. 

Specifically, the negative effect will be weakened when bystanders’ 

confidence in system anonymity is high.  

Hypothesis 10b (H10b). Confidence in system anonymity will positively 

moderate the relationship between the presence of others and bystanders’ 
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perceived responsibility to report online harassment on social media 

platforms—specifically, the negative effect will be weakened when 

bystanders’ confidence in system anonymity is high.  

4.5 RESEARCH METHOD  

This section presents details about the research setting, sample, data 

collection method, and measures of this essay.  

4.5.1 Setting, Sample, and Data Collection  

To test the research model, social media users who had witnessed online 

harassment incidents on Facebook in the six months prior to data collection were 

recruited. This essay focused on Facebook for two reasons: (1) it has been 

recognized as a prominent platform for online harassment (Kim & Hancock, 2015); 

and (2) it had recently launched a built-in reporting function for users to report 

content that violated Facebook’s terms of use directly to a review team.  

Consistent with prior IS research (O'Leary et al., 2014), this essay drew the 

sample of Facebook users from Amazon’s Mechanical Turk (MTurk). Registered 

MTurk users (called “workers”) participate in tasks (such as completing surveys) 

in exchange for remuneration (Ward & Broniarczyk, 2011). MTurk allowed us to 

collect a representative sample of Facebook users (Kobsa et al., 2016; Martin & 

Shilton, 2016; Steelman et al., 2014) while minimizing response bias related to 

sensitive research topics like online harassment (Bennett & Robinson, 2000). 

Consistent with the best practices for collecting data in MTurk (suggested by Lowry 

et al. (2016a)), this essay included several “attention check” questions to detect 

careless, random, or haphazard responses (Mason & Suri, 2012). For example, 

participants were asked, “Is Facebook a social networking site?” and “Does heat 
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make the ice melt?” In addition, to minimize potential response bias, this study 

followed general principles (i.e., autonomy, beneficence, justices, privacy, and 

confidentiality) for ethical research practices on human subjects in data collection 

(Mishna et al., 2012). The participants were informed that completing the survey 

was voluntary and that they could quit the survey at any time. They were also 

assured that their responses would be kept anonymous. After completing the 

questionnaire, participants were debriefed about the purpose of the study.  

This study collected a total of 291 valid responses from active Facebook 

users—161 (55.3%) were female, and 130 (44.7%) were male. The age of the 

participants ranged from 17 to 70. The participants were generally well-educated, 

with approximately 69.4% holding a bachelor’s degree or higher. The average 

participant spent 28 minutes completing the survey (49 minutes maximum, 18 

minutes minimum). Table Error! No text of specified style in document.-3 in 

Appendix C3 summarizes the sample demographics. 

4.5.2 Procedure and Measurement  

The questionnaire included three parts. First, participants recalled a recent 

online harassment incident that they witnessed as a bystander on Facebook during 

the past six months. Second, participants described the incident and assessed it in a 

questionnaire. Third, they were introduced to the built-in reporting function on 

Facebook (see Appendix C4) and answered questions that measured the constructs 

in the study  

Nine control variables (see Table Error! No text of specified style in 

document.-4 in Appendix C5) were included in the data analysis to reduce the 

possibility of spurious relationships due to unmeasured variables: Moral belief 

about online harassment, empathy, type of online harassment witnessed, 
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relationship closeness with the victim, relationship closeness with the perpetrator, 

social media usage (self-reported), and demographic characteristics (i.e., age, 

gender, and education). Prior research suggests that these factors may influence 

individuals’ decisions to intervene (Kirkman et al., 2009; Miceli & Near, 1992; 

Tavakoli et al., 2003).  

With the exception of relationship closeness with victim and perpetrator, 

this essay used existing construct measures. Where necessary, minor modifications 

were made to fit the social media context or to direct attention to the built-in 

reporting function on Facebook. All measures used a seven-point Likert scale, 

except for the type of online harassment witnessed, which used a nominal scale. 

Apart from two constructs considered formative at the second-order levels (i.e., 

presence of others and confidence in system anonymity), all other constructs were 

modeled as reflective indicators. Appendix C5 details the measurement items and 

their sources.  

The second-order formative constructs were validated in consistency with 

prescriptions found in the research methods literature (MacKenzie et al., 2011; 

Polites et al., 2012). The second-order constructs were operationalized as 

superordinate at the second level and reflective at the first level (Cenfetelli & 

Bassellier, 2009; Diamantopoulos & Winklhofer, 2001). Presence of others was 

conceptualized as a formative second-order construct determined by three first-

order constructs—pluralistic ignorance, diffusion of responsibility, and evaluation 

apprehension—because prior research (Darley & Latane, 1968; Latane & Darley, 

1970) suggests that these dimensions constitute bystanders’ perceptions of the 

presence of others in the environment. The three first-order dimensions were 

measured using scales adapted from Burn (2009), La Greca and Lopez (1998), and 
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Prentice and Miller (1993). Confidence in system anonymity was operationalized as 

a formative second-order construct determined by dissociated anonymity and visual 

anonymity, the essential anonymity components identified by Suler (2004). To 

measure these two first-order constructs, this essay used scales adapted from Lowry 

et al. (2013). 

To ensure the content validity of the measures, a pretest and a pilot test were 

conducted, respectively. The pretest involved 30 undergraduate and graduate 

students evaluating the online questionnaire, with a particular focus on the clarity 

of instructions, question-wording, relevance of the measures, presence of biased 

words and phrases, use of standard English, and format (Fowler Jr & Cosenza, 

2009). Based on initial feedback, six items (e.g., EMP3, EMP4, PFA1, PPC3, PPC4, 

and POE1) were removed (see Appendix C5 for more detail). Then, an online pilot 

test with 100 active users of Facebook was conducted. Except for minor 

modifications to formatting, no major issues were identified in the pilot test.  

4.6 DATA ANALYSIS AND RESULTS  

The covariance-based structural equation modeling (CB-SEM) through 

AMOS22 was used to run the data. CB-SEM is considered appropriate for 

validating models with multidimensional constructs (Roberts & Thatcher, 2009; 

Wright et al., 2012). A two-step analytical approach was employed to evaluate the 

research model, first estimating the psychometric assessment of the measures, and 

then the structural model (Hair et al., 2014). 

4.6.1 Measurement Model Evaluation  

Reflective Constructs. A confirmatory factor analysis (CFA) that included 

the reflective latent constructs (i.e., willingness to use built-in reporting functions, 
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perceived emergency, perceived responsibility to report, perceived self-efficacy to 

report, perceived outcome effectiveness of reporting, perceived reporting justice, 

and perceived reporting climate), the first-order dimensions of the presence of 

others (i.e., pluralistic ignorance, diffusion of responsibility, and evaluation 

apprehension), and confidence in system anonymity (i.e., dissociative anonymity 

and visual anonymity), as well as the two reflective control variables (i.e., empathy, 

moral belief about online harassment) was conducted. 

To evaluate the reflective constructs, construct reliability, convergent 

validity, and discriminant validity (Barclay et al., 1995; Gefen & Straub, 2005) 

were assessed. First, the composite reliability indices (Fornell & Larcker, 1981) 

were estimated. All constructs exceeded the 0.7 benchmarks, indicating satisfactory 

construct reliability (see Table Error! No text of specified style in document.-5 

and Table Error! No text of specified style in document.-6 in Appendix C6). 

Second, item loadings and the square root of the average variance extracted (AVE) 

for each construct were examined to assess convergent and discriminant validity. 

All item loadings were greater than the recommended 0.5 cutoffs (Carmines & 

Zeller, 1979), suggesting that the items loaded well on their respective constructs 

(see Table Error! No text of specified style in document.-12 in Appendix C6). In 

addition, the AVEs of all the constructs were greater than the recommended level 

of 0.5 (Fornell & Larcker, 1981), demonstrating good convergent validity (see 

Table Error! No text of specified style in document.-5 and Table Error! No text 

of specified style in document.-6 in Appendix C6). The square root of the AVE of 

each construct was found to be greater than the correlations of the construct with 

other constructs, demonstrating satisfactory discriminant validity (Barclay et al., 
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1995) (see Table Error! No text of specified style in document.-10 in Appendix 

C6).  

The psychometric properties of the overall measurement model were also 

assessed. Following the two-index strategy suggested by Hu and Bentler (1999), 

model fit was evaluated using the comparative fit index (CFI, where values 

approaching or surpassing 0.9 indicate satisfactory fit) and standardized root mean 

square residual (SRMR, where values approaching or below 0.08 indicate good fit). 

The measurement model shows satisfactory fit to the data (χ2 = 2226.10, df = 1081, 

χ2/df = 2.06, CFI = 0.91, RMSEA = 0.06, SRMR = 0.06). 

Second-Order and First-Order Formative Constructs. The 

measurement of the presence of others, confidence in system anonymity, and type 

of online harassment witnessed (Cenfetelli & Bassellier, 2009; Petter et al., 2007; 

Wright et al., 2012) were validated. The presence of others and confidence in 

system anonymity were operationalized as second-order aggregate constructs 

formed from first-order reflective dimensions (see Appendix C6 for details on 

validating first-order dimensions), while the type of online harassment witnessed 

was operationalized as a first-order formative construct. First, the variance inflation 

factor (VIF) of the measures of the second-order and first-order formative 

constructs were evaluated. All VIFs were below 3.33, indicating the absence of 

multicollinearity (see Table Error! No text of specified style in document.-6 in 

Appendix C6) (Cenfetelli & Bassellier, 2009; Diamantopoulos & Siguaw, 2006; 

Petter et al., 2007). Second, the zero-order correlation (i.e., absolute contribution) 

for each second-order construct against the overall average for each construct (see 

Table Error! No text of specified style in document.-7 and Table Error! No text 

of specified style in document.-8 in Appendix C6) were assessed. All the items 
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showed significant associations with the overall measure at the 0.05 level of 

significance. Third, the weight (i.e., relative contribution) and loading (i.e., absolute 

contribution) of the first-order formative indicators were assessed (see Table Error! 

No text of specified style in document.-9 in Appendix C6) and found that the 

weights of all indicators were significant. The results also show that there was no 

unexpectedly high correlation among the formative indicators (below the 0.9 

thresholds). In sum, the results provide evidence of the validity of the second-order 

and first-order formative constructs in the study.  

Common Method Bias and Social Desirability Bias. The common 

method variance influence (Schwarz et al., 2017) and social desirability bias 

(Podsakoff et al., 2003) were also tested. The results of the study suggest that 

common method bias and social desirability bias had minimal impact on this study. 

Appendix C7 details the assessment of common method bias and social desirability 

bias.  

4.6.2 Structural Model Evaluation  

The model was analyzed using a maximum likelihood parameter estimation 

in CB-SEM. A baseline model with only the main effect (Model 1 in Table Error! 

No text of specified style in document.-13 in Appendix C6) was first estimated. 

The model fit was deemed satisfactory (χ2 = 111.77, df = 42, χ2/df = 2.66, CFI = 

0.96, RMSEA = 0.08, SRMR = 0.04). All hypothesized effects, except H8B, were 

statistically significant. The interaction terms of confidence in system anonymity 

and the presence of others on willingness to use built-in reporting functions and 

perceived responsibility to report were then added respectively to test the 

moderating effects of confidence in system anonymity. The research model 

accounts for 77.3% of the variance in bystanders’ willingness to use built-in 
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reporting functions, 45.4% of the variance in perceived responsibility to report, 40.8% 

of the variance in perceived self-efficacy to report, and 56.4% of the variance in 

perceived outcome effectiveness of reporting (see Figure 4-2).  

 

*** p < 0.001; ** p < 0.01; * p < 0.05; n.s. = not significant (also depicted with a dotted line) 

Figure 4-2 Results of the Research Model  
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Table 4-4 Results of Hypothesis Testing  

  
Path 

(sig) 
Supported? 

H1: Perceived emergency → Willingness to use built-in 

reporting function 
0.19*** Yes 

H2: Perceived responsibility to report → Willingness to 

use built-in reporting function 
0.21*** Yes 

H3: Perceived emergency → Perceived responsibility to 

report 
0.57*** Yes 

H4: Perceived self-efficacy to report → Willingness to use 

built-in reporting function 
0.27*** Yes 

H5: Perceived outcome effectiveness of reporting → 

Willingness to use built-in reporting function 
0.23*** Yes 

H6A: Presence of others → Willingness to use built-in 

reporting function 
-0.27*** Yes 

H6B: Presence of others → Perceived responsibility to 

report 
-0.20*** Yes 

H7: Perceived reporting justice → Perceived outcome 

effectiveness of reporting 
0.64*** Yes 

H8A: Perceived reporting climate → Perceived self-

efficacy to report 
0.75*** Yes 

H8B: Perceived reporting climate → Perceived outcome 

effectiveness of reporting 
0.04ns No 

H9: Confidence in system anonymity → Willingness to use 

built-in reporting function 
0.18*** Yes 

H10A: Presence of others x Confidence in system 

anonymity → Willingness to use built-in reporting 

function 

0.11*** Yes 

H10B: Presence of others x Confidence in system 

anonymity → Perceived responsibility to report 
0.16*** Yes 

Note: *** p < 0.001; ** p < 0.01; * p < 0.05; n.s. = not significant 

 

Table 4-4 presents a summary of the results of the study. Bystanders’ 

perceived emergency (H1: β = 0.19; p < 0.001), perceived responsibility to report 

(H2: β = 0.21; p < 0.001), perceived self-efficacy to report (H4: β = 0.27; p < 0.001), 

perceived outcome effectiveness of reporting (H5: β = 0.23; p < 0.001), presence 

of others (H6A: β = -0.27; p < 0.001), and confidence in system anonymity (H9: β 

= 0.18; p < 0.001) were significant predictors of bystanders’ willingness to use 

built-in reporting functions. Also, consistent with the predictions, perceived 

emergency (H3: β = 0.57; p < 0.001) and presence of others (H6B: β = -0.20; p < 
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0.001) exerted significant positive and negative influence on perceived 

responsibility to report respectively. While perceived reporting climate was 

significantly associated with bystanders’ perceived self-efficacy to report (H8A: β 

= 0.75; p < 0.001), perceived reporting justice had a significant impact on 

bystanders’ perceived outcome effectiveness of reporting (H7: β = 0.64; p < 0.001). 

When confidence in system anonymity was added to the model as a moderator, it 

exerted significant positive moderating effects on both the relationship between 

presence of others and willingness to use built-in reporting functions (H10A: β = 

0.11; p < 0.001), as well as the relationship between presence of others and 

perceived responsibility to report (H10B: β = 0.16; p < 0.001). Thus, the negative 

effects of the presence of others on both willingness to use built-in reporting 

functions and perceived responsibility to report were alleviated when bystanders 

had a higher level of confidence in system anonymity. Contrary to the expectations, 

perceived reporting climate (H8B) did not have a statistically significant influence 

on bystanders’ perceived outcome effectiveness of reporting online harassment on 

social media platforms.  

4.6.3 Post Hoc Analyses  

Interaction Effects. To assess the nature of confidence in system 

anonymity, simple slope analyses were conducted following the guidelines 

suggested by Aiken et al. (1991). This essay plotted the significant interactions one 

standard deviation above and below the mean for the confidence in system 

anonymity. Table Error! No text of specified style in document.-14 in Appendix 

C8 shows the conditional effects of the moderator. Figure 4-3 and Figure 4-4 show 

the interaction plots. For the interaction between the presence of others and 

confidence in system anonymity, a weaker negative relationship between presence 
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of others and willingness to use built-in reporting functions was observed when 

confidence in system anonymity was perceived to be high (β = -0.27, p < 0.001) 

and a stronger negative relationship when confidence in system anonymity was 

perceived to be low (β = -0.76, p < 0.001). Furthermore, this essay found a moderate 

negative relationship between the presence of others and perceived responsibility 

to report when confidence in system anonymity was perceived to be low (β = -0.49, 

p < 0.001). These results imply that compared to bystanders with low confidence in 

system anonymity, those with high confidence in system anonymity were more 

likely to accept the responsibility to report and more willing to use built-in reporting 

functions when they witnessed online harassment on social media platforms, 

despite their perception of the presence of others. The results, therefore, confirm 

that confidence in reporting system anonymity reduces the negative effect of the 

presence of others on reporting online harassment on social media platforms.  

  

Figure 4-3 Interaction of Presence 

of Others and Confidence in System 

Anonymity on Willingness to Use 

Built-In Reporting Functions 

Figure 4-4 Interaction of Presence of 

Others and Confidence in System 

Anonymity on Perceived 

Responsibility to Report 

 

Mediation Effects. Bootstrapping was used to conduct post hoc tests of 

mediation (Baron & Kenny, 1986; Lowry et al., 2016b; Vance et al., 2015). In the 

bootstrapping process, this study resampled with replacement from the obtained 

sample 5000 times (Hayes, 2009) and specified a 95% confidence interval (CI). 

Figure Error! No text of specified style in document.-1 in Appendix C9 depicts 
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the mediation relationships for this study. This study examined (1) the effects of 

perceived emergency and the presence of others on perceived responsibility to 

report (a1-2), as well as the effects of perceived reporting climate and perceived 

reporting justice on perceived self-efficacy to report (a3) and perceived outcome 

effectiveness of reporting (a4), respectively; (2) the effects of the perceived 

responsibility to report, perceived self-efficacy to report, and perceived outcome 

effectiveness of reporting on willingness to use built-in reporting functions (b1-3); 

and (3) the effects of the assessments (i.e., perceived emergency, presence of others, 

perceived reporting climate and perceived reporting justice) on willingness to use 

built-in reporting functions (c’1-4). When the confidence intervals (CIs) of the 

indirect effects (i.e., ab) did not include zero between the upper and lower bounds, 

while the CIs of the direct effects (i.e., c’) did, full mediation was indicated; on the 

other hand, if CIs of neither the indirect effects (i.e., ab) nor the direct effects (i.e., 

c’) included zero between the upper and lower bounds, partial mediation was 

indicated.  

The partial mediation was found. Table Error! No text of specified style in 

document.-15 in Appendix C9 summarizes the results of the mediation test. The 

effects of perceived emergency and the presence of others on bystanders’ 

willingness to use built-in reporting functions were partially mediated by perceived 

responsibility to report. The effects of perceived reporting climate and perceived 

reporting justice were partially mediated by perceived self-efficacy to report and 

the perceived outcome effectiveness of reporting, respectively. In other words, in 

addition to exerting direct impact on bystanders’ willingness to use built-in 

reporting functions, perceived emergency, presence of others, perceived reporting 

climate, and perceived reporting justice also indirectly influenced willingness to 
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report through influencing bystanders’ perceived responsibility to report, perceived 

self-efficacy to report, and perceived outcome effectiveness of reporting, 

respectively. 

4.7 DISCUSSION AND IMPLICATIONS  

4.7.1 Discussion of Results  

This essay was motivated by a desire to understand why bystanders report 

online harassment on social media platforms. To explore this, this essay developed 

a bystander intervention framework for social media and proposed a model that 

explains bystanders’ willingness to use built-in reporting functions on social media 

platforms and considers the characteristics of reporting behavior on social media 

platforms. The empirical results demonstrate strong support for this model.  

Since, in the context of harassment on social media, the harassing and 

reporting acts typically take place on the same platform, bystanders’ decision to use 

the built-in reporting function depends on their perceptions of the platform’s social 

environment and the reporting function itself. The findings of this essay provide 

empirical evidence that a platform-specific feature—namely, the anonymity of the 

reporting system—counterbalances the negative influence of the presence of others, 

a frequently cited reason for bystanders not reporting harassment. Further, socio-

environmental factors (i.e., reporting justice and reporting climate) empower 

bystanders to use reporting tools and increase their efficacy beliefs about using 

reporting functions to intervene in online harassment on social media platforms. 

The following sections discuss the implications of research and practice, limitations, 

and avenues for future research. 
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4.7.2 Implications for Research  

The findings of the essay contribute to the literature in several ways. First, 

while extant research primarily investigates perpetrators and victims of online 

harassment, this essay underscores the important role of bystanders, who are the 

“invisible engine in the cycle of bullying” (Twemlow et al., 2001). Furthermore, 

this research is among the first to examine bystanders’ reporting behavior in 

response to online harassment in the context of social media. The findings of this 

research enhance the scientific understanding of the role bystanders play in 

mitigating harassment on social media and enrich the cyberbullying and reporting 

literature.  

Second, this essay theoretically derives and empirically validates a 

comprehensive model of bystanders’ reporting on social media that integrates 

factors found in the bystander intervention framework (i.e., perceived emergency 

of the online harassment incident, perceived responsibility to report, perceived self-

efficacy in using built-in reporting functions, and perceived outcome effectiveness 

of built-in reporting functions for tackling online harassment) with sociotechnical 

factors (i.e., perceived reporting climate, perceived reporting justice, and 

confidence in system anonymity). By doing so, this essay offers a theoretical 

understanding (see Hong et al., 2014b; Johns, 2006, 2017) of bystander intervention 

in the context of social media and provides guidance on how to design the platform 

features necessary for encouraging their intervention. 

Third, the results of this essay shed light on how the interplay of 

technological features and social context drives bystanders’ willingness to use built-

in reporting functions offered by social media platform providers—thus building 

on prior studies (Leonardi, 2014, 2015) that reveal the unique characteristics of 
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social media (e.g., message transparency and network translucence)—and illustrate 

how these factors shape bystanders’ reporting behavior on social media platforms. 

Communication on social media is more visible to bystanders than many other 

computer-mediated communication technologies (e.g., email, teleconferencing, and 

instant messaging). Such communication visibility leads to bystanders’ enhanced 

awareness of the presence of others on social media, making protective and 

anonymous reporting functions essential to bystander intervention decisions on 

social media platforms. In addition to evaluating the technical features of reporting 

functions, the results of this essay show that bystanders also assess the social 

environment in which the online harassment incident occurs (i.e., the reporting 

climate and reporting justice) when making the decision to intervene. By 

incorporating sociotechnical factors in the investigation of the use of built-in 

reporting functions on social media platforms, this study answers the call for 

recognizing both social and technical dimensions in IS research (Sarker et al., 2019).  

4.7.3 Implications for Practice  

The findings of this essay have important implications for practitioners, 

including platform providers, schools, organizations, and government agencies. 

Platform providers often invest in online social platforms with the goal of building 

social relationships among people who share similar interests, activities, 

backgrounds, or real-life connections. However, if social media become a venue for 

online harassment, users will minimize their participation in or even abandon the 

platforms. Therefore, it is vital for platform providers to take steps to prevent and 

respond to online harassment (Sabella et al., 2013). This essay draws attention to 

built-in online reporting functions as a potential tool for curbing harassment on 

social media. The results of this essay suggest that platform providers should pay 
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attention to how the design of reporting functions influences bystander intervention. 

Specific guidelines are discussed below.  

First, the findings of this essay show that the perceived degree of emergency 

associated with an online harassment incident influences bystanders’ willingness to 

use a built-in reporting function to report the incident to platform providers. To 

increase bystanders’ awareness of the emergency of online harassment incidents, 

platform providers could use machine learning techniques to detect harassment 

language on social media, classify posts into benign or hurtful categories, and add 

automated alerts for negative harassment posts. Such design features may draw 

bystanders’ attention to the emergency of the post and stimulate them to report 

online harassment on the social media platform. 

Second, perceived responsibility predicts bystanders’ decisions to report. 

The concept of responsibility implies that bystanders take a more active role in 

supporting and protecting their communities’ interests and that they feel more 

broadly accountable to their communities for their actions. To promote the 

development of social and moral responsibility, campaigns and training programs 

(e.g., on internet etiquette, advanced moral development, and acceptable online 

behavior) should be developed or implemented in school curricula and in other 

public forums, which could help mitigate the negative consequences of online 

harassment. For example, platform providers could design lively and interactive 

“take-action” modules that educate users on how to recognize and differentiate 

online harassment from acceptable online posting and sharing behaviors, introduce 

the anonymous reporting system mechanism (e.g., by instructing users how to 

submit or complete reports through using built-in reporting functions), and provide 

samples demonstrating how the platform providers handle bystander reports, in 
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order to advance bystanders’ sense of responsibility as well as their sense of 

personal efficacy in using built-in reporting functions. 

Third, bystanders’ efficacy beliefs could potentially be engendered through 

the effective design of online reporting systems and training on how to use them. 

While we know that efficacy beliefs in technology translate to its use (Mcknight et 

al., 2011), we know much less about how to design reporting systems that 

encourage such personal efficacy. For practice, this suggests a need for sandboxing 

and experimenting with ways to design reporting functions. For example, it would 

be useful to examine whether the placement and prominence of reporting functions 

shape bystanders’ perceptions of their personal efficacy. Platform providers could 

potentially increase bystanders’ efficacy beliefs through improving the reliability, 

dependability (Compeau & Higgins, 1995a, 1995b), and quality of the user 

interface of the reporting function. Moreover, platform providers could emphasize 

the efficacy of reporting tools and focus on directing attention toward both enactive 

mastery and mindfulness. An extensive body of work underscores that enactive 

mastery and vicarious learning —i.e., watching others perform tasks—encourages 

users to perform new tasks on computers (Compeau & Higgins, 1995a). Also, a 

growing body of work underscores the importance of mindfulness—i.e., 

attentiveness to the context, as a driver of value-added technology use (Sun & Fang, 

2016; Thatcher et al., 2018). Bystander intervention training programs that provide 

users with illustrations of the effective use of response tools and that underscore the 

context for when to use them could increase bystanders’ willingness to use 

reporting functions. 

Fourth, platform providers should establish clear and fair standards for 

reporting and handling harassment on social media, as bystanders may need 
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guidance on what situations should be reported, what reporting procedures should 

be followed, and what actions are expected of platform providers after reporting. 

Moreover, platform providers should actively foster a supportive reporting climate 

and instill greater transparency in the review process. For instance, the platform’s 

review team could update bystanders who reported online harassment on the 

progress and results of the investigation. Such information sharing could increase 

bystanders’ beliefs about the efficacy of online reporting functions and, 

consequently, enhance their willingness to report future online harassment incidents.  

Fifth, the results of the essay show that the presence of others inhibits 

bystanders’ reporting of online harassment. To reduce the influence of bystanders’ 

perception of the presence of others, platform providers should consider 

mechanisms that empower bystanders to use reporting tools. The bystander 

intervention model suggests that platform designers focus attention on reinforcing 

positive perceptions and outcomes of bystander intervention as a means of reducing 

evaluation apprehension, mitigating users’ tendency to diffuse responsibility by 

underscoring bystanders responsibility to report online harassment and reduce 

pluralistic ignorance by publicizing stories on how bystanders’ helping behavior 

can reduce or mitigate the impact of online harassment. 

Finally, this essay directs attention to bystanders’ confidence in reporting 

system anonymity. Platform providers can focus on designing tools that positively 

influence the subdimensions of confidence in system anonymity—dissociative 

anonymity and visual anonymity—in order to avoid potential social impact or 

retaliation threats within bystanders’ social circles. The deidentification in online 

reporting could be designed by removing cues, prompts, and any contextual 

information as a means of maintaining user anonymity in the reports sent victims 



 

161 

and perpetrators. As the findings of this essay suggest, enhanced confidence in 

system anonymity may counterbalance the negative effect of the presence of others 

on bystander intervention. 

4.7.4 Limitations and Future Research  

This research has a few limitations. First, this essay provides a general test 

of the model of bystander intervention. It is worth noting that reporting behavior 

may differ between incident types. Future research could manipulate the emergency 

of online harassment incidents in order to examine how bystanders respond. In 

addition, other situational factors, such as the number and characteristics of players 

in a harassment incident (e.g., who started harassing whom, how many people 

joined in on the harassment), need to be examined to assess whether they encourage 

positive or negative responses from bystanders (Darley & Latane, 1968; Latane & 

Darley, 1970).  

Second, while this essay developed a contextualized framework of 

bystanders’ willingness to use built-in reporting functions on social media 

platforms, there remains room for at least three streams of work on online reporting 

functions. (1) Additional research is needed to validate the findings of this study in 

the field across various social media platforms—it would be interesting to see if the 

model is robust across platforms such as Twitter, Snapchat, and Instagram, with 

varying levels of network transparency and different cultural expectations; (2) 

future research could explore how other design features, such as instant responses 

from the review teams, improve the perception of outcome effectiveness and 

contribute to willingness to use built-in reporting functions; and (3) future work 

should also examine the interplay of online and offline reports of online 

harassment—for example, it would be interesting to investigate how to create 
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effective coordination mechanisms between platform providers and local 

authorities (e.g., government agencies, police, and counseling centers) in order to 

develop privacy-enabled referral policies and procedures for mitigating online 

harassment. Thus, future research should consider looking into how the specific 

artifact design of the reporting system and the culture of the social media platform 

influence bystanders’ reporting of online harassment to social media authorities as 

well as to offline authorities.  

Third, the sample of this study consists of active users of Facebook in the 

United States drawn from MTurk. Culture has been shown to influence individuals’ 

appraisal processes (Mesquita & Ellsworth, 2001). Future research could involve 

participants using non-MTurk, and non-U.S.-based participants to explore how 

different backgrounds might affect bystanders’ appraisals and reporting behaviors 

(Hofstede & Hofstede, 2001). To avoid potential sources of bias, future research 

should employ longitudinal and cross-cultural approaches to examine bystanders’ 

actual reporting behaviors in response to online harassment.  

4.8 CONCLUSION  

Online harassment is an important issue that has received attention from 

researchers and practitioners. This study identifies factors relevant to understanding 

bystanders’ willingness to report online harassment through using built-in reporting 

functions on social media platforms. The results of this essay suggest that the model, 

which draws together contextualized factors of the bystander intervention 

framework, as well as sociotechnical factors, adequately explains bystander 

reporting interventions. The enriched understanding of the mechanisms shaping 

bystanders’ willingness to use built-in online reporting functions sheds light on how 
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to effectively mitigate the negative consequences of online harassment and offers 

insights capable of guiding the development of a brighter and safer digital society. 
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CHAPTER 5.  CONCLUSION AND DISCUSSION 

5.1 SUMMARY OF THESIS 

The research goals of this thesis are to develop a conceptual foundation for 

the study of online coping strategies and to address important empirical questions 

with respect to its underlying mechanism of using the strategies. While there is a 

growing interest in online coping strategies to deal with online harassment on social 

media, its conceptualization and theoretical understanding of the strategies use 

remains as yet not complete, which demand a theoretical explanation and empirical 

evidence. This thesis aims to tackle these challenges to advance the understanding 

of whether, how, and why individuals use online coping strategies in response to 

online harassment.  

In this thesis, a typology and a conceptual framework of online coping 

strategies in the social media context were developed. In addition, two empirical 

studies were conducted to explore the underlying mechanisms of how and why 

users adopt online coping strategies in response to online harassment on the 

platforms. The typological framework and the results of the two empirical studies 

are summarized as follows: 

The objective of Essay 1 was to understand what online coping strategies 

are. Essay 1 first developed a typology of online coping strategies and then 

constructed a framework of online coping strategies. In this essay, online coping 

strategies were developed and conceptualized as an adaptive and protective nature 

that individuals use the platform functions to tackle online harassment in the social 

media environment. A self-initiator approach-avoidance typology was developed 

that integrates and extends the dominant self- and initiator-focused perspectives of 
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online coping strategies according to the characteristics of approach and avoidance. 

The typological framework contributes by offering a systematic and theoretical 

foundation on the coping strategies in the social media context that appeared to be 

lacking in prior research. It also assists practitioners by providing them insights into 

designing effective coping strategies and features to combat online harassment on 

social media.  

Essay 2 was an empirical study that investigated whether and how 

individuals use online coping strategies in response to online harassment on social 

media. An online scenario-based experiment was developed, in which two types of 

designs (private vs. public conditions) were applied to the social media context and 

then compared the effect of threat in terms of the levels of publicity. The results 

revealed that victims would be more likely to adopt self-focused and approach 

strategies (e.g., seclusion, mediation, and reporting) when they perceived the 

incident as a high threat. Confidence in executing the platform functions would 

increase the use of the initiators-focused strategies (e.g., blocking and reporting) 

but reduce the use of self-focused strategy (e.g., seclusion). Trust in social media 

would lead victims to the self-focused avoidance strategy (e.g., mediation). Victims 

with the intensified fear of the incident were more likely to use the self-focused and 

avoidance strategies (e.g., seclusion, mediation, and blocking). In sum, exploring 

the appraisal processes on victims’ use of online coping strategies revealed that the 

use of strategies was varying in victims’ evaluation in danger-control and fear-

control processes with different levels of publicity of the incidents, which suggests 

an interesting avenue for future research. 

While Essay 2 focuses on the role of victims, Essay 3 concentrates on the 

role of bystanders and reporting strategy, which is one of the online coping 
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strategies on social media that support bystanders’ interventions. Essay 3 explains 

why individuals report witnessing online harassment. The results found that four 

contextualized factors (perceived emergency of the online harassment incident, 

perceived responsibility to report, perceived self-efficacy in using built-in reporting 

functions, and perceived outcome effectiveness of built-in reporting functions for 

tackling online harassment) are important factors for shaping bystander reporting 

interventions, while the presence of others as an important factor that discourages 

bystanders’ willingness to help. This essay also found that socio-environmental 

factors (perceived reporting climate and perceived reporting justice) and 

technological factors (system anonymity) exert a significant effect on bystanders’ 

willingness to intervene. By shedding light on technological and social factors that 

motivate bystanders to intervene in online harassment on social media, this essay 

calls platform providers’ attention on technological and social factors when 

designing the platform features for bystanders’ proactive intervention. 

5.2 CONTRIBUTIONS TO RESEARCH AND PRACTICE 

The thesis makes several contributions. With the growing attention and 

interest in using technologies to mitigate the adverse effects of technology use in 

the IS literature (Sarker et al., 2019; Tarafdar et al., 2013), the thesis contributes to 

a more complete and nuanced view of how victims and bystanders use social media 

features to cope with and intervene online harassment which can advance the prior 

literature and facilitate future research. The technological perspective has long been 

recognized as a useful concept to explain any behaviors that interact with 

technologies. However, previous studies have tended to associate coping strategies 

with traditional psychological coping behaviors, such as telling friends, attacking 
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back, ignoring (Heiman & Olenik-Shemesh, 2015), with little understanding of how 

social media functions can foster coping strategies. The results of this thesis offer a 

novel perspective on the far-reaching and beneficial effects of a specific set of social 

media functions as a potential technology-related coping strategy for users to 

effectively combat the emerging societal challenge of online harassment on social 

media. 

This thesis uses a systematic approach to develop a typology of coping 

strategies of online harassment on social media platforms. While prior studies 

adopted various approaches to theorize and conceptualize coping strategies in 

response to online harassment (Frisén et al., 2014; Heatherington & Coyne, 2017; 

Jacobs et al., 2015b; McHugh et al., 2018), this thesis offers a rigorous systematic 

approach to empirically derive a typology that identifies the underlying dimensions 

of coping strategies of online harassment. The typology not only clarifies the 

different categories of coping strategies but also demonstrates how these categories 

are related to one another. For example, the typology in this thesis indicated that 

reporting, such as saving the messages/posts as evidence, sending direct messages 

to that person to ask him/her to stop, reporting the incidents to social media 

administrator, can be theoretically placed under the type of coping strategies that 

has an initiator-focused in an approach mode.  

Further, this typology creates a meaningful pattern out of the wide range of 

coping strategies of online harassment on social media platforms by allowing us to 

describe and differentiate coping responses. The typology enables us to connect to 

the existing literature and understand the research status of various forms of coping 

strategies for online harassment on social media platforms. For instance, the results 
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clearly suggested that most of the coping strategies (e.g., blocking, mediation, and 

reporting) have not been systematically investigated in coping and IS literature. 

Whereas a majority of prior research on online harassment coping strategies 

has been directed toward examining generic coping strategies, this thesis developed 

a typology comprising a wide range of coping strategies specific to social media 

platforms. The coping strategies identified in the typology were also examined from 

the perspective of victims and bystanders. This thesis tests the often stated but 

heretofore untested assumption underlying much of the coping literature on how 

online coping strategies being used by victims of online harassment. This thesis 

extends past research on technology-related coping strategies to empirically 

investigate a research model addressing why and how victims technologically cope 

with online harassment on social media, which serves as a foundation for further 

theoretical and empirical investigation. 

This thesis also represents one of the first, if not first, academic research to 

examine bystanders’ reporting behavior in response to online harassment in the 

context of social media. Understanding bystander intervention is critical, as it is 

considered as one of the most effective means of curbing online harassment (Wong-

Lo & Bullock, 2014). Further, bystanders’ responses to online harassment can 

influence how the harassment incident unfolds (Leung et al., 2018). Given that 

many social media platform providers have implemented built-in reporting 

functions for intervening online harassment, this thesis advances our theoretical 

understanding of the role bystanders in bystander reporting intervention on social 

media platforms. 

Taken together, these findings offer significant contributions to research on 

online harassment and implications for the development of remedies that could help 



 

169 

prevent and remedy online harassment on social media. Table 5-1 summarizes the 

key contributions of the three essays in the thesis, and Table 5-2 describes the future 

research opportunities that are extended from this thesis.  

Table 5-1 Thesis Contributions 

# Key Contributions of The Thesis Implications 

 Essay 1  

1 Propose the concept of online coping 

strategies to represent technology-

enabled and feature-based coping 

with protection motivation 

The concept of online coping strategies 

complements the previous category of 

technical coping. 

2 Build on prior harassment literature 

(Knapp et al., 1997) and uses a 

systematics-based approach to lay the 

groundwork for further examining 

how individuals select their strategy 

within the focus and mode of 

response for protecting themselves in 

the online harassment. 

This typology not only provides a bridge 

between these two bodies of research by 

conceptually integrating strategies with 

the built-in functions on social media but 

also incorporates the previously neglected 

forms of technology-enabled protective 

behaviors with the possible functions 

provided by social media platforms for 

individuals to deal with online harassment 

3 Identify the underlying typology of 

online coping strategies 

The findings provide novel insights into 

existing coping research and suggest that 

future research can focus on individuals’ 

use of online coping strategies. 

The typological framework suggests that 

platform providers determine the most 

desirable features of online coping 

strategies. 

4 Offer a theoretical explanation of the 

underlying appraisal mechanism of 

individuals’ use of online coping 

strategies and suggests considering 

social appraisal in the model of 

individuals’ use of online coping 

strategies. 

The broader knowledge of the social 

appraisal process highlights interesting 

antecedents that may have been relatively 

overlooked thus far by a traditional 

perspective of coping. 

Platform providers might deal with this 

anticipated variability in reactions in 

several ways, including  

(a) providing and presenting more useful 

coping materials in different formats to 

their users  

b) building a reputation for being 

trustworthy, and 

(c) establishing transparent and fair 

standards for the online community  

5 Explain the effect of the use of online 

coping strategies on distal outcomes 

This work contributes to the literature of 

coping, harassment, and technology 

adoption by highlighting additional 

mechanisms triggered by online 

harassment that drive other forms of distal 

outcomes. 
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6 Demonstrate differential outcomes 

for online coping strategies.  

 

This essay highlights the potential need for 

enhanced platform features that may need 

to in place for online coping strategies in 

use and add some functions for retaining 

users once they choose the seclusion 

strategy. 

 Essay 2  

7 Provide theoretical explanations on 

why and how users cope with online 

harassment on social media. 

This work contributes to the online 

harassment and coping literature by being 

one of the first to examine the mechanism 

of online coping strategies – coping 

functions provided by platform providers.  

8 Test the often stated but heretofore 

untested assumption underlying 

much of the coping literature on how 

online coping strategies being used 

by the victims of online harassment 

This essay extends past research on 

technology-related coping strategies to 

empirically investigate a research model 

addressing why and how victims 

technologically cope with online 

harassment on social media, which serves 

as a foundation for further theoretical and 

empirical investigation. 

9 Differentiate between the danger 

control process and the fear control 

process in users’ decision making.  

The model is among the first to link the 

coping and online harassment literature to 

the appraisal literature and thereby 

contribute to the understanding of the 

cognitive and affective appraisals in the 

use of online coping strategies in response 

to online harassment. This work represents 

a new direction in coping theory and 

research. 

 Essay 3  

10 Focus on the role of bystanders while 

prior research primarily investigates 

perpetrators and victims of online 

harassment 

This work underscores the critical role of 

bystanders, who are the “invisible engine 

in the cycle of bullying” (Twemlow et al., 

2001). 

This research is among the first to examine 

bystanders’ reporting behavior in response 

to online harassment in the context of 

social media 

The findings of this research enhance the 

scientific understanding of the role 

bystanders play in mitigating harassment 

on social media and enrich the 

cyberbullying and reporting literature.  

11 Derives and validates a 

comprehensive model of bystanders’ 

reporting on social media that 

integrates factors found in the 

bystander intervention framework 

with sociotechnical factors  

This essay offers a theoretical 

understanding (see Hong et al., 2014b; 

Johns, 2006, 2017) of bystander 

intervention in the context of social media 

and provides guidance on how to design 

the platform features necessary for 

encouraging their intervention. 
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12 Reveals the unique characteristics of 

social media (e.g., message 

transparency and network 

translucence)—and illustrates how 

these factors shape bystanders’ 

reporting behavior on social media 

platforms. 

This work answers the call for recognizing 

both social and technical dimensions in IS 

research (Sarker et al., 2019) 

13 Incorporates sociotechnical factors in 

the investigation of the use of built-in 

reporting functions on social media 

platforms, 

The results shed light on how the interplay 

of technological features and social 

context drives bystanders’ willingness to 

use built-in reporting functions offered by 

social media platform providers  

14 Draws attention to built-in online 

reporting functions as a potential tool 

for curbing harassment on social 

media. 

The results suggest that platform providers 

should pay attention to how the design of 

reporting functions influences bystander 

intervention 
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Table 5-2 Future Research Opportunities 

Area Opportunities for Future Research 

Other possible 

factors 

- Consider including other relevant variables as predictors or 

moderators. 

- Explore other factors (e.g., coping effectiveness, social 

appraisal, other system appraisals, other forms of trust) that may 

influence users’ online coping strategies selection. 

- Control the level of users’ attribution and responsibility when 

accounting for their online coping strategies, as users may feel 

guilt and feel partially blamable for the occurrence of online 

harassment. 

- Explore other platform characteristics 

- Explore users’ perception of the platforms 

Design features - Explore how other design features improve users’ perception of 

outcome effectiveness and contribute to using the online coping 

strategies 

Parties 

involved in the 

incident 

- Investigate the number and characteristics of players in a 

harassment incident (e.g., who started the harassment on whom, 

how many people joined in the harassment) may encourage or 

discourage individuals to undertake online coping strategies.  

Incident types - Manipulate the emergency of online harassment incidents in order 

to examine how bystanders respond. 

Social media 

platforms 

- Explore the notion of online coping strategies in different contexts 

or platforms, also in terms of the level of trustworthiness among 

different platforms.   

- Validate the theory across various online or social media 

platforms with varying levels of network transparency and 

different cultural expectations.  

Cultural 

backgrounds 

- Involve participants from diverse cultural backgrounds and 

explore how different cultural dimensions affect individuals’ 

online coping strategies (Hofstede & Hofstede, 2001).  

Group-level 

variables 

- Explore the antecedents and impacts of the use of online coping 

strategies at a group-level. 

Methodological 

approach 

- Use a longitudinal study to measure the effectiveness of specific 

coping strategies and the impact of the strategies.  

- Use the multi-source/ methodological approach or using data 

from service providers in the field to capture and examine users’ 

actual strategy use. 
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SUPPORTING MATERIALS FOR CHAPTER 2  

Appendix A1: Summary of Prior Studies on Online Coping Strategies 

Table Error! No text of specified style in document.-1 Prior Studies on Online Coping Strategies 

Paper Objective Theory Methods Antecedents Consequences Coping Strategies 

Abu Bakar 

(2015) 

To understand the antecedents 

and the contexts and 

prevailing conditions that 
influence it, as well as the 

phenomenon, the coping 

strategies and the 
consequences resulting from 

the coping strategies 

Grounded theory Interview with 30 

adolescents aged 

between 12 and 
18 years in the 

state of Perlis 

Hatred 

Easily offended 

To gain satisfaction 
Secure to do it online 

Jealousy or envy 

Afraid to confront 
Inhibited in real life 

For fun 

Vengeance 
To vent anger 

Does not inflict pain 

To relieve boredom 
Revealing photos 

Lack of knowledge on online 

security 

Enticing strangers 

Revealing too much 

information 
Prompt in manners 

Inexpensive 

Source of information 
Easy to use 

Remove inhibitions 

Befriended by many people 
Anonymous commenting 

Fun to use 

Availability or permanence 
of expression 

Social networking 

Feeling guilty 

Increased stressed 

Managed to prevent 
bully 

Happy because the bully 

does not dare to bother 
Less effort put into 

school work 

Increased confidence 

Block bully 

Concede or give in 

Replace password or SIM 
Logging off 

Retaliate 

Disregard or ignore 
Confront the perpetrator 

Determine to make police report 

Seek counseling 
Tell friends 

Tell parents 

Tell siblings 
Tell teacher 

Tell teacher 

Alipan et al. 
(2018) 

 

To explore emerging adults’ 
views, opinions, and 

perceptions of how 

individuals within this 
developmental period cope 

Transactional model 
of stress and coping 

(TMSC) 

6 focus groups 
with 39 

participants aged 

18-25 in 
Melbourne 

Cyberbullying / General coping styles 
Problem-focused coping,  

- Approach 

- Self-defending Humor 
- Social support for Instrumental Reasons 
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Paper Objective Theory Methods Antecedents Consequences Coping Strategies 

with being targeted by 

cyberbullying behaviors 

Emotion-focused coping 

- Passive coping 
- Avoidance 

- Cognitive reframing 

Cyber-specific technological solutions 
- Change account/Privacy details 

- Delete account 

- Restrict “Friends” or “Followers” 
- Don’t Go Online 

- Report 

Aricak et al. 
(2008)  

To survey on Turkish 
secondary school student’s 

engagement in and coping 

strategies for cyberbullying 

/ Survey with 
269 secondary 

school Turkish 

students in ICT 
(e.g., cell phone, 

emails, Internet) 

context 

/ / Active vs. Passive 
- Block the unwanted message or the person who 

is disturbing;  

- Tell the person to stop harassing;  
- Change their usernames;  

- Tell their friends; and  

- Tell their parents.  
- Tell their teachers about the cyberbullying 

incident.  

- Ignore and not tell anyone. 

Al-Khateeb et 

al. (2017) 

To investigate the role of 

Police, Mobile Operators, 

Internet, Service Providers 
(ISPs), and owners/ 

administrators of online 

platforms (e.g., websites, 
chatrooms) in terms of 

intervention in response to 

offenses. 

/ Online survey 

with 305 

individuals in 
different online 

contexts 

Experience with the police 

lack of evidence (harasser 

anonymity and forensic 
evidence);  

hesitation to report (fear 

of escalation and emotional 
reasons),  

variation in Police responses 

(civil matter, lack of support, 
reassuring, warning the 

harasser, lack of update)  

breaking restraining orders 
and injunctions. 

Experience with mobile 

operators 
changing phone number;  

blocking harasser number;  

limited actions by MO  
unknown Caller ID. 

Perceived impact of 

reporting harassment to 

authorities (Police, MO, 
ISP, Website admin) 

Made things a lot worse 

Made things slightly 
worse 

Had no effect 

Made things slightly 
better 

Experience of reporting the incident to Police, 

Mobile Operators, ISP, Website admin 



 

205 

Table Error! No text of specified style in document.-1 Prior Studies on Online Coping Strategies 

Paper Objective Theory Methods Antecedents Consequences Coping Strategies 

Experience with ISPs 

removing content policy-
related issues.  

Experience with website/chat 

administrators 
lack of action,  

removing content  

reporting system 

Bradbury et al. 

(2018) 

To identify from whom youth 

learn cyber-victimization 

coping strategies (coaching) 
and explore how coaching is 

associated with adolescents’ 

self-reported use of coping. 

Coping theory Survey with 329 

US adolescents in 

7th and 8th grade 
in the context of 

the Internet, cell 

phone, text 
message 

Experiences with cyber-

victimization  

Coping with cyber-
victimization 

Perceived peer coping 

coaching 
Perceived parent coping 

coaching 

/ Seeking Social Support,  

Self-Reliance/Problem Solving,  

Distancing, 
Externalizing.  

Distraction 

Retaliation 

Balakrishnan 
(2018) 

To examine the emotional 
reactions and actions 

involving cyberbullying, 

focusing on the cyberbullies, 

victims, bully-victims and 

bystanders 

/ Survey with 1158 
young adults in 

Malaysia in the 

context of 

electronic or 

digital media 

/ Angry with myself  
Fearful/scared  

Sad  

Depressed  

I blamed myself for it  

Pity for the victim  

Embarrassed  
Alone/isolated  

Suicidal thoughts 

I regretted my action  
Satisfied/thrilled  

I felt nothing; it was not 

a big deal for me 

- I told someone (parents, friends, respective 
authority) 

- I defended myself  

- I apologized to the victim  

- I took revenge on the bully  

- I removed the offensive remark/comment  

- I did nothing 
 

Cao et al. 
(2019) 

To investigate the antecedents 
of social media fatigue, how 

social media attachment 

(SMA) is related to 
internalizing disorders, and 

also the moderating role of 
moral disengagement in the 

positive association between 

SMA and cyberbullying 
victimization. 

Stimulus–organism–
response paradigm 

Survey with 305 
college students 

in Pakistan in the 

social media 
context 

Social media attachment 
Moral disengagement 

(moderator) 

Internalizing disorders 
- Depression 

- Anxiety 

Social Media Fatigue 
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Chan and 

Wong (2017) 

To examine the effects of 

different demographics (i.e., 
age and sex) and psychosocial 

characteristics (i.e., self-

esteem, empathy, prosocial 
behavior, family attachment, 

perception of a harmonious 

school, sense of school 
belonging and commitment, 

and positive school 
experience and involvement) 

on different victim coping 

approaches (i.e., avoidant, 
aggressive, passive, and 

active). 

/ Survey with 432 

Chinese 
adolescents (i.e., 

victims-only as 

passive victims 
and victim-

bullies as 

aggressive 
victims) in Hong 

Kong 

Psychosocial characteristic 

Self-esteem  
Empathy  

Prosocial behavior  

Family attachment  
Perception of a harmonious 

school  

Sense of school belonging 
and commitment  

Positive school experience 
and involvement 

online communication 

tools (e.g., online 
messengers, online 

social forums) 

Cyberbullying victim coping strategy 

Avoidant approach 
Aggressive approach  

Passive approach 

Active approach 

Cole et al. 

(2017) 

To examine the incremental 

utility of online versus in-
person social support to 

depressive thoughts and 

feelings.  

/ Survey with 231 

undergraduates in 
the SNS context 

/ Negative outcomes 

Self- Esteem  
Dysfunctional. Attitudes  

Depressive Cognitions  

Depressive symptoms 

 

SNS Online social support 

- How often do you use the internet to contact 
other people?  

- How often do other people contact you online?  

- How often does someone say something nice to 

you online?  

- How many times have people done something 

nice for you online?  
- How many people have posted something nice 

about you online?  

- How many online friends do you text or chat 
with online?  

- How many of your online friends do you like a 

lot?  
- How many people follow or like you online?  

In-person social support 

- At school, how many times do you start 
conversations with others? 

- How often do school friends call you (either 

during school or afterwards)? 
- At school, how many times do people say 

something nice to you? 
- How many times have people done something 

nice for you at school? 

- At school, how many people seem to like you? 
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- How many friends from school do you talk with 

most days? 
- How many of your friends from school do you 

like a lot? 

- How many people at school would say they are 
your friend? 

- How often do you use the internet to contact 

other people? 

Davis et al. 

(2015) 

To analyze users shared their 

personal stories of bullying 

and coping 

Ecological systems 

theory 

(Bronfenbrenner, 
1979) 

Thematic 

analysis with 

1094 comments 
from a viral blog 

post about 

cyberbullying in 
which people 

shared their 

personal stories 
of bullying and 

coping.  

/ Effectiveness of coping 

strategies 

-Behavioral strategies 
-Cognitive strategies 

From non-bullying stories  

- From traditional  

- From cyberbullying  
- From hybrid  

Behavioral strategies  

- Seeking social support  
- Creative outlet  

- Ignore/block bully  

Cognitive strategies  
- Self-talk 

- Take bully’s perspective  

D’Cruz and 

Noronha (2018) 

To report a study of targets’ 

experiences of cyberbullying 

on online labour markets 

(OLMs) and highlight the link 
between targets’ coping and 

power and control. 

Coping theory Critical 

hermeneutic 

phenomenology 

with 13 
freelancers who 

had victimization 

experience on 
Upwork platform 

/ / Problem-focused coping 

Emotion-focused coping 

Seeking resolution  

- Platform mechanisms 
- Client interventions 

- Individual initiative 

- Exercising caution 
- Empowerment vs powerlessness 

Moving on  

- Intrapsychic processes 
- Informal social support 

- Avoiding risks 

- Sense of control 
- Personal growth 

Duvenage et al. 

(2020) 

To explore adolescents’ use of 

technology to cope with 
stressors in daily life 

Uses and 

Gratification Theory 
(UGT) 

Focus groups 

with 16 youth 
and survey with 

156 adolescents 

in the social 
media context 

/ Mental health: negative 

emotions (lonely, worry, 
and jealous) 

Online coping 

Emotional support 
Self-distraction 

Information seeking 
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Erişti and 

Akbulut (2019) 

To investigate the behavioral 

and emotional cyberbullying 
reactions of victimized 

students.  

Coping theory Survey with 567 

undergraduate-
level university 

students and 211 

high school 
students in 

Turkey 

Gender 

School type (high school vs 
university) 

Technology habits 

  

/ Behavioral reactions 

Revenge  
- I look for ways to get even with the perpetrator 

- I send disturbing messages to the perpetrator 

- I respond through curse words 
- I strike back in a setting and time where they 

cannot identify me 

- I respond with what they expect and mess with 
them 

- I distribute user names of perpetrators in online 
networks 

- I respond with a similar message 

- I say humiliating things 
- I threaten the perpetrators that I will disclose 

their personal information online 

- I respond through sending malware 
- I make them pay through using different user 

names and accounts 

- I say that I disclose their user names in online 
networks 

- I say that I can harm them through my technical 

knowledge 
- I search for ways to fight back with the 

perpetrator 

- I swear 
Countermeasure  

- I store the perpetration instances as evidence 

- I say that I will file a complaint to relevant 
authorities 

- I take screenshots and store them 

- I block the perpetrator 
- I research for ways to protect myself from such 

situations 

- I warn my friends 

- I say that I can find their personal information 

and inform the competent authorities 

- I file a complaint to the service or content 
provider 

- I change my username and password 

- I seek support from family or friends 



 

209 

Table Error! No text of specified style in document.-1 Prior Studies on Online Coping Strategies 

Paper Objective Theory Methods Antecedents Consequences Coping Strategies 

Negotiation 

- I try to help them give up such behaviors 
- I respond to understand whether the perpetration 

is intentional 

- I tell them how uncomfortable they may feel 
when such things are done to them or their 

friends 

- I tell them such behaviors are useless and 
dishonorable 

- I chat with them to understand their rationale for 
the behavior 

- I warn the perpetrator regarding the ethical 

implications of the behavior 
- I tell them messing with me is just a waste of 

time 

Avoidance 
- I shut down the computer and walk away 

- I delete the message or the content 

- I leave the page or website 
- I do not react as they may not know me or do the 

same to many others 

- I refer them to God 
Emotional reactions 

- Internalizing (scared, panic, crying, anxious, 

embarrassed, worried, excited, guilty)  
- Externalizing (want revenge, become aggressive, 

show anger) 

Francisco et al. 

(2015) 

To investigate how university 

students perceive their 
involvement in the 

cyberbullying phenomenon, 

and its impact on their well-
being 

Item Response 

Theory 

Interview with 12 

college students 
and survey with 

349 and 170 

college students 
for exploratory 

study and IRT 

study  
 

Type of aggression 

Act of Intimidation 
Acts of image appropriation 

 

/ Coping strategies 

- I changed my profile privacy  
- I deleted my Facebook page  

- I confronted the aggressor  

- I contacted the site manager  
- I contacted the police  

- I stopped answering anonymous calls  

- I closed my email account  
- I avoided contact with the aggressor  

- I excluded the aggressor from my social network  
- I ignored the aggression  

- I changed my mobile number  

- I sought help from someone trustworthy  
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- I sought professional support  

- I tried to find out who the aggressor was 
- Paid more attention to my computer’s webcam  

- Other 

Frisén et al. 
(2014) 

To investigate the coping 
strategies that Swedish 

students would use if they 

were cyberbullied 
 

Social representations 
theory  

Cognitive theory of 

the development of 
gender 

role schema 

Survey with 694 
Swedish pupils 

aged 10-12 

 

Age 
Gender 

/ Telling someone  
- I would tell my mum and dad so they could 

contact the person or his/her parents. 

Telling a parent  
- I would first tell my parents. And then I would 

leave the responsibility to my parents. 

Telling a teacher  
- I would have gone to the teacher and said who it 

was. 

Telling a professional 
- Firstly I would talk to someone who works with 

it. 

Telling a friend  
- Tell my friends and ask them to help me, be on 

my side and so on. 

Reporting  

- I would report them. 

Reporting to the police  

- I would tell my parents and try to find the one or 
the ones who did it, and talk to them, and if they 

continued I would for example talk to the police. 

Reporting to the website  
- If it was on Facebook I would report the person. 

Ignoring  

- I would not respond to the messages, because 
then they would think it’s boring and stop 

sending messages 

Avoiding 
- I would turn off the computer or leave. 

- I would probably stop visiting that site. 

- Don’t care  
- I wouldn’t care. 

Confronting  
- I would meet up with that person and tell him or 

her to stop. 

Confronting in person  
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- I would try to find out who it is and ask why he 

or she does it. 
- Offline retaliation  

- “If he or she didn’t stop I would hit him or her. 

Confronting online 
- I would write: You’re bullying me now, or: I’ll 

tell my parents. 

Online retaliation 
- I would write something mean back. 

- I would do the same to them. 
Technical solutions  

- Block E-mail and chat messages, avoid text 

messages. 
Don’t know  

- I don’t know. 

- I cannot come up with something because I can’t 
picture myself in that situation. 

Garaigordobil 

and Martínez-

Valderrey 

(2016) 

To experimentally assess the 

effects on school violence and 

aggressiveness of a program 

to prevent and reduce 

cyberbullying.  

Social constructivism 

and collaborative 

learning theory 

Experiment 

(repeated 

measures pre-

pos0ttest design) 

with 176 

adolescents (93 
experimental, 83 

control) aged 13–

15 

Conceptualization and 

identification of roles 

Consequences, rights and 

responsibilities 

Secrets from cyber-rooftops 

Sexting and false promises 
Posters 

Social networks 

Don’t trust completely 

Teachers’ violence 

toward students 

Students’ physical 

violence  

Students’ verbal 

violence  
Social exclusion 

Disruption in the 

classroom 
ICT violence  

Total violence 

Break the law of silence  

Responding to aggressors  

Signing a contract  

Block Internet bullying 

Guarini et al. 
(2019) 

To evaluate the effectiveness 
of the RPC (“Relazioni per 

crescere”—Relationships to 

Grow) program, a short 
intervention, implemented at 

classroom level by trained 

teachers, aimed at improving 
awareness on cyberbullying 

and increasing proactive 

coping strategies to deal with 
cyberbullying behaviors 

Ecological System 
Theory and the 

Threat Assessment 

Approach 

Observation with 
898 Italian 

students of 

Lower Secondary 
schools (6th–8th 

grades) 

Digital literacy 
Awareness raising and 

education on cyberbullying 

Empathy training 
Coping skills 

/ Social coping 
Cognitive coping 

Passive coping 

Confrontational coping 



 

212 

Table Error! No text of specified style in document.-1 Prior Studies on Online Coping Strategies 

Paper Objective Theory Methods Antecedents Consequences Coping Strategies 

Heatherington 

and Coyne 
(2017) 

To explore individuals’ shared 

experiences of cyberbullying 
encountered through work 

Social Identity 

Theory (Tajfel and 
Turner, 1986) 

Interview with 5 

workers 

Attributions of causality 

Attributions to situational & 
organisational factors  

Attributions to self  

Attributions to perpetrators 
Crossing of Boundaries 

Boundary between work and 

personal life  
Boundaries between 

established and emerging 
organisational structures 

Influence of Communication 

Richness on Relationship 
Development 

Role of Empathy, 

Socialisation and Disclosure 
to Trust Formation 

Significance of Verbal and 

Non-Verbal Cues 
Influence of Communication 

Explicitness and Openness 

Influence on perpetrator’s 
bullying behaviours (indirect 

versus indirect) and impact 

on victim 
Influence on group dynamics 

/ Avoiding 

Confronting 
Controlling 

Seeking Revenge 

Heiman and 

Olenik-

Shemesh 
(2015) 

To examine the Internet 

behavior patterns and gender 

differences among students 
with learning disabilities who 

attended general education 

and special education classes, 
their involvement in 

cyberbullying, and the 

relationships among being 
cyberbullied, their responses, 

and their coping strategies. 

/ Survey with 149 

students with 

learning 
disabilities (LD) 

attending general 

education classes,  
116 students with 

comorbid LD 

attending special 
education classes, 

and  
242 typically 

achieving 

students. 

Surfing patterns 

Gender 

/ Ignored  

Attack back  

Told a friend  
Laughed about it  

Stopped using the net  

Asked cyberbully to stop  
Told parents  

Told teacher  

Called police  
Documented the event 
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Jacobs et al. 

(2014) 

To give an integrative insight 

into the theoretical and 
empirical-based development 

of the Online 

Pestkoppenstoppen (Stop 
Bullies Online/Stop Online 

Bullies).  

 

Transaction model Experiment - 

Intervention 
Mapping 

protocol (Delphi) 

with cyberbully 
victims (Aged 

12-15) 

Social Skills 

Self-esteem 
Knowledge Attitudes 

Self-efficacy & Behavioral 

capability 
Outcome expectations 

Social influence 

Awareness 

Health and quality of life 

improvement 
Depression & Anxiety, 

Loneliness 

Dropping out of school 
Truancy 

Maladaptive behavior 

APS coping strategies  

- Think strong, feel better.’ 
- Stop the bully now!’ 

- You are doing great, can you do better?’ 

 

Jacobs et al. 

(2015a) 

To examine cyberbullying 

victims’ (i.e., the target group) 

experiences, perceptions, 
attitudes and motivations 

related to (coping with) 

cyberbullying.  
 

/ 10 focus Group 

Interviews with 

66 low-educated 
Dutch 

adolescents in 5 

schools (aged 12-
15) 

 

Perception of cyberbullying 

Attitude about cyberbullying 

Motives for cyberbullying 
(characteristics of victims) 

/ Aggressive coping 

- Getting angry online 

- Retaliating/calling names online 
- Fighting back/getting physical offline 

- Getting angry offline 

- Retaliating/calling names offline 
Active coping 

- Blocking and deleting 

- Seem self-assured 
- Standing up for oneself 

- Standing up for someone else 

- Talking about it 

Passive coping 

- Doing nothing/ignoring (the message) 

- Nonchalance/I do not care 
- Quitting school 

- Putting things in perspective/positive thinking 

Seeking support coping 
- Friends 

- Parents 

- Teachers 
- Siblings/family 

- Not seeking support/loneliness 

Jacobs et al. 
(2015b) 

To develop a SRQ that 
specifically measures coping 

with cyberbullying (i.e., 

Cyberbullying Coping 
Questionnaire; CCQ) and to 

discover whether other, not 

single and topological, 
categorizations of coping 

/ Survey with 211 
participants 

(mean age 12.56) 

in Wave 1 and 68 
participants 

(mean age 12.40) 

(after a month) in 
Wave 2 

/ / Mental coping  
- I focus on solving the cyberbullying problem 

immediately 

- I think that other people are experiencing things 
that are much worse 

- I try not to think about the cyberbullying 

- I try to find a new way to stop the cyberbullying 
- I try to find the cause of the cyberbullying 
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strategies can be found.  Passive coping  

- I wait for the cyberbullying to stop 
- I let the cyberbullying happen without reacting 

- I act as if the cyberbullying did not happen 

- I think that the cyberbullying will stop 
- I think about fun things that are not related to 

cyberbullying 

- I ignore the cyberbullies 
Social coping  

- I talk about the cyberbullying event with friends, 
family or someone I trust 

- I save print screens, messages and text messages 

as evidence 
- I ask someone (parent, teacher, friend, peer) for 

help 

Confrontational coping 
- I tell the cyberbullies when their behavior is 

bothering me 

- I tell the cyberbullies to stop 
- I show my irritation to the cyberbully 

Kalender et al. 

(2019) 

To identify the response 

action pursuant to students’ 

involvement to cyberbullying 

/ Survey with 952 

Turkish students 

aged 11-17 in the 
context of virtual 

platform and cell 

phone 

/ / - I wouldn’t do anything 

- I would tell it to my parents 

- I would tell it to teachers at my schools. 
- I would tell it to my friend. 

- I would tell it to anyone in virtual platform (just 

like a web-site administer or web-support 
member). 

Lam and 

Frydenberg 
(2009) 

To investigate how a program 

teaching coping skill (Best of 
Coping program, BOC) and a 

program teaching cybersafety 

(Cyber Savvy Teens program, 
CST) can optimise 

adolescents’ capacity to cope 

online.  
 

 

/ Experiment & 

Survey with 33 
adolescents (age 

13-14) were 

divided into 3 
groups: control, 

BOC and CST 

 

The Student Information 

Questionnaire (SIQ) 
The Adolescent Coping 

Scale (ACS) — General 

Form (Frydenberg & Lewis, 
1993) 

The Kessler Psychological 

Distress Scale (K-10) 
The Student Survey (TSS) 

The BOC Program 

Evaluation Survey 
The CST Program 

Adolescents’ 

Willingness to Report 
Negative Online Events 

to Selected People, 

Distress 
Coping ability 

Productive coping 

- Focus on solving the problem 
- Work hard and achieve 

- Focus on the positive 

- Seek relaxing diversions 
- Physical recreation 

- Seek to belong 

- Invest in close friends 
Nonproductive coping 

- Worry 

- Ignore the problems 
- Wishful thinking 



 

215 

Table Error! No text of specified style in document.-1 Prior Studies on Online Coping Strategies 

Paper Objective Theory Methods Antecedents Consequences Coping Strategies 

Evaluation Survey 

The BOC Program 

- Tension reduction 

- Self-blame 
- Not coping 

- Keep to self 

Reference to others 
- Seek social support 

- Seek spiritual support 

- Seek professional help 
- Social action 

Lwin et al. 

(2012) 

To examine the predictors 

motivating the intention of 
youths to adopt protection 

behavior against online 

harassment.  
 

 

Protection Motivation 

Theory 

Survey with 537 

youths in 
Singapore (aged 

12-19) 

Perceived Severity 

Perceived Susceptibility 
Perceived Response Efficacy 

Perceived Self Efficacy 

Protection Behavior 

 

Behavioral intention  

- I plan to limit access to my personal information 
online (e.g., profiles, blogs) so that not everyone 

can view it.  

- I plan to use nicknames on the Internet to avoid 
revealing my identity.  

- I plan to seek guidance from parents or teachers 

to find out what I can do to prevent myself from 
being bullied online.  

- I plan not to reply messages from people I do not 

know on the Internet.  

- I plan to provide inaccurate information about 

my personal data to websites. 

- I plan not to disclose my personal data on public 
websites. 

- I plan to ask my parents or teachers what I 

should do when I am bullied online.  

Macháčková et 

al. (2013) 

To examine which coping 

strategies were applied most 

often and to what extent 
victims of cyber aggression 

(cyberbullying or online 

harassment) judged them to be 
effective. 

/ Survey with 

2,092 Czech 

children aged 12-
18 

. Effectiveness of coping 

strategies 

Technological coping 

- I deleted the person from my contacts.  

- I changed my settings so that the person could 
not contact me anymore (e.g. blocking the 

person, filtering).  

- I changed my phone no./email/profile/nickname. 
- I searched for advice on the internet.  

- I deleted my profile on the web pages where this 

happened.  
- I reported this to the administrator. 

Reframing 

- I thought to myself that the person was pitiful 
and stupid. 
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- I thought to myself that whoever is doing this to 

me is not worth my time.  
- I thought to myself that something like that could 

not hurt me.  

- I thought to myself that it was actually nothing 
serious.  

Ignoring 

- I decided to ignore it.  
- I didn’t pay attention to it.  

- Dissociation 
- I thought to myself that if something similar 

were to happen in real life, it would be much 

worse.  
- I thought to myself that such things simply 

happen on the internet.  

- I thought to myself that he or she wouldn’t do 
something similar to me in real life. 

- I thought to myself that it was only happening 

online, and that it wasn’t actually real. 
Cognitive avoidance 

- I tried to focus on something else to avoid 

thinking about what happened. 
- I simply took it lightly.  

Behavioral avoidance 

- I started avoiding the person in real life.  
- I deleted the messages, which troubled me.  

- I stopped visiting the web pages where this 

happened.  
- Seeking support 

- I told someone about it.  

Confrontation 
- I tried talking to the person on the internet or via 

cellphone to persuade him or her to stop.  

- I tried face-to-face talking about this behavior 

with the person or somehow persuade her or him 

to stop.  

Retaliation 
- I did something similar to the person, face-to-

face (in real life). 

- I did the same thing or something similar to the 
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person online or via mobiles 

Machmutow et 
al. (2012) 

To investigate whether 
cybervictimisation is an 

additional risk factor for 

depressive symptoms over 

and beyond traditional 

victimisation in adolescents 

and explore whether certain 
coping strategies moderate the 

impact of cybervictimisation 

on depressive symptoms.  
 

Coping theory Survey with 765 
Swiss seventh 

graders (835 

seventh graders 

in the first 

assessment (t 1) 

and 820 students 
in the second 

assessment (t2))  

Age 
Gender 

Traditional victimization 

(T1) 

Cybervictimisation (T1) 

Depressive symptoms Distant advice 
Assertiveness 

Helplessness 

Close support 

Retaliation 

  

McHugh et al. 

(2018) 

To examine the extent to 

which negative online risk 

experiences cause post-
traumatic stress disorder 

(PTSD) symptoms in 

adolescents and explore 
whether teens’ short-term 

coping responses serve to 

mitigate PTSD 

Resilience theory 

Transactional Theory 

of Stress 

A two-month 

web-based diary 

study of 75 teens 
(ages 13–17) who 

reported 

their online risk 
experiences each 

week 

Online risk exposure  

information breaches 

explicit content exposure,  
cyberbullying  

sexual solicitations 

Post-traumatic stress 

disorder (PTSD) 

symptoms 

Passive coping  

- I just ignored it and moved on 

- I hoped the problem would go away by itself 
- Active coping – behaviors that attempt to remove 

the stressor  

- I tried to fix the problem 
- I blocked the person or message 

- I changed filter or privacy settings 

- I stopped using the internet for a while 
Communicative coping  

- I talked to a friend 

- I talked to a parent or trusted adult 
- I reported the problem to the proper authorities 

(school, police, website like Facebook, etc.) 

McLean and 
Griffiths (2019) 

To explore female 
experiences of social support 

while playing online video 

games 

/ Survey with 271 
female gamers 

Experience of social support 
Lack of instrumental support 

Lack of emotional support 

Lack of perceived support 
Impact of lack of support 

Stress/Anxiety/Insecurity  

Feeling pressure (internal 

and external) 

Hiding identity 

Perception of cause 
Stereotype threat 

Group behavior 

/ Silent, transient gamer 
Building networks and social support 
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Monks et al. 

(2012) 

To explore the nature and 

extent of the phenomenon 
among primary school 

children and investigate their 

perceptions of the distress 
caused to victims, how 

victims would feel, and their 

recommendations to victims 
for coping strategies. 

/ Survey with 220 

primary school 
children aged 7-

11 in England 

/ / Telling someone  

blocking messages  
changing email address or phone number  

ignoring it  

reporting it to the police or authorities  
asking the perpetrator(s) to stop  

fighting back  

Muller et al. 

(2017) 

To explore cyberbullying, 

coping resources and coping 
styles Australian primary 

school students.  

Conservation of 

Resources (COR) 
(Hobfoll 1988) 

Survey with 107 

aged 10-12 
Australian 

primary school 

students 

Attachment (Parent, Peer, 

Teacher) 
Locus of Control 

Self-Esteem 

Productive coping  
Non-productive coping 

Coping Styles Specific Technological Responses.  

- I contacted the Internet administrators to report 
the cyberbullying’ and ‘I changed my password. 

- Reported it  

- Blocked  
- Deleted  

- Turned off device  

- Changed password  
- Changed email  

- Changed username  

- Changed mobile number 

- Increased privacy settings 

Na et al. (2015) To explore whether frequency 

of cyberbullying 
victimization, cognitive 

appraisals, and coping 

strategies were associated 
with psychological 

adjustments among college 

student cyberbullying victims. 

Transactional Model 

of Stress and Coping 

Survey with 121 

university 
students aged 18-

25 in the US 

Frequency of Cyberbullying 

victimization 
Primary appraisals 

(Challenge, Threat) 

Secondary appraisals 
(Control) 

Psychological 

adjustments (Depression, 
Anxiety, Self-esteem) 

Problem solving 

- I tried to think of different ways to solve it 
- I changed something to things would work out 

- I did something to make up for it 

- I went over in my mind what to do or say 
- I could do something to change this situation 

Seeking social support  

- I told a friend or family member what happened 
- I talked to somebody about how it made me feel 

- I got help from a friend 

- I asked a family member for advice 
- I got help from a family member 

Cognitive distancing  

- I made believe nothing happened 
- I forgot the whole thing 

- I told myself it didn’t matter 

- I refused to think about it 
- I would say I didn’t care 
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Externalizing  

- I yelled to let off steam 
- I swore out loud 

- I got mad and threw or hit something 

Internalizing  
- I worried about it 

- I just felt sorry for myself 

- I worried that others would think badly of me 
- I got mad at myself for doing something that I 

shouldn’t have done 

Noret et al. 
(2019) 

To test the relationship 
between experiences of being 

bullied, cyberbullied, and 

mental health difficulties, and 
whether these relationships 

are moderated by perceived 

social support and gender.  

The Transactional 
Model of Stress 

(TMS) 

Survey with 3737 
English pupils 

aged 12-13 

/ Mental health difficulties  Sources of perceived social support (from family, 
friends, peers, professional sources, and the 

perception of having no support) 

Orel et al. 

(2017) 

To examine cyberbullying 

within an emerging adult 

population in a university 

setting and explore what 

coping strategies these 

individuals intended to use in 
response to future 

cyberbullying incidents.  

Coping theory Survey with 282 

Queensland 

university 

students aged 18-

25 

Victims vs Non-victims 

Gender 

/ - I would block the cyberbully 

- I would seek help from my friends 

- I would ask the cyberbully to stop 

- Help from friends 

- Ignore 

- Retaliate 
- Help from family 

- Threaten to report 

- Help from university counselor 
- Help from university lecturer 

- Others to cyberbully the bully 

Pabian (2018) To investigate longitudinal 

associations between seeking 
social support and 

cyberbullying victimization 

and between seeking social 
support and internalizing 

problems.  

Appraisal theory A two-wave 

panel study with 
2128 adolescents 

aged 10–17 in 

Flanders 

/ Self-esteem Seeking social support (from friend, parent, 

teacher/other adult 

Parris et al. 
(2012) 

To understand students’ 
coping with cyberbullying 

Transactional model 
of stress 

Interview with 20 
students in the 

US 

/ / Reactive coping 
Avoidance 

Acceptance 

Justification 
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Seeking social support 

Preventive coping strategies  
Talk in person 

Increased security and awareness.  

No way to reduce cyberbullying. 

Paul et al. 

(2012) 

To investigate student 

perceptions of individual 

coping strategies and school 
interventions for traditional 

bullying and cyberbullying, 

and compare the rankings of 
the strategies for traditional 

bullying and cyberbullying 

/ Survey with 407 

students in a 

central London 
secondary school 

School Intervention (School 

Sanctions, Telephone calls, 

Family meeting, School 
reports) 

Informal Approach 

Pupil meeting 
Investigation 

Evidence 

Warning 
Support Approach 

No blame 

Concern 
Behaviour  

Counselling  

School Sanctions 

Telephone call  

Family meeting  

School report  
Parent in school  

Disciplinary Action 

Detention  
Saturday school  

Exclusion  

Suspension  
Curricular Approach 

Class work  

Circle time  
Peer support  

Assembly 

/ Seeking Help & Advice  

- Asking for help from family members (family),  

- Telling parents or carers (parents), 
- Talking to teaching staff at school (teachers) 

- Contacting a formal body of support (helpline).  

Independent Approach 
- Take an active approach by trying to stop it 

happening (prevent) 

- Asking the bully to stop (confront) 
- hitting back at the bully (retaliate)  

- Threatening to tell (threaten). 

Evading Problems 
- Take a passive approach by staying away from 

school (truant)  

- The bullying (avoid),  

- Ignoring or putting up with it (tolerate),  

- Trying to forget about it (denial).  

Internalising Problems 
- Taking things out on yourself by getting upset or 

crying (distress),  

- Worry or stress (anxious),  
- Self-pity or self-blame (depressed)  

- Withdrawing from others (detached).  

Externalising Problems  
- Taking things out on others by bullying 

(reactive),  

- Getting angry (aggressive),  
- Swearing or cursing out loud (verbal),  

- Shouting or yelling to let off steam (vocal). 

Pieschl et al. 
(2013) 

To investigate the conceptual 
and measurement differences 

between cyberbullying and 

conventional bullying 

/ Experiment with 
186 students aged 

12-19 

Presentation order 
Perceived popularity of bully 

(Social Status) 

Media  
Type of cyberbullying 

/ Social (seek support from adults or peers),  
Aggressive (online retaliation),  

Passive (ignore incident),  

Technical (notify the internet service provider, 
change account settings, or block contact),  



 

221 

Table Error! No text of specified style in document.-1 Prior Studies on Online Coping Strategies 

Paper Objective Theory Methods Antecedents Consequences Coping Strategies 

Helpless coping (does not know what to do)  

Confrontation (seek an active problem-solving 
contact with the perpetrator) 

Rationalization (seek an explanation, for example 

“it's my own fault” or “the perpetrator has 
problems”) 

Depreciation (devalue the incident, for example “it's 

only a joke”) 

Price and 

Dalgleish 

(2010) 

To understand cyberbullying 

in Australia, particularly in 

regard to the use and 
perceived effectiveness of 

coping strategies available to 

young people 

/ Online survey 

with 548 young 

Australians under 
25 years old 

Gender 

Frequency by age of bullying 

experience 

Effectiveness of online 

strategies 

Blocked bully 

Removed from friend list 

Changed own avatar/ mobile number 

Riebel et al. 

(2009) 

To investigate the prevalence 

of cyberbullying, overlapping 

with real life bullying and 
coping strategies. 

/ Survey with 1987 

pupils in 

Germany 

/ / Aggressive coping  

- I insult him/her 

- I threaten to beat him/her up. 
- I bully him/her. 

Helpless Coping  

- I don't know what to do.  

- I start crying.  

Cognitive coping 

- I beg him/her to stop. 
- I wonder why he/she does that. 

- I resolutely ask him/her to stop. 

Technical coping.  
- I switch off my computer. 

- I change my e-mail address or my nickname and 

only give them to people I can trust. 
- I show the messages to a grown-up. 

Ronis and 

Slaunwhite 

(2019) 

To explore whether gender 

and geography, in 

combination with mental 
health and socioeconomic 

status, predicted 
cyberbullying victimization, 

perpetration, and patterns of 

coping and help seeking 

/ Survey with 289 

youth aged 16-19 

in Canada 

Socioeconomic status 

Mental health challenges 

Age 

/ Problem-solving coping modality 

Ask another adult for help  

Ask teacher for help  
Talk to a counsellor/social worker  

Call Kids Help Phone  
Contact police  

Ask parent/guardian for help  

Talk to friend/ask friend for help  
Private message the person responsible for 
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cyberbullying 

Talk to person responsible face-to-face  
Avoidance coping modality 

Nothing, it wouldn’t bother me  

Ignore it  
Nothing, nothing can be done to fix it  

Seek revenge 

Scarduzio et al. 
(2018) 

To qualitatively examine 
problem-focused, active 

emotion-focused, and passive 

emotion-focused coping 
strategies employed by sexual 

harassment victims across 

multiple settings. 

Coping theory Interview with 26 
college students 

in the US in the 

SNS context 

/ / Problem-focused 
- Changing online behavior 

- Blocking/unfriending 

- Formal help seeking 
- Confronting 

- Peer intervention 

Active emotion-focused 
- Support (seek advice) 

- Expressing emotion 

- Humor (joking about) 
- Blaming others 

- Face-saving (forgiveness) 

Passive emotion-focused 

- Downplaying (downplay the seriousness) 

- Normalization 

- Denial 
- Ignoring 

- Powerlessness (ignore) 

- Blame self 

Ševčíková et al. 

(2015) 

To examine relationships of 

gender, harm, peer rejection, 

parental attachment, offline 
victimisation and online 

aggression to SSS, and test the 

interaction of harm with peer 
rejection and parental 

attachment.  

Attachment theory Survey with 451 

cyberbullying-

victims, aged 12–
18 in Czech 

Perceived harm 

Parental attachment 

Peer rejection 
Parental attachment × 

Perceived Harm  

Peer rejection × Perceived 
harm 

/ Social support seeking (i.e., ‘I told someone about 

it’) 

Singh and 
Sonkar (2013) 

To explore different form of 
cyberbullying that occurs 

more frequently, and 

understand the consequences 
and emotional responses to 

/ Survey with 80 
young adults 

(aged 18-26) in 

Allahabad 

/ Emotional responses 
(Sadness, anger, 

frustration, 

embarrassment, fear) 

Told an adult 
Confronted bullying 

Told to a friend 

Stayed offline 
Support seeking 
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cyberbullying and the coping 

strategies used 

Did nothing  

Retaliated  

Sleglova and 

Cerna (2011) 

To explore the impacts and 

consequences of 

cyberbullying, and on the 
coping strategies chosen by 

victims to deal with the 

situation through the 
qualitative explorative study 

Theory of social 

dominance 

Semi-structured 

interviews with 

15 adolescents 
aged 14-18 years, 

all of whom were 

cyberbullying 
victims 

/ Change in online 

behavior 

Offline psychological 
impact 

Technical defence 

Activity directed at the aggressor 

Avoidance 
Defensive strategies 

Social support 

Smith (2015) To give a brief history of 

research, and discuss 
definitional issues around 

cyberbullying, and three 

challenges facing researchers; 
it then reviews some basic 

findings about prevalence, age 

and gender differences, 
predictors of involvement, and 

effects and correlates of 

involvement. 

/ Survey with 1045 

children (aged 
12–17) in four 

English 

secondary 
schools in 2011 

in the context of 

internet and 
mobile phones 

/ Suicidal ideation and 

suicide 

- Felt helpless  

- Ignored what was happening  
- Turned mobile off  

- Stopped using internet  

- Told a friend  
- Told a parent  

- Told a teacher  

- Asked the bully to stop  
- Blocked them 

- Changed mobile number  

- Reported to mobile company/ISP  

- Retaliated  

Smith et al. 

(2008) 

To investigate relationships of 

cyberbullying to general 

internet use.  

/ Focus groups 

with 92 pupils 

from 14 schools, 
and survey with 

533 pupils from 5 

schools 
 

Perceived impact of seven 

different media of 

cyberbullying 

/ - Blocking messages/identities 

- Telling someone (parent/teacher) 

- Changing email address/phone number 
- Keeping a record of offensive emails/texts 

- Ignoring it 

- Reporting to police/other authorities 
- Contact service provider 

- Asking them to stop 

- Fighting back 

Sticca et al. 

(2015) 

To outline the development of 

the Coping with 

Cyberbullying Questionnaire 
(CWCBQ) and tests of its 

reliability and construct 

validity over a total of five 
questionnaire development 

stages.  

 

/ Longitudinal 

study with 3970 

and 358 
Switzerland, 

Italian and Irish 

adolescents 

/ / Distal advice;  

- go to the police 

- seek advice on an online platform 
- inform a teacher or the principal 

- seek professional advice 

- call a helpline (e.g. Kids Helpline, 
CyberBullyHotline) 

Close support;  

- go to someone who listens to me and comforts 
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me 

- spend time with my friends to take my mind off 
it 

- talk to my friends about it 

- go to someone who accepts me the way I am 
- go to someone I can trust 

Retaliation;  

- write mean and threatening things to the bully 
- get back at the bully in the real world (offline, 

e.g., at school) 
- get back at the bully personally 

- get back at the bully together with my friends 

- get back at the bully in cyber space (online, e.g., 
text message, email) 

Assertiveness;  

- tell the bully to stop it 
- tell the bully that this is not ok at all 

- tell the bully that I don’t think this is funny at all 

- tell the bully that his behaviour is hurting me 
- ask the bully why he/she is doing this 

Active ignoring; 

- avoid any further contact with the bully 
- keep out of the bully’s way 

- pretend that it does not bother me at all 

- ignore all messages/pictures so that the bully 
would lose interest 

- try not to think about it 

Helplessness/self-blame;  
- be totally desperate 

- think that it is my fault 

- accept the situation as it is because there is 
nothing you can do to stop bullying 

- ask myself why this is happening exactly to me 

- not know what to do 

Technical coping. 

- report the incident to the website owner or to the 

telephone company 
- (e.g., YouTube) 

- change my contact details (phone number, email 

address, chat name,  
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- pay more attention to who has access to my data 

- block the bully to prevent him from contacting 
me again 

- post less personal information on the Internet 

- save messages/pictures as evidence (e.g., copies 
or screenshots) 

Van Royen et 

al. (2016) 

To examine whether control-

by-the-self over the situation 
and negative emotions play a 

role in the reporting of sexual 

harassment on SNS.  

Transactional model 

of stress and coping 

Survey with 

1,015 pupils aged 
11-19 in the SNS 

context 

Situational control-by-the-

self 
Public visibility  

Anonymity 

Possibility to remove 
Perceived behavioral control 

to report 

Negative emotion 

/ Reported to the SNS provider 

I reported the incident to the provider 

Vandoninck 

and d'Haenens 

(2015) 

To develop typologies for 

online coping strategies 

/ Survey with 2046 

Flemish children 

aged 10-16 

Type of online risks (e.g., 

online bullying, Sexual 

images, shocking images, 
meeting strangers, sexting, 

privacy misuse) 

Age 

Gender 

/ Proactive problem-solving strategies  

- Change privacy settings  

- Block contact person 
- Protect personal data 

- Delete images or messages  

- Click away  

Communicative strategies  

- Talk with friends 

- Talk with parents  
- Seek online support 

- Go offline for a while 

Indifference  
- Don't care about what happened  

- Hope it goes away by itself  

- Ignore what happened  
Avoidance strategies 

- Go away from device 

- Go offline for a while  
- Click away  

Peer support 

- Take a friend to meeting  
- Talk with friends 

Völlink et al. 

(2013) 

To investigate the relationship 

between the use of coping 
strategies to deal with daily 

Transactional Model 

of Stress 

Survey with 325 

general stressors 
and 88 

/ Depression. 

Health complaints. 

Avoidance coping (e.g. ‘I’ll try to avoid the problem 

as much as I can’, eight items);  
Optimistic coping (e.g. ‘I say to myself that it’s not 
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stressors in general (n = 325) 

and the use of coping 
strategies to deal with 

cyberbullying in particular (n 

= 88) among children aged 11 
and 12 years, and the impact 

of coping strategies on 

depression and health in 
victims of cyberbullying 

(n=88). 

cyberbullying 

children aged 11-
12 

as bad as it seems’, five items);  

Coping through emotional expression (e.g. ‘I show 
that I am angry about the person who is causing the 

problem’, three items);  

Depressive coping (e.g. ‘I am going to sit 
somewhere on my own’, seven items);  

Coping by seeking social support (e.g. ‘I share my 

worries with somebody’, six items);  
Palliative coping (e.g. ‘I go out to try to forget my 

worries for a while and do something else’, eight 
items); and (vii) coping through confrontation (e.g. 

‘I look at the problem from different sides’, seven 

items) 
Cyberbullying-specific coping questionnaire  

Depressive/emotional coping 

- I get upset when I have been cyberbullied. 
- I am very afraid that this will happen again. 

- I don’t want to go to school anymore.  

- I wish that I could stay in my bed for the whole 
day. 

- I feel very upset and I think that I am worthless. 

- I think that it always happens to me and I feel 
powerless. 

- I cry.  

- I can’t think of anything other than being bullied 
and why they did it to me. 

- I don’t do anything about it.  

- I let the bullying just happen to me  
- I get angry about the bullying 

- I beg them to stop 

- I think it’s just a game with the computer or 
telephone; it doesn’t hurt me personally. 

Avoidance/palliative coping 

- I accept it even if I don’t like it.  

- I ignore the cyberbullies.  

- I think the bullies have nothing better to do. 

Seeking social support 
- I ask an adult (teacher, parents) for help. 

- I ask friends for help.  

- I feel the need to talk about the bullying with 
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somebody I trust. 

Weinstein and 
Selman (2016) 

To explore recommended 
strategies for coping with 

different experiences of socio-

digital stress, including both 

hostility-oriented issues and 

digital challenges related to 

navigating close relationships.  

Coping theory Content analysis 
of 628 comments 

posted in 

response to 180 

stories of digital 

stress in the 

online forum 
context 

Type of Digital Stress  
Public Shaming & 

Humiliation,  

Impersonation,  

Mean & Harassing Personal 

Attacks,  

Breaking & entering,  
Pressure to comply,  

Smothering 

/ Get Help from others 
Communicate Directly  

Cut Ties with the person involved 

Ignore the situation 

Utilize Digital Solutions 

Wright et al. 

(2019) 

To assess early adolescents’ 

response evaluation and 
decision for hypothetical peer 

victimization vignettes. 

Social information 

processing (SIP) 
models 

Experiment with 

336 US seventh 
and eighth 

graders 

Internal congruence  

Response valuation  
Response efficacy  

Emotional outcome 

expectancy  
Social outcome expectancy 

/ - Hostile responses, 

- Saying mean things back to the peer,  
- Ignoring the peer 

- Excluding the peer from a group 

Wright (2016) To examine the supportive 

role of parents in adolescents' 
digital technology use. 

/ Longitudinal 

survey with 568 
US adolescents in 

the eighth grade 

(age ranging 
from 13–15 

years) 

 

  Restrictive (‘My parents impose a time limit on the 

amount of time that I surf the internet’), 
Co-viewing (‘My parents surf the internet with me’)  

Instructive (‘My parents show me how to use the 

internet and warn me about its risks’). 
 

Wright (2015) To examine coping strategies 

for cyber victimization among 

emerging adults, and how 
these strategies related to 

cyber aggression one year 

later (Time 2).  

/ Online survey 

(Longitudinal) 

with 270 
emerging adults 

aged 18-25 

Attributions 

Victims as aggressor  

Victim characteristics  
Aggressor blame  

Relationship  

Conflict  
 

Emotional responses 

Internalizing  

Externalizing 
 

Ignore 

Tell others 

Tell my Family  
Tell my Friends 

Stop 

Username 
Block 

Revenge 

Pretend 

Wait 

Cry 

Yang et al. 

(2014) 

To measure the prevalence of 

and factors associated with 
online inappropriate sexual 

/ Survey 

(Longitudinal) 
with 566 seventh 

Computer-using time Depression 

Anxiety 
Self-esteem 

Ways of Stress Coping Checklist  

Passive Coping strategy 
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exposure, cyber-bullying 

victimisation, and computer-
using time in early 

adolescence. 

grade students in 

Korea (age 13–
14) and 936 in 

the initial survey, 

835 of whom in 
follow-up study 

Psychopathology 

Attention deficit 
hyperactivity symptoms 
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Information of Respondents in the Three Phases 
  

Focus group 

survey 

MDS survey Judgmental 

survey 

  (n=274) (n=479) (n=171) 
  

Frequency % Frequency % Frequency % 

Gender Male 143 52.2 178 37.2 111 64.9 

Female 131 47.8 301 62.8 60 35.1 

Age 18-28 years old 119 43.4 138 28.8 79 46.2 

29-38 years old 134 48.9 262 54.7 71 41.5 

39-48 years old 11 4.0 41 8.6 6 3.5 

49-58 years old 7 2.6 28 5.8 9 5.3 

59-68 years old 1 0.4 9 1.9 6 3.5 

69 years or older 2 0.7 1 0.2 0 0 

Occupation Student  30 10.9 48 10.0 27 15.8 

Employed for wages  186 67.9 267 55.7 91 53.2 

Self-employed  46 16.8 92 19.2 35 20.5 

Out of work  3 1.1 39 8.1 10 5.8 

Military  2 0.7 6 1.3 3 1.8 

Retired  2 0.7 16 3.3 0 0 

Other 5 1.8 11 2.3 5 2.9 

Education Diploma 55 20.1 106 22.1 29 17.0 

Associate Degree 51 18.6 77 16.1 24 14.0 

Bachelor 116 42.3 203 42.4 89 52.0 

Master 45 16.4 67 14.0 26 15.2 

PhD 3 1.1 11 2.3 2 1.2 

Other 4 1.5 15 3.1 1 0.6 

Hours on 

social 

media per 

day 

Less than 1 hour  37 13.5 120 25.1 29 17.0 

1-2 hours  118 43.1 213 44.5 81 47.4 

3-4 hours  84 30.7 109 22.8 42 24.6 

5-6 hours  20 7.3 23 4.8 9 5.3 

7 hours or more  15 5.5 14 2.9 10 5.8 

Hours on 

the Internet 

per day 

Less than 1 hour  9 3.3 2 0.4 8 4.7 

1-2 hours  53 19.3 75 15.7 37 21.6 

3-4 hours  104 38.0 164 34.2 55 32.2 

5-6 hours  58 21.2 119 24.8 36 21.1 

7 hours or more  50 18.2 119 24.8 35 20.5 
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No Name Statement 

1 ECF01 Sending direct messages to that person to ask him/her to stop 

2 ECF02 Sending private messages to that person to persuade him/her to stop 

3 ECF03 Sending a stop message to the person who is responsible for posting 

4 EBL06 Blocking that person from contacting me 

5 EBL07 Blocking the comments/posts 

6 EBL08 Unfollowing that person 

7 EUF10 Unfriending that person from my friend list 

8 EUF11 Removing that person from my friend list 

9 EDL12 Deleting the messages 

10 EDL13 Removing the posts 

11 EDL14 Hiding the posts 

12 EKE15 Keeping evidence of the incident 

13 EKE16 Documenting the incident (e.g., filing user's log) 

14 EKE17 Saving the messages/posts as evidence 

15 EKE18 Taking screenshots of the incident 

16 EKE19 Recording the IP address of that person 

17 ECP20 Changing the privacy settings of my social media account 

18 ECP21 Setting who can access to my account 

19 ECP22 Protecting personal data through the privacy setting 

20 ECP23 Setting my social media account to private 

21 ECP25 Changing my social media account password 

22 EPL26 Posting less personal information on social media (e.g., phone number, email address) 

23 EPL27 Not disclosing my personal data on social media 

24 EPL28 Using nicknames on social media to avoid revealing my identity 

25 EAP29 Posting wisely on social media 

26 EAP30 Posting less on social media 

27 EAP31 Avoiding posting on social media 

28 ETD32 Distancing myself from social media for a while 

29 ETD33 Stopping using social media for a period of time 

30 ETD34 Disabling my social media account for a while 

31 ETD35 Taking a break from social media 

32 ERS39 Reporting that person to Social media administrator 

33 ERS40 Reporting the incident to Social media administrator 

34 ERS41 Reporting the posts to Social media administrator 

35 ERS42 Contacting social media administrator to stop the incident 

36 ERS43 Flagging the post/message as inappropriate 

37 ERA44 Contacting the official authority (i.e., police, legal authorities, school, or a government 

agency) via the social media platform to report the incident 

38 ERA45 Reporting the incident to authority (i.e., police, legal authorities, school, or a government 
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agency) on social media 

39 ERA46 Seeking help from social media mediator to resolve the incident 

40 EAD47 Contacting social media administrator to delete the messages 

41 EAD48 Asking for deleting the messages from social media administrator 

42 EAD49 Requesting social media administrator to track down his/her account on social media 

43 EAD50 Requesting social media administrator to suspend his/her account on social media 

44 ESS51 Visiting social media for more safety information, tools, and resources 

45 ESS52 Searching for safety information provided by social media (e.g., help page) to protect my 

account 

46 ESS53 Looking for information on social media about how to deal with the incident 

47 ESH54 Seeking advice from a social media support group (a group of people who have similar 

experiences and concern) about what I should do 

48 ESH55 Seeking guidance from a social media support group (a group of people who have similar 

experiences and concern) to find out what I can do to prevent myself from being bullied 

online 

49 ESH56 Seeking psychological support from the social media support group 

50 ESH57 Connecting with caring people on social media for online therapy 

51 ESH58 Chatting with a professional counselor on social media 

52 ESC59 Talking to someone I trust (e.g., family, friend or peer) on social media 

53 ESC60 Seeking out my friends on social media for comfort 

54 ESC61 Getting support from my friends on social media 

55 ESC62 Telling trusted friends on social media 

56 EDI70 Spending time with activities I enjoy on social media (e.g., playing games, watching 

videos) to deal with negative feelings 

57 EDI71 Using the entertainment options on social media (e.g., games, videos, pictures) to 

brighten my day 

58 EDI72 Watching uplifting videos on social media to help me feel better 

59 EDI73 Looking at other's positive comment/posts on social media to manage my negative 

emotions 
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Appendix A4: Dimensions Configuration of Online Coping Strategies 

 

Table Error! No text of specified style in document.-4 Stress and R2 Value for 

Dimensions 

Number of Dimensions Stress Index R2 

1 0.454 0.399 

2 0.254 0.655 

3 0.185 0.740 

4 0.155 0.771 

5 0.132 0.800 
 

 

 

 

Figure Error! No text of specified style in document.-1 Two-Dimensional 

Configuration of Online Coping Strategies 
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SUPPORTING MATERIALS FOR CHAPTER 3  

Appendix B1: Development of Measures of Online Coping Strategies on 

Social Media 

In order to derive the measures that best describe coherent online coping 

strategies, this study followed Webster and Watson’s (2002) literature review 

guidelines and conducted a comprehensive search of the prior research on coping 

and online victimization. The inclusion criteria for this study consisted of (1) 

English language publications in peer-reviewed journals and (2) studies that 

presented one or several online-related coping responses. Searches in the following 

databases were conducted: Web of Science, Science Direct, ABI/Inform Global, 

and AIS Electronic Library (AISeL), by using the following keywords: online 

victimization, cyberbullying victimization, online harassment victimization, coping, 

and response. The original search resulted in 516 peer-reviewed articles through 

2016. From these, 254 articles were deemed irrelevant based on title or abstract. 

The remaining articles were then reviewed by investigators to determine whether 

they were appropriate for inclusion. The inclusion and exclusion criteria included: 

(1) studies that investigated how online-related coping responses/strategies are 

designed or organized to cope with online harassment; (2) descriptive studies of 

specific online-related coping responses; (3) studies that investigated factors 

associated with online-related coping responses; and (4) essays or conceptual 

papers that provided general advice or prescriptive guidelines about online-related 

coping strategies. Of the 262 articles, 58 articles were considered for further 

analysis based on the exclusion criteria. 

Through carefully read the detailed descriptions provided in the selected 

articles and identified online-related coping strategies or responses, this study 
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synthesized and categorized the narratives in the selected articles based on the 

degree of similarity in terms of (1) the overall role of the online coping 

strategies/responses (as specified in the articles) and (2) the values associated with 

the four recurring dimensions, namely, Initiator-focused avoidance coping strategy, 

Initiator-focused approach coping strategy, self-focused avoidance coping strategy, 

and self-focused approach coping strategy. Next, this study composed a generic and 

coherent description for each of the four theoretical dimensions which constitute 

the typology. This study subsequently attributed a name to each theoretical 

dimension. They are (1) blocking, (2) reporting, (3) seclusion, and (4) regulation 

(see Figure 3-1). 

To test the validity of the proposed items of online coping strategies, this 

study followed the approach suggested by Chen et al. (2014) and employed an 

online survey methodology to collect data for the instrument. A total of 218 

university students participated in this survey. Based on the definition of online 

coping strategies, participants were asked to assess the items of online coping 

strategies via the questions. The seven-Likert scale was used (1= strongly disagree, 

7= strongly agree). After the data collection, the scale was assessed through both 

exploratory and confirmatory analysis.  

Exploratory Factor Analysis. An exploratory factor analysis was conducted 

to assess the psychometric properties of the scales regarding item loadings and 

discriminant validity. Principal component analysis with Varimax rotation was 

applied to the items. To ensure the sample adequacy for factor analysis, Bartlett’s 

test of sphericity (1954.003 at p =0.000) and the Kaiser-Meyer-Olkin (KMO = 

0.774, which was greater than the 0.6 thresholds) were measured, and the results 
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indicated that our sample is adequate to proceed with the factor analysis. A four-

factor solution with a total of 84.3 percent variance extracted was obtained.  

The results of the factor analysis confirmed the convergent validity of the 

four types of online coping strategies. Items are clearly attributed to each online 

coping strategy. We observe that all blocking strategy items, reporting strategy 

items, deactivation strategy items, and changing privacy-setting strategy items load 

highly on their respective constructs and that there is a limited level of cross-loading 

of these items (see Table Error! No text of specified style in document.-1).  

 

Table Error! No text of specified style in document.-1 Exploratory Factor 

Analysis for Online Coping Strategies (n=218) 

 Component 

 1 2 3 4 

TSD01 0.186 0.133 0.864 0.283 

TSD02 0.086 0.096 0.939 0.299 

TSD03 0.068 0.108 0.879 0.327 

TMD01 0.240 0.011 0.325 0.943 

TMD02 0.206 0.027 0.321 0.944 

TMD03 0.532 0.160 0.224 0.720 

TBL01 0.281 0.938 0.143 0.110 

TBL02 0.278 0.947 0.079 0.034 

TBL03 0.330 0.940 0.128 -0.007 

TRS01 0.932 0.281 0.103 0.264 

TRS02 0.940 0.315 0.103 0.295 

TRS03 0.927 0.284 0.134 0.279 

     

Eigenvalue 4.202 2.612 2.017 1.288 

Variance % 35.019 21.765 16.808 10.735 

Cumulative % 35.019 56.784 73.592 84.328 

Extraction Method: Principal Component Analysis.  

Rotation Method: Promax with Kaiser Normalization. 

Note: TSD=Seclusion; TMD=Mediation; TBL=Blocking; TRS=Reporting;  

 

Confirmatory Factor Analysis. A confirmatory factor analysis was 

conducted to ensure the items as indicators of the dimensions of online coping 

strategies were appropriate. First, model fit was evaluated using a two-index 
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presentation strategy suggested by Hu and Bentler (1999): comparative fit index 

(CFI ≥ 0.95 indicates good fit) and standardized root mean square residual (SRMR 

≤ 0.09 indicates good fit). This study compared the fit of the two models. Model 1 

had all items load on a single latent factor, but the model provides a poor fit to the 

data (χ2/d.f.= 24.135; GFI=0.524; CFI=0.354; TLI=0.21; RMSEA=0.327; 

SRMR=0.258). Model 2 represents our conceptual distinction of four dimensions 

among online coping strategies. This model provides a good overall fit to the data 

(χ2/d.f.= 2.018; GFI=0.931; CFI=0.975; TLI=0.965; RMSEA=0.069; SRMR=0. 

077). Second, we compared the relative quality of two models using the Akaike 

Information Criterion (AIC) (i.e., model with lower AIC indicates comparatively 

better fit). The results show that Model 2 (AIC = 156.878) provides a better fit than 

Model 1 (AIC = 1351.288), suggesting that it is the most parsimonious model. 

Therefore, the findings support the new scales for online coping strategies.  

Assessment of convergent and discriminant validity. After examining the 

overall model fit, we examined the psychometric properties of the scales of online 

coping strategies. Convergent validity refers to the extent to which the items in a 

scale appear to be indicators of a single underlying construct. The convergent 

validity was evaluated using the criteria (Fornell & Larcker, 1981; Hair et al., 2006) 

that (1) all of the factor loadings must exceed 0.70, and (2) the average variance 

extracted (AVE) should exceed 0.5. As shown in Table Error! No text of specified 

style in document.-1 and Table Error! No text of specified style in document.-2, 

all factor loadings were greater than 0.70, composite reliability (CR) and average 

variance extracted (AVE) of all the measures fulfilled the recommended levels, 

with CR between 0.871 and 0.94, and AVE ranged from 0.693 to 0.839, indicating 

a good convergent validity.  
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Discriminant validity refers to the degree to which the measures of distinct 

constructs differ (Bagozzi & Phillips, 1982). The discriminant validity can be 

evaluated through the assessment of the average variance extracted (AVE) (Fornell 

& Larcker, 1981). That is, AVE of each construct should be greater than the squares 

of the correlations between the constructs and all other constructs. As shown in 

Table Error! No text of specified style in document.-2, the square root of the AVE 

for each factor was higher than the correlations between it and other corresponding 

factors, demonstrating discriminant validity. 

 

Table Error! No text of specified style in document.-2 Descriptive Statistics of 

Constructs and Correlation (n=218) 
 

Mean (STD) CR AVE TSD TMD TBL TRS 

Seclusion 4.534 

(1.676) 

0.883 0.717 0.847 
   

Mediation 4.538 

(1.631) 

0.866 0.691 0.341*** 0.831 
  

Blocking 5.631 

(1.601) 

0.936 0.83 0.112 0.024 0.911 
 

Reporting 5.578 

(1.515) 

0.931 0.818 0.106 0.282*** 0.335*** 0.904 

Note 1: CR=Composite Reliability; AVE=Average Variance Extracted; TSD=Seclusion; 

TMD=Mediation; TBL=Blocking; TRS=Reporting;  

Note 2: Bolded diagonal elements are the square root of AVE for each construct., Off-diagonal elements 

are the correlations between constructs 
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Table Error! No text of specified style in document.-3 Demographic Information of 

Respondents in Pilot Study 2 (n=218) 

  Frequency Percent 

Gender 
Male 118 54.1 

Female 100 45.9 

Age 

Under 18 years old 2 0.9 

18-19 years old 40 18.3 

20-21 years old 62 28.4 

22-23 years old 45 20.6 

24-25 years old 31 14.2 

26 years or older 38 17.4 

Hours on social 

media 

per day 

Less than 1 hour 33 15.1 

1-2 hours 105 48.2 

3-4 hours 58 26.6 

5-6 hours 12 5.5 

7 hours or more 10 4.6 

Hours on the 

Internet per day 

Less than 1 hour 2 0.9 

1-2 hours 39 17.9 

3-4 hours 77 35.3 

5-6 hours 63 28.9 

7 hours or more 37 17 
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Appendix B2: Demographic Information of Respondents  

 

Table Error! No text of specified style in document.-4 Demographic 

Information of Respondents (n=488) 

  Frequency Percent 

Gender 
Male 242 49.6 

Female 246 50.4 

Age 

Under 18 years 

old 

10 2.0 

18-19 years old 75 15.4 

20-21 years old 132 27.0 

22-23 years old 94 19.3 

24-25 years old 79 16.2 

26 years or older 98 20.1 

Hours on social 

media 

per day 

Less than 1 hour 78 16.0 

1-2 hours 222 45.5 

3-4 hours 133 27.3 

5-6 hours 36 7.4 

7 hours or more 19 3.9 

Hours on the 

Internet per day 

Less than 1 hour 6 1.2 

1-2 hours 72 14.8 

3-4 hours 186 38.1 

5-6 hours 138 28.3 

7 hours or more 86 17.6 
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Appendix B3: Hypothetical Scenarios and Measurement  

Table Error! No text of specified style in document.-5 Hypothetical Scenarios 

Type of online 

harassment 

Scenario 

Condition 1 – 

Private 

sending 

One day, you received a message from an unknown sender 

named “xyzhateu” on a social networking site. The subject of 

the message was “A Weirdo Like You” while the body of the 

message stated, “Let’s see how you really look like. Are you a 

weirdo or a creep?” Attached to the message were also a 

number of pictures of you modified intentionally to make you 

look ugly or stupid. On the next day, you received another 

message with more modified pictures of you from the same 

unknown sender. The message stated, “You suck. You look 

like a weak fool in all those pictures, too short, nasty hair, 

ugly, zero sense of presence... Do you really know what smart 

is?” On the following day, another message came stating that 

“Wait and see, weirdo! You will soon learn how others “like” 

about your looks.” You kept receiving this kind of message 

repeatedly in the following days. Later, you found that the 

sender was actually Pat, who was one of your close friends in 

the university and with whom you had been communicating 

frequently on social networking sites and you two shared 

many mutual friends. Both Pat and you loved playing 

competitive video games. You two frequently teamed up to 

play against other teams online. Two months ago, you told 

Pat that you had found a better gaming partner and thus would 

not play with Pat as a team in the upcoming online game 

competition. 

Condition 2 – 

Public posting 

 

One day, you accidentally came across a fan page titled 

“Weird (your name) Site”. The page has posted many pictures 

of you modified intentionally to make you look ugly or 

stupid. It has also posted many messages mocking and 

ridiculing you, such as A weirdo like you; Let’s see how you 

really look like. Are you a weirdo or a creep?; You suck. You 

look like a weak fool in all those pictures, too short, nasty 

hair, ugly, zero sense of presence... Do you really know what 

smart is? The page also invited others to make fun of your 

looks in the posted picture. You noticed that there were over 

200 people who had already liked that page. Later, you found 

that the creator of this fan page was actually Pat, who was one 

of your close friends in the university and with whom you had 

frequently been communicating on social networking sites 

and you two shared many mutual friends. Both Pat and you 

loved playing competitive video games. You two frequently 

teamed up to play against other teams online. Two months 

ago, you told Pat that you had found a better gaming partner 

and thus would not play with Pat as a team in the upcoming 

online game competition. 
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Table Error! No text of specified style in document.-6 Measurement Items 
 

Item Measures 

Perceived threat (adapted from (Peacock & Wong, 1990))  
PTT01 This incident is a negative experience for me  
PTT02 This incident will result in negative outcomes for me   
PTT03 This incident is going to have an adverse impact on me 

Fear (adapted from (Folkman & Lazarus, 1985)) 

 ERT01 I feel worried   
ERT02 I feel fearful  
ERT03 I feel anxious   
ERT04 I feel scared  

Coping self-efficacy (developed from (Taylor & Todd, 1995)) 

 PBC01 I am able to use functions provided by the platform to deal with this 

incident 

 PBC02 I have the knowledge and ability to make use of functions provided by 

the platform to deal with this incident  
PBC03 Using the functions provided by the platform to deal with this incident is 

entirely within my control 

Trust in social media (adapted from (Venkatesh et al., 2017))  
STR01 Social media is trustworthy 

 STR02 I trust social media keeps my best interests in mind 

 STR05 Social media policy meets my expectations 

Self-focused avoidance strategy: Seclusion (developed for this study)  
TSD01 I would distance myself from the platform for a while  
TSD02 I would stop using the platform for a period  

 TSD03 I would disable my social media account for a while 

Self-focused approach strategy: Mediation (developed for this study) 

 
TMD01 

I would ask the support group (a group of people who have similar 

experiences and concerns) on the platform what I should do 

 
TMD02 

I would seek help from the support group (a group of people who have 

similar experiences and concern) on the platform  
TMD03 I would look for safety resources on the platform. 

Initiator-focused avoidance strategy: Blocking (developed for this study)  
TBL01 I would block Francis from contacting me 

 TBL02 I would block Francis 

 TBL03 I would block Francis so that he/she could not contact me anymore 

Initiator-focused approach strategy: Reporting (developed for this study)  
TRS01 I would report that person to the platform administrator 

 TRS02 I would report the incident to the platform administrator 

 TRS03 I would report the posts to the platform administrator 

Normative belief about cyberbullying (adapted from (Huesmann & Guerra, 1997))  
NB01 In general, it is wrong to cyberbully others on social media 

 NB02 It is usually OK to engage in cyberbullying behaviors on social media (r)  

 NB03 It is generally acceptable to cyberbully others on social media (r) 

Relationship closeness (developed for this study)  
RC01 Before the incident, Francis and I were close friends. 

 RC02 Before the incident, I had a close relationship with Francis. 
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Appendix B4: Procedure for Path Coefficient Comparison  

 

 
 

Where 

 
 

Where t = t-value with N1 + N2 - 2 degrees of freedom 

Sp= pooled estimator for the variance 

Ni = sample size of the dataset for the type of online harassment i 

SEi = standard error of path in the structural model of the type of online 

harassment i 

βi = path coefficient in the structural model of the type of online harassment i 
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SUPPORTING MATERIALS FOR CHAPTER 4  

Appendix C1: Overview of Prior Studies on Reporting  

To consolidate the extant knowledge on reporting behavior, we followed the 

two-stage approach suggested by Webster and Watson (2002) to search for and 

identify articles that examine reporting behavior. The two-stage approach offered a 

rigorous approach to guide the literature search procedures and reduce potential 

biases in data collection (Tranfield et al., 2003).  

In the first stage, we identified articles addressed issues regarding reporting 

behavior. We used the databases on Web of Science, Science Direct, ABI/Inform 

Global, and AIS Electronic Library (AISeL) as our data sources and targeted peer-

reviewed journal articles to ensure the quality of the articles and credibility of the 

sources. We used two methods to identify relevant articles. First, we conducted a 

systematic search in online databases. A broad range of keywords representing 

“report system,” “report function,” “whistle-blow,” “whistleblow,” and “Whistle 

blow” were used for searching for articles. Using the keywords, we found 15,585 

relevant articles, and then we refined the results by limiting the search to peer-

reviewed journal articles. After the refinement, 13,225 research articles were 

selected. To ensure that all major articles were included in the set of identified 

studies, we manually searched for articles from ten management information 

systems journals (e.g., MIS Quarterly, Information Systems Research, Journal of 

Management Information Systems, European Journal of Information Systems, 

Information Systems Journal, Journal of Information Technology, Journal of 

Strategic Information Systems, Journal of Association Information Systems, 

Decision Support Systems, and Information & Management). We found five 

relevant articles published. Together, we identified 13,225 relevant reporting 
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behavior articles. Table Error! No text of specified style in document.-1 presents 

a brief overview of the reporting articles in different contexts.  

In the second stage, we applied inclusion and exclusion criteria to the initial 

set of articles to ensure that the articles were relevant and require further analysis. 

Specifically, we only included studies that (1) had reporting behavior on negative 

behaviors (e.g., cyberbullying or online harassment) and (2) addressed issues 

associated with online communication as their core focus, and we excluded those 

with no empirical results. Based on these criteria, we could not identify any relevant 

research articles or any prior studies on reporting negative behaviors online or 

through social media. The review found that the existing literature has not taken an 

approach to investigating individuals’ reporting responses to online harassment in 

the context of social media. 

 

Table Error! No text of specified style in document.-1 Summary of Prior 

Studies on Reporting 

Context System/function 

Health & 

medical 

error 

incidents 

Adverse Event reporting system (Grigoriev et al., 2014; Nishijima 

et al., 2018; Shimabukuro et al., 2015);  

Critical-Incident reporting system (Kantelhardt et al., 2011; 

Welker et al., 2015);  

National reporting system (Greaves et al., 2014);  

Assisted Reproductive Technology Clinic Outcomes reporting 

system (Stern et al., 2011);  

Online Transfusion Reaction reporting system (Yeh et al., 2011);  

Online Radiology Quality Assurance reporting system (Kruskal 

et al., 2006); 

Online-Incident reporting system (Alrwisan et al., 2011; 

Braithwaite et al., 2008; Chaintarli et al., 2018; Chang et al., 2014; 

Hussain et al., 2018; Kanda, 2011; Schultz et al., 2014); 

HIV/AIDS reporting system (Lee et al., 2003); 

Medical Error reporting system (Chang & Hsu, 2012; Gupta et 

al., 2011; Holden & Karsh, 2007; Maharshi & Nagar, 2017; 

Odaka et al., 2013; Shehata et al., 2015); 

Near-Miss reporting system (Bilimoria et al., 2009) 

Environmen

tal  

Energy reporting system (Cao et al., 2013);  

Water Quality reporting system (Parameswari & Moses, 2018);  

Earthquake reporting System (Chen et al., 2015) 
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Quality 

reporting 

Web-GIS to Support Maintenance reporting system (Yaqot & 

Trigunarsyah, 2017); 

A Real-time Safety and Quality reporting system (Rahn III et al., 

2014) 

Safety or 

road traffic 

Traffic reporting system (Liu et al., 2016); 

Electronic Accident reporting system (Peterson et al., 2018) 

Violent 

death 

Violent Death reporting system (Hemenway et al., 2009);  

National Violent Death reporting system (Logan et al., 2008; 

Stack & Rockett, 2018); 

Hate crime National Incident-Based reporting system (Nolan et al., 2015); 

Bias Crime reporting system (Cronin et al., 2007) 

Financial 

reporting & 

accounting 

audit 

Financial Statements reporting system (Jeong et al., 2014); 

Financial reporting system (Perrini & Tencati, 2006); 

Credit reporting system (Huang et al., 2016); 

Banking reporting system (Hille, 2013); 

Financial Reporting Standards reporting system (Ehoff Jr & 

Fischer, 2012); 

Multipurpose reporting system (Friedman, 2016) 

Whistle-

blowing & 

peer-

reporting 

Online Whistle-Blowing reporting systems (Keil et al., 2007; Keil 

& Park, 2010; Keil et al., 2018; Keil et al., 2010; Lowry et al., 

2013; Park et al., 2008; Park & Keil, 2009; Smith & Keil, 2003); 

Peer-Reporting reporting system (Bruns et al., 2012) 

Others Design's progress reporting system (Bors, 2012); 

Event reporting system (Hoisak et al., 2014; Parikh et al., 2017; 

Schuerer et al., 2006); 

Work performance reporting (Iselin et al., 2011); 

Business reporting process (Alles & Vasarhelyi, 2007) 
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Appendix C2: Reporting Functions on Social Media  

Table Error! No text of specified style in document.-2 Summary of the 

Reporting Function among Social Media Platforms 

Social 

media 

platforms 

Types Report function 

Facebook Social network 

Reports abusive content on Facebook by using 

the Report link (“Give feedback on this post”) that 

appears near the post. 

Multilevel display for reporting content 

Provides status of users’ reports to indicate the progress 

Allows users to cancel the report before review 

LinkedIn 
Professional 

network 

Reports this post function on the platform  

Multilevel display for reporting content 

No follow-up feedback  

Does not allow canceling the report before review 

Twitter 
Microblogging 

platform 

Reports this post function on the platform  

Multilevel display for reporting content 

Provides status of users’ reports to indicate the progress 

Does not allow canceling the report before review 

Tumblr 
Microblogging 

platform 

Reports abuse through URL for abuse help  

Requires personal email to report 

Multilevel display for reporting content 

YouTube 
Content 

community 

Reports function embedded in each video/comment 

Multilevel display for reporting content 

No follow-up feedback  

Does not allow canceling the report before review 

Snapchat 
Content 

community 

Reports a story by using the flag button appearing in the 

bottom of the screen 

Allows user to cancel the report via “Undo Report.” 

Instagram 
Content 

community 

Reporting Harassment function 

Multilevel display for reporting content 

No follow-up feedback  

Does not allow canceling the report before review 

Pinterest 
Content 

community 

Uses Report Pin function 

Multilevel display for reporting content 

No follow-up feedback  

Does not allow canceling the report before review 
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Appendix C3: Demographic Information of Respondents  

Table Error! No text of specified style in document.-3 Demographic 

Information of Respondents (n = 291) 

  Frequency Percent 

Gender Male 130 44.7 

Female 161 55.3 

Age 17-28 years old 95 32.6 

29-38 years old 110 37.8 

39-48 years old 53 18.2 

49-58 years old 24 8.2 

59-68 years old 7 2.4 

69 years or older  2 0.7 

Education Diploma 38 13.1 

Associate Degree 47 16.2 

Bachelor’s degree 137 47.1 

Master’s degree 60 20.6 

PhD 5 1.7 

Others 4 1.4 

Hours on social 

media 

per day 

Less than 1 hour 105 36.1 

1-2 hours 126 43.3 

3-4 hours 36 12.4 

5-6 hours 18 6.2 

7 hours or more 6 2.1 

Hours on the 

Internet per day 

Less than 1 hour 5 1.7 

1-2 hours 48 16.5 

3-4 hours 99 34.0 

5-6 hours 65 22.3 

7 hours or more 74 25.4 
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Appendix C4: The Built-in Reporting Function Introduced to the 

Respondents in the Survey 

Facebook Report Function 

 

 

Facebook has launched a report function for users to report abuse, bullying, 

harassment, and other issues that occur on Facebook. 

 

Facebook has set up global teams working 24 hours a day, 7 days a week, to 

review things that users report and remove anything that violates the Facebook 

Community Standards. The identity of the user filing the report is kept 

anonymous. Users can also check the status of their report in their Support Inbox 

on Facebook. 

 

If you notice a harassing post on Facebook, you can report it to the Facebook 

Review team by using the Report link that appears next to the content. 

  

The procedure is detailed below: 

 

 

Step 1: After noticing a harassing post (e.g., on your wall or any other 

Facebook pages), click the  that appears next to the post.  

 

Step 2: Click the Report Post button to report the incident to Facebook 

Review Team. 
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Step 3:  

(a) Select the option that best describes the harassing post,  

(b) Follow the on-screen instructions to finish the report. The report is 

anonymous. 

 
 

Step 4: After reporting, check the status of your report on your Support 

Inbox on Facebook. 
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Appendix C5: Measurement  

Table Error! No text of specified style in document.-4 Measurement 

Construct Code Item 
Adapted 

from 

Willingness to 

use built-in 

reporting 

function 

 

If I witness an online harassment 

incident similar to the one I recalled 

previously… 

Modified 

from 

Lowry et 

al. (2013) 

WTR1 

I will be prepared to use the Facebook 

Report function to report online 

harassment. 

WTR2 
I will likely to report online harassment 

via the Facebook Report function.  

WTR3 

I will be willing to inform Facebook 

review team of online harassment via the 

Facebook Report function. 

Perceived 

emergency 

PTE1 
The online harassment that I recalled 

required urgent attention.  

Modified 

from Park 

et al. 

(2008) 

&Nickerso

n et al. 

(2014) 

PTE2 
The online harassment that I recalled had 

to be resolved quickly.  

PTE3 
The victim of the online harassment that 

I recalled needed urgent help. 

Perceived 

responsibility 

to report 

PRR1 

I believed that I would have the personal 

responsibility to report the online 

harassment that I recalled. 

Park et al. 

(2008) 
PRR2 

I believed that it was my responsibility to 

help reduce the harm to the victim from 

the online harassment that I recalled. 

PRR3 

I believed that it was still my personal 

duty to stop the online harassment that I 

recalled.  

Perceived 

self-efficacy 

to report 

PSE1 

I am confident that I can use the 

Facebook Report function to report 

harassment on Facebook. 

Manstead 

and van 

Eekelen 

(1998) & 

Lee and 

Larsen 

(2009) 

PSE2 

I am certain that I can report harassment 

on Facebook via the Facebook Report 

function. 

PSE3 

It is easy for me to report harassment on 

Facebook via the Facebook Report 

function. 

PSE4 

I have the capability to use the Facebook 

Report function to address online 

harassment incidents. 

PSE5 

I can execute the Facebook reporting 

function to report online harassment 

incidents. 

Perceived 

outcome 

effectiveness 

of reporting 

POE1 

Reporting online harassment via the 

Facebook Report function works to 

protect Facebook users. (#) 

Johnston 

and 

Warkentin 

(2010) & 

Lee and 
POE2 

Reporting online harassment via the 

Facebook Report function combats 

online harassment.  
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POE3 

If online harassment is reported via the 

Facebook Report function, victims of 

online harassment are more likely to be 

protected. 

Larsen 

(2009) 

POE4 

Reporting online harassment via the 

Facebook Report function successfully 

prevents future online harassment. 

POE5 

Reporting online harassment via the 

Facebook Report function is the best 

solution for addressing future problems 

caused by online harassment. 

POE6 

If online harassment is reported via the 

Facebook Report function, future online 

harassment may be minimized.  

Perceived 

reporting 

climate 

PPC1 

Facebook has established a climate 

where users can report any inappropriate 

posts via the Facebook Report function. 

Huang et 

al. (2005) 

PPC2 

Facebook has created a climate where 

users can use the Facebook Report 

function to report any harassing content 

without fear of reprisal. 

PPC3 

Users on Facebook are encouraged to 

address the problem of online 

harassment via the Facebook Report 

function. (#) 

PPC4 

Facebook is receptive to the report 

submitted by users via the Facebook 

Report function. (#) 

Confidence in 

system 

anonymity – 

Dissociative 

anonymity  

CSA_DL1 

My personal identity would not be 

provided in the online harassment 

reports.  

Lowry et 

al. (2016b) 

CSA_DL2 
My online harassment reporting would 

be entirely secret. 

Confidence in 

system 

anonymity – 

Visual 

anonymity  

CSA_VP1 

I believe that others can’t physically see 

what I am doing on my computer screen 

(e.g., walk by and see what I’m writing).  

CSA_VP2 

I believe that I feel assured that no one 

can physically observe me in the act of 

reporting (e.g., look over my shoulder 

when I’m typing).  

Presence of 

others - 

Pluralistic 

ignorance 

 
If I thought reporting online harassment 

on Facebook might be risky,  

Burn 

(2009) & 

Prentice 

and Miller 

(1993) 

PRO_PI1 

I would not use the Facebook Report 

function to report online harassment if 

other users appeared unconcerned. 

PRO_PI2 

I would not use the Facebook Report 

function to report online harassment if 

my friends appeared unconcerned. 

PRO_PI3 

I would not use the Facebook Report 

function to report online harassment if 

my average Facebook friends appeared 

unconcerned. 

Presence of 

others - 
 

When witnessing the online harassment 

on Facebook, 

Burn 

(2009) 
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Diffusion of 

responsibility 
PRO_DR1 

I would probably leave it up to other 

users to report.  

PRO_DR2 
I would leave it up to the victim’s friends 

to report.  

PRO_DR3 
I would leave it up to my friends to 

report.  

Presence of 

others - 

Evaluation 

apprehension 

 
If I used the Facebook Report Function 

to report the harassment incident, 

La Greca 

and Lopez 

(1998) 

PRO_EA1 
I would worry about what others would 

say about me.  

PRO_EA2 
I would worry that others would not like 

me.  

PRO_EA3 
I would be afraid that other people would 

not support my report on Facebook. 

Perceived 

reporting 

justice  

PFA1 

The policies of Facebook allow for 

flexibility in taking care of my report 

submitted via its report function. (#) 

Blodgett et 

al. (1997) 

PFA2 

The guidelines used by Facebook to 

process my report submitted via its report 

function are fair. 

PFA3 

Facebook’s guidelines for handling 

users’ reports submitted via its report 

function are free of bias. 

PFA4 
The outcome of using the Facebook 

report function is fair. 

PFA5 
The solution offered by the Facebook 

report function is acceptable. 

PFA6 
The results of using the Facebook report 

function are appropriate. 

PFA7 
I feel that the Facebook review team is 

courteous. 

PFA8 
I feel that the concern shown by the 

Facebook review team is sincere. 

PFA9 
I feel like the Facebook review team 

cares about my report. 

Moral belief 

about online 

harassment 

MOB1 
Online harassment on Facebook is 

morally unacceptable. 

Hu et al. 

(2011) 
MOB2 

Online harassment on Facebook is 

against my moral beliefs. 

MOB3 
Online harassment on Facebook is the 

wrong thing to do. 

Empathy 

EMP1 
I often have tender, concerned feelings 

for people less fortunate than me. 

Davis 

(1983) 

EMP2 
Sometimes I feel very sorry for other 

people when they are having problems. 

EMP3 

When I see someone being taken 

advantage of, I feel kind of protective 

towards them. 

EMP4 Other people's misfortunes usually 

disturb me a great deal. (#) 

EMP5 When I see someone being treated 

unfairly, I sometimes don't feel very 

much pity for them. (#) 
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EMP6 
I am often quite touched by things that I 

see happen. 

EMP7 
I would describe myself as a pretty soft-

hearted person. 

Relationship 

closeness with 

the victim 

RCV1 I had a close relationship with the victim. 
Self-

developed 

Relationship 

closeness with 

the perpetrator 

RCP1 
I had a close relationship with the 

perpetrator. 

Self-

developed 

Type of 

online 

harassment 

witnessed 

 

Please indicate the type of online 

harassment incident that you witnessed 

on Facebook. 

Jones and 

Mitchell 

(2016) 

TOH1 

Posting mean or hurtful 

messages/comments/pictures/videos 

about someone on the platform.  

TOH2 
Spreading rumors about someone on the 

platform.  

TOH3 
Threatening to hurt someone through the 

platform. 

Note: (#) The item was dropped for conservative improvement of the validity (loading 

was below 0.700) 
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Appendix C6: Details for the Measurement and Structural Model  

Table Error! No text of specified style in document.-5 Descriptive Statistics of 

the First-Order Constructs 

 Reliability Collinearity 

Statistics 

First-order 

Constructs 
 

# of 

Items 

Mean 

(STD) 
CR AVE Tolerance VIF 

Pluralistic 

ignorance 

First-order 

reflective 
3 

3.47 

(1.66) 
0.89 0.68 0.54 1.85 

Diffusion of 

responsibility 

First-order 

reflective 
3 

3.67 

(1.67) 
0.89 0.68 0.52 1.91 

Evaluation 

apprehension 

First-order 

reflective 
3 

3.26 

(1.68) 
0.86 0.62 0.84 1.19 

Dissociative 

anonymity 

First-order 

reflective 
2 

5.16 

(1.12) 
0.78 0.55 0.80 1.25 

Visual 

anonymity 

First-order 

reflective 
2 

4.42 

(1.51) 
0.82 0.61 0.77 1.30 

Note: CR=Composite reliability; AVE=Average variance extracted; VIF=Variance 

inflation factor. 
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Table Error! No text of specified style in document.-6 Descriptive Statistics of 

the Constructs 

    Reliability Collinearity 

Statistics 

Constructs  
# of 

Items 

Mean 

(STD) 
CR AVE Tolerance VIF 

Relationship 

closeness with 

victim 

n/a 1 
3.74 

(2.18) 
n/a n/a 0.75 1.34 

Relationship 

closeness with 

perpetrator 

n/a 1 
2.37 

(1.87) 
n/a n/a 0.83 1.21 

Type of online 

harassment 

witnessed 

Formative 3 
4.19 

(0.17) 
n/a n/a 0.91 1.10 

Empathy Reflective 5 
5.54 

(1.04) 
0.92 0.69 0.59 1.70 

Moral belief 

about online 

harassment 

Reflective 3 
5.86 

(1.27) 
0.88 0.71 0.75 1.34 

Perceived 

emergency 
Reflective 3 

4.60 

(1.60) 
0.91 0.76 0.52 1.92 

Perceived 

responsibility to 

report 

Reflective 3 
4.81 

(1.58) 
0.91 0.78 0.42 2.37 

Perceived self-

efficacy to 

report 

Reflective 5 
6.12 

(0.87) 
0.92 0.69 0.67 1.49 

Perceived 

outcome 

effectiveness of 

reporting 

Reflective 5 
5.04 

(1.26) 
0.90 0.65 0.37 2.71 

Presence of 

others 

Second-

order 

formative 

9 
3.47 

(1.33) 
n/a n/a 0.74 1.36 

Confidence in 

system 

anonymity 

Second-

order 

formative 

4 
4.79 

(1.06) 
n/a n/a 0.58 1.74 

Perceived 

reporting justice 
Reflective 8 

5.15 

(1.11) 
0.94 0.65 0.35 2.82 

Perceived 

reporting 

climate 

Reflective 2 
5.43 

(1.21) 
0.82 0.70 0.44 2.28 

Willingness to 

use built-in 

reporting 

function 

Reflective 3 
5.68 

(1.13) 
0.87 0.69 n/a n/a 

Note: CR=Composite Reliability; AVE=Average Variance Extracted; VIF=Variance 

Inflation Factor. 
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Table Error! No text of specified style in document.-7 Confidence in System 

Anonymity Zero-Order Correlations and Interitem Correlational 

Diagnostics 
 Weight Loading CSA (1) (2) (3) 

CSA_DL1 (1) 0.76*** 0.71*** 0.70**    

CSA_DL2 (2) 0.89*** 0.77*** 0.95** 0.68*** 
  

CSA_VP1 (3) 0.31*** 0.70*** 0.43** 0.17*** 0.24*** 
 

CSA_VP 2 (4) 0.39*** 0.76*** 0.56** 0.24*** 0.33*** 0.67*** 

Note 1: The column of CSA (second-order) shows the zero-order correlations of the 

latent construct’s items against the overall average of the latent construct. 

Note 2: CSA_DL= Confidence in system anonymity: Dissociative anonymity; CSA_VP= 

Confidence in system anonymity: Visual anonymity. 

 

 

Table Error! No text of specified style in document.-8 Presence of Others 

Zero-order Correlations and Interitem Correlational Diagnostics 

 Weight Loading PRO (1) (2) (3) (4) (5) (6) (7) (8) 

PRO_PI1 (1) 
0.72*** 0.82*** 0.57**         

PRO_PI2 (2) 
0.72*** 0.81*** 0.55** 0.84**        

PRO_PI3 (3) 
0.72*** 0.83*** 0.54** 0.83** 0.90**       

PRO_DR1 (4)  
0.91*** 0.83*** 0.92** 0.59** 0.55** 0.57** 

     

PRO_DR2 (5) 
0.89*** 0.81*** 0.89** 0.56** 0.58** 0.55** 0.87** 

    

PRO_DR3 (6) 
0.88*** 0.82*** 0.84** 0.57** 0.56** 0.57** 0.83** 0.83** 

   

PRO_EA1 (7) 
0.41*** 0.59*** 0.05 0.32** 0.25** 0.31** 0.35** 0.29** 0.32** 

  

PRO_EA2 (8) 
0.39*** 0.59*** 0.01 0.32** 0.30** 0.33** 0.32** 0.26** 0.30** 0.87** 

 

PRO_EA3 (9) 
0.41*** 0.58*** 0.08 0.33** 0.28** 0.36** 0.32** 0.28** 0.35** 0.67** 0.68** 

Note 1: The column of PRO (second-order) shows the zero-order correlations of the latent construct’s items against the overall average of the latent 

construct. 

Note 2: PRO_PI=Presence of others: Pluralistic ignorance; PRO_DR=Presence of others: Diffusion of responsibility; PRO_EA=Presence of others: 

Evaluation apprehension. 

 

 

Table Error! No text of specified style in document.-9 Type of Online 

Harassment Witnessed Zero-Order Correlations and Interitem 

Correlational Diagnostics 

Type of online 

harassment 

witnessed 

Tolerance VIF Weight Loading 
TOH 

(Formative) 
(1) (2) 

TOH_Post (1) 0.71 1.42 -0.57*** -0.88 0.26   

TOH_Spread (2) 0.72 1.39 0.55*** 0.85 0.37 -0.52  

TOH_Threaten (3) 0.97 1.04 0.15*** 0.22 0.66 -0.15 -0.01 

Note 1: The column of TOH (formative) shows the zero-order correlations of the latent construct’s items 

against the overall average of the latent construct 

Note 2: TOH_Post= Posting mean or hurtful messages/comments/pictures/videos about someone on the 

platform; TOH_Spread= Spreading rumors about someone on the platform; TOH_Threaten= Threatening 

to hurt someone through the platform. 
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Table Error! No text of specified style in document.-10 Correlation among 

First-order Constructs and Square Root of the AVE (Measurement Model) 

 EMP MOB PTE PRR PSE POE PRO_PI PRO_DR PRO_EA CSA_DL CSA_VP PFA PPC WTR 

EMP 0.83              

MOB 0.41*** 0.84             

PTE 0.09 0.00 0.87            

PRR 0.27*** 0.11 0.57*** 0.88           

PSE 0.42*** 0.40*** 0.01 0.05 0.83          

POE 0.23*** 0.03 0.32*** 0.31*** 0.21** 0.81         

PRO_PI -0.15* -0.19** -0.08 -0.19** -0.27*** -0.04 0.83        

PRO_DR -0.20** -0.30*** -0.15* -0.32*** -0.31*** -0.10 0.66*** 0.82       

PRO_EA -0.05 -0.18** 0.21** 0.15* -0.36*** 0.10 0.36*** 0.362*** 0.79      

CSA_DL 0.34*** 0.05 0.07 0.10 0.36*** 0.33*** -0.12 -0.13 -0.02 0.74     

CSA_VP 0.14* -0.15* 0.18** 0.23** 0.00 0.40*** 0.12 -0.03 0.15* 0.38*** 0.78    

PFA 0.31*** 0.08 0.19** 0.21** 0.31*** 0.71*** -0.06 -0.15* -0.01 0.46*** 0.41*** 0.81   

PPC 0.41*** 0.29*** 0.19** 0.24*** 0.52*** 0.47*** -0.17* -0.27*** -0.18** 0.48*** 0.25*** 0.57*** 0.84  

WTR 0.43*** 0.33*** 0.39*** 0.48*** 0.53*** 0.49*** -0.39*** -0.53*** -0.10 0.44*** 0.19** 0.44*** 0.62*** 0.83 

Note 1: EMP=Empathy; MOB=Moral belief about online harassment; PTE=Perceived emergency; PRR=Perceived responsibility to report; PSE=Perceived self-

efficacy to report; POE=Perceived outcome effectiveness of reporting; PRO_PI=Presence of others: Pluralistic ignorance; PRO_DR=Presence of others: Diffusion 

of responsibility; PRO_EA=Presence of others: Evaluation apprehension; CSA_DL= Confidence in system anonymity: Dissociative anonymity; CSA_VP= Confidence 

in system anonymity: Visual anonymity; PFA=Perceived reporting justice; PPC=Perceived reporting climate; WTR=Willingness to use built-in reporting function.  

Note 2: Bolded diagonal elements are the square root of AVE for each construct. Off-diagonal elements are the correlations between constructs. 

Note 3: * p < 0.050; ** p < 0.010; *** p < 0.001. 

 

 

Table Error! No text of specified style in document.-11 Correlation among 

Constructs (Structural Model) 

 AGE EDU GEN SNU TOH RCV RCP EMP MOB PTE PRR PSE POE PRO CSA PFA PPC WTR 

AGE 1.00 
                 

EDU 0.02 1.00 
                

GEN 0.03 -0.13* 1.00 
               

SNU -0.15* 0.08 -0.07 1.00 
              

TOH 0.06 -0.05 0.01 -0.01 1.00 
             

RCV 0.05 0.01 0.01 0.13* 0.07 1.00 
            

RCP -0.37* 0.08 -0.03 0.28** 0.18** 0.32** 1.00 
           

EMP 0.15* 0.07 0.23** -0.01 0.10 0.16** -0.05 1.00 
          

MOB 0.15* -0.01 0.18** -0.26** 0.07 0.09 -0.13* 0.44** 1.00 
         

PTE -0.04 0.04 -0.08 0.21** 0.11 0.33** 0.09 0.11 0.01 1.00 
        

PRR 0.02 0.03 -0.03 0.18** 0.00 0.48** 0.12* 0.26** 0.11 .622** 1.00 
       

PSE 0.12* -0.02 0.16** -0.11 0.05 0.03 -0.19** 0.42** 0.40** 0.02 0.06 1.00 
      

POE -0.10 0.03 -0.02 0.18** -0.03 0.17** 0.03 0.25** 0.04 0.31** 0.30** 0.23** 1.00 
     

PRO -0.22** 0.12* -0.12* 0.16** -0.07 0.02 0.24** -0.17** -0.30** 0.01 -0.15** -0.38** -0.03 1.00 
    

CSA -0.13* -0.10 0.11 0.23** 0.08 0.19** 0.15* 0.29** -0.08 0.18** 0.24** 0.20** 0.47** 0.02 1.00 
   

PFA -.13* 0.00 0.00 0.19** 0.00 0.16** 0.04 0.33** 0.08 0.22** 0.24** 0.33** 0.75** -0.09 0.57** 1.00 
  

PPC 0.19** -0.05 0.10 0.04 0.05 0.10 -0.12* 0.50** 0.38** 0.20** 0.25** 0.64** 0.50** -0.34** 0.47** 0.64** 1.00 
 

WTR 0.11 0.04 0.07 0.12* 0.08 0.12* -0.15* 0.47** 0.36** 0.43** 0.52** 0.57** 0.52** -0.45** 0.40** 0.49** 0.67** 1.00 

Note 1: AGE=Age; EDU=Education; GEN=Gender; SNU=Social media usage; TOH=Type of online harassment witnessed; 

RCV=Relationship closeness with victim; RCP=Relationship closeness with perpetrator; EMP=Empathy; MOB=Moral belief about online 

harassment; PTE=Perceived emergency; PRR=Perceived responsibility to report; PSE=Perceived self-efficacy to report; POE=Perceived 

outcome effectiveness of reporting; PRO=Presence of others; CSA=Confidence in system anonymity; PFA=Perceived reporting justice; 

PPC=Perceived reporting climate; WTR=Willingness to use built-in reporting function.  

Note 2: * p < 0.050; ** p < 0.010; *** p < 0.001. 
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Table Error! No text of specified style in document.-12 Factor Loading of 

Measures of First-Order Constructs 

Construct Item Loading in CFA 
Loading in 

structural model 

Empathy 

EMP1 0.88 0.88 

EMP2 0.88 0.89 

EMP3 0.81 0.82 

EMP6 0.78 0.78 

EMP7 0.78 0.78 

Moral belief about online 

harassment 

MOB1 0.70 0.70 

MOB2 0.90 0.90 

MOB3 0.92 0.92 

Perceived emergency 

PTE1 0.94 0.93 

PTE2 0.85 0.85 

PTE3 0.82 0.83 

Perceived responsibility to 

report 

PRR1 0.83 0.83 

PRR2 0.91 0.91 

PRR3 0.90 0.91 

Perceived self-efficacy to 

report 

PSE1 0.86 0.87 

PSE2 0.90 0.90 

PSE3 0.77 0.77 

PSE4 0.82 0.82 

PSE5 0.79 0.78 

Perceived outcome 

effectiveness of reporting 

POE2 0.70 0.70 

POE3 0.77 0.77 

POE4 0.86 0.86 

POE5 0.87 0.87 

POE6 0.83 0.84 

Presence of others—

Pluralistic ignorance 

PRO_PI1 0.88 0.88 

PRO_PI2 0.95 0.95 

PRO_PI3 0.94 0.94 

Presence of others—

Diffusion of responsibility 

PRO_DR1 0.93 0.94 

PRO_DR2 0.93 0.93 

PRO_DR3 0.89 0.89 

Presence of others—

Evaluation apprehension 

PRO_EA1 0.92 0.94 

PRO_EA2 0.94 0.92 

PRO_EA3 0.73 0.74 

Confidence in system 

anonymity— Dissociative 

anonymity 

CSA_DL1 0.81 0.77 

CSA_DL2 0.85 0.88 

Confidence in system 

anonymity— Visual 

anonymity 

CSA_VP1 0.75 0.75 

CSA_VP 2 0.89 0.89 

Perceived reporting justice PFA2 0.70 0.70 
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PFA 3 0.78 0.78 

PFA4 0.87 0.87 

PFA5 0.85 0.85 

PFA6 0.87 0.87 

PFA7 0.77 0.77 

PFA8 0.83 0.83 

PFA9 0.77 0.77 

Perceived reporting climate 
PPC1 0.83 0.83 

PPC2 0.84 0.81 

Willingness to use built-in 

reporting function 

WTR1 0.85 0.85 

WTR2 0.83 0.82 

WTR3 0.82 0.81 
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Table Error! No text of specified style in document.-13 Summary for the 

Research Model 

 Model 1 Model 2  

Control variables 
Path coefficient 

(sig.) 

Suppo

rted? 

Age → Willingness to use built-in reporting function 0.05ns 0.06 ns No 

Gender → Willingness to use built-in reporting function -0.02 ns -0.02 ns No 

Education → Willingness to use built-in reporting function 0.07* 0.07* Yes 

Social media usage → Willingness to use built-in reporting function 0.10** 0.10** Yes 

Type of online harassment witnessed → Willingness to use built-in 

reporting function 
0.03 ns 0.04 ns No 

Relationship closeness with victim → Willingness to use built-in 

reporting function 
-0.12*** -0.11*** Yes 

Relationship closeness with perpetrator → Willingness to use built-in 

reporting function 
-0.09** -0.11** Yes 

Empathy → Willingness to use built-in reporting function 0.05 ns 0.06 ns No 

Moral belief about online harassment → Willingness to use built-in 

reporting function 
0.15*** 0.15*** Yes 

Tested paths 

 
  

H1: Perceived emergency → Willingness to use built-in reporting 

function 
0.20*** 0.19*** Yes 

H2: Perceived responsibility to report → Willingness to use built-in 

reporting function 
0.24*** 0.21*** Yes 

H3: Perceived emergency → Perceived responsibility to report 0.60*** 0.57*** Yes 

H4: Perceived self-efficacy to report → Willingness to use built-in 

reporting function 
0.29*** 0.27*** Yes 

H5: Perceived outcome effectiveness of reporting → Willingness to 

use built-in reporting function 
0.23*** 0.23*** Yes 

H6A: Presence of others → Willingness to use built-in reporting 

function 
-0.24*** -0.27*** Yes 

H6B: Presence of others → Perceived responsibility to report -0.16*** -0.20*** Yes 

H7: Perceived reporting justice → Perceived outcome effectiveness of 

reporting 
0.64*** 0.64*** Yes 

H8A: Perceived reporting climate → Perceived self-efficacy to report 0.75*** 0.75*** Yes 

H8B: Perceived reporting climate → Perceived outcome effectiveness 

of reporting 
0.04 ns 0.04 ns No 

H9: Confidence in system anonymity → Willingness to use built-in 

reporting function 
0.17*** 0.18*** Yes 

H10A: Presence of others x Confidence in system anonymity → 

Willingness to use built-in reporting function 

 
0.11*** Yes 

H10B: Presence of others x Confidence in system anonymity → 

Perceived responsibility to report 

 
0.16*** Yes 

χ2 111.77 116.82  

df 42.00 44.00  

χ2/df 2.66 2.66 1 ~ 3 

CFI 0.96 0.96 > 0.90 

SRMR 0.04 0.04 < 0.08 

RMSEA 0.08 0.08 < 0.08 

Note: *** p < 0.001; ** p < 0.010; * p < 0.050; n.s. = not significant. 
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Appendix C7: Assessment of Common Method Bias and Social 

Desirability Bias  

 

Assessment of Common Method Bias  

Following established guidelines (Podsakoff et al., 2003; Schwarz et al., 

2017; Sharma et al., 2009), we applied a series of procedural and statistical remedies 

to minimize the influence of common method variance.  

Procedural remedies. All measures were adapted from prior literature or 

developed through a rigorous instrument development process. For example, we 

employed different response formats. A pretest and a pilot test were conducted to 

evaluate the reliability and validity of the measures, as well as the overall clarity of 

the survey’s instructions. We also followed guidelines to ensure we gathered high-

quality data from the MTurk online panel (Lowry et al., 2016a; Mason & Suri, 

2012). For example, respondents were not allowed to revisit or modify their 

responses in previous pages.  

Statistical remedies. We employed three approaches to test for the influence 

of common method bias: Harman’s single-factor test, the unmeasured latent marker 

construct, and the CFA marker technique (Schwarz et al., 2017). First, Harman’s 

single factor test was conducted. We included all the latent variables in a principal 

component factor analysis with unrotated factor solutions (Podsakoff et al., 2003). 

The results revealed no single general factor accounting for a majority of the 

covariance among the measurement items (Podsakoff & Organ, 1986, p. 536), 

suggesting that common method bias was not a threat in the study (Lindell & 

Whitney, 2001; Richardson et al., 2009). Second, the unmeasured latent method 

construct (ULMC) approach was conducted. The results show that the baseline 

model and ULMC model were not different at the model level (Δχ2 = 30.91, Δdf = 
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94, p = 0.99), indicating that common method bias did not likely present in our data. 

Third, a confirmatory factor analysis (CFA) marker variable technique was used to 

detect the presence of common method bias, following prior cyberbullying research 

(Lowry et al., 2017; Lowry et al., 2016b). Network association was included as a 

marker variable in our research model using three items (adapted from Fox and 

McEwan (2017)). The results showed that method factors loading associated with 

the marker variable were not related to each of the substantive indicators utilizing 

the chi-square difference test, providing evidence that common method bias was 

minimal in this study. In addition, the results showed that network association as a 

marker variable had an insignificant effect on the dependent variable (β = 0.02, p > 

0.05). There was no significant difference in variance explained of the endogenous 

construct after partialling out the marker variable, providing additional evidence 

that common method bias did not influence the results of our study. Taken together, 

based on evidence from the three approaches, we can conclude that common 

method bias does not present a significant threat to our study. 

Assessment of Social Desirability Bias  

Due to the sensitive nature of the topic, we explicitly examined whether 

social desirability bias (SDB) influenced our data. We took several steps to 

minimize SDB’s influence. First, we followed general principles for ethical 

research practices on human subjects in data collection (i.e., autonomy, beneficence, 

justices, privacy, and confidentiality) (Gurau, 2007; Mishna et al., 2004). For 

example, at the start of the survey, respondents were informed in the consent form 

that their responses were anonymous and kept completely confidential. Adhering 

to these principles is thought to minimize SDB’s influence among respondents. 

Second, a 13-item short form of the Marlowe-Crowne scale (Reynolds, 1982) was 
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included in the survey. After data collection, following established approaches to 

detecting the existence of social desirability bias (King & Bruner, 2000), we 

examined the extent to which the social desirability items correlated with the focal 

constructs of the research model and socially undesirable behaviors such as the 

online harassment experience. The social desirability items correlated weakly with 

the focal constructs in our research model (rho values between 0.04 and 0.279) and 

the socially undesirable behavior (i.e., online harassment experience) (rhoPOH-SDB = 

0.072, p > 0.05). The results suggest that social desirability bias, while it may exist, 

is not a major issue in this study. 
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Appendix C8: Assessment of the Interaction Effects  

Table Error! No text of specified style in document.-14 Conditional Effects of 

the Confidence in System Anonymity 

Main effect: 

Moderator: 

Confidence 

in system 

anonymity 

Effect 

Standa

rd 

error 

t-

statistic

s 

p-value 

Confidence 

interval Signific

ant 
LLCI ULCI 

Presence of others → 

Willingness to use 

built-in reporting 

function 

-1SD -0.76 0.08 -9.29 0.00 -0.92 -0.60 Yes 

1SD -0.27 0.05 -5.93 0.00 -0.36 -0.18 Yes 

Presence of others → 

Perceived 

responsibility to 

report 

-1SD -0.49 0.08 -6.20 0.00 -0.65 -0.34 Yes 

1SD 0.05 0.07 0.79 0.43 -0.08 0.19 No 
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Appendix C9: Assessment of the Mediation Effects  

 

Note: (1) Path a: the path from the independent to the mediating variable (a), (2) 

Path b: The path from the mediating variable to the dependent variable (b), and 

(3) Path c’: The path from the independent to the dependent variable (path c’ 

when considered simultaneously with paths a and b). 

Figure Error! No text of specified style in document.-1 Mediation Tests 

 

 

Table Error! No text of specified style in document.-15 Results of the 

Mediation Tests  

Independent 

variable (X) 
Mediator (M) 

Mediation test (ab)  Full/partial mediation test (c') 

Indirect 

effect of 

X on Y 

Bias-corrected 

95% confidence 

intervals for 

indirect effect 
Zero 

included?  

Mediation

? 

Direct 

effect of X 

on Y 

Bias-corrected 

95% confidence 

intervals for 

direct effect 
Zero 

included? 

Types of 

mediation 

Effect 

(SE) 
Lower Upper 

Effect 

(SE) 
Lower Upper 

Perceived 

emergency 

(a1) 
Perceived 

responsibility to 

report (b1) 

0.14 

(0.03) 
0.09 0.21 No Yes 

0.60  

(0.05) 
0.49 0.69 No Partial 

Presence of 

others (a2) 

-0.04 

(0.01) 
-0.07 -0.02 No Yes 

-0.16  

(0.04) 
-0.24 -0.09 No Partial 

Perceived 

reporting 

climate (a3) 

Perceived self-

efficacy to 

report (b2) 

0.19 

(0.04) 
0.13 0.26 No Yes 

0.64  

(0.07) 
0.51 0.78 No Partial 

Perceived 

reporting 

justice (a4) 

Perceived 

outcome 

effectiveness of 

reporting (b3) 

0.17 

(0.04) 
0.11 0.24 No Yes 

0.75  

(0.05) 
0.66 0.84 No Partial 

Note 1: Dependent variable (Y): Willingness to use built-in reporting function 

Note 2: The value ab and c’ are sorted in descending order to construct a percentile-based confidence interval (ci%). In a standard 95% CI, 

the lower bound of the CI was represented by the sorted ab value in the 125th position, and the upper bound of the CI was represented by the 

sorted ab value in the 4876th position. 
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